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Availability of Funds: Funds are not presently available for this procurement. The Government's obligation hereunder is contingent upon the availability of funds from which payment for contract purposes can be made. No legal liability on the part of the government for payment of any money shall arise unless and until funds are made available to the Contracting Officer for this procurement and notice of such availability to be confirmed in writing by the Contracting Officer, is given to the contractor.
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SECTION I - EXECUTIVE SUMMARY
1.1	GENERAL INFORMATION
This solicitation sets forth guidelines for eligible institutions that desire to participate in the GenCyber program. The National Security Agency's GenCyber program is housed in the National Cryptologic University (NCU). Funding for this solicitation is provided by DoD’s Cyber Academic Engagement Office (CAEO). GenCyber provides cybersecurity training for secondary (middle/high school) students. GenCyber responds to the nation's recognized need to increase cybersecurity awareness, teach sound cybersecurity fundamentals, and to increase participants' interest in the cybersecurity field to decrease the gap on the need for skilled cybersecurity professionals.
Data from the GenCyber Five Year Report shows that the GenCyber program is often a student’s first cybersecurity education engagement. GenCyber is aligned with the National Centers of Academic Excellence in Cybersecurity (NCAE-C) program to provide participants multiple opportunities for increased engagement in cybersecurity.

The GenCyber goals are to:
· Ignite, increase and sustain awareness of secondary cybersecurity content and cybersecurity postsecondary and career opportunities for participants through year-round engagement;

· Increase student opportunities in cybersecurity college and career readiness pathways at the secondary level by promoting various experiences; and

· Develop student readiness for academic success while fostering lifelong skills in navigating digital spaces safely and responsibly.

This solicitation is issued under Section 6.102(d) (2) of the Federal Acquisition Regulation (FAR), and under section 22.315 of the Department of Defense Grant and Agreement Regulations (DoDGARs), which provides for the competitive selection of proposals. Proposals submitted in response to this broad agency announcement (BAA) that are selected for award are considered to be the result of competition in accordance with 10 U.S.C. 2361 and 32 C.F.R. Section 22.315 and 22.325.
This solicitation is issued under Grant Authority: CFDA Program #12.903 and Authorization 10 U.S.C 2192b. The National Security Agency/GenCyber Program Management Office (PMO) is soliciting proposals for grants in the area of cybersecurity education.

SCHEDULE: Electronic Proposals are due no later than 10 April 2026 @ 11:59 p.m. ET, via email to GenCyber_Proposals@nsa.gov. 
Grant awardees are anticipated to be announced August 2026. Grant awards are effective for 18 months from the date awarded (Grant Office signature). Please consider this when writing your proposal. This offer is subject to funds availability.
1.2	PROPOSED TIMELINE:
If funded, the following is an estimated timeline:
· Summer 2026: 	Proposal status notification
· Fall/Winter 2026: 	Planning, marketing, recruiting
· Summer 2027: 	Summer camp experience
· Winter 2027: 		Final grant paperwork due to the PMO

*Invoice monthly, but no later than every 3 months*

1.3	ELIGIBILITY:
Academic institutions holding a current NCAE-C designation in good standing as defined in this section are eligible to participate in this grant offer. Performance on previous grant awards will be considered. To be considered in good standing, the institution must meet the following qualifications:

1.3.1 NCAE-C designation is up to date, and in compliance with re-designation requirements;

1.3.2 Current on all reporting requirements, to include annual reports and reports required by other NCAE-C grant opportunities;

1.3.3 Timely submission of invoices for other NCAE-C grant awards;

1.3.4 Attendance at required NCAE-C meetings and events per designation/re-designation criteria;

1.3.5 Minimum participation in NCAE-C activities, committees or working groups;

1.3.6 The PMO will only accept submissions from the designated NCAE-C program(s) at the institution. Interested parties outside of the designed program path(s) must include the NCAE-C identified point of contact on campus either directly or indirectly. An endorsement letter from the designated POC will suffice if the POC is not participating in the proposal.

Further eligibility is set forth herein:

1.3.7 Previous GenCyber Grant awardees must:

a) Be current on all reporting requirements and must not be delinquent in submission of invoices for previous grant awards.
b) Comply with all the conditions of the previous awards inclusive of attending Fall and Spring meetings.
c) Note that previous award status has no impact on the proposal other than failure to comply with prior award deliverables, which could lower scoring during evaluation.
 1.4	FOREIGN NATIONAL INVOLVEMENT ON GRANTS RESULTING FROM THIS SOLICITATION:
Individuals supported by a grant awarded as a result of this solicitation must be U.S. Citizens, or permanent residents admitted to the U.S. for permanent residence prior to award. To be eligible for an award, an organization must submit a certificate of Assurance. It is the responsibility of the grantee to validate the citizenship of proposed individuals.

1.4.1 Faculty (Principal Investigators [PI]/Program Directors [PD]/Lead instructor’s [LI]), Administration, Other Support Staff, all research assistants, student workers, or anyone receiving a salary from the grant, must be a U.S. citizen or permanent residents admitted to the U.S. for permanent residence.

1.4.2 All instruction must occur in the United States (with the potential for U.S. territorial or tribal participation). GenCyber funds cannot be used to fund programs abroad. The applying organizations must not be organized, charted, or incorporated under the laws of any country other than the U.S. or its possessions or be controlled by an individual who is not a U.S. citizen. GenCyber funds may not be used to support a foreign-owned entity.

1.4.3 All participants must reside in the United States and be enrolled in a United States school or home-schooled.

1.5	TRAVEL:
Proposals should take the following guidelines into consideration:

1.5.1 No foreign travel will be authorized.

1.5.2 Both the Spring Meeting and the Fall Meeting will be all day virtual meetings, but attendance is still mandatory for the Program Director and Lead Instructor.

1.6	PROPOSAL:
Concise proposals addressing the awardee's plan are requested. Proposals must focus on the institution's commitment to the proposal, faculty and staff qualifications, and what the proposal offers to the subject of the program. It is not necessary to describe the state of cybersecurity, workforce or cybersecurity education in the United States.

Proposals should be submitted in accordance with guidance provided in Attachment A, Proposal Preparation Instructions (PPI).





1.7 AWARD TYPES AND FUNDING:

1.7.1 Awards made as a result of this solicitation will be in the form of a Grant with an 18 month period of performance unless otherwise noted. Grant awards are effective 18 months from the date awarded (Grant Office signature). There will be no extensions beyond that date. Please consider this when writing your proposal.

1.7.2 GenCyber grant awards are anticipated to be $90,000 each dependent upon the proposed activity. The Program Management Office (PMO) reserves the right to request a budget modification prior to final grant status notification.

1.7.3 Initiatives described in this solicitation will result in a single award made to a single institution, for a single camp. No coalitions will be funded as a result of this solicitation. Institutions needing multiple camps to accomplish objectives are not anticipated, but will need pre-approval from the GenCyber PMO in order to do so.

1.7.4 Offerors are cautioned to write clear and concise proposals that answer the requirements of the Proposed Program. Each proposal will be evaluated separately; therefore, one proposal must not be dependent upon another in any way.

1.7.5 Each institution must demonstrate in the proposal that they possess grants management capability through a designated grants office or grants officer. This includes but is not limited to: internal financial systems, as well as invoicing through the Maryland Procurement Office or identified grants officer.

1.7.6 Offerors currently managing active NCAE-C program grants should carefully consider current commitment levels before investing in a proposal to lead another initiative under this proposal. Any proposals submitted in this situation should clearly state how taking on this responsibility will not impact other or previous commitments.

NOTE: Participants must submit a realistic budget that reflects true expenses. It is important to budget for actual plans, taking care not to inflate the budget based on the maximum available. Execute awarded amounts as closely as possible to the total grant award. Grantees that return more than 5% of the award will receive point reductions on future GenCyber and NCAE-C grant submissions.

1.8 AWARD TYPES AND FUNDING TABLE:

	Proposed Program
	Format
	Description

	Student
	Face-to-Face; Virtual; Hybrid
	30-hour summer camp




1.9 DEDUCTION TABLE:
The PMO is accountable to Congress, and other supporting organizations, to ensure that institutions are properly stewarding grant awards and accomplishing stated deliverables. Repeated return of large amounts of grant funding at the end of the period of performance and/or failure to perform work (i.e. complete deliverables) reflects on an institution's ability to manage federal grant awards and is taken into consideration for future grant awards:

	Issue
	Consequence

	Failure to submit required reports (including those for the NCAE-C Program, DoD CySP Program and
GenCyber Program)
	3 point deduction for each delinquent report on the next grant proposal evaluation

	Failure to invoice/Outstanding grant funding
	5 point deduction for each grant that has not invoiced for at least 50% or more by the mid-point of the original
period of performance

	Amount of funding returned on
closed grants
	3 point deduction for return of more than 5% but less
than 10%

	
	5 point deduction for more than 10% but less than 15%

	
	7 point deduction for more than 15% but less than 20%

	
	10 point deduction for more than 20% but less than 25%

	
	Automatic ineligibility for one year for any amount over
25% or $300,000, whichever is less



















SECTION II – PROPOSED PROGRAMS
2.1 STUDENT PROGRAMS
GenCyber student programs are those activities that ignite or sustain cybersecurity and cybersecurity career interest amongst middle or high school students.

2.1.1 Target Audience: The intended audience of the student program is middle and high school participants. Programs focused on the K-5 level may be considered but must focus on long- term engagement opportunities being available to these young students. The proposal must explain whether the program will recruit novice students or students with pre- existing experience in computer science and/or cybersecurity.

2.1.2 Budget: The budget amount for a student program is no more than $90,000. Proposals should include a cost proposal and reasonable documentation that includes costs for supplies and the time needed for the PI/PD to perform closeout activities. No cost sharing is allowed. Pre-award costs for marketing is allowed.

2.1.3 Contact hours: The minimum number of contact hours with participants is 30 hours. The camp curriculum must include at least 30 instructional hours during a summer cybersecurity education experience.

2.1.4 Timeline and Schedule: Proposals must include an overall program timeline of events, as well as a detailed schedule of activities and curriculum (the total number of instructional hours for all events must be clear).

2.1.5 Instructional Format: Information regarding the format (hybrid, virtual, face-to-face) must be included.

2.1.6 Faculty: Principal Investigators (PI), Program Directors (PD), and Lead Instructors (LI) cannot be the same person.

2.1.7 Curriculum: Each institution is responsible for developing a creative and age-appropriate curriculum that addresses the Cybersecurity Concepts, ethics, and cybersecurity careers while advancing the goals of the GenCyber program. Modules and pre-existing resources may be used with the considerations outlined in section 2.1.3. Institutions are encouraged to share multiple teacher resources with participants (RING, Cyber.org, TeachCyber, Cyber Patriot, picoCTF, etc.). Time budgeted for curriculum development should be accurately reflected in each institution's proposed budget.

2.1.8 K-12 Ecosystem and GenCyber Community: Awardees must ensure that the proposed program is developed with knowledge of the local K-12 ecosystem and how the activity/program will further enhance the GenCyber community and the local environment. Institutions are encouraged to partner with other members of the local ecosystem to ensure continuity with or without GenCyber funding.

**Please Note: All outreach efforts to support the local ecosystem, besides the GenCyber Camp itself, require prior approval to ensure alignment with program goals.


SECTION III - GRANT SUBMISSION INFORMATION
3.1 APPLICATION REQUIREMENTS
To be eligible for GenCyber grant funding under this solicitation, all proposal submissions must meet the following threshold criteria.

3.1.1 Branding: All activities funded under this grant must be branded as GenCyber activities and include GenCyber in the camp title. Institutions must acknowledge this requirement and are encouraged to use GenCyber branded items at their camp. Items purchased or provided by other external partners should not be branded as GenCyber.

3.1.2 Staff Expertise: In order to be successful, camp staff should align with the needs and abilities of the target audience and have the following expertise:

· K-12 Expert: Use of a K-12 pedagogical expert (an individual with K-12 classroom experience) in the curriculum development and camp delivery is not a requirement. However, if establishing a new GenCyber Camp and/or haven't had a GenCyber Camp in the last 3 years, the GenCyber Program Management Office highly recommends receiving guidance and/or best practices from a K-12 pedagogical expert or a tenured GenCyber Camp.

· Instructors: Instructors should have a solid understanding of cybersecurity concepts and practices.

3.1.3 Cost: Camps are to be free to all participants. Reasonable food costs should be considered and included in proposal. Please keep in mind major meals (breakfast/lunch/dinner) and snacks, especially if planning to host an overnight camp.

3.1.4 Safety: All programs funded under this grant must include a safety plan to ensure that all participants (students and teachers alike) can learn in a safe, secure environment for the duration of the program.

3.1.5 Curriculum: Proposals must adhere to age-appropriate standards and performance-based cybersecurity learning programs in a safe environment for students in middle and/or high school, as appropriate.

3.1.5.1 GenCyber Cybersecurity Concepts – These concepts are fundamental to understanding and practicing effective cybersecurity. They also represent the foundation upon which cybersecurity mechanisms are reliably built and cybersecurity policies can be reliably implemented. Each GenCyber program must use the GenCyber Cybersecurity Concepts as the foundation of their camp. The proposal must discuss how the various lessons (e.g., cryptography, Python programming, etc.) are unified by the Concepts.

The GenCyber Concepts are below. Full definitions of these are available in Appendix A at the end of this document.

	Defense in Depth
	Confidentiality

	Integrity
	Availability

	Think Like an Adversary
	Keep it Simple



3.1.5.2 Ethics: Ethics is a critical part of cybersecurity. In order to ensure GenCyber participant understanding (future practice), it is imperative that cybersecurity ethics are also foundational to the curriculum.

3.1.5.3 Cybersecurity Careers: An awareness and understanding of the potential opportunities available in the cybersecurity field is a goal of the GenCyber program. Curriculum must include at least one unit and/or activity that introduces program participants to the many opportunities available in cybersecurity. Examples include guest speaker panels, use of the DoD Cyber Workforce Framework (DCWF), and the use of interactive resources in which participants explore potential careers, etc.

3.1.5.4 Pre-Existing Curriculum: GenCyber does not provide curriculum; however, it is permissible to use pre-existing modules and resources. When using these pre- existing curricula, the PI/PD must allocate time to ensure that use of the curriculum is presented in a way that is age-appropriate and unique to this GenCyber program. When using pre-existing curriculum, the GenCyber program office expects to see less time spent on curriculum development compared to institutions creating new curriculum.

3.1.6 Multiple Camps: To promote cost efficiency, each proposal submission should only include one camp. Approval for additional camps must be obtained from PMO in writing prior to grant-award.

3.2 FORMAT:
Camp formats can be face-to-face, virtual, or hybrid, unless otherwise noted. All GenCyber camps are expected to run a minimum of five days to include at least 30 intensive instructional hours.

3.2.1 Instructional Hours: Defined as those blocks of time in which participants are actively engaged in learning (lecture, guest speakers, labs, hands-on activities, field trips, etc.).

3.2.2 Virtual Experience: If conducting a virtual experience, participants must know how to receive support when participating in instructional activities. Those institutions wishing to offer virtual experiences must describe how program goals will be accomplished in a virtual setting (i.e., how will the institution ensure that interest in cybersecurity increases as a result of the virtual experience?) Virtual experiences should include structure and detailed schedules to result in maximum participation of the target audience.

3.2.3 Breaks: Small breaks and lunch breaks that do not include educational activities are not included in the 30-hour minimum. It is recommended that participants receive multiple breaks throughout the day and at least 30 minutes of uninterrupted lunch.

3.2.4 Day Requirement: Programs less than five contact days are insufficient to adequately meet the goals of the program. Proposals that do not meet the minimal number of hours will not be considered for funding.
3.3 SCHEDULE CONSIDERATIONS:
When scheduling GenCyber events, consideration must be given to dates that could potentially be affected by Religious observations (i.e., Ramadan), local school/community events, other campus-hosted camps, or holidays (i.e., Independence Day).

3.4 AUDIENCE:
Proposing institutions must be detailed in describing the target audience and relate how the recruitment strategies, camp curriculum, and camp staff will ensure that the middle/high school participants gain skills and interest in cybersecurity. Institutions should include activities that increase awareness of postsecondary opportunities and careers in cybersecurity.

3.5 COMMUNICATION:
Institutions must participate in all surveys and requests for information from the GenCyber Program Office.

3.6 SUSTAINABILITY:
Institutions are encouraged to seek external community partners for increased impact and sustainability beyond federal funding. Proposals should include descriptors of external support and how the funds will supplement proposed activities. However, cost-sharing is not allowable.

SECTION IV - GRANT PROPOSAL SUBMISSION
*See Attachment A – Proposal Preparation Instructions (PPI)*
4.1 SELECTION PROCESS
Proposals will be evaluated by a panel of National Security Agency cyber professionals.

4.2 EVALUATION CRITERIA
The Government anticipates multiple awards as a result of this Grant Solicitation; however, if it be in the best interest of the Government, the Government reserves the right to select to award all, some or none of the proposals received. The actual number of grants awarded will depend on the number of complete and acceptable proposals, cost of individual awards, geographic locations and availability of funds.

The evaluation is a complete assessment of the awardee’s proposal. Decisions to fund selected proposals are based on the selection criteria identified below and the availability of funds. As a result of funding constraints, not all proposals deemed technical acceptable may be funded. Awards resulting from the Grant Solicitation will be made by the Government, considering cost and non-cost factors. When evaluating proposals, if there are no significant differences in non-cost factors, all are technically acceptable, and all are found to be equally important in support of critical skills, then funds availability alone will be the determining factor for the award.

Prior GenCyber Grantee status does not assure current year award.

The GenCyber Program Office shall use price analysis techniques to determine if prices provided are considered reasonable. These methods of evaluation may include information/input from sources such as, but not limited to, other grant programs and personnel. The GenCyber team reserves the right to require the submission of any data (e.g., data other than cost and pricing) necessary to validate if an Offeror’s price is reasonable.

Proposals will be evaluated against the following criteria:
4.2.1 Eligibility – Submissions will be reviewed to ensure completeness of packages and eligibility according to paragraph 1.3. Proposals arriving without the following items will be immediately disqualified:

· Correct forms and/or required documentation
· Registration in the ARC and SAM prior to submission. Proof of these registrations must be included in the proposals. Screen shots of the registration are an acceptable form of proof.
· The NCAE-C designated POC (as listed in the CAE Tool nsa-ncae.com/login) is included in the submission. This can be done as a letter of support, as the PI, or as a team member identified on the budget.

4.2.2 Sound & Reasonable Methodology – The institution demonstrates a sound method for achieving the stated goals. A timeline of activities is included as appropriate.

4.2.3 Quality and Experience – Proposals must clearly state the qualifications of the institution and the proposed team members to fulfill the objectives of the solicitation. It must also certify that each team member’s prior professional commitments allow time to perform on this grant. The Program Office reserves the right to consider past performance and demonstrated competence in final award decisions.
4.2.4 Deliverables – Proposal clearly specifies plan for completing and submitting required deliverables and those plans meet the expectations listed in the solicitation. The proposal acknowledges the deliverables will be provided to the GenCyber/ NCAE-C Program Office and will be made available to the NCAE-C Community as appropriate. Lesson plans are highly encouraged to be made available in CLARK (Cybersecurity Labs and Resource Knowledge-base) at www.clark.center.
 
4.2.5 Solicitation Objectives – There is a detailed description of how the proposal meets the objectives of the solicitation.

4.2.6 Identified Partners – Institutions provide contact information for project partners and clearly delineates each partner’s responsibilities.

4.2.7 Cost – Institution describes how the costs are reasonable in proportion to the scope of the proposal with appropriate supporting documentation on proposed costs for the Grant Officer to determine the cost proposed is fair and reasonable.

In cases where multiple proposals meet requirements and are evaluated to be equal in quality of proposal and ability to fulfill objectives, the Program Office will evaluate the cost of the proposal against the proposed methods, deliverables, and associated costs and will select the best return on investment for cost. Institutions are encouraged to limit unnecessary overhead costs, such as inflated time (9 months’ time), etc.

4.2.8 Indirect Cost Cap on Assistance Awards – As of 14 May 2025, the DoD is implementing policies of the Indirect Rate Cap Memo regarding a 15% indirect cost cap on assistance agreements. The policies of the rate cap implementation memo will be applicable for the entirety of the award if there is a court decision permitting application of the policies.

4.2.9 Clarity – The proposal clearly accounts for all solicitation requirements.

4.2.10  Multiple Camps – There is only one camp listed in the proposal or there is a justification for hosting multiple camps.

4.3 DEADLINE FOR SUBMISSION
See Attachment A – Proposal Preparation Instructions (PPI) for details on the submission of proposals. Institutionally approved, signed, completed proposals must be submitted electronically through email to GenCyber_Proposals@nsa.gov by 11:59 p.m., ET, 10 April 2026. The GenCyber PMO will notify of receipt within 48 business hours of all electronic submissions. If you do not receive a confirmation, please contact the GenCyber office via telephone at 410-854-8994 to confirm receipt.

4.4 LATE SUBMISSIONS
No late proposals will be accepted. Each institution is responsible for electronically submitting the proposal to the GenCyber Program Management Office at the National Security Agency by the date and time specified.

4.5 INCOMPLETE PROPOSALS
Any packages missing required documentation, submitted in the wrong format, or using the wrong forms, will be deemed incomplete and may not be considered for award.

4.6 OTHER ITEMS

4.6.1 Certificate of Assurance for Non-Construction Programs – To be eligible for an award, an organization must submit a certificate of Assurance for Non-Construction Programs and be constantly in compliance.



4.6.2 Executive Orders
4.6.2.1 Executive Order 12549 – “Executive departments and agencies shall participate in a government wide system for non-procurement debarment and suspension. A person who is debarred or suspended shall be excluded from Federal financial and non-financial assistance benefits under Federal programs and activities. Debarment or suspension of a participant in a program by one agency shall have a government wide effect."
4.6.2.2 Participating organizations must fully comply with applicable Executive Orders (EO) to include EO 14151 “Ending Radical and Wasteful Government DEI Program and Preferencing”, EO 14168 “Defending Women from Gender Ideology Extremism and Restoring Biological Truth to the Federal Government, and EO 14332 “Improving Oversight of Federal Grantmaking”. 

4.6.3 Grants and Cooperative Agreements – As defined in the DoD Grants and Agreements Regulations, DoD 3210.6-R, a grant is "A legal instrument which, consistent with 31 U.S.C. 6304, is used to enter into a relationship:

· Of which the principal purpose is to transfer a thing of value to the recipient to carry out a public purpose of support or stimulation authorized by a law of the United States, rather than to acquire property or services of the Department of Defense' direct benefit or use.
· In which substantial involvement is not expected between the Departments.

NOTE: The Government is not obligated to make any award as a result of this solicitation.

SECTION V - REPORTING/DISSEMINATION
5.1 REPORTING
Awardees will be required to deliver reports based on the following schedule:

	Report Name
	Report Due Date

	Pre-Camp Report
	Due February 12, 2027

	Camp Report
	Due September 15, 2027 

	Final Technical Report & Three (3) Lesson Plans per institution
	Due no later than the end date of the
Period of Performance

	Quarterly Federal Financial 
Report (SF-425)
	Due quarterly from award date

	Final Federal Financial Report (SF-425)
	The recipient must submit, no later than 90 calendar days after the end date of the Period of Performance, all financial, performance, and other reports as required by the terms and conditions of the Federal award



NOTE: Templates for the above listed reports will be available on the GenCyber webpage at https://public.cyber.mil/gencyber/. 

[bookmark: _Hlk221721442]In addition to what was identified in your proposal, you agree to provide any outcomes to the GenCyber/NCAE-C Program Offices, DoD (Agencies and Components), and US Government Agencies/Components. You also agree to share outcomes with other academic institutions to include the CAE Community when appropriate.

· Projects will be included in several national repositories that the DoD may identify at a later date (example: CLARK, CARD, etc.). Please keep in mind that curriculum, labs and other education resources may be available to all US educational institutions. Items may also be published to the NCAE-Cs via the CAE Community Website and/or CAE Application Database as appropriate. Grant language 32 CFR 32.36 and 2 CFR 200.31S gives the Federal Government the right to "(1) Obtain, reproduce, publish or otherwise use the data first produced under an award; and (2) Authorize others to receive, reproduce, publish or otherwise use such data for Federal purposes." - As a result, it is the expectation that grantees produce curricula materials in a manner that would not prevent the Government from exercising its rights listed herein. It is the responsibility of the curriculum developer to ensure that all provided materials are either original material or have been appropriately sourced to permit the Government to exercise its contractual rights.

· Regarding 508 Compliance: All delivered materials, documentation and information technology will meet the NSA Information Communications Technology Accessibility Standards, derived from Section 508 of the Rehabilitation Act (29 USC 795d) and Web Content Accessibility Guidelines 2.0 AA requirements.

SECTION VI - INVOICING
6.1 SYSTEM OF AWARD MANAGEMENT (SAM)
SAM is the primary Government repository for prospective federal awardee information and the centralized Government system for certain contracting, grants, and other assistance related processes.

All contractors must be registered in the SAM to receive solicitations, awards, or payments. To register in the SAM, you may use any one of the following methods:
· Telephone: 1-866-606-8220.
· SAM Website: https://www.acquisition.gov. Processing time for registration of an application submitting an application may take up to five (5) business days.
· Should you need additional information, visit their home page at: http://www.sam.gov. 




6.2 ACQUISITION RESOURCE CENTER (ARC)
Acquisition Resource Center (ARC) Business Registry is the primary Maryland Procurement Office (MPO) repository for contractor information and is required when conducting business with MPO.

“Registered in the ARC Business Registry,” means that all mandatory information is included in the ARC Business Registry.

By submitting a proposal, institutions acknowledge that registration in the ARC Business Registry is required prior to award, during performance, and through payment of any contract resulting from this solicitation. Lack of registration in the ARC Business Registry shall make an institution ineligible for award.

MPO established a goal of registering all contractors in the ARC Business Registry to provide a market research tool and to facilitate communication between the MPO and the contractor community.
Institutions that are not already registered in the ARC should apply for registration immediately upon receipt of this solicitation.

The institution is responsible for the accuracy and completeness of the data within the ARC, and of any liability resulting from the Government's reliance on inaccurate or incomplete data. The institution agrees to periodically update information when previously provided information changes.

To remain registered in the ARC Business Registry after the initial registration, the institution is required to confirm annually on or before the anniversary of the initial registration that the information is accurate and complete.
 
Those not already registered in the ARC Business Registry shall register via the internet at: http://www.nsaarc.net/. 

Any submissions received from institutions not registered in the ARC and SAM will be disqualified.

6.3 ELECTRONIC INVOICING
Effective 2018 January 1, per 17 (b) of the standard Terms and Conditions incorporated into all grants, invoices must be submitted electronically through the Maryland Procurement Office (MPO) website. Invoice submission through the MPO website is MANDATORY for organizations that have grants with National Security Agency (NSA).

Grantees must have a current PKI Certificate to utilize this function. Hardcopy invoices are not accepted. Be advised that hardcopy invoices will be rejected unless otherwise approved by the Office of Contracting and Accounts Payable.

Access to the MPO website requires an External Certificate Authority/Interim External Certificate Authority (ECA/IECA) PKI Certificate. Information on purchasing an ECA/IECA Certificate, including its initial and annual cost, is available on the internet at: http://iase.disa.mil/pki/eca (must be a Medium Assurance Certificate).

The grantee shall contact the Electronic Commerce Office at (410) 854-5445 if they need additional information. After obtaining the ECA/IECA certificate, the grantee must contact the Electronic Commerce Office to obtain an account if one does not currently exist.

6.3.1 Steps for Obtaining a PKI and Instructions for Invoicing Electronically:

1. Obtain an ECA Medium Assurance Certificate through either ORC, Identrust, or DoD. Certificates come in three forms either software (browser based), token (preloaded USB device), or hardware (CAC card loaded). It is the grant awardee’s preference what form of the ECA certificate that is chosen. Costs range from $100 - $300 (per year). This process normally takes one to one-and-a-half weeks to receive the certificate. Costs may be charged as a direct or indirect cost. No additional funds will be allocated to the grant as a result of this action.
2. Once the certificate is received, contact the MPO Help Desk to request an account.
3. Contact can be via email at dialogue@ec.ncsc.mil or phone at (410) 854-5445. It takes about 20-25 minutes to create the account.
4. You will receive a welcome email entitled “Welcome to the MPO Website” that includes the user ID, password, and instructions on getting started.
5. The MPO Help Desk can provide any detailed support needed for access and submission of electronic invoices through MPO.
6. Invoices MUST be submitted using Standard Form SF270 as 300 dpi black and white .TIF using Group IV compression or as 300 dpi black-and-white .PDF images. Invoices shall be legible, quality, un-skewed images. Invoices shall not contain smudges, markings, shading, writing, stamps, annotation, coffee rings, highlighted data, circling, or redacted data.

6.3.2 The institution, the business office and the faculty lead are all responsible to ensure reports and invoices are submitted as required by DoD regulation. These requirements are clearly communicated in this solicitation and in the final grant awards. In cases where a faculty member other than the designated POC submits for the grant (in coordination with the POC) that individual is held equally responsible for these business actions.

6.3.3 Fiscal responsibility, both in preparing and executing any resulting budgets, is also important. Failure to meet invoicing, reporting, and budget execution responsibilities and deadlines without intervention from the PMO will adversely affect a designated institution’s eligibility for other funding opportunities, such as subsequent grant offers, scholarships, or travel support.

6.3.4 Invoices are to be submitted monthly, but no later than every 3 months.


SECTION VII – INSURANCE & CONTACT INFORMATION
7.1 CERTIFICATE OF LIABILITY INSURANCE
Applicants must provide a certificate of liability insurance to document that student safety, liability, and insurance issues are addressed. This certificate must be submitted with the proposal.

7.2 CONTACT INFORMATION
The central point of contact for information regarding this solicitation is:

GenCyber Grants Program Office
National Security Agency
9800 Savage Road, SUITE 6810
Fort George G. Meade, MD 20755-6810
Telephone: 410-854-8994
Email: GenCyber_Proposals@nsa.gov 
Website: https://public.cyber.mil/gencyber/ 
 













Appendix A
GenCyber Cybersecurity Concepts
Defense in Depth – A comprehensive strategy of including multiple layers of security within a system so that if one layer fails, another layer of security is already in place to stop the attack/unauthorized access.
· A castle is secured by a moat, a drawbridge and guards at the gate.
· Your home computer is secured by locks on the door, an alarm system, and a firewall.
· Company data is secured by a firewall, passwords, and encryption.

Confidentiality – The property that information is not disclosed to individuals, devices, or processes unless they have been authorized to access the information.
· Student grades can only be accessed by specific individuals within the organization, such as authorized teachers and the principal.
·  At a hospital, medical information about a patient is protected and only provided to authorize personnel.
· Salary information is typically only available to authorized personnel within a company, such as the supervisor and human resources.

Integrity – The property that information, an information system, or a component of a system has not been modified or destroyed in an unauthorized manner.
· Student grades are accurate and have not been modified by an unauthorized user.
· A website is the entity it claims to be.
· A computer system is virus-free and uncompromised.

Availability – The property that information or information systems are accessible and usable upon demand.
· A student’s grades can be viewed by the student and principal and modified by the teacher.
· A website for a store is allowing orders to be placed and viewed.
· A banking system is appropriately accessible by both customers and banking employees.
· A Denial-of-Service attack can result in a system being unavailable and inaccessible.

Think Like an Adversary – The strategy of putting yourself inside the mindset of a potential attacker that allows you to anticipate attack strategies and defend your systems accordingly.
· In order to best protect a student’s data, it is useful to think of potential adversaries and their motivations, such as a student wishing harm on another, a student seeking to modify his own data, and consider possible strategies – breaking physically into an office, breaching a network to obtain unauthorized access, etc. and build your security strategy accordingly.
· Discussions on ethics of a cybersecurity professional must correlate with any activity in which adversarial thinking is being modeled.
Keep It Simple – The strategy of designing information and security systems to be configured and operated as simply as possible; all systems perform best when they have simple designs rather than complex ones.
· A complex alarm system can have many points of failure, including the hardware and the software.
· A complex computer system has many points of access and may be difficult to secure. A simple solution is often the best strategy.
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