
[bookmark: _GoBack]Several DoD organizations have asked for DoD CIO guidance about Computing Environment (CE) Certificates.  The purpose of this document is to provide guidance to the most commonly asked questions.  
Questions Related to Computing Environment Certificates:
Question 1:  In the DoD 8570.01-M the words “certification” and “certificate” are both used in discussing the Computing Environment (CE) requirements.  Does this matter?

Question 2:  What is the difference between a certification and a certificate? 

Question 3:  Is there a list of DoD 8570 Approved Baseline CE certificates?

Question 4:  Must a Computing Environment (CE) certificate only be obtained through industry vendor-provided training, or are there alternative methods (e.g., through FedVTE courses, non-vendor partner training, or command-developed training)?

Question 5:  What is an acceptable approach for an individual to obtain CE certificates if he or she manages two or more systems or applications? 

1.  DoD CIO Guidance and Recommendations:

[bookmark: Question_1]Question 1: 
In the DoD 8570.01-M the words “certification” and “certificate” are both used in discussing the Computing Environment (CE) requirements.  Does this matter?

Answer:   
Yes.  When discussing CEs, the word “certificate” should be used.  When discussing workforce personnel IA/Cybersecurity and the baseline IA requirements, the word “certification” should be used.  The difference between these two are addressed in following question below.  The DoD 8570.01M incorrectly uses “certification” in the paragraphs on IAT category certification requirements and in the IASAE specialty certification requirements, but it correctly uses “certificate” in the Workforce Requirements Tables for these categories.  Since the pending DoD 8140 Instruction will replace the DoD 8570 manual and will correctly state these requirements, the DoD 8570 manual will not be updated. 

Reference: DoD 8570.01M Information Assurance Workforce Improvement Program, Change 4, dated 11/10/2015, IAT Section C3.2.4.8.3 and Table C3.T1, IASAE Section C10.2.3.1.2, and CCSP/CND-SP Section C11.2.4.7.2 and TableC11.T1. 



Question 2:  
What is the difference between a certification and a certificate? 

Answer:   
The below Table lists some key differences between a certification and a certificate.  

Key differences between a Certification Program and a Certificate Program
	Certification
	Certificate

	From an assessment process
	From a training or educational process

	Awarded by a third-party, standard-setting organization
	Awarded by training and educational programs or institutions

	Indicates competence measured against a defensible set of standards
	Indicates completion of a course or series of courses with a specific focus; not a degree-granting program

	Standards set through defensible, industry-wide process that results in an outline of required knowledge and skills
	Course content set in a variety of ways by the training provider

	Designation can be used after ones name
	Completion can be listed in resume

	Has on-going requirements to maintain certification [or to recertify.]
	Is the end result (no on-going requirements)



Source for Table:  Director OPM Memorandum for Chief Human Capital Officers, August 13, 2008.
https://chcoc.gov/sites/default/files/trans1489.pdf
[bookmark: Question_2]Question 3:  
Is there a list of DoD 8570 Approved Baseline CE certificates?

Answer: 
No.  In 2004, the Information Assurance Workforce Improvement Program Advisory Council determined it would not be feasible to maintain an accurate list of authorized CE/OS’s similar to what is done for the Baseline IA / Cybersecurity certifications.  Drivers for this decision were, and still are, that commands have unique information environments, and that there are hundreds of CE/OS systems which are updated at a high rate in response to security updates, device upgrades, or new device installation. A CE/OS list most likely would be out of date the day it was updated.  Whereas, the Baseline cybersecurity certifications are much less vendor-specific and more enduring with conceptual and foundational cybersecurity principals that do not frequently change, and thus it is feasible to maintain that list.

[bookmark: Question_3]Question 4:  
Must a Computing Environment (CE) certificate only be obtained through industry vendor-provided training, or are there alternative methods (e.g., through FedVTE courses, non-vendor partner training, or command-developed training)?

Answer:
An individual serving in any of the following workforce categories must successfully pass the appropriate CE training course (for example a Cisco OS or Linux+ OS training course test):
· IAT Levels I through III
· IASAE Levels I through III where the IASAE also performs IAT functions
· Cybersecurity Service Provider Specialties (excluding Manager) 
 
FedVTE training and other commercial training courses are excellent training venues, but they do not satisfy the requirement for the vendor OS CE baseline certificates.  

Reference: DoD 8570.01M Information Assurance Workforce Improvement Program, Change 4, dated 11/10/2015, IAT Section C3.2.4.8.3, IASAE Section C10.2.3.1.2, and CSSP/CND-SP Section C11.2.4.7.2

[bookmark: Question_4]Question 5:  
What is an acceptable approach for an individual to obtain CE certificates if he or she manages two or more systems or applications? 

Answer:
If an individual is responsible for multiple vendor devices, resulting in multiple computing environment OS’s, DoD CIO guidance is to:
· Prioritize the CE OS’s with respect to criticality in mission operations.
· Obtain an OS certificate for the top priority as soon as feasibly possible.
· Take training in the interim that is appropriate for the others OS’s through FedVTE or other non-vendor partner commercial offering.  Command-developed training is not considered adequate for CE OS training.  
· Develop and document a Supervisor-approved plan to obtain the remaining CE OS certificates given your organization’s mission, resources, and operations.
Reference: DoD 8570.01M Information Assurance Workforce Improvement Program, Change 4, dated 11/10/2015,  IAT Section C3.2.4.8.3
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