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Cyber Excepted Service

Focuses on a personnel system, aligned to both Titke 10 and Title 5 provisions,
that supports the human capital lifecycle for civilian employees engaged in or in
support of a cyber-related missions

Promates a culture that is based upon mission requirements and
employee capabilities

Offers flexibilities for the recruitment, retention, and development of cyber
professionals across Dol

Furthers advancements of the strategic goals for the Office of the DoD Chief
Information Officer, Principal Cyber Advisor, and U.S. Cyber Command

An Enterprise approach for managing the DoD cyber workforce...
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Personnel Policies

Personnel Authorities: Section 1599f of Title 10, Chapter 81, United States Code

= |nitial Personnel Policies for CES Implementation:
— Title 10 DoD Instruction1400.25:

+ Volume 3001, Introduction The CES Policies

* Volume 3005, Employment and Placement Completed:

» Volume 3006, Compensation Administration j E‘EE' Lirectives leuance Websie
: SO[FER) Signalure

= Volume 3007, Occupational Structure

¥ DaD Securiy and Pre-Publicaion
Review

" Final Dol Cfice of General
Ciounsel Legal Suficency Ravew

" OPM Coordinaion

F — Title 5 Provisions will continue for:

+ Performance Management
* Disciplinary and Adverse Actions
+ Employee Grievances

¥ OGE Pre-Legal Suficiency
Rewew (SR}
" Unian Maional Consullafion

Fagits [NCA)
" DaD Companant CES Palcy
Famiianzahon Sessions

» MSPB Appeal Rights
* Collective Bargaining
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Scope and Applicability

CES applies to:

Dol positions that parform, manage, supenise, or support funchans necessary bo executs the
respansibilibes of the United States Cyber Command, pursuant to Section 1585f of Tile 10,
Usc.

Phase I: U.5. Cyber Command, Joint Force HQ Dol Information Networks, DCI0 Cybersecurity
Phase II: Defense Information Systems Agency, Service Cyber Components

* CES does not apply to:

— Defense Chilian Intelligence Personnel System, Federal Wage System, non-appropriated
fund emphayees, foreign national, and employess employed under autharity other than the
CES
Employeas in CES-designated cyber pasiians wha declined the valuntary apportunity fo
convert to the CES
Employees in cyber pasitans that are not CES-designated or are under other personnel
authorities
Semior Executive Service, senior kevel, scientific and professional, and equivalent posibions,
unless specifically addressed in the CES policies
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Cyber Mission Imperatives

(1ofd)

Human Capital Challenges:

* |ncreasing Cyber Threats

*  Mulli-Faceted Cyber Domains
— Unstable Mission Scope

— |nconsistent Workforca Identification
*  Hyper-Competition for Top Talent
« [Disparate Workforce

— Geographic Location

— Personnel Systems

— Disjointed Approaches for Professional Development
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Cyber Mission Imperatives

(2012)

Imperatives for Change:
= Cyber Excepted Service Personnel Authorities

— Section 1107 of the National Defense Authorization Act for Fiscal
Year 2016 (PublicLaw 114-92)

= Section 1599f of Title 10, Chapter 81, United States Code
DoD Cyber Strategy, 2018
DoD Cyber Workforce Strategy, 2013
DoDD 8140.01 Cyberspace Workforce Management, 2015
Federal Cybersecurity Workforce Assessment Act 0f2015
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Key Program Attributes

One common occupational structure for DoD Cyber professionals:
— Mesion-focused position design and classification

Agile recruitment sourcing flexibilities:
= Sgurce candidates by any legal menit-based means
— USA Jabs is not required, but remains an opbion

Enhanced Pay-Setting Flexibilities:
— Job offers up to step 12
Veterans Preference:
— CES does not apply 5 ar 10 paint veterans” preference during the rating and ranking pericd
- Preference-eligible with a miitary senice connected disability of 30% percent or more must
be specifically ientfied i
Qualification-based professional development and advancement
opportunities:
= Mo time-in-grade or equivalency requirements
— Quabty of speciakzed experience andfor competencies is assessed
Probationary Periods:
—  Mew Hires: must complete a 3-year probationary period
= Current employees: finish 2-years in accordance with criginal conditions of employment
—  Mew supervisorsimanagers: must complete 1-year probafionary periad

Facilitates voluntary employee conversions from the competitive to excepted service
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Program Design Concepts

Enterprise Perspective

Consistency and Flexibilities Across the Enterprise
Mission Requirements

Employee Capabilities

Performance Based Recognition

Competitive Compensation

10

CES Training



Participant Guide
CES HR Elements- Lesson 2 CES Background

Slide 11

Key Roles and Responsibilities

Employees

HR Practitioners
Supervisors/Managers
Senior Leaders

11

CES Training



Slide 12

Participant Guide
CES HR Elements- Lesson 2 CES Background

Employee

Current Salary

Attained Competitive Service
Career Status

Completed Probationary Periods
Temporary Promotions

Federal Benefits, Retirement, and
Leave Accrial Rate

Protections, Appeal Rights, and
Collective Bargaining
Performance Management
(DPMAR)

CES provides opportunities:

= Qualification-Based (no lime-in-grade)
Requirements for Promotion and
Professional Development
Quality Step Increase Awards Up to
step 12 (with justification)
DaD Cyber Interagency Agresment

— (facilitates non-competitive movement
between the CES and Competitive Senvice)

Future Compensation Initiatives
Future Career Management Program

Future Rotational Assignments across the
DoD Cyber Community

CES is a tool for managing your career...

12
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Supervisor/Manager Implications

Streamlines Hinng Procedures to Cuickly Acquire Talent

— Greater Options for Sourcing Candidates (USA Jobs is not required)
Mission-Focused Position Classification
Enhanced Pay-Setting Flexibilities

Qualification-Based Employee Professional Development and
Advancement Opportunities

— No Time-In-Grade; No Automatic Salary Increases
Maintains Protections, Appeal Rights, and Callective Bargaining
One Performance Management Program - DPMAP

13
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Cuver]
Grade and
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What CES is Not?
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Conversion Process
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Implementation Support

DoD CIO Human Resource (HR) TeamAdvisement
Component CES Implementation Lead

CES Policies

DoD Component HR Implementing Guidance
DCPAS Cyber One Stop Website

CES Training Courses

CES Engagements

Implementation

- DoDC t Leadership Briefs N
" ek T Human_l{esourtes
— CIO Governance Community - I g 11

Support
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Training Courses

COURSE DBJECTIVES

CES Warkfarce Crientation;
Fraseniaion Power Poiml and O8A (=3 (0hrs)

CEE Leaders Orientation;
Dialivery Examanm Power Port Briof and Qf& (-2 (0brs)

GES HR Elements:
Cesdranry: Inmeracins Module-Based Coursa (12000

Train the Trainers;
Defivery: Power Poini and [mieractive Modules Course
(=< L5 Dbz}

& Fomi e employe=swih he cone feneis of
CES

+  CES converson opporuniies
Esplanthe CES aranzatonal and workfoos
mplicalions

Fiumiliarpa b aders with tha cona danatanl
CES

Latwrobbgabons responsbiies
Equip leaders with the requisie knowledge
for CE&

Frowide HR professionals wilh heknowiadge and ioolsis
operakonalize CES pokcies and procadunes

Wodicakon procass endoinmmsnn ackons

Equip HR profession als-with the requisiie knowledge io
serve a5 a CES ndwsor for l=aders,
TANAQars-amnisors, ndamplyeesinthar

‘Dnigan Ealie

Provde Component Traners and HR Prolessoraks with
he knowiedge andiooks o defrer the CES Courses al
heroganzabons: GES HR Blements, CES Lenders
Orinnlation, and GES Workfonce O enlabon
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eLearning Courses

- COURSE OBJECTIVES

CES Oriniaticn:
Cn CyberExchangs [~0 St

P'lmde employeestheools lo make an niomed
decion on whichsanica & ighlfor hem
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D JKED -1 00k ~ GEG commisnnoppoinliag
~ Egqlan he CES onjen eational and wardon
imphcahons

Leaders! CES 102 Leaders Orientation: » Famibarmleadam wih he cormlencls of CES
Supervisors On JKC-1.00hr) = Lok b afiores na et e
= Equiplesders wih e requisieknowledge ke GES
implementaion in heromgmnentons

GES 103 HR Blements: Provda HF prskssionats with the inowiedgs endiook
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19

CES Training



Slide 20

Participant Guide

CES HR Elements- Lesson 2 CES Background
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U Cyber Excepted Sarvice
O History

O Personnel Policies

O Scope and Applicability
O Cyber Mission Imperatives
O Key Attributes

O Design Concepls

O Key Roles and Responsibilities

O Employee Implications
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O Training Courses
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