Participant Guide
CES Workforce Orientation

Slide 1

DoD Cyber Excepted Service (CES)
Personnel System

Workforce Orientation

P

CES Training



Participant Guide
CES Workforce Orientation

Slide 2

Learning Topics

Introduction

CES - Qverview

CES - Occupational Structure
CES - Employees

CES - Implementation
Workforce Orientation Review
Closing Remarks

CES Training



Participant Guide
CES Workforce Orientation

Slide 3

CES Training



Participant Guide
CES Workforce Orientation

Slide 4

Cyber Excepted Service

Focuses on a mission focused - personnel system, aligned to both Title 10 and
Title & provisions, that supports the human capital lifecycle for civiian employees
engaged in or in support of a cyber-related missions

Fromotes a culture that is based upon mission requirements and
employee capabilities

Dffers flexibilities for the recruitment, retention, and development of cyber
professionals across CioD

Furthers advancements of the strategic goals for the Office of the DoD Chief
Information Officer, Principal Cyber Advisor, and LS. Cyber Command

An Enterprise approach for managing the DoD cyber workforce...
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Scope and Applicability
CES applies to:

Dol posiions that perfarm, manage, supenise, or support functions necessary to execute the
rueaspgnﬁihilitiaa of the United States Cyber Command, pursuant to Section 1595f of Title 10,

S "CES Desi T e
Phase I; U.5. Cyber Command, Joint Force HQ Dol Information Networks, DCIO Cybersecurity
Phase Il Defense Infermation Systems Agency, Service Cyber Components

+ CES does not apply to:

4 Defense Chilian Inteligence Personnel System, Federal Wage Systemn, non-appropriated
fund employees, foreign nafional, and emplayess employed under autharity ather than the
CES
Employeas in CES-designated cyber pasiions wha declined the valuntary apportunity o
convert to the CES
Employeas in cyber pasibions that are not CES-designated or are under other personiel
authoribes
Senior Execulive Service, senior bevel, scientific and professional, and equivalent positians,
unless specifically addressed in the CES policies

CES Training



Slide 7

Personnel Policies
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Personnel Authorities: Section 1599f of Title 10, Chapter 81, United States Code

+ |nitial Personnel Policies for CES Implementation:

— Title 10 DoD Instruction1400.25:

= Volume 3001, Introduction

= Volume 3005, Employment and Placement
+ Volume 3006, Compensation Administration
* Volume 3007, Occupational Structure

— Title 5 Provisions will continue for:
» Performance Management
* Disciplinary and Adverse Actions
+ Employee Grievances
* MSPB Appeal Rights
+ Collective Bargaining

The CES Policies
Completed:

" DaD Drectves Issuanca Websie

v USD|PER) Signature

¥ Dl Securty and Pre-Publicaion
Reviens

" Final Dol Cfice of General
Counsel Legal Suficency Raview

" OPM Coordination

¥ OGC Pre-Legal Suficency
Revew (LSR)

" Uimian Maional Consultaion
Rights [MCR)

v DaD Companant CES Palcy
Farniianzahon Sessions
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Cyber Mission Imperatives
(1ef2)

Human Capital Challenges:

» |ncreasing Cyber Threats

*  Multi-Faceted Cyber Domains
— Unstable Missicn Scope

= Inconsistent Workforce Identification
*  Hyper-Compelition for Top Talent
* [isparate Workforce

— Geographic Location

— Personnel Systems

— [isjointed Approaches for Professional Development
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Cyber Mission Imperatives

(202)

Imperatives for Change:
= Cyber Excepted Service Personnel Authorities

— Section 1107 of the National Defense Authorization Act for Fiscal
Year 2016 (Public Law 114-92)

= Section 1599f of Title 10, Chapter 81, United States Code
DoD Cyber Strategy, 2018
DoD Cyber Workforce Strategy, 2013
DoDD 8140.01 Cyberspace Workforce Management, 2015
Federal Cybersecurity Workforce Assessment Act of 2015
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Key Program Attributes

One common occupational structure for DoD Cyber professionals:
— Mission-focused position design and classification

Agile recruitment sourcing flexibilities:
— Source candidates by any legal mernit-based means
— USA Jabs is not required, but remains an optian

Enhanced Pay-Setting Flexibilities:
— Job offers up fo step 12
Veterans Preference:
— CES does nat apply 5ar 10 paint veterans’ preference during the rafing and ranking period
— Preference-eligible with a miitary service connected disability of 30% percentar more must
be specifically dentifiad i
Qualification-based professional development and advancement
opportunities:
— Mo time-in-grade or equivalency requirements
— Qualty of speciaiized experience and/or compatencies is assessed
Probationary Periods:
—  New Hires: must complete a 3-year probationary period
— Current employees: finish 2-years in accordance with criginal conditions of employment
—  Mew supariisoraimanagers: must complete 1-year probafionary periad

Facilitates voluntary employee conversions from the competitive to excepted service

w
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Program Design Concepts

Enterprise Perspective

Consistency and Flexibilities Across the Enterprise
Mission Requirements r
Employee Capabilities

Performance Based Recognition .

—

!

3
r

-
. -
Competitive Compensation ’
|
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CES Recruitment and Staffing

Appointments:
— Permanent, Indefinite, Temparary, Term, Direct Hire, "On the Spet” Appaintments
Flexible Recruitment Sourcing:
= Sgurce candidates by any legal merit-based means
— USA Jobsis not required, but remains an option
Veterans Preference:
— CES does not apply 5 or 10-point veterans' preference
— Only preference-eligible candidates with a Mitary Service-connected disabdity of 30 percent
or mare will be specifically identified and documented
Qualifications:
— Mo time-in-grade or equivalency requirements
— Quality of specialized experience andlor compedencies is assessed
Probationary Periods:
— Mew Hires: Must complete a 3-year probaticnary penod
— Current Emplayees: Complete 2-years in accordance with original conddions of employment
= Mew Supenesors/Managers: Must complete 1-year probationary penod
Movements:

— Facitates non-competitive & compelitve lateral movements (qualifing equivalent wark
lzvels work categories, grades) across the DoD Cyber Community

12
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Cyber Excepted Service -
Occupational Structure

P
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CES Occupational Structure
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mpkamantng guidance, b the Lindar Sacretary of Debenss [UIS0) Personnal and Rapdiness [PAR) o apprval prior 1o implemantation
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Position Alignment

* Filled Positions (CES Conversions):
— Requirement:
= CES Position Description Cover Sheet
» Align current position to the CES Occupational Elements
= No change in duties, title, series, grade

F « New or Vacant Positions:
— Requirement:;

» Complete position classification with CES Occupational Elements
and CES Grading Standards

+ CES Volume 3007

15
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Compensation

Current Employee CES Conversions:
= Mo Change In Pay
= Pay Plan Wil Change from GS fo GG
— Documented Career Ladders Will Continue
— &5 Special Rates Will Continue (in the absence of a CES TLMS)
Promotions:
— Two-Step Promotion Rule Applies
— Qualification-Based (no fime-in-grade). Up to Step 12 (with justification)
— Temporary Promotions
Pay Setting for New CES Appointments (Hires):
— Qualification-Based, Up to Step 12 (with justification)
With-In-Grade Increases:
— Waiting Periods and Procedures Equivalent to GS (up fo step 10)
Awards:
= Quality Step Increase (up fo step 12)
New CES Compensation Initiatives Will Be Established In the Future

T
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Compensation Key Terms & :
Occupational Categories (Pay) Adjustments

Compensation key terms:
» Base Pay
s Lecal Market Supplement (LIMS)
& Targeted Local Market Supplement (TLMS)
= Basic Pay

Basic Pay = Base Pay + LMS (or TLMS)

r Applies to both pay banded and graded occupational categories;
= Reviewed Annually
Linked fo the annual Congressional pay increase process
Adyusted at the same rate and at the same time as the General Schedule
Adjusted LMS rates will carrespond to locality rate increases
TLMs reviewed annually to determine whether the business case existe for its
continuation

17
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Key Roles and Responsibilities

Employees

HR Practitioners
Supervisors/Managers
Senior Leaders

19
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Preparing to Enter CES

Educate Yourself:
— Familiarize yourself with the CES Policies, Training, Fact Sheets, and Website

Stay Informed:
— Atftend CES Events, Briefs, TownHalls, and Road Shows

Communicate:
— Talkto your Local CES Component Leads and  Supervisors

Ask Questions:
— Askthe DoD CIO CES Team Questions

20
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Employee

Current Salary

Altained Compelitive Sarvice
Carger Status

Completed Probationary Periods
Temporary Promolions

Federal Benefits, Retirernent, and
Leave Accrual Rate

Protections, Appeal Rights, and
Collective Bargaining
Performance Management
(DPMAFR)

CES provides opportunities:

Qualification-Based (no lime-in-grade)
Requirements for Promotion and
Professional Development

Quality Step Increase Awards Up to
step 12 (with justification)

DoD Cyber Interagency Agreement

- (facilitates non-competitive movement
between the CESand Competitive Senvice)

Future Compensation |nitiatives
Future Career Management Program

Fulure Rotational Assignments across the
DoD Cyber Community

CES is a tool for managing your career...

21
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Supervisors/Managers

= Streamlines Hiring Procedures to Quickly Acquire Talent

— Greater Options for Sourcing Candidates (USA Jobs is not
required)

Mission-Focused Position Classification
Enhanced Pay-Setting Flexibilities

Qualification-Based Employee Professional Development and
Advancement Opportunities

— No Time-In-Grade; No Automatic Salary Increases
Maintains Protections, Appeal Rights, and Collective
Bargaining
One Performance Management Program - DPMAP

22
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What CES is Not?

23
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DoD Performance Management
and Appraisal Program (DPMAP)

|
+ Policy: DoDI 1400.25, Volumes 430 and 431 ]
B - Single Appraisal Cycle: April 15 - March 31st IBEG[N‘NINGS
- Minimum 90-days of Performance
+ Continuous Supervisor-Employee Discussions:
— Supenvisors must allow employees to provide input

Three-Level Rating

into their performance elements and standards Fatiemn
r — Minimum of 3 formal face-to-face discussions Outstanding (5)
. Eﬁ?mlm and Awards throughout the Performance Fully Successful (3
— Monetary and Non-monetary e y]

* Automated DoD Appraisal Tool "My Performance”
E‘

l@[ﬂ%ﬂﬁ Fair — Credible — Transparent

24
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Labor & Employee Relations

Your Labor and Employee Relations Practitioners are key
resources for your leaders and workforce:
— Contact them when you have questions or issues

Recognize labor and employee situations early and react
appropriately before they become issues in your workplace

Know your collective bargaining agreement (CBA) provisions:
— Make sure you are referring to the comect CBA(s) for your employees

Your role is to lead the organization in keeping with the
agreements set forth in the CBA(s)

Motivate, educate, and empower employees...

25
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Cyber Excepted Service -
Implementation

2

26
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Conversion Process

| Cyber Excepted Service Organizational Designation | FHASEI

Htﬂnﬂ:l!!ﬁflﬂ'ﬂ:lel[l Dol Tri-Chesr dpproval Dﬂ)bﬂlmh’allm U5 Cyksr
Command
JPHQD00M

Strategic Communications and 'I'rihhg neiocs
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¥
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Implementation Support

Dol CIO Human Resource (HR) Team Advisement
Compaonent CES Implementation Lead

CES Pulicies

DoD Component HR Implementing Guidance
DCPAS Cyber One Stop Website

CES Training Courses

CES Engagements

Implementation

- DD C t Leadership Briefs S
B il Human_ﬂesuurces
— CIO Governance Community R i gl el

Support

28
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Training Courses

ALDIENCE COURSE OBJECTIVES

Fomiliaree employees wih e cone denets of
LES

CES Warkforce Drientation:
Fraseniaion Power Poinl and Q84 (=3 00hrs)

CEE Leaders Drientation;
Diaivery Expraive Power Port Brisf and QfA (-2 00hrs)

CES HR Elements:
Dedrmry: Imeraciie Module-Based Coursa {-12.00be)

HR Practiliones

Compasent Tirsin the Trairers:
Traiara Delivery: Power Pant and [nieractive hlodules Course
B (L6 00brs)
HR Pracliliones

= Hoklcalion prvcass mdw:aummu

CES comversion opporunifies
Explanife CES aepanizabonal nd workfoma
mplicaions

Familiarga kaaders with the cons lants ol
LES
Latorobkgakons recponsiblies

Equip leaders with the negu sile knowisdge
briCES

Frowide HR profission als wilh he knowlkadge and oas i
‘operabonalze CES polcies and procainas
EqupHRp 1 with ! iedgeio
semve asa CES mdnsor forleaders,
Tanagarssapantsors, andarmphipees inthair

onan gakine

Prosde Componeni Traners snd HR Prolessora ks with
the knowledge andinobsin defer the CES Coursesal
their organzabons: CEE HR Elements; CES Leaders
Driantation, and CES WorkRorce Orenlalion

29
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eLearning Courses

- COURSE OBJECTIVES

CES Orienistion:
i CyberExchange: [~ bl

CES 132 Workforze Oriemiaticn:
O KO -1

Leaders! CES 102 Leaders Orientation:
Supervisors O JKCH{-1 k)

GES 103 HR Elemnents:
O B0 (-2 D)

lemen'phpﬂwﬁﬂ! CofE tenets and benefits

Prmlrh ypriopees thedools bo makean nk |
dencizon on whichsandca srghlfor hem

= Familanzs ampiopees wihthe comtenets of CES
= GES conmarmbonapporun ties
= Explain i CES orgén 2ational and wordonms

imphcabons

Farilarzeleadan wih he combneds.of CES

= Lo cobd s e e bl iy
. quplmdau-trqmﬁmmmwcﬁ
¥ n

= Privida HR prokassionats withthe kncwledgs nd ek

I operakonal ize CES pol cless and procaduras
Mobficabon process and corverson adiornes

EquipHR: prolessionaks with the requisie inowiedg e in
marpe pm . CES advmorfor maders,

6 E 15, and pmpl nheir
HpANEIkAE
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Workforce Orientation Review

O CES - Overview

U CES - Position Management
U CES - Employees

U CES - Implementation

U Closing Remarks
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