DEFENSE INFORMATION SYSTEMS AGENCY
The IT Combat Support Agency

Identity and Access Management (IdAM)

Department of Defense (DoD) Visitor

IdAM Portfolio

The DoD IdAM Portfolio provides digital identity,
authentication, and authorization services for the DoD
Enterprise. These services provide Components with
tools to manage users and safeguard information
technology (IT) resources.

Background

The primary goal of the DoD's Enterprise User initiative is
to allow users to, “go anywhere in the DoD, login, and be
productive”. DoD Visitor is a key enabling component of
this initiative. USCYBERCOM Communications Tasking
Order (CTO) 10-116 mandates use of DoD Visitor on the
NIPRNet, while CTO J3-13-0628 mandates its use on the
SIPRNet.

Why DoD Visitor?

DoD Visitor provides immediate access to the
NIPRNet/SIPRNEet for any visiting user that presents a
valid Common Access Card (CAC)/SIPRNet Hard
Token/Public Key Infrastructure (PKI) certificate to a
workstation by provisioning them with a temporary
account. This account has limited privileges intended to
provide the user with browser access to the
NIPRNet/SIPRNEet.

Visitor Provides Access to:

The internet through Microsoft Internet Explorer (IE)

Basic Microsoft Office applications (Word, PowerPoint,
and Excel) and Adobe Acrobat Reader (if available on
the local workstation)

Currently installed local printers (from within the above
applications)

Temporary storage on the desktop and in the “My
Documents” folder

Specific applications fully configurable by the local
Component

Implementing DoD Visitor

1.

Download the application software and other related
files from SoftwareForge. Users must create and
maintain an active account. Contact the Forge .mil
Support Desk for instructions.

Install the ProV application software and Active
Directory (AD) Group Policy Object (GPO) on any
Windows Domain Controller supporting end-user
device login.

Configure the AD GPO for accessible applications on
client machines.

“I can go anywhere in the DoD, login, and be productive.”
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