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1. INTRODUCTION

The Security Content Automation Protocol (SCAP) Compliance Checker (SCC) is a SCAP 1.3
Validated Authenticated Configuration Scanner, with support for SCAP versions 1.0, 1.1, 1.2,
1.3 and 1.4, and an Open Vulnerability Assessment Language (OVAL) adopter, capable of
performing compliance verification using SCAP content, and authenticated vulnerability
scanning using OVAL content.

1.1 Background

1.1.1 About this Manual

This User Manual is intended to explain all of the features and functionality of the SCC
application, along with some basic information regarding the SCAP standards. As SCC is used
by thousands of people across hundreds of government agencies, a single Standard Operating
Procedure (SOP) is not feasible. Each agency may need to create their own SOP based on
their intended usage of SCC.

For DOD Usage, and integration with the Security Technical Implementation Guides (STIG)
Viewer, please refer to DISA's (Defense Information Systems Agency) documentation, which is
located at: https://cyber.mil/stigs/srg-stig-tools/

1.1.2 What is SCC?

SCC is an XML interpreter of SCAP content, meaning SCC performs automated security
configuration checks based on the content that is installed and enabled. The end user can
install SCAP content into SCC, and enable one or more SCAP content streams to perform
compliance checking.

1.1.3 Who can use SCC?

Starting with SCC version 5.4, the application can be freely distributed and used by anyone.
Refer to Appendix F for our legal disclaimer in our End User License Agreement.

1.1.4 Who funds the development and support of SCC?

Starting with FY23 SCC has been funded by groups of end users. See Appendix H for details
about historical funding, current FY23 funding, and future funding efforts.

1.1.5 What is SCAP and SCAP Content?

At a very high level, SCAP is a set of XML standards, primarily XCCDF and OVAL, which
include policy settings and technical instructions to perform automated checking.

SCAP Content is a collection of XML files, usually bundled in a zip file, which defines the
checks to be evaluated on a target system or targeted systems. This bundle, or ‘stream’,
instructs what checks to perform, provides all text fields such as titles, references, descriptions,
and to some extent, how to perform them. SCAP validated scanners such as SCC ingest the
stream and perform the checks listed therein.


https://cyber.mil/stigs/srg-stig-tools/

1.2 Platforms Supported

¢ Red Hat Distributions
e Red Hat Enterprise Linux 7 (x64)
¢ Red Hat Enterprise Linux 8 (x64 & aarch64)
¢ Red Hat Enterprise Linux 9 (x64)
e SUSE Linux
e Enterprise SUSE Linux 12 (x64)
e Use the RHEL7 RPM or tar.gz
e Enterprise SUSE Linux 15 (x64)
e Use the RHEL7 RPM or tar.gz
e Oracle Linux
e Oracle Linux 7 (x64)
e Use the RHEL7 RPM or tar.gz
e Oracle Linux 8 (x64 & aarch64)
e Use the RHEL8 RPM or tar.gz
e Oracle Linux 9 (x64)
e Use the RHEL9 RPM or tar.gz
e Cisco IOS
e Cisco I0S XE

e Platforms supported by remote SSH based scanning (with the UNIX Remote Scanning
Plugin installed)
¢ Red Hat Distributions
¢ Red Hat Enterprise Linux 7 (x64)
¢ Red Hat Enterprise Linux 8 (x64 & aarch64)
¢ Red Hat Enterprise Linux 8 (x64 & aarch64)
¢ Red Hat Enterprise Linux 9 (x64)
e SUSE Linux
e Enterprise SUSE Linux 12 (x64)
e Enterprise SUSE Linux 15 (x64 & aarch64)
e Oracle Linux
e Oracle Linux 7 (x64)
e Oracle Linux 8 (x64 & aarch64)
e Oracle Linux 9 (x64)
e Debian Distributions
e Ubuntu 18.04 LTS (amd64)
e Ubuntu 20.04 LTS (amd64& arm64)
e Ubuntu 22.04 LTS (amd64)
e Raspberry Pi OS (arm64)
e Solaris 11 (x86 & SPARC)

Note 1: There are separate SCC installers per architecture (Windows,
Linux (RPM, DEB), Solaris, MacOS)

Note 2: “Supported” is defined as the application has been designed
to run on the Operating System and architecture, and has been tested
in our lab to execute as expected. Content may not be provided, but
end users could obtain content from other sources, or write their own,
and install and run in the application. See below for the list of
content included in the installer.
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Note 3: For other Linux distributions, SCC may install and run on
other RHEL and Debian variants, however we have not thoroughly tested

in our lab.

1.3 SCAP Content Included

1.3.1 SCAP Streams

¢ NIWC Manual Question "Enhanced" DISA STIG SCAP content obtained from:
https://www.niwcatlantic.navy.mil/scap/scap-content-repository/

Mozilla Firefox for RHEL

Red Hat Enterprise Linux 7

Red Hat Enterprise Linux 8

Red Hat Enterprise Linux 9

Oracle Linux 7

Oracle Linux 8

SUSE Enterprise Linux Server (SLES) 12
SUSE Enterprise Linux Server (SLES) 15
Cisco 10S XE Router RTR

Cisco 10S XE Router NTM
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1.4 Changelog
1.4.1 Changelog for 5.11

Below is an abbreviated list of the primary changes from version 5.10.2 to 5.11. Please refer to
the release notes for a complete list of updates.

e For All Platforms
e Added support for upcoming SCAP 1.4
e Added support for OVAL 5.12 and OVAL 5.12.1
¢ Added support for new shellcommand test
e Added support for new 'merge' OVAL function
o Digitally signed all content with a NIWC code signing CAC
e Updated all content based on DISA Q2 2025 releases
¢ Added support for Deviations
e Added support for DISA's CKLB (JSON) formatted results
e Windows
e Improved capabilities of OVAL wuaupdatesearcher (Windows Update Agent) tests
o Added support for offline cab file, wsusscn2.cab (see section 10 for details)
e Created SCAP benchmark for checking for missing updates
e Linux
e N/A
e Solaris
e N/A

1.4.2 Changelog for 5.10.2

Below is an abbreviated list of the primary changes from version 5.10.1 to 5.10.2. Please refer
to the release notes for a complete list of updates.

e For All Platforms
e Updated SCAP content based on DISA STIG Manuals from 2025 Quarter 1 release
e Updated all internal dependencies.
e Minor improvements to GUI to better handle large monitors with screen resolution >
3000 wide
e Windows
e Fixed issues running on systems that have a different version of openSSL installed to
Windows\System32
e Linux
e Added DISA SCAP content for Ubuntu 22.04
e Dropped support for 32 bit Raspbian 11
e Solaris
o N/A

1.4.3 Changelog for 5.10.1

Below is an abbreviated list of the primary changes from version 5.10 to 5.10.1. Please refer to
the release notes for a complete list of updates.

e For All Platforms
e Updated SCAP content based on DISA STIG Manuals from 2024 Quarter 4 release
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o Decreased default thresholds for pass/fail details to prevent large and slow to create
reports and XCCDF

o Fixed report generation slowdown when creating reports with numerous failed SQL
records (MS SQL Server content)

e Updated all internal dependencies.

e Windows

e Fix issues scanning some SQL Server instances when Microsoft ODBC version 18
drivers are present

e Update Windows 'ntuser’ tests to exclude user profiles that have not be logged into
via Windows Explorer

e Linux
e Fixed SCC GUI launch issues on Ubuntu 20 aarch64
e Solaris

e Fixed issues running SCC on Solaris 11 x86 due to missing dependency

1.4.4 Changelog for 5.10

Below is an abbreviated list of the primary changes from version 5.9 to 5.10. Please refer to the
release notes for a complete list of updates.

e For All Platforms
e Updated SCAP content based on DISA STIG Manuals from 2024 Quarter 3 release
e Improved XCCDF and CKL results to be more concise and easier to understand
when viewed with STIG Viewer, eMASS etc.
¢ Added Result Analysis to HTML and Text reports to help explain why a specific check
failed
e Fixed Tailoring issue with remote SSH scanning
e Updated all internal dependencies.
e Windows
e Fix issues scanning some SQL Server instances when Microsoft ODBC version 18
drivers are present
e Fixed Cmdlet parameters that contain braces {} should not surround values with
single quotes
e Linux
e N/A
e Solaris
e N/A

1.4.5 Changelog for 5.9

Below is an abbreviated list of the primary changes from version 5.8 to 5.9. Please refer to the
release notes for a complete list of updates.

e For All Platforms
e Add feature of "hybrid" checks which take end user provided answers and use as
OVAL state for pass/fail of specific STIG rules
e Only used with MS SQL Server content for SCC 5.9, may expand to other
platforms in the future.
o Refer to Section 6 of this user manual for full details
e Windows
e Added support for SQL Server 2016 -> 2022
e Created SCAP benchmarks from the SQL 2016 STIGS, applicable to SQL Server
2016 -> 2022
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¢ Removed support for 32 bit Windows 10
e Linux
o Fixed 'type' issues with with selinuxsecuritycontext_tes
e Added new debian_evr_string simple datatype
¢ Removed support for RHEL6 and Ubuntu 16

e MacOS
e Removed support for MacOS
e Solaris

e Removed support for Solaris 10

1.4.6 Changelog for 5.8

Below is an abbreviated list of the primary changes from version 5.7.2 to 5.8 Please refer to the
release notes for a complete list of updates.

e For All Platforms
e Several improvements to XCCDF Tailoring
e Much faster load times on Tailoring form
¢ Redesigned tailoring form for easier use
e Added support for selecting different check systems, which works in
combination with updated NIWC Enhanced SCAP content to allow any
automated rule to be converted to a manual check, if automated check
doesn't match end user requirements.
e Added support for refine-values to allow any rule severity/weight to be
changed based on end user requirements
o New Configuration Profiles, which allows GUI and CLUI methods to quickly switch
between sets of SCC configurations
e Added new feature to make individual content streams be applicable to all targets,
configurable via GUI and CLUI
e Added new command line parameter to make SCC not update/save/modify it's
options file during a scan
Windows
¢ Fixed Windows classic remote scan related to residual data for remote classic scans
with trustees when scanning multiple computers
o Fixed issues with Windows sid_object and filters against the trustee_sid
Linux
e Added support for Ubuntu 22.04 (AMD64)
e Fixed reporting ipv6 network addresses
MacOS
e N/A
Solaris
e N/A

1.4.7 Changelog for 5.7.2

Below is an abbreviated list of the primary changes from version 5.7.1 t0 5.7.2 Please refer to
the release notes for a complete list of updates.

e For All Platforms
¢ Fixed Manual Questions not being applied to certain targets via WMI, primarily when
scanning by IP address only
e Fixed issues with DNS lookup of ipv6 based targets for SSH based scanning
e Improved error handling and error reporting on WMI and SSH scanning
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Updated reports to group by automated/manual when sorting by severity

e Windows

Fixed application crash when scanning large numbers of computers via WMI, and
many of the targets are offline.

Updated WMI scanning to only perform DNS lookup of targets when WMI Alternate
Credentials are enabled.

e Linux

e Fixed reporting ipv6 network addresses
e MacOS

o Fix

1.4.8 Changelog for 5.7.1

Below is an abbreviated list of the primary changes from version 5.7 to 5.7.1. Please refer to the
release notes for a complete list of updates.

e For All Platforms

Fixed data interoperability issue with SCC's CKL file and eMASS

Disabled the creation of XCCDF Results for Manual Questions rules, if Manual
Question processing option is disabled.

Updated upgrade feature on Windows to upgrade any Manual Question results from
a previous installation

Improved functionality of Manual Question GUI, adding searching and sorting

Minor improvements to Manual Question autoanswer text file templates

e Windows

Fixed issue running on Windows when no network cards have IP Addresses

e Linux

Fixed issue running GUI at 1024 x 768 resolution

. MacOS

Fixed minor issues with incorrectly identifying NIST content as containing manual
checks.

1.4.9 Changelog for 5.7

Below is an abbreviated list of the primary changes from version 5.6 to 5.7. Please refer to the
5.7 release notes for a complete list of updates.

e For All Platforms

Updated all SCAP content bundled with SCC to be enhanced with manual checks,
providing 100% coverage of DISA STIG Manuals, using SCAP standard of Open
Checklist Interactive Language (OCIL)

Updated default SCAP content repository to NIWC's repository located at
https://www.niwcatlantic.navy.mil/scap/scap-content-repository/

Updated SCC GUI to provide interface for manual questions, refer to section 4.6 for
details

Added manual question autoanswer files for command line automation, refer to
section 5.7 for details

Added creation of DISA's Checklist (CKL) report output, for SCAP content that has
been enhanced with manual questions.

Improved error reporting in HTML/Text/XML

Improved result details in XCCDF XML results, which should be supported by DISA
STIG Viewer in the future
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o Now officially SCAP 1.3 validated by an independent lab
e Added funding popup on GUI and text based message on cscc --config as SCC will
be crowdfunded in FY24
e For Windows
e Added prompting to upgrade configuration from previous installation on first launch.
Added NIWC developed SCAP content for
e Microsoft Internet Information Server (lIS) 8.5
e Microsoft Internet Information Server (1I1S) 10.0
e Microsoft Office 365 ProPlus
e Microsoft OneDrive
For all UNIX
e N/A
e For Linux
e Added upgrade methods via RPM and DPKG methods, which imports SCC's options
e Dropped support for rasbian 8
e For Solaris

e N/A
e ForMac OS X
e N/A



2. REQUIREMENTS

2.1 Minimum Hardware/OS Requirements

SCC can run on most UNIX computers, however, below are some minimum specifications.

HARDWARE MINIMUM/RECOMMENDED

CPU Intel/AMD x86 or x64 based processor. Recommend at least a 1.5 Ghz dual
core or newer.

RAM 1.0 GB Minimum, 2.0 GB or more is recommended.
SCC uses about 250 MB to startup, and may use up to 1 GB during certain
scans.

Disk space The base install of SCC requires approximately 150 MB of disk space, depending

installation on the platform.

Operating RHEL 7 or later (or any RHEL based variant), or SUSE Linux 12 or open source

System variant such as openSUSE

2.2 Scanning Requirements
2.2.1 Software must be run as root or equivalent to perform reviews

In order to accurately verify all of the system configuration settings, the software must be run as
root, or equivalent, such as sudo, etc..

2.2.2 Free Disk Space

The amount of disk space that could be used during a scan is based on several variables,
including the SCAP/OVAL content being used, the number of files/directories on the system,
and user configurable options such as SCC's debug feature

It is advised to install SCC to a non-root partition that has several GB's of free disk space, as a
single run could generate 200+ MB, of temporary data along with 200+ MB of XML, HTML, and
Text reports

2.3 X11 for Graphical User Interface Mode

The primary interface of the application (scc) is graphical, and requires X11 to operate. There
is a command line interface to the application (cscc), which allows for command line usage of
the application, and does not require X11. Refer to the cscc-readme.txt or the Command Line
Usage section of this document for details.

2.2.2 WebkitGTK / WebketGTK3 for viewing reports inside of SCC

On Ubuntu and RHEL6 webkitgtk is required to be installed in order to view reports natively in
SCC. For RHELY or later, webkitgtk3 is required to installed on the computer. Reports will
reside on disk and can be viewed outside of SCC.



3. INSTALL/UNINSTALL

To obtain a copy of the SCAP Compliance Checker software please refer to the Technical
Support section of this manual.

It is recommended to verify the SHA256 checksums of the downloaded zip files with the SCC
checksum file from https://www.niwcatlantic.navy.mil/scap/ before proceeding to install.

3.1 Install/Remove software via RPM

3.1.1 Public Key Installation

In order for the SCC package's signature to be validated (optional) you must first install the
GnuPG Public Key for SCC to the RPM DB. The SCC GPG key can be downloaded from
cyber.mil, in the same location as the SCC application itself, with a filename like: RPM-
GPG_KEY-scc-5.11

To install enter the directory in which the RPM-GPG-KEY-scc file exists then run the command
below:

rpm —-import RPM-GPG-KEY-scc

If you installed the gpg key for SCC and want to verify your SCC package is digitally signed,
run the command below:

rpm -K scc-5.11.<osname>.x86_64.rpm
3.1.2 Clean Installation

If SCC is not previously installed, or if you do not want to upgrade your configuration from the
last installation, proceed with the following. If you would like to upgrade SCC's configuration
and Manual Questions Results, refer to section 3.1.3 Upgrade.

To perform a clean install, place the SCC RPM file in a temporary directory. By default, the
application installs to the /opt/scc directory, so /opt must exist prior to installation. From the
directory containing the RPM file, run the following command to install:

For RHEL 6 (32 bit)
# rpm -1 scc-5.11.rhel6.1686.rpm

For RHEL 6 (64 bit)
# rpm -1 scc-5.11.rhel6.x86_64.rpm

For RHEL 7 Oracle Linux 7, and SUSE 12-15 (Intel/AMD 64 bit)
# rpm -1 scc-5.11.rhel7.x86_64._rpm

For RHEL 8 and Oracle Linux 8 (Intel/AMD 64)
# rpm -1 scc-5.11.rhel8.x86_64._rpm

10
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Install_Uninstall

For RHEL 8 and Oracle Linux 8 (aarch64)
# rpm -1 scc-5.11.rhel8.aarch64.rpm

To install to a different directory, such as /usr/local, use the --prefix option to RPM. For
example, run the following command to install in /usr/local/scc-5.11:

# rpm -1 --prefix Zusr/local scc-5.11.<osname>.x86_64.rpm

If fapolicyd.service (Application Whitelisting Daemon) is running:

If you install with rpm, run the following 2 commands:

# rpm -1 scc-5.11.rhel8.x86_64_rpm
# fapolicyd-cli --update

If you install with dnf:

# dnf --disablerepo="*" install scc-5.11.rhel8.x86_64._rpm

3.1.3 Upgrade

To upgrade SCC to a newer version, issue the following:

# rpm -U scc-5.11.<osname>.<arch>.rpm

For RHEL 6 (32 bit)
# rpm -U scc-5.11.rhel6.i686.rpm

For RHEL 6 (64 bit)
# rpm -U scc-5.11.rhel6.x86_64.rpm

For RHEL 7 Oracle Linux 7, and SUSE 12-15 (Intel/AMD 64 bit)
# rpm -U scc-5.11.rhel7.x86_64._rpm

For RHEL 8 and Oracle Linux 8 (Intel/AMD 64)
# rpm -U scc-5.11.rhel8.x86_64.rpm

For RHEL 8 and Oracle Linux 8 (aarch64)
# rpm -U scc-5.11.rhel8.aarch64.rpm

If fapolicyd.service (Application Whitelisting Daemon) is running:

If you install with rpm, run the following 2 commands:
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# rpm -U scc-5.11.rhel8.x86_64.rpm
# Ffapolicyd-cli --update

3.1.4 Removal

To remove the package from your system, issue the following:

# rpm -e spawarscc

If fapolicyd.service (Application Whitelisting Daemon) is running:

# Ffapolicyd-cli --update
3.2 Install/Remove software via tar gzip file

3.2.1 'Install' software via tar gzip file

Note that 'man’ pages will not be available via this method, however this method allows multiple
installations on a system. The files are named scc-
5.11 <distro>_<processor>.tar.gz

To install, simply extract to any directory.

Note: Due to the amount of data that could be generated, and
sensitive nature of the data, only install to an appropriate
partition/directory.

IT fapolicyd.service (Application Whitelisting Daemon) is running:

# Fapolicyd-cli --File add <scc install directory>/

Note: Make sure to use a full path directory name with a trailing
slash /

Example: fapolicyd-cli --file add /opt/scc_5.11/
# fapolicyd-cli --update

3.2.2 Removal of software installed via tar gzip file

To remove software 'installed' from the generic tar gzip file, simply remove the installation
directory and all sub-directories and files.

IT fapolicyd.service (Application Whitelisting Daemon) is running:

# Fapolicyd-cli --File delete <scc install directory>/

Note: Make sure to use a full path directory name with a trailing
slash 7/

Example: fapolicyd-cli --File delete /opt/scc 5.11/
# Ffapolicyd-cli --update
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3.3 Install Details

3.3.1 Files Installed by the SCC

FILE DESCRIPTION

cscc Launcher program for the command line
version of SCC

scc Launcher program for the graphical version of
scc

scc.bin The primary scc application

options.xml Default options file used by SCC

Documentation/ReadMe.txt

Text based documentation for the command
line CSCC, equivalent to the man pages

Documentation/ReleaseNotes.txt

Summary of changes for this version of the
software.

Documentation/SCC_UserManual.pdf

PDF version of the User Manual

Documentation/TermsOfUse.txt

Text file containing the Usage, which is
displayed during the installation.

Documentation/ThirdPartyLicenses.txt

Contains list of third party libraries used in SCC
and their respective licenses.

Documentation/ThirdPartyLicenses

Directory containing text formatted 3rd party
licenses, referenced in ThirdPartyLicenses.txt

Local

Location in which SCC writes temporary files
during execution.

RemotePlugin

Location in which remote UNIX and Windows
scanning plugins may reside, empty by default.

Resources/Compiled/*

Folder containing compiled library files for SCC
use

Resources/Content/*

Parent content folder for SCAP, SCAP 1.2, OVAL,
OVAL External Variables, and OCIL content
folders

Resources/Content/External_Variables

Contains any External Variables files associated
with an OVAL content stream

Resources/Content/OVAL_Content

Contains any OVAL vulnerability content
included with the installer or installed by the
end user with the Install OVAL Content feature.

Resources/Content/OCIL_Content

Contains any stand alone OCIL content included
with the installer or installed by the end user
with the Install OCIL Content feature.

Resources/Content/SCAP_Content

Contains any SCAP 1.0 or SCAP 1.1 content
included with the installer or installed by the
end user

Resources/Content/SCAP12_Content

Contains any SCAP 1.2 content included with
the installer or installed by the end user

Resources/Content/TrustedPublicCerts

Contains known/trusted certificates to verify
digital signatures in SCAP 1.2 content

Resources/Content/XCCDF_Tailoring

Contains XCCDF Tailoring files which can be
used with SCAP 1.2 datastreams
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Resources/DB

Database utilized when processing SCAP 1.2
data streams

Resources/DefaultFiles

Contains default files used by the SCC

Resources/Graphics/*

Images and icons used with SCC

Resources/Schema/*

Files used to validate the SCAP XML content

Resources/Thresholds/*.xml

Contains the default and any user customized
compliance thresholds

Resources/Transforms/*

Files used to create post scan HTML and text
reports from the OVAL and XCCDF XML results

3.3.2 Files Created During Software Execution

FILE

DESCRIPTION

<User Defined Directory>/Sessions

Refer to Data Directory option in "Editing
Options" for details.

XML, HTML and Text based results created
during a review. Also contains Screen, Debug
and Error logs that are specific to a scan session.

<User Defined Directory>/ApplicationLogs

Refer to Data Directory option in "Editing
Options" for details.

SCC Application Logs (not related to any SCAP
scan session) including Screen, Error and Debug
logs that could be created during a review
depending on user preferences.

<User Defined Directory>/Config

Refer to Data Directory option in "Editing
Options" for details.

Contains scan session database and host
credential database.

<User Defined Directory>/options.xml

Configuration settings from the SCC

<SCC Install>/Local

Temporary files created during SCC execution
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4. GUI BASED USAGE

Section 4 of this document explains the basic Graphical User Interface (GUI) usage of SCC to
perform SCAP based compliance scanning, standalone OVAL and OCIL scanning, and editing

options.
Below is a quick overview of how SCC works.
Open the SCC GUI.

View available SCAP content included with SCC.
Install any additional SCAP content into SCC.

Select Scan Type
Scan Computer with enabled SCAP content.

S A T A

View reports.

4.1 Launching the Graphical User Interface

To start the application with a GUI, type:

#cd /opt/scc (or user defined installation directory)
#./scc

Enable SCAP content and select the desired profile from each SCAP content stream.
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4.2 Installing & Configuring Content

SCC's installer contains the latest publicly available SCAP content from DISA, NIWC and NIST,
which was available at that time. However, new and updated content may need to be installed
by end users, especially if the current SCC release is several months old.

4.2.1 Updating SCAP Content with SCC

If the computer and the user running SCC have Internet access, SCC has the ability to
update the DISA and NIWC developed STIG SCAP content.

To check for updated SCAP content:
e Click Help -> Check For Content Updates
To view more information on any content stream:

¢ Right click
e View Content Details

To install content:

e Either Left click on each check box to enable
e Or Right click

e Enable All

e Disable All
e Then click "Install Checked Content"

* See Editing Options -> Update Options for more information on content updates and
repositories.

Refer to SCC's FAQs if you are interested in making your own offline copy of DISA's content

repository, or to learn why SCC's default content repository XML file is located on github
instead of cyber.mil.

4.2.2 Installing Content Manually

The steps below will guide you through installing content within SCC. Note that the steps are
the same SCAP 1.0, 1.1,1.2 and 1.3 data streams.

To obtain NIWC Enhanced DISA STIG SCAP content which contain automation and
Manual Questions: https://www.niwcatlantic.navy.mil/scap/scap-content-repository/

OR

To obtain DISA STIG SCAP content which does not contain any Manual Questions,
please download "benchmarks" from https://cyber.mil/stigs/scap/

Launch the SCC GUI

2. Content should be visible by default in the main window. If content is not visible, due to
existing scan logs, click the "Show Content" button in the left column, "Select Content™ pane.

3. Click on the "Install" button in the "Content" pane
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Configuring SCAP Content

a. Select from the following options:
i Validate XML on content install (Yes/No)
ii. Overwrite existing content (Yes/No)
iii. Enable content on install (Yes/No)

4. Browse to the content file you would like to install
a. For .zip files, the following is supported

e Zipofall SCAP 1.0/1.1 files
e Zipof all SCAP 1.2/1.3 files
e Zip of all standalone OVAL files (not part of a SCAP stream)
e For more information on installing OVAL External Variables, refer to
Section 4.9 Standalone OVAL Usage
e Zip of all standalone OCIL files (not part of a SCAP stream)
e  Mixing of content types (SCAP/SCAP1.2/OVAL/OCIL) is not supported
b. For .xmlfiles, the following is supported

e XML file that is a SCAP 1.2/1.3 datastream
e XML file that is a valid OVAL file
e XML file that is a valid OCIL file

5. After installation is complete, enable the content and choose the desired profile.

Note: DISA STIG ""Manual™ files are not SCAP content. They contain
an XCCDF XML file, but do not contain any OVAL XML. They are
intended for performing a manual review of the system.

4.2.3 Enabling/Disabling Content

To enable/disable a single Content stream:;
1. Left click the check box to the left of the content stream name

To enable all Content streams:
1. Rightclick on any row
2. Click "Select All"

To disable all Content streams:
1. Rightclick on any row
2. Click "Clear All"

NOTE: If multiple benchmarks are included in a SCAP 1.2 data stream,
SCC splits each benchmark on the SCAP Content tab. This allows the

end-user to enable/disable a specific benchmark within a larger data
stream.

4.2.4 Selecting a Profile

A profile is a collection of rules and is designed to allow the same set of SCAP content (XML)
to perform different sets of checks based on end user need. SCAP content can contain one or
more different profiles. By default, SCC enables the first profile found.
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For USGCB, there is only one profile in the content, but for other content such as DISA, the
end user will need to select the appropriate profile, according to the sensitivity of the computer
being scanned. For DISA STIGS, below is the normal list of available profiles in each SCAP
content stream.

MAC 1 Public
MAC 1 Sensitive
MAC 1 Classified
MAC 2 Public
MAC 2 Sensitive
MAC 2 Classified
MAC 3 Public
MAC 3 Sensitive
MAC 3 Classified
Disable Slow Rules
CAT | Only

OO0OO0OO0OO0OO0OO0OOOO0OO

How many checks and results are impacted by changing the profile is completely dependent on
the intent of the SCAP Content Author (not SCC). The checks in all profiles could be all the
same, or they could differ greatly.

To select a profile:
1. Left click on the Stream name to populate the "Stream Details" window on the right
2. Select the desired profile from the Profile dropdown.

4.2.5 Selecting a Profile to use with All SCAP Content

To select a single profile, and apply it to all SCAP content:
1. Right click on the row to delete
2. Click "Set All Profiles"
3. A new form will open, showing a dropdown of all profiles found in all content.
4. Left click to select the desired profile
5. Click Save to save and close the form

4.2.6 Deleting Content

To delete a single content row
1. Right click on the row to delete
2. Click "Delete Selected Content"

To delete several content rows

1. Select as many content rows as you would like to delete, with Left click and Shift or Left click and
Ctrl.

2. Right click on an of the selected rows
3. Click "Delete Selected Content"

To delete ALL Content
1. Right click on any row
2. Click "Delete All"
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Configuring SCAP Content

4.2.7 Viewing Content Details

To view additional information about the SCAP Content:
1. Left click on the Content Name
2. View the "Content Details" information on the right pane, it contains the following fields:

ITEM DESCRIPTION

Title The XCCDF "title" field, directly from the content.

Datastream The SCAP 1.2/1.3 Datastream " data-stream id" field. This can be
useful if there are multiple datastreams with the same benchmark ID.

Profile A drop-down containing 1 or more profiles from the XCCDF content.

Release Info The XCCDF "release-info" field, directly from the content.

Status The XCCDF "status" field, directly from the content.

Validation The end result of SCC's attempt to validate the content, either at
install or scan time.

Signature The end result of SCC's attempt to validate the digital certificate of
SCAP 1.2/1.3 datatstream (if found)

Platform The CPE-Dictionary CPE Item Title, directly from the XML content

Publisher The XCCDF "publisher" field, directly from the XML content.

Description The XCCDF "description" field, directly from the XML content.

Notice The XCCDF "notice" field, directly from the XML content.

4.2.7.1 Saving SCAP Prose Reports

Once you have populated the Stream Details pane, a human readable 'prose' version of the

XCCDF and OVAL files to either HTML or Text format may be produced. To use, a profile
must be selected on the SCAP Content form. If no profile is selected, the buttons will be

disabled.

The Prose report is a human readable representation of the SCAP content, very similar to the
All Setting reports, but does not contain any scan data. It is meant to show the XCCDF rules
and OVAL definitions in a logical tree structure format.

4.2.7.2 XCCDF Tailoring

This is a feature for advanced users wanting to modify how SCAP 1.2 and SCAP 1.3
benchmarks perform checks. Refer to the XCCDF Tailoring section 4.8 for details.

4.2.7.3 Manual Questions

Starting with SCC 5.7, if SCAP content that contains OCIL manual questions is installed,
SCC provides the ability to answer manual questions from the DISA STIG To use, select the
desired SCAP content, click on "Manual Questions" in the content details pane, and answer
the non-automated items from the STIG Manual, and those results, along with the automated
checks will be included in SCC results. See section 4.6 "SCAP Scanning with Manual
Questions" for more information.

4.2.7.4 Applicability
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By default, SCC only performs scan using SCAP content if the content is applicable to a
given target. This option forces SCC to perform a scan of a specific content stream against
all targets.
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4.3 Performing a Scan

After installing and enabling the desired content and profile, the application is ready to perform
compliance scanning.

Launch the SCC GUI
2. Select Scan Type
0 Local Scan
o Cisco I0S/10S XE Offline Scan
0 Cisco IOS/10S XE Remote SSH Scan
o0 Remote UNIX SSH Scan
Select Content Stream(s) and their respective applicable Profiles
Start Scan
View Reports

4.3.1 Select Scan Type

The SCC can review the local computer or remote computers over LAN/WAN connections.
Select one of the following options:

4.3.1.1 Local Scan
This option instructs SCC to scan the computer in which the SCC software in installed.
4.3.1.2 Cisco I0S/10S XE Config File
Refer to section 4.9 "Cisco I0OS Config Scanning" for usage.
4.3.1.3 Cisco I0S/10S XE Remote SSH
This option instructs SCC to scan a list of remote CiscolOS Routers/Switches over the

LAN/WAN. Refer to Edit/Select SSH Hosts, for instructions on selecting hosts and
credentials.

4.3.1.3.1 Edit/Select SSH Hosts (Cisco)

Note: |If the host credential manager has not been used before, a
popup window will appear prompting for a new master password and
confirming the new password.

This opens a credential manager in which the end user can

0 Add a new host
0 DNS name or IP Address
0 Description (optional)
0 SSH Port
0 Authentication Type
o Enable: No additional authentication
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¢}
o}

o0 Enable: Use same password as username
o0 Enable: Use 'Enable’ password. This requires selecting a credential
that has an 'Enable' password
o Enable: Use 'Enable’ username and 'Enable’ password. This
requires selecting a credential that has both an 'Enable' username
and an 'Enable’ password.
Select an existing credential, or add a new one
Test SSH connection to remote device using selected credential

o0 Add a new credential

(0]

(o}
(o}
o

Username

Nickname (optional)

Password

'‘Enable’ username (optional depending on how device is configured), this
field is used if Authentication Type is "Use 'Enable’ username and 'Enable’
password.

‘Enable’ password (optional depending on how device is configured), this
field is used if Authentication Type is "Use 'Enable’ username and 'Enable’
password, or Use 'Enable' password.

0 Import an existing host file, formatted as text with a single DNS name or IP Address

per line

(0]

Each host in this file will have it's SSH connection tested after import

o Double click a host to edit it

0 Right click on the host list to:

(0]

OO0OO0OO0OO0OOO0OOO0OO

Edit host

Enable Selected Hosts (If SSH test passes)
Enable All hosts (If SSH test passes)
Disable Selected Hosts

Disable Hosts with Failed SSH Connections
Disable All Hosts

Test Selected SSH Connections

Test All SSH Connections

Delete SSH hostkey/SHA256 Fingerprint
Delete Selected Hosts

Delete All Hosts

o Double click on a credential to edit it

0 Right click on credentials to:

o
o
(¢}

Edit credential
Delete selected credential
Delete all credentials

4.3.1.4 UNIX Remote SSH

This option instructs SCC to scan a list of remote UNIX/Linux/Mac systems over the
LAN/WAN. Refer to Edit/Select SSH Hosts, for instructions on selecting hosts and

credentials.

Note: If the UNIX SSH Scanning Plugin has not been installed, an
information message will appear in the left window, with a browse
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Performing SCAP Scanning

dialog to select the plugin, which can usually be obtained from the
same location you obtained the SCC installers.

4.3.1.4.1 Edit/Select SSH Hosts (UNIX)

This opens a credential manager in which the end user can

o0 Add a new host

(0]

Oo0OO0Oo

DNS name or IP Address
Local System Name (Read only, queried from remote system)
Description (optional)
SSH Port
Operating System
0 SCC Autodetect is default
o If autodetect fails, manual selection can be used.
Authentication Type
0 SSH as 'root'
0 SSH as non-root user, then 'su’ with root password
o0 Note: If the remote host is Solaris, Ubuntu or Mac OS X,
this method may not work, due to the implementation of 'su’
in those operating systems. The recommended method is
one of the 'sudo' options below.
0 SSH as non-root user, then 'sudo’, no password
0 SSH as non-root user, then 'sudo’, with user's password
Select an existing credential, or add a new one
Test SSH connection to remote device using selected credential
Tests to make sure the hostname/ip is valid
Checks remote server's hostkey
Tests authentication
Determines remote 'local system name'
Tests running commands as root level user
Determines remote Operating System
Checks freespace on remote /tmp and remote base SCC directory
(user configurable, see scanning options for more information)
SHA256 fingerprint
0 The first time SCC SSH's to a remote UNIX host, it will download the
remote system's hostKey, and display the SHA256 checksum of the
hostkey for the end user to inspect.
o If the remote hostKey changes in the future, SCC will warn the user
about a potential man in the middle attack and disable the host.
o0 If the new hostkey is to be trusted, SCC will allow you to re-
trust and re-enable the host.

OO0OO0O0OO0OO0Oo

o Add a new credential

o
o
o

(0]

(0}

SSH Username
Nickname (optional)
SSH and/or sudo password
o0 Enter the password associated with the username, it could be used
for just the SSH connection, but also for sudo depending on the
authentication type selected for the host.
Private Key (required if password is not present)
0 Note that SCC will use the private key first if both an SSH password
and private key are present.
Passphrase (if required by private key)
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0 Import an existing host file, formatted as text with a single DNS name or IP Address

per line

(0]

Each host in this file will have it's SSH connection tested after import

o Double click a host to edit it

0 Right click on the host list to:

(0]

OO0OO0OO0OO0OO0OO0OOO0OO

Edit host

Enable Selected Hosts (If SSH test passes)
Enable All hosts (If SSH test passes)
Disable Selected Hosts

Disable Hosts with Failed SSH Connections
Disable All Hosts

Test Selected SSH Connections

Test All SSH Connections

Delete SSH hostkey/SHA256 Fingerprint
Delete Selected Hosts

Delete All Hosts

o Double click on a credential to edit it

0 Right click on credentials to:

(o}
(o}
(o}

Edit credential
Delete selected credential
Delete all credentials

4.3.2 Select Content

Select content as described in section 4.2.

4.3.3 Performing Analysis

To perform a scan, click the 'Start Scan' button.

To cancel a review, click the 'Cancel Scan' button.
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4.4 Editing Options

The SCC application has many end user customizable options, although the installation defaults
are those most frequently used. After using SCC a few times, the end user may want to adjust

some of these options, depending on their personal preferences.

1. Launch the SCC GUI
2. Click Options ->Show Options

4.4.1 Scan Options

4.4.1.1 SCAP Processing

OPTION

DESCRIPTION

Run all content
regardless of
applicability

This option will ignore the content's CPE-OVAL results and continue
processing the content against the system. This option can be used to
run content that is not normally applicable to the target system (e.g.
Red Hat SCAP content on a Debian system).

Note that this option alters the standard SCAP rules for gathering certain
objects which can result in incomplete results and/or false positives.

Process Manual
Questions if found in
SCAP content

This option will ignore any manual questions in the content and cause
any XCCDF rule that is a manual question to be excluded from XCCDF
results.

This will disable the creation of DISA CKL reports, as all rules are
required for CKL reports.

This will remove any warnings that SCC would normally print if manual
question results were not found for a given content stream.

Attempt to download
external OVAL and
XCCDF Tailoring files

This option allows the user to disable the SCAP 1.2 requirement of
attempting to download OVAL and/or XCCDF Tailoring files from the
internet, if specified in the content.

If this option is enabled (default) and the SCAP 1.2 datastream lists a
http reference for the OVAL or XCCDF Tailoring component, SCC will
attempt to download it, and store it locally. Once it has been
downloaded, it does not attempt again.

This feature is not currently used by any production NIST or DISA SCAP
content, but the feature is required for SCC to obtain SCAP 1.2
validation.

Force OVAL results
to 5.10.1 for SCAP
1.2 interoperability

SCC by default saves results in OVAL 5.12.1. However, this option could
be enabled by the user for certain usage (primarily SCAP 1.2 validation)
or tools that import OVAL results (but only support OVAL 5.10.1).

Save results when
content is not
applicable for
SCAP 1.3
interoperability

This option is designed to force SCC to create XML results even when
content is not applicable to the target. It could be used for
troubleshooting debugging purposes, but is primarily intended to only
be used as part of NIST SCAP 1.3 validation, which has a test case which
mandates SCAP validated tools create results when content is not

25



SCC User Manual for Red Hat Enterprise Linux

applicable.

4.4.1.2 OVAL Processing

This set of options allows SCC to process currently available content in an efficient and
accurate manner, however it does not comply with the letter of the law when it comes to the

OVAL standard.

OPTION

DESCRIPTION

Ignore remote file
systems during OVAL
file scans

This option will ignore remote file systems, such as Windows shares, and
UNIX NFS mount points. This option could be specified in the SCAP
content as well, but in all of the publicly available SCAP content to date,
the content authors have not specified to skip scanning of remote file
systems.

If this option is disabled, and the SCAP content does not specify to
exclude remote file systems, SCC will scan all drives/mount points on
the system, and will likely cause the application to slow down,
dramatically in certain cases, and the results will potentially include
issues from the server hosting the remote files.

Until SCAP content is updated to ignore remote file systems, it is
recommended to keep this option enabled in SCC.

Treat the OVAL
'equals' operation as
‘case insensitive
equals'

This option allows end users to override the instructions in the OVAL
content and to ignore case of files and directories.

Ideally this should be specified in the OVAL content, and enabling this
option will cause warnings that results may not be as intended by the
content author.

Ignore File Extended
ACL Attributes

This option will skip collecting the boolean UNIX file attribute which
indicates if the file has an extended ACL associated with it. This
attribute requires running a time consuming process for each file on the
file system, and none of the SCAP content currently available publicly for
Linux or Solaris performs any checks related to this attribute.

Until SCAP content is updated to perform checks based on the extended
file acl attribute, it is recommended to keep this option enabled in SCC

Do not save
passwords or shadow
hashes to OVAL
results

This option will keep SCC from printing password and/or shadow hashes
in the OVAL results The internal tests will be performed using the actual
hash, so the end result of the test should not be impacted by this.

The XML results and HTML/Text reports will list the following as the
hash: [MASKED PASSWORD FIELD]

Domain Controllers:
Process the OVAL
accesstoken_test by
user right

The Windows accesstoken_test will collect user right information for all
user accounts even if the accounts have no rights. Under certain
circumstances (domain controllers), this could result in the collection of
thousands of user accounts which may lead to extremely large result
files and/or memory errors. If this option is enabled, then user right
information will be collected only for user accounts that actually have
user rights assigned.

Use system function

This option allows the user to specify the method for the UNIX passwd
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'getpwent' to process
OVAL Password test
(checked) or read the
'/etc/passwd/ file

Editing Options

test. The default (unchecked) instructs SCC to literally read the
/etc/passwd file. Enabling this option (checked) instructs SCC to use the
getpwent system call, which collects users from the /etc/passwd file
along with any external authentication source such as LDAP, NIS and
others. The primary downside of using getpwent method is that it does
not return back the password field in the same format as the
/etc/passwd file, so any content looking to check for shadowed
passwords may not be accurate.

Enable OVAL item
creation threshold

In certain circumstances, a combination of content issues, or system
configuration can cause large numbers of OVAL items to be created.
This causes two primary issues, the first being SCC's memory and CPU
usage during the scan will increase, potentially to the point of crashing.
Secondly, if SCC is able to complete the scan, the resulting XML files will
be too large to create any Text or HTML reports from.

This option caps the number of OVAL items created, on a per OVAL test
basis, to the number specified in the form. This option can be updated
by the user depending on their preference. If SCC runs out of memory

and crashes even with this option enabled, it is recommended to lower
the threshold by a sizable amount and re-run.

If SCC reaches the threshold for a single test, the end result of the test
will be 'error' as SCC will skip processing any additional items, and will
not be able to make a final determination of compliance with regards to
pass/fail, and the end user will likely need to perform the check
manually to determine true compliance.

This should not be a common occurrence, and the content author may
need to be contacted, to determine if the test can be written in a
method which does not create such a large volume of results.

This option is enabled by default.

By default, the OVAL Item Creation Threshold is set at 50,000.

This field is guarded by input validation and will only allow a user to
enter an integer between 0 and 999999. Any input outside of those
values will result in an error and the option will not be allowed to be
saved.

4.4.1.3 Manual Question Processing

OPTION

DESCRIPTION

Sort Questionnaires
by DISA CAT (CAT |,

This option sorts Manual Questions, both in the SCC GUI and in the
Manual Question text based autoanswer templates to be sorted by

CAT Il etc..) severity, displaying CAT | items first, followed by CAT Il etc... If this
option is disabled, questions will be displayed in the order they were
found in the DISA STIG Manual.

Regenerate This option allows the end user to regenerate all Manual Autoanswer

Templates Templates. This does not update any existing completed autoanswer

file(s).

Backup Manual

This option only applies to SCC GUI when saving manual question results
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Question Results
with
datetime/username
to a Backups sub-
directory

from SCC's Manual Question editing form. When enabled, this option
causes SCC to create a backup of the Manual Question results to a
subfolder of Completed_Files each time "Save Document and Close" is
pressed. This creates a backup file with the date/timestamp and the
username of the person logged into the computer. These files can be
used to manually restore a backup, or show changes with diff utilities.
Refer to Section 4.6.2.2 for more information.

Ignore XCCDF rule
'version' changes
when upgrading
manual questions

Due to the mass re-versioning of DISA STIG Manual rules for July 2024,
which put a new rule version on every single rule regardless of other
changes to the rule, this option has been created and enabled by
default. If this option is disabled, any manual question that does not
match the rule and version from the current DISA STIG will be excluded
when upgrading manual questions.

4.4.1.4 Manual Question AutoAnswer Completed Files Directory

OPTION

DESCRIPTION

Obtain Manual
Question
AutoAnswer Files
from the default

This option sets SCC to obtain Manual Auestion autoanswer files from
<SCC Install>Resources/Content/Manual_Questions/Completed_Files/

directory
Obtain Manual This option sets SCC to obtain Manual Questions autoanswer files from
Question any end user specified directory. This also instructs the SCC GUI to save

Autoanswer files
from a Custom
Directory

Manual Questions to this custom directory.

4.4.1.5 WMI/SSH Remote Scanning Options

OPTION

DESCRIPTION

Maximum local
threads for
performing remote
WMI or SSH scan

This option allows the end user to determine the number of local
threads for parallel scanning with WMI and SSH based scanning. Each
thread takes about 30 MB of RAM. More threads will speed up large
remote scans, but could cause slowdowns or issues on the local
computer.

Maximum minutes to
allow SCC to start on
remote system

This option allows the end user to specify a maximum amount of time to
wait for SCC to be launched on the remote computer. This may fix
issues on certain slow remote systems, especially with certain anti-virus
products and features enabled that slow down extraction of zips and
cabs.

4.4.1.6 SSH Remote Scanning Options

OPTION

DESCRIPTION

SSH: Remote Base
Directory, SCC will
make a sub-dir of
'scc-remote’

Directory to copy a temporary copy of SCC for remote SSH based scans.
This directory must exist, and should exist on it's own partition if
possible. Default is /opt. SCC will create a subdirectory called 'scc-
remote' in the specified directory, which it will install a temporary copy
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of SCC, and a results subdirectory for scanning logs and results.

The <remote base directory>/scc-remote directory will be removed
after each remote SSH scan.

Uninstall Remote
UNIX SSH Plugin

This allows for the removal of the remote plugin from the scanning
computer.

SSH: Allow SCC to

temporarily whitelist
itself on target RHEL
8 and Oracle Linux 8

For RHEL 8 and Oracle Linux 8 targets:

This option allows for remotely scanning STIG compliant RHEL 8 and
Oracle Linux 8 computers, which requires enabling application
whitelisting with fapolicy daemon.

As this option temporarily change the configuration of the target
system, this option is disabled by default. Below is an overview of what
SCC does, should the end user want to enable this feature:

1. From the scanning computer, after the temporary files are copied
to the target computer in the user specified directory (default is
lopt/scc-remote), the scanning computer runs the following
command to whitelist cscc-remote via SSH:

fapolicy-cli -f add /opt/scc-remote/cscc-
remote

fapolicyd-cli --update
2. Then cscc-remote is called and it whitelists all of it's known
binaries with the same method as #1
3. cscc-remote scans the computer

4. When csc-remote completes, the scanning computer then removes
the directory and all files/subdirectories with the following via SSH:

fapolicyd-cli -f delete /opt/scc-remote/
fapolicyd-cli --update

To summarize, SCC uses the system command (if found) of fapolicyd-cli
to whitelist a known list of binaries that comprise the SCC application
before a scan starts, and when the scan completes, the whitelist is then
removed from the target computers fapolicy database.

4.4.2 Content Options

4.4.2.1 Installing Newer Versions of Existing SCAP Content

OPTION

DESCRIPTION

Do Nothing, leave
older content as-is
when installing
newer versions

This option leaves any older version of content as installed, and if it's
enabled, it remains enabled.

Disable older
versions of matching

This options leaves the older version of content as installed, but disables
it.
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content

Archive older
versions of matching
content

This option moves the older version of content to
<install>\Resources\Content\Archived_Content

Delete older versions
of matching content

This option will delete any older version of matching content.

4.4.2.2 XML Schema Validation

OPTION

DESCRIPTION

Perform XML Schema
Validation on Input
Files during
Installation

This option validates that the XML content is syntax error free before
installing new content into SCC.

Perform XML Schema
Validation on Input
Files before scanning

This options validates that the XML content is syntax free before SCC
uses it for each scan.

Perform XML Schema
Validation on Output
Files

This options validates that the XML result files are syntax and error free
after creation.

4.4.2.3 XML Digital Signatures

OPTION

DESCRIPTION

Perform XML Digital
Signature Validation
before scanning

This option will validate signed XML content files prior to execution.

Cancel Scan(s) on
XML Digital Signature
Validation Failure

This option will automatically cancel a scan if the signed XML file(s) fail
XML digital signature validation.

4.4.2.4 Content Developer Mode

OPTION

DESCRIPTION

Allow non schema
validated content via
manual installation

This option is reserved for content developers. As of 5.1, SCC strictly
validates all content against the appropriate content schema prior to
any scan (not just on installation). Since this security feature can be
disruptive during content development testing with SCC, this option
allows for a relaxation of that feature.

4.4.3 Reporting Options

4.4.3.1 Select Reports

REPORT

DESCRIPTION

All Settings

This report contains detailed pass and fail results from each check
performed. Itis a large report and is not intended for printing

All Settings Summary

This report contains a summary of pass and fail results from each check
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performed.

Non-Compliance

Non-compliance reports contain detailed results from each failed check.
It is a large report and is not intended for printing

Non-Compliance
Summary

This report contains a summary of failed checks

4.4.3.2 Report File Types

FORMAT DESCRIPTION
HTML HTML formatted reports for viewing with a web browser
Text Plain Text reports for viewing with a text editor such as Notepad or

Wordpad.

4.4.3.3 Report Sorting

FORMAT

DESCRIPTION

Sort HTML/Text
reports by XCCDF
rule Severity, and
group by
automated/manual

With this option enabled, SCC's reports will be sorted by severity and
then groups by Automated/Manual. If this option is disabled, SCC's
reports will be sorted in the same order as the STIG manual, with no
groupings.

4.4.3.4 Collected Item Tresholds

REPORT

DESCRIPTION

Only display a user
defined number of
collected items

This option prevents the All-Settings and Non-Compliance HTML and/or
Text reports from getting extremely large if SCAP content contains
file/user test that collect items for thousands or millions of
files/directories and users. This does not impact the accuracy of the
check, it just limits the number of detailed finding to include in reports.

'pass' threshold

This is the number of collected items that pass to include for each test.
Default is 100

'fail' threshold

This is the number of collected items that do not pass to include for
each test. Default is 1000

4.4.3.5 XML Results

OPTION

DESCRIPTION

Save XCCDF XML files

This option allows the user to disable saving the XCCDF XML files after

the review. It should always be enabled unless drive space is limited. If
this option is not enabled, multiple computer summary reports cannot
be created.

Save OVAL XML files -
Full with System
Characteristics

This option allows the user to enable saving the OVAL XML files, which
contain the detailed results from each review, and can be very helpful in
debugging problems, or recreating reports after scans occur.

Save OVAL XML files -
Full without System
Characteristics

This option allows the user to save a slightly less verbose version of
OVAL results, which exclude the System Characteristics, and is required
by SCAP 1.2.

Save OVAL XML files -

This option allows the user to save even less data to OVAL results, which
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Thin

exclude the System Characteristics and Test results, and is required by
SCAP 1.2.

Do Not Save OVAL
Results

This option allows the user to not save OVAL XML results after each scan
is complete.

Save OCIL Results

This option allows the user to disable saving OCIL XML files (if content
includes OCIL content).

Save NIST ARF XML
files

This option creates the NIST SCAP 1.2/1.3 Asset Reporting Format (ARF),
which may be useful if an AFT results consumer is being used, or for
testing official SCAP capabilities.

Save DISA Checklist
'CKL' file when using
content enhanced
with Manual
Questions

When running NIWC Enhanced SCAP content, which contains Manual
Questions, create the DISA Checklist 'CKL' report, which can be used by
systems such as eMASS, and eliminates the need to use the STIG Viewer
to import SCC results, answer manual questions and export CKL results.

Creating CKL results from 'standard' DISA SCAP content is not supported,
as DISA SCAP benchmarks do not contain all of the rules from the STIG
Manual, only those that are automated.

Save Failed CPE XML
result files

This option enables saving of Common Platform Enumeration (CPE)
results for SCAP streams that are not applicable to the target system.
This option should only be enabled for debugging why a SCAP stream is
not performed against a target system. Enabling it will create numerous
small XML files, which are not required for any other reporting purpose.

4.4.3.6 Summary Viewer

OPTION DESCRIPTION
Save Summary This option saves an HTML report that is created at the end of each
Viewer scan, and provides an easy way to see all of the HTML/Text/XML results

created by SCC during that scan session.

Summary Viewer
Sorting

The summary viewer HTML report can be sorted by three fields. This
report is primarily useful if more than one computer or content stream
is used.

Below is the default sort order and a description of each:

1. Session: The date/timestamp from when the
scan started.

2. Stream : The SCAP content or OVAL
datastream name being used

3. Host : The hostname for the target
computer(s) being scanned.

Note: The Summary Viewer can also be sorted manually by clicking on
any column of the report after it's generated.

4.4.3.7 Scan Sessions

OPTION DESCRIPTION

Save Scan Session This option enables creating a scan session database which resides in
Information the root of the SCC results directory, and allows for easy viewing and
(directory, scores, searching and deleting of existing SCC scan sessions.

filenames)
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This option instructs SCC to open SCC created files with a fie viewer
internal to SCC. If this option is disabled, SCC will attempt to open the
file with the Operating System default file viewer based on the file type,
although on many linux distributions, this may not work well, as SCC is
run as root, and HTML and PDF viewers may not be allowed to run as
root.

4.4.4 Logging Options

4.4.4.1 Logging Options

OPTION

DESCRIPTION

Save Screen Log

This option saves the analysis log printed to the "Status" screen to a text
file for viewing after the review.

Save Debug Log

This option saves a large amount of additional information related to
what occurred during a review. This option is disabled by default and
should only be used when attempting to resolve errors in the
application, as it will slow down the application and potentially use large
amounts of disk space.

Please refer to Appendix A.8 Debugging for additional information on
SCC debug logs and their intended usage.

Enable Verbose
‘TRACE’ Level Debug

This option saves even more debug at a very verbose level that is only
be recommended to debug crash type issues, as it may generate GB of
text and slowdown SCC in general. This option is only available if Save
Debug Log is enabled.

Suppress Warnings

This option will prevent warnings from being reported. As warnings are
not critical, this option may be desired for certain users.

This option may be useful in conjunction with 'ignore remote file
systems' and 'ignore case' listed in the File Scanning section.

4.4.5 Output Options

4.4.5.1 Configuration Save Location

OPTION

DESCRIPTION

Save Configuration to
the User's Home
Directory

This option dynamically sets the base directory in which SCC saves it's
configuration (5.11_options.xml) on a per-user basis.

Ex: /home/TestUser/
SCC/Config/5.11 options.xml

Save Configuration to
the Running
Application Directory

This option sets the based directory in which SCC saves it's configuration
(options.xml) to the location SCC is running/installed.

Ex: /Zopt/SCC/options.xml

4.4.5.2 SCC Security Configuration Directory Options
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This is a new option for SCC 5.3, and currently contains the SSH Host Credential Database,
SSH trusted keys, and other security related items related to SSH. In the future it could
contain other security related configuration.

If SSH based scanning is not used, this directory may not exist, and the SSH Host Credential

Database is not created until it is used.

OPTION

DESCRIPTION

Save SCC's Security
Configuration to the
User Home Directory

This option dynamically sets the base directory in which SCC saves it's
security configuration to each user's home directory. This option is
recommended, both for increased security, and to prevent it's
accidental removal, as the host credential database is designed to work
across multiple installations of SCC.

Ex: /home/TestUser/SCC/Config

Save SCC's Security
Configuration to the
Running Application
Directory

This option sets the based directory in which SCC saves it's security
configuration to the location SCC is running/installed.

Note: This setting is not recommended, due to potential security issues,
and loss of credential data if SCC is uninstalled/reinstalled into the same

directory.

Ex: /Zopt/scc/Config

Save SCC's Security
Configuration to a
Custom Directory

This option allows the end user to specify any custom directory to save
SCC's security configuration.

This field is guarded by input validation and will only allow a user to
enter an absolute directory path that exists. Any input outside of those
values will result in an error and the option will not be allowed to be
saved.

4.45.3 SCC Results Directory Options

OPTION

DESCRIPTION

Save Results to the
User Home Directory

This option dynamically sets the base directory in which SCC saves all
Logs and Results on a per-user basis.

Ex: /home/TestUser/SCC

Save Results to the
Running Application
Directory

This option sets the based directory in which SCC saves all Logs and
Results to the location SCC is running/installed.

Ex: /Zopt/SCC/

Save Results to a
Custom Directory

This option allows the end user to specify any custom directory to save
all SCC Results and Log.

This field is guarded by input validation and will only allow a user to
enter an absolute directory path that exists. Any input outside of those
values will result in an error and the option will not be allowed to be
saved.

4.45.4 SCC Results Subdirectory Options
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OPTION

DESCRIPTION

Create
'ApplicationLogs'
subdirectory

This option creates a directory to store SCC application logs (those not
related to performing a SCAP content scan session)

Create 'Sessions'
subdirectory

This creates a base directory to store all scan sessions.

>| Create
'Date/Timestamp'
subdirectories

This option automatically creates a subfolder with the 'Date/Timestamp'
within the results directory.

(This option is highly recommended, as it's required for new scan
session viewing feature.)

>>| Create 'Results
subdirectory

This option automatically creates a subfolder of 'Results' within the
Sessions directory

>>| Create 'Logs'
subdirectory

This option automatically creates a subfolder of 'Logs' within the
Sessions directory, as s sibling of the 'Results' directory. These 'scan’
logs will be directly related to the HTML/Txt/XML files in the 'Results'
directory.

>>>|Create 'SCAP',
'OVAL', 'OCIL' and
'ApplicationLog"
directories

This option automatically creates a subfolder based on the content
'SCAP', 'OVAL', 'OCIL" within the results directory, and ApplicationLogs
within the Logs directory

>>>| Create 'Content
Name' Subdirectories

This option automatically creates a subfolder with the 'Content Name'
within the results directory.
(This option is disabled by default.)

>>>>>|Create 'Target
Name' Subdirectories

This option automatically creates a subfolder with the 'Target Name'
within the results directory.
(This option is disabled by default.)

>>>>>>| Create 'XML
Subdirectory

This option automatically creates a subfolder called XML

4.45.5 SCC Report Filename Options

OPTION

DESCRIPTION

Target Name

This option adds the target host name to resulting report filename.
Ex: Computerl_All-Settings_Mozilla_Firefox.html

SCC Version

This option adds the SCC version to the report filename:

Ex: Computerl SCC-5.11 All-
Settings Mozilla Firefox._html

Content Version

This option adds the content version to the report filename:

Ex: Computerl SCC-5.11 All-
Settings Mozilla Firefox-001.015_html

Date/Timestamp

This option adds a date/timestamp to the report filename:

Ex: Computerl SCC-5.11 2021-02-17_125008_All-
Settings Mozilla Firefox-00