APRIL 2026 MAINTENANCE RELEASE: STIGS TO BE RELEASED
Release Date: 01 April 2026

Active Directory Domain STIG
AD.0008
Updated LAPS Check.

Amazon Linux 2023 STIG
AZLX-23-000050
Added requirement to enable FIPS mode.

AZLX-23-000320
Updated Check to include note for systems using NFS.

AZLX-23-001060
Added instruction verbiage to Fix.

AZLX-23-001065
Updated requirement to use systemd timers.

AZLX-23-001080
Corrected typo in Title.

AZLX-23-001085
Removed duplicate requirement.

AZLX-23-001105
Added NA note to libreswan installation requirement.

AZLX-23-001195
Upgraded Severity to CAT 1.

AZLX-23-001200
Removed redundant requirement.

AZLX-23-001205
Upgraded Severity to CAT 1.

AZLX-23-001206
Added requirement to configure SSH Client ciphers for defense-in-depth.

AZLX-23-001210
Upgraded Severity to CAT 1.

AZLX-23-001211
Added requirement to configure SSH Client MACs for defense-in-depth.

AZLX-23-001260
Removed redundant requirement.




AZLX-23-001265
Removed redundant requirement.

AZLX-23-001270
Updated Severity and Parent SRGID.

AZLX-23-001275
Removed duplicate requirement.

AZLX-23-001285
Upgraded Severity to CAT 1.

AZLX-23-001286
Added requirement to implement DOD-approved encryption in the bind package.

AZLX-23-002000
Updated the Standard Banner for consistency with other requirements.

AZLX-23-002035
Updated Fix typo to include "%".

AZLX-23-002215
Removed duplicate requirement.

AZLX-23-002275
Removed duplicate requirement.

AZLX-23-002420
Updated Check to include the /etc/pam.d/system-auth file.

AZLX-23-002465
Removed NA note.

AZLX-23-002475
Added CCI to requirement and added Fix example.

AZLX-23-002560
Removed duplicate requirement.

AZLX-23-002565
Added CCI to requirement and updated Check and Fix to cleaner format.

AZLX-23-002570
Removed duplicate requirement.

AZLX-23-002590
Corrected finding statement in nosuid requirement.

Apache Server 2.4 Windows Server STIG
AS24-W1-000030




Updated file name to check (httpd-ssl.conf).
Updated SSLProtocol to be clear and specific (-SSLv2 -SSLv3 -TLSv1 +TLSv1.2 +TLSv1.3).

AS24-W1-000090
Updated Check and Fix with IfModule log_config_module reference.

AS24-W1-000380
Added SSLVerifyDepth to Check and Fix (from AS24-W2-000380).
Combined with AS24-W1-000800. Changed rule title.

AS24-W1-000460
Combined with AS24-W1-000640. Changed rule title.

AS24-W1-000480
Combined with AS24-W1-000500.

AS24-W1-000500
Combined with AS24-W1-000480.

AS24-W1-000530
Updated file name to check (httpd-ssl.conf).

AS24-W1-000590
Changed timeout directive to 60. Combined with AS24-W1-000830.

AS24-W1-000640
Combined with AS24-W1-000460.

AS24-W1-000800
Combined with AS24-W1-000380.

AS24-W1-000830
Combined with AS24-W1-000590.

AS24-W1-000950
Removed duplicate. This check is in the Site STIG (AS24-W2-000950).

Apache Server 2.4 Windows Site STIG
AS24-W2-000010
Removed duplicate. This check is in the Server STIG (AS24-W1-000010).

AS24-W2-000020
Removed duplicate. This check is in the Server STIG (AS24-W1-000020).

AS24-W2-000090
Removed duplicate. This check is in the Server STIG (AS24-W1-000090).

AS24-W2-000300
Removed duplicate. This check is in the Server STIG (AS24-W1-000300).

AS24-W2-000360




Removed duplicate. This check is in the Server STIG (AS24-W1-000360).

AS24-W2-000380
Removed duplicate. Combined into AS24-W1-000380.

AS24-W2-000460
Removed duplicate. This check is in the Server STIG (AS24-W1-000640).

AS24-W2-000480
Removed duplicate. This check is in the Server STIG (AS24-W1-000480).

AS24-W2-000500
Removed duplicate. This check is in the Server STIG (AS24-W1-000480).

AS24-W2-000520
Removed duplicate. This check is in the Server STIG (AS24-W1-000480).

AS24-W2-000560
Removed duplicate. This check is in the Server STIG (AS24-W1-000700).

AS24-W2-000620
Removed duplicate. This check is in the Server STIG (AS24-W1-000620).

AS24-W2-000630
Removed duplicate. This check is in the Server STIG (AS24-W1-000630).

AS24-W2-000640
Removed duplicate. This check is in the Server STIG (AS24-W1-000640).

AS24-W2-000650
Removed duplicate. This check is in the Server STIG (AS24-W1-000650).

AS24-W2-000780
Updated to check for ports in both httpd.conf and httpd-ssl.conf.
Combined requirement with AS24-W2-000950.

AS24-W2-000800
Removed duplicate. This check is in the Server STIG (AS24-W1-000800).

AS24-W2-000830
Removed duplicate. This check is in the Server STIG (AS24-W1-000590).

AS24-W2-000860
Removed duplicate. This check is in the Server STIG (AS24-W1-000860).

AS24-W2-000890
Removed duplicate. This check is in the Server STIG (AS24-W1-000030).

AS24-W2-000950
Combined requirement with AS24-W2-000780.




Apache Tomcat Application Server 9 STIG
TCAT-AS-001590
Altered Check and Fix path.

TCAT-AS-001591
Altered Check and Fix path.

TCAT-AS-001592
Altered Check and Fix path.

Apple macOS 15 (Sequoia) STIG
APPL-15-000054
Corrected typo in Fix from "bin/null" to "dev/null".

Apple macOS 26 (Tahoe) STIG

NA

Updated supplemental to remove references to intel firmware passwords.
Updated configuration profiles.

APPL-26-000054
Corrected typo in the fixt text from "bin/null" to "dev/null".

APPL-26-999999
Updated check and fix to match mSCP.

BIND 9.x STIG
BIND-9X-001150
Corrected syntax error.

BIND-9X-001400
Corrected syntax error.

Canonical Ubuntu 22.04 LTS STIG
UBTU-22-251020
Updated Check and Fix to verify ufw.service is enabled.

UBTU-22-232080
Updated permissions to align with Canonical recommendations.

UBTU-22-232085
Updated permissions to align with Canonical recommendations.

UBTU-22-232090
Updated permissions to align with Canonical recommendations.

UBTU-22-232095
Updated permissions to align with Canonical recommendations.

UBTU-22-255020
Updated the Standard Banner for consistency with other requirements.




UBTU-22-271030
Updated Fix to explicitly specify array of strings data type for gsettings logout key.

Canonical Ubuntu 24.04 LTS STIG
UBTU-24-300025
Updated Fix to explicitly specify array of strings data type for gsettings logout key; updated Check

UBTU-24-700020
Updated permissions to align with Canonical recommendations.

UBTU-24-700060
Updated permissions to align with Canonical recommendations.

UBTU-24-700070
Updated permissions to align with Canonical recommendations.

UBTU-24-700080
Updated permissions to align with Canonical recommendations.

UBTU-24-700090
Updated permissions to align with Canonical recommendations.

ESS ePO 5.x STIG
H30500 - ePO 5x
Clarified repository verbiage.

H42130 - ePO 5x
Removed OPORD from Check.

H90200 - ePO 5x
Removed requirement dictated by expired OPORD.

Trellix ENS 10.x STIG
ENS-EP-000004
Removed requirement pointing to expired DISA-provided service.

Central Log Server SRG
SRG-APP-000439-AU-004310
Updated Discussion.

Cisco I0S Router NDM STIG
CISC-ND-000010
Added session-limit option to Check and Fix.

CISC-ND-000090
Updated logging requirements to include syslog.

CISC-ND-000100
Updated logging requirements to include syslog.

CISC-ND-000110




Updated logging requirements to include syslog.

CISC-ND-000120
Updated logging requirements to include syslog.

CISC-ND-000210
Updated logging requirements to include syslog.

CISC-ND-000330
Updated logging requirements to include syslog.

CISC-ND-000880
Updated logging requirements to include syslog.

CISC-ND-001250
Updated logging requirements to include syslog.

CISC-ND-001270
Updated logging requirements to include syslog.

Cisco I0S Switch NDM STIG
CISC-ND-000090
Updated logging requirements to include syslog.

CISC-ND-000100
Updated logging requirements to include syslog.

CISC-ND-000110
Updated logging requirements to include syslog.

CISC-ND-000120
Updated logging requirements to include syslog.

CISC-ND-000210
Updated logging requirements to include syslog.

CISC-ND-000330
Updated logging requirements to include syslog.

CISC-ND-000880
Updated logging requirements to include syslog.

CISC-ND-001250
Updated logging requirements to include syslog.

CISC-ND-001270
Updated logging requirements to include syslog.

Cisco I10S Switch RTR STIG
CISC-RT-000010
Copied note from Router RTR STIGs to Switch RTR STIGs.




Cisco I0S XE Router NDM STIG
CISC-ND-000010
Added session-limit option to Check and Fix.

CISC-ND-000090
Updated logging requirements to include syslog.

CISC-ND-000100
Updated logging requirements to include syslog.

CISC-ND-000110
Updated logging requirements to include syslog.

CISC-ND-000120
Updated logging requirements to include syslog.

CISC-ND-000210
Updated logging requirements to include syslog.

CISC-ND-000330
Updated logging requirements to include syslog.

CISC-ND-000880
Updated logging requirements to include syslog.

CISC-ND-001250
Updated logging requirements to include syslog.

CISC-ND-001270
Updated logging requirements to include syslog.

Cisco I0S XE Switch NDM STIG
CISC-ND-000090
Updated logging requirements to include syslog.

CISC-ND-000100
Updated logging requirements to include syslog.

CISC-ND-000110
Updated logging requirements to include syslog.

CISC-ND-000120
Updated logging requirements to include syslog.

CISC-ND-000210
Updated logging requirements to include syslog.

CISC-ND-000330
Updated logging requirements to include syslog.




CISC-ND-000880
Updated logging requirements to include syslog.

CISC-ND-001250
Updated logging requirements to include syslog.

CISC-ND-001270
Updated logging requirements to include syslog.

CISC-ND-001370
Updated Check and Fix.

CISC-ND-001410
Corrected syntax in Check and Fix.

Cisco I0S XE Switch RTR STIG
CISC-RT-000010
Copied note from Router RTR STIGs to Switch RTR STIGs.

Cisco I0S XR Router NDM STIG
CISC-ND-000980
Updated logging requirements to include syslog.

Cisco NX OS Switch RTR STIG
CISC-RT-000010
Copied note from Router RTR STIGs to Switch RTR STIGs.

Cloud Linux AlmaLinux OS 9 STIG
ALMA-09-002990
Upgraded Severity to CAT 1.

ALMA-09-003100
Upgraded Severity to CAT 1.

ALMA-09-003210
Upgraded Severity to CAT 1.

ALMA-09-003320
Upgraded Severity to CAT 1.

ALMA-09-003540
Upgraded Severity to CAT 1.

ALMA-09-003760
Removed redundant configuration requirement.

ALMA-09-003870
Upgraded Severity to CAT 1.

ALMA-09-003980
Upgraded Severity to CAT 1.




ALMA-09-004090
Removed redundant configuration requirement.

ALMA-09-007720
Removed NA note.

ALMA-09-012340
Corrected typo in Fix.

ALMA-09-023780
Removed vfat note.

ALMA-09-025870
Removed whitespaces from grep.

ALMA-09-026200
Removed vfat note.

ALMA-09-029500
Updated Check to include note for systems using NFS.

ALMA-09-036430
Removed deprecated PASS MIN_LEN requirement.

ALMA-09-039290
Upgraded Severity to CAT 1 and updated CCI.

ALMA-09-039840
Upgraded Severity to CAT 1 and updated CCI.

ALMA-09-040060
Upgraded Severity to CAT 1.

ALMA-09-043140
Upgraded Severity to CAT 1 and updated CCI.

ALMA-09-045125
Removed minor version information from Discussion.

Crunchy Data Postgres 16 STIG
CD16-00-004400

Updated Check and Fix with instructions for OpenSSL 3.x.

Database SRG
SRG-APP-000427-DB-000385
Updated PKI/PKE link.

Dell 0S10 Switch Router STIG
0S10-RTR-000100
Corrected the commands for the Check and Fix.




Dragos Platform 2.x STIG
DRAG-0T-000240
Updated Discussion, Check and Fix.

Forescout STIG
NA
Updated Section 2 with a statement of the version used for STIG testing and development.

Google Android 14 COBO
GO0G-14-013000
Updated Check and Fix.

Google Android 14 COPE
GO0G-14-013000
Updated Check and Fix.

Google Android 15 COBO
GO0G-15-013000
Updated Check and Fix.

Google Android 15 COPE
GO0G-15-013000
Updated Check and Fix.

Google Android 16 COBO
GO0G-16-013000
Updated Check and Fix.

Google Android 16 COPE
GO0G-16-013000
Updated Check and Fix.

HPE Aruba Networking AOS Wireless STIG
ARBA-NT-001600
Corrected CCI.

HYCU Protege STIG
HYCU-ND-000950
Corrected the value for a finding in the Check.

IBM AIX 7.x STIG
AIX7-00-001138
Updated example output to be generic.

IBM WebSphere Liberty Server STIG
IBMW-LS-000520
Updated requirement for FIPS 140-3.

IBMW-LS-001200
Added new requirement to configure FIPS 140-3.




IBM WebSphere Traditional V9.x STIG
WBSP-AS-001290
Updated requirement for FIPS 140-3.

WBSP-AS-001770
Added new requirement to configure FIPS 140-3.

IBM zOS ACF2 STIG
ACF2-FT-000030
Removed reference to TFTPD.

ACF2-FT-000080
Removed requirement. TFTPD is no longer valid.

ACF2-1C-000060
Corrected typo.

ACF2-SL-000030
Removed reference to TFTPD.

ACF2-US-000180
Removed reference to TFTPD.

IBM zOS RACF STIG
RACF-ES-000170
Added alert usage with resources that must be audited.

RACF-ES-000710
Removed requirement.

RACF-FT-000080
Removed requirement. TFTPD is no longer valid.

RACF-SL-000030
Removed reference to TFTPD.

RACF-US-000180
Removed reference to TFTPD.

IBM zOS TSS STIG
TSS0-FT-000030
Removed reference to TFTPD.

TSS0-FT-000120
Removed requirement. TFTPD is no longer valid.

TSS0-US-000180
Removed reference to TFTPD.

Kubernetes STIG




CNTR-K8-002700
Updated requirement mapping.

Layer 2 Switch SRG
SRG-NET-000168-L2S-000019
Updated requirement for clarity.

SRG-NET-000512-L2S-000004
Updated requirement for clarity.

SRG-NET-000512-L2S-000005
Updated requirement for clarity.

MariaDB Enterprise 10.x STIG
MADB-10-012600
Updated version check to ensure it is the Enterprise edition.

Microsoft Defender Antivirus STIG
WNDF-AV-000004
Updated CCI to Rev 5 Control.

WNDF-AV-000005
Updated CCI to Rev 5 Control.

WNDF-AV-000006
Updated CCI to Rev 5 Control.

WNDF-AV-000007
Updated CCI to Rev 5 Control.

WNDF-AV-000009
Updated CCI to Rev 5 Control.

WNDF-AV-000012
Updated CCI to Rev 5 Control.

WNDF-AV-000017
Updated CCI to Rev 5 Control.

WNDF-AV-000018
Updated CCI to Rev 5 Control.

WNDF-AV-000019
Updated CCI to Rev 5 Control.

WNDF-AV-000021
Updated CCI to Rev 5 Control.

WNDF-AV-000023
Updated CCI to Rev 5 Control.




WNDF-AV-000024
Updated CCI to Rev 5 Control.

WNDF-AV-000028
Updated CCI to Rev 5 Control.

WNDF-AV-000029
Updated CCI to Rev 5 Control.

WNDF-AV-000043
Removed "OK" and "Apply" from Fix.

WNDF-AV-000044
Removed "OK" and "Apply" from Fix.

WNDF-AV-000045
Removed "OK" and "Apply" from Fix.

WNDF-AV-000046
Removed "OK" and "Apply" from Fix.

WNDF-AV-000047
Changed rule title to state "audit". Removed "OK" and "Apply" from Fix.

WNDF-AV-000048
Changed rule title to state "audit". Removed "OK" and "Apply" from Fix.

WNDF-AV-000049
Changed rule title to state "audit". Removed "OK" and "Apply" from Fix.

WNDF-AV-000050
Removed "OK" and "Apply" from Fix.

WNDF-AV-000051
Removed "OK" and "Apply" from Fix.

WNDF-AV-000052
Removed "OK" and "Apply" from Fix.

WNDF-AV-000054
Removed "OK" and "Apply" from Fix.

WNDF-AV-000055
Updated CCI to Rev. 5 control. Removed "OK" and "Apply" from Fix.

WNDF-AV-000056
Removed "OK" and "Apply" from Fix.

WNDF-AV-000057
Removed "OK" and "Apply" from Fix.




WNDF-AV-000058
Removed "OK" and "Apply" from Fix.

WNDF-AV-000064
Updated CCI to Rev. 5 control. Removed "OK" and "Apply" from Fix.

WNDF-AV-000065
Updated CCI to Rev. 5 control. Removed "OK" and "Apply" from Fix.

WNDF-AV-000068
Added NA statement for desktops. Removed OK and Apply from Fix.

WNDF-AV-000070
Removed "OK" and "Apply" from Fix.

WNDF-AV-000071
Removed "OK" and "Apply" from Fix.

WNDF-AV-000072
Updated CCI to Rev. 5 control. Removed "OK" and "Apply" from Fix.

WNDF-AV-000073
Removed "OK" and "Apply" from Fix.

WNDF-AV-000074
Corrected fix path. Removed "OK" and "Apply" from Fix.

WNDF-AV-000075
Corrected fix path. Removed "OK" and "Apply" from Fix.

WNDF-AV-000076
Updated CCI to Rev. 5 control. Removed "OK" and "Apply" from Fix.

WNDF-AV-000077
Updated CCI to Rev. 5 control. Removed "OK" and "Apply" from Fix.

Microsoft Defender Antivirus STIG SCAP Benchmark
WNDF-AV-000007
Updated OVAL's registry file path to include the proper capitalizations.

WNDF-AV-000048
Modified OVAL logic to check for the correct registry value.

Microsoft DotNet Framework 4.0 STIG
APPNET0066
Updated Check.

Microsoft Edge STIG
EDGE-00-000070
Added new requirement to disable "MicrosoftEditorProofingEnabled".




Microsoft IIS 10.0 Server STIG
lIST-SV-000115
Moved this requirement to 1IST-SI-000275 in the Site STIG.

IST-SV-000139
Removed deprecated requirement.

lIST-SV-000205
Enhanced NA statement to include provisions for acting as a CRL host.

Microsoft lIS 10.0 Site STIG
lIST-S1-000235

Added NA statement for SharePoint.
Added NA statement for WSUS.

IIST-SI1-000251
Altered Check procedure.

IST-SI-000270
Reverted setting back to "1".

lIST-S1-000275
Added permissions caveat requirement; combined with [IST-SV-000115 in the Server STIG.

Microsoft Internet Explorer 11 STIG (sunset)
DTBI999-IE11
Revised sunset requirement

Microsoft Office 365 ProPlus STIG
0365-C0-000029
Removed requirement causing operational issues.

0365-C0-000030
Removed requirement causing operational issues.

0365-C0-000031
Removed requirement causing operational issues.

0365-C0-000032
Removed requirement causing operational issues.

0365-0U-000006
Altered requirement to allow "low".

Microsoft SQL Server 2016 Database STIG
SQL6-D0-003300
Improved script that checks encrypted databases.

Microsoft SQL Server 2022 Database STIG
SQLD-22-003300
Improved script that checks encrypted databases.




SQLD-22-004250
Moved SQLI-22-004250 from Instance to Database and changed to STIG SQLD-22-004250.

Microsoft SQL Server 2022 Instance STIG
SQLI-22-004250
Moved SQLI-22-004250 from Instance to Database STIG.

SQLI-22-009500
Corrected typo in script.

Microsoft Windows 11 STIG
WN11-00-000025
Removed requirement.

WN11-00-000031
Updated language in the Fix for clarification.

WN11-00-000045
Removed references to a specific product solution (e.g., ESS).

WN11-AU-000505
Updated log minimum size to store at least one week's worth of audit records.

Microsoft Windows PAW STIG
WPAW-00-001050
Removed references to a specific product solution (e.g., ESS).

WPAW-00-001060
Removed references to a specific product solution (e.g., ESS).

WPAW-00-002100
Removed references to a specific product solution (e.g., ESS).

WPAW-00-002200
Removed references to a specific product solution (e.g., ESS).

Microsoft Windows Server 2019 STIG
WN19-00-000120
Updated requirement to clarify IPS and IDS.

WN19-00-000270
Updated PowerShell syntax in Check.

WN19-00-000290
Removed unnecessary requirement.

WN19-CC-000280
Updated log minimum size to store at least one week's worth of audit records.

Microsoft Windows Server 2022 STIG




WN22-00-000120
Updated requirement to clarify IPS and IDS.

WN22-00-000270
Updated PowerShell syntax in Check.

WN22-00-000290
Removed unnecessary requirement.

WN22-CC-000280
Updated log minimum size to store at least one week's worth of audit records.

Microsoft Windows Server 2022 STIG SCAP Benchmark
WN22-CC-000260
Modified OVAL logic to exclude Bypass as an acceptable selection for compliance.

WN22-CO-000280
Updated the OVAL to use the new minimum event log size of 5120000 KB.

WN22-AU-000130
Added OVAL content to include the rule in the benchmark.

WN19-AU-000170
Added OVAL content to include the rule in the benchmark.

WN22-AU-000250
Added OVAL content to include the rule in the benchmark.

WN22-AU-000240
Added OVAL content to include the rule in the benchmark.

WN22-UC-000010
Added OVAL content to include the rule in the benchmark.

Microsoft Windows Server Domain Name System (DNS) STIG
WDNS-22-000039
Updated Discussion, Check, and Fix to utilize icacls instead of windows explorer.

WDNS-22-000041
Combined requirement with WDNS-22-000039.

WDNS-22-000102
Removed unnecessary requirement.

Oracle Database 19c STIG
019C-00-016800
Added Check text for full-disk encryption.

Oracle Linux 8 STIG
OL08-00-010010
Added NA note for noninternet-connected systems.




OL08-00-010180
Added requirement to require the installation of the crypto-policies package.

OL08-00-010181
Added requirement to implement a FIPS 140-3-compliant systemwide cryptographic policy.

OL08-00-010182
Added requirement to enable FIPS mode.

OL08-00-010183
Added requirement to ensure cryptographic policy is not overridden.

OL08-00-010184
Added SSH client cipher crypto-policies configuration requirement.

OL08-00-010185
Added SSH client MAC crypto-policies requirement.

OL08-00-010186
Added requirement requiring IP tunnels to use crypto-policies.

OL08-00-010187
Added requirement to implement DOD-approved encryption in the bind package.

OL08-00-010287
Removed redundant requirement.

OL08-00-010290
Updated Severity and added CCI.

OL08-00-010291
Updated Severity, SRGID, and added CCI.

OL08-00-010293
Removed redundant requirement.

OL08-00-010294
Removed redundant requirement.

OL08-00-010295
Removed redundant requirement.

OL08-00-010572
Removed vfat note.

OL08-00-010580
Removed vfat note.

OL08-00-020010
Removed NA note.




OL08-00-020012
Removed NA note.

OL08-00-020014
Removed NA note.

OL08-00-020016
Removed NA note.

OL08-00-020018
Removed NA note.

OL08-00-020020
Removed NA note.

OL08-00-020022
Removed NA note.

OL08-00-020231
Removed deprecated PASS MIN_LEN requirement.

OL08-00-020262
Updated SRGID and CCI.

OL08-00-040281
Corrected typo in Check command and output.

OL08-00-040342
Removed redundant requirement.

OL08-00-040370
Updated Check to include note for systems using NFS.

Oracle Linux 9 STIG
OL09-00-000115
Updated Check to include note for systems using NFS.

OL09-00-000130
Updated Check and Fix to specifically refer to the vsftpd package.

OL09-00-000135
Updated requirement to specify server package.

OL09-00-000140
Removed requirement in accordance with Canonical guidance.

OL09-00-000240
Upgraded Severity to CAT 1.

OL09-00-000241




Upgraded Severity to CAT 1.

OL09-00-000242
Upgraded Severity to CAT 1.

OL09-00-000244
Removed redundant requirement.

0OL09-00-000252
Removed redundant requirement.

OL09-00-000254
Upgraded Severity to CAT 1.

OL09-00-000255
Upgraded Severity to CAT 1.

OL09-00-000261
Upgraded Severity to CAT 1.

OL09-00-000262
Upgraded Severity to CAT 1.

OL09-00-000280
Removed pam-pkcs11 requirement as it is replaced by SSSD.

OL09-00-000330
Removed requirement in accordance with Canonical guidance.

0OL09-00-002032
Removed vfat note.

0OL09-00-002080
Removed vfat note.

0OL09-00-002320
Added NA note for NTP servers.

OL09-00-002404
Upgraded Severity to CAT 1.

OL09-00-002412
Updated Fix drop-in file name.

OL09-00-002416
Removed NA note.

OL09-00-002421
Upgraded Severity to CAT 1.

OL09-00-002513




Replaced actual names with generic ones.

0OL09-00-002514
Replaced actual names with generic ones.

OL09-00-002515
Replaced actual names with generic ones.

OL09-00-003050
Replaced actual names with generic ones.

OL09-00-003060
Replaced actual names with generic ones.

OL09-00-005005
Updated requirement to include Rainer Script syntax.

OL09-00-005030
Removed whitespaces from grep.

0OL09-00-006050
Removed errant line from Check.

Oracle Linux 9 STIG SCAP Benchmark
OL09-00-000140
Removed the OVAL logic as the rule was removed from the Oracle Linux 9 STIG.

0OL09-00-000252
Removed the OVAL logic as the rule was removed from the Oracle Linux 9 STIG.

OL09-00-000330
Removed the OVAL logic as the rule was removed from the Oracle Linux 9 STIG.

OL09-00-002032
Updated the SCAP/OVAL logic to reflect the removal of the Not Applicable note.

OL09-00-002080
Updated the OVAL logic to account for VFAT file systems.

OL09-00-002513
Updated OVAL to exclude directory file types from OVAL collection

OL09-00-002376
Modified OVAL content reducing levels of extended definitions by one. No change to OVAL logic

OL09-00-000830
Removed checking within /etc/default/grub from OVAL logic.

OL09-00-002428
Modified OVAL logic to exclude checking within drop files for the sysctl configuration setting.




OL09-00-002011
Updated the OVAL to only check "/etc/fstab" for the required option to better match the check text.

OL09-00-002012
Updated the OVAL to only check "/etc/fstab" for the required option to better match the check text.

OL09-00-002013
Updated the OVAL to only check "/etc/fstab" for the required option to better match the check text.

Palo Alto Networks Prisma Cloud Compute STIG
CNTR-PC-000750
Updated requirement mapping.

Rancher Government Solutions RKE2 STIG
CNTR-R2-000010
Updated Check and Fix to include both servers and agents.

CNTR-R2-000060
Updated Check and Fix to include both servers and agents.

CNTR-R2-000130
Updated Check and Fix to include both servers and agents.

CNTR-R2-000890
Updated Check and Fix to include both servers and agents.

CNTR-R2-000940
Updated Fix to include both servers and agents.

Red Hat Enterprise Linux 8 STIG
RHEL-08-010010
Added NA note for noninternet-connected systems.

RHEL-08-010040
Updated the Standard Banner for consistency with other requirements.

RHEL-08-010275
Upgraded Severity to CAT 1.

RHEL-08-010280
Upgraded Severity to CAT 1.

RHEL-08-010290
Upgraded Severity to CAT 1.

RHEL-08-010291
Upgraded Severity to CAT 1.

RHEL-08-010296
Upgraded Severity to CAT 1.




RHEL-08-010297
Upgraded Severity to CAT 1.

RHEL-08-010372
Updated requirement to use drop-in files.

RHEL-08-010373
Updated requirement to use drop-in files.

RHEL-08-010374
Updated requirement to use drop-in files.

RHEL-08-010375
Updated requirement to use drop-in files.

RHEL-08-010376
Updated requirement to use drop-in files.

RHEL-08-010572
Removed vfat note.

RHEL-08-010580
Removed vfat note.

RHEL-08-020010
Removed NA note.

RHEL-08-020012
Removed NA note.

RHEL-08-020014
Removed NA note.

RHEL-08-020016
Removed NA note.

RHEL-08-020018
Removed NA note.

RHEL-08-020020
Removed NA note.

RHEL-08-020022
Removed NA note.

RHEL-08-040010
Reduced the severity to CAT II.

RHEL-08-040020
Updated Check to display all parameters required with a single command, updated output, and updated




RHEL-08-040283
Removed extra command from Check and removed conflicting file locations from Fix.

RHEL-08-040285
Updated requirement to the correct sysctl setting (from default to all).

Red Hat Enterprise Linux 9 STIG
RHEL-09-212010
Added note to Check to mitigate false positive for UEFI systems.

RHEL-09-212035
Updated Discussion.

RHEL-09-215010
Added NA note for noninternet-connected systems.

RHEL-09-215100
Upgraded Severity to CAT 1.

RHEL-09-215105
Upgraded Severity to CAT 1.

RHEL-09-231105
Removed vfat note.

RHEL-09-231200
Removed vfat note.

RHEL-09-232045
Updated to Check command string to only target files and updated actual names with generic ones.

RHEL-09-232050
Replaced actual names with generic ones.

RHEL-09-252025
Added NA note for NTP servers.

RHEL-09-255064
Upgraded Severity to CAT 1.

RHEL-09-255065
Upgraded Severity to CAT 1.

RHEL-09-255070
Upgraded Severity to CAT 1.

RHEL-09-255075
Upgraded Severity to CAT 1.

RHEL-09-411025
Replaced actual names with generic ones.




RHEL-09-411065
Replaced actual names with generic ones.

RHEL-09-411070
Replaced actual names with generic ones.

RHEL-09-412055
Corrected typo in note.

RHEL-09-412060
Corrected typo in note.

RHEL-09-412070
Corrected typo in note.

RHEL-09-433016
Updated requirement to allow for logging of policy denials.

RHEL-09-652025
Removed whitespaces from grep.

RHEL-09-653065
Updated finding statement.

RHEL-09-671010
Aligned this requirement with strict compliance measures.

RHEL-09-671020
Upgraded Severity to CAT 1.

RHEL-09-672050
Upgraded Severity to CAT 1.

Samsung Android 14 BYOAD
KNOX-14-799999
Added requirement to sunset STIG.

Samsung Android 14 COBO
KNOX-14-011000
Updated Check and Fix.

Samsung Android 14 MDFPP 3.3 BYOAD
KNOX-14-899999
Added requirement to sunset STIG.

Samsung Android 15 BYOAD
KNOX-15-899999
Added requirement to sunset STIG.

Samsung Android 15 MDFPP 3.3 BYOAD




KNOX-15-799999
Added requirement to sunset STIG.

Samsung Android 16 COBO
KNOX-16-011000
Updated Check and Fix.

Samsung Android 16 COPE
KNOX-16-011000
Updated Check and Fix.

Samsung Android OS 14 with Knox 3.x COBO
KNOX-14-999999
Added requirement to sunset STIG for flagship devices. Sunset for tactical devices delayed until April

Samsung Android OS 14 with Knox 3.x COPE
KNOX-14-011000
Updated Check and Fix.

KNOX-14-999999
Added requirement to sunset STIG for flagship devices. Sunset for tactical devices delayed until April

Samsung Android OS 15 with Knox 3.x COBO
KNOX-15-011000
Updated Check and Fix.

KNOX-15-999999
Added requirement to sunset STIG.

Samsung Android OS 15 with Knox 3.x COPE
KNOX-15-011000
Updated Check and Fix.

KNOX-15-999999
Added requirement to sunset STIG.

Solaris 11 SPARC STIG
SOL-11.1-050380
Updated the Standard Banner for consistency with other requirements.

SOL-11.1-050410
Updated the Standard Banner for consistency with other requirements.

SOL-11.1-050430
Updated the Standard Banner for consistency with other requirements.

SOL-11.1-080160
Updated Rule Title, Check, and Fix to add clarity and align to the objective of the requirement.

Solaris 11 X86 STIG
SOL-11.1-050380




Updated the Standard Banner for consistency with other requirements.

SOL-11.1-050410
Updated the Standard Banner for consistency with other requirements.

SOL-11.1-050430
Updated the Standard Banner for consistency with other requirements.

SOL-11.1-080160
Updated Rule Title, Check, and Fix to add clarity and align to the objective of the requirement.

SOL-11.1-050390
Updated the Standard Banner for consistency with other requirements.

SUSE Linux Enterprise Micro (SLEM) 5 STIG
SLEM-05-211015
Removed policy requirement.

SLEM-05-212015
Corrected typo and cleaned up ambiguous language.

SLEM-05-214015
Updated requirement to check for conflicts with the default zypper setting and not require a redundant

SLEM-05-231010
Replaced actual names with generic ones.

SLEM-05-231040
Corrected typos in Check and Fix .

SLEM-05-232010
Updated Check and Fix.

SLEM-05-232015
Updated requirement to address files and not directories.

SLEM-05-232020
Updated Fix to address directories.

SLEM-05-232030
Replaced actual names with generic ones.

SLEM-05-232035
Replaced actual names with generic ones.

SLEM-05-232070
Added directories to the Check and Fix commands.

SLEM-05-232075
Added directories to the Check and Fix commands, fixed typo, and changed execute command in Fix.




SLEM-05-232080
Added directories to the Check and Fix commands.

SLEM-05-232085
Added directories to the Check and Fix commands.

SLEM-05-232100
Replaced actual names with generic ones.

SLEM-05-255020
Changed location of banner file to a nonvolatile location IAW SUSE documentation.

SLEM-05-291010
Updated requirement to use network manager instead of wicked.

SLEM-05-411025
Replaced actual names with generic ones.

SLEM-05-411030
Replaced actual names with generic ones.

SLEM-05-411035
Replaced actual names with generic ones.

SLEM-05-432010
Updated requirement to use visudo.

SLEM-05-611065
Replaced actual names with generic ones.

SLEM-05-611085
Increased hashing rounds to 100000.

SUSE Linux Enterprise Server 12 STIG
SLES-12-010000
Added requirement to sunset STIG.

SLES-12-010270
Replaced actual names with generic ones.

SLES-12-010550
Updated requirement to check for conflicts with the default zypper setting and not require a redundant

SLES-12-010710
Replaced actual names with generic ones.

SLES-12-010730
Replaced actual names with generic ones.

SLES-12-010740
Replaced actual names with generic ones.




SLES-12-010750
Replaced actual names with generic ones.

SLES-12-010760
Replaced actual names with generic ones.

SLES-12-010770
Replaced actual names with generic ones.

SLES-12-010850
Replaced actual names with generic ones.

SUSE Linux Enterprise Server 12 STIG SCAP Benchmark
SLES-12-010760
Updated OVAL to exclude directory file types from OVAL collection

SLES-12-010375
Added OVAL automation to verify SUSE operating system restricts access to the kernel message

SLES-12-030270
Added OVAL automation to verify the SUSE operating system SSH server is configured to use only

SUSE Linux Enterprise Server 15 STIG
SLES-15-010040
Updated requirement to use drop-in files and updated Check command output.

SLES-15-010420
Updated location of the aide installation to /usr/bin.

SLES-15-010430
Updated requirement to check for conflicts with the default zypper setting and not require a redundant

SLES-15-010570
Updated location of the aide installation to /usr/bin.

SLES-15-020061
Removed redundant requirement.

SLES-15-020210
Replaced actual names with generic ones.

SLES-15-040070
Replaced actual names with generic ones.

SLES-15-040080
Replaced actual names with generic ones.

SLES-15-040090
Replaced actual names with generic ones.




SLES-15-040100
Replaced actual names with generic ones.

SLES-15-040110
Replaced actual names with generic ones.

SLES-15-040120
Replaced actual names with generic ones.

SLES-15-040200
Replaced actual names with generic ones.

SUSE Linux Enterprise Server 15 STIG SCAP Benchmark
SLES-15-040110
Updated OVAL to exclude directory file types from OVAL collection

SLES-15-010375
Added OVAL automation to verify SUSE operating systems restrict access to the kernel message

SLES-15-040450
Added OVAL automation to verify the SUSE operating system SSH server is configured to use only

Symantec Edge SWG NDM STIG
SYME-ND-000190
Corrected syntax error.

Tri-Lab Operating System Stack (TOSS) 4 STIG
TOSS-04-010080
Upgraded Severity to CAT 1.

TOSS-04-010140
Upgraded Severity to CAT 1.

TOSS-04-010150
Upgraded Severity to CAT 1.

TOSS-04-020000
Removed NA note.

TOSS-04-020300
Updated permission for user home directories to have mode 0750 or less permissive.

Tri-Lab Operating System Stack (TOSS) 4 STIG SCAP Benchmark
TOSS-04-020300
Added OVAL automation to verify TOSS local interactive user home directories must have mode 0770

TOSS-04-010090
Added OVAL automation to verify TOSS uses a Linux Security Module configured to enforce limits on

TOSS-04-010330
Added OVAL automation to verify at least two name servers are configured for TOSS systems using




TOSS-04-040820
Added OVAL automation to verify TOSS does not allow interfaces to perform Internet Protocol version 4

TOSS-04-040850
Added OVAL automation to verify TOSS does not forward IPv6 source-routed packets by default.

TOSS-04-040940
Added OVAL automation to verify TOSS network interfaces are not in promiscuous mode.

TOSS-04-010390
Added OVAL content to include the rule in the benchmark.

z/0S SRR Scripts
ACF2-ES-000350
New Automation.

ACF2-US-000050
New Automation.

RACF-TS-000020
New Automation.

RACF-US-000030
New Automation.

TSS0-TS-000020
New Automation.

Canonical Ubuntu 22.04 LTS STIG SCAP Benchmark
NA
Rebundled benchmark to capture Rule ID revision bumps.

Canonical Ubuntu 24.04 LTS STIG SCAP Benchmark
UBTU-24-700020
Updated the OVAL logic to use mode "640" instead of "2640".

Cisco 10S XE Router NDM STIG SCAP Benchmark
NA
Rebundled benchmark to capture Rule ID revision bumps.

Cisco I0S XE Router RTRSTIG SCAP Benchmark
NA
Rebundled benchmark to capture Rule ID revision bumps.

Microsoft Edge STIG SCAP Benchmark
EDGE-00-000070
Added OVAL content to include the rule in the benchmark.

Microsoft Internet Explorer 11 STIG SCAP Benchmark
NA




Updated the CPE definition to check if the "IE 11" optional feature is installed and enabled on a system

DTBI999-IE11
Disabled the automated testing of the rule so that clients have to manually check the content to verify |IE

Microsoft Office 365 ProPlus STIG SCAP Benchmark
0365-C0-000029
Removed the OVAL logic as the rule was removed from the Microsoft Office ProPlus STIG.

0365-C0-000030
Removed the OVAL logic as the rule was removed from the Microsoft Office ProPlus STIG.

0365-C0-000031
Removed the OVAL logic as the rule was removed from the Microsoft Office ProPlus STIG.

0365-C0-000032
Removed the OVAL logic as the rule was removed from the Microsoft Office ProPlus STIG.

Microsoft Windows 11 STIG SCAP Benchmark
WN11-AU-000505
Updated the OVAL to use the new minimum event log size of 5120000 KB.

WN11-AU-000045
Added OVAL content to include the rule in the benchmark.

WN11-AU-000060
Added OVAL content to include the rule in the benchmark.

WN11-AU-000085
Added OVAL content to include the rule in the benchmark.

WN11-AU-000090
Added OVAL content to include the rule in the benchmark.

WN11-UC-000020
Added OVAL content to include the rule in the benchmark.

WN11-CC-000390
Added OVAL content to include the rule in the benchmark.

WN11-UC-000015
Added OVAL content to include the rule in the benchmark.

Microsoft Windows Server 2019 STIG SCAP Benchmark
WN19-CO-000280
Updated the OVAL to use the new minimum event log size of 5120000 KB.

WN19-AU-000130
Added OVAL content to include the rule in the benchmark.

WN22-AU-000170




Added OVAL content to include the rule in the benchmark.

WN19-AU-000250
Added OVAL content to include the rule in the benchmark.

WN19-AU-000240
Added OVAL content to include the rule in the benchmark.

WN19-UC-000010
Added OVAL content to include the rule in the benchmark.

Oracle Linux 8 STIG SCAP Benchmark
OL08-00-010180
Developed OVAL logic for requirement to require the installation of the crypto-policies package.

OL08-00-010184
Added OVAL content to include the rule in the benchmark.

OL08-00-010185
Added OVAL content to include the rule in the benchmark.

OL08-00-010186
Added OVAL content to include the rule in the benchmark.

OL08-00-010187
Added OVAL content to include the rule in the benchmark.

OL08-00-010294
Removed the OVAL logic as the rule was removed from the Oracle Linux 8 STIG.

OL08-00-010572
Update the OVAL logic to remove the applicability check for VFAT file systems.

OL08-00-010580
Updated the OVAL logic to account for VFAT file systems.

OL08-00-020231
Removed the OVAL logic as the rule was removed from the Oracle Linux 8 STIG.

OL08-00-020262
Changed Vuln ID from V-248705 to V-283459 in OVAL content.

OL08-00-010372
Added OVAL content to include the rule in the benchmark.

OL08-00-020040
Added OVAL to check if TMOUT is set to 600 or less.

OL08-00-020027
Added OVAL to configure SELinux context type to allow the use of a non-default faillock tally directory.




OL08-00-010630
Updated the OVAL to only check "/etc/fstab" for the required option to better match the check text.

OL08-00-010640
Updated the OVAL to only check "/etc/fstab" for the required option to better match the check text.

OL08-00-010650
Updated the OVAL to only check "/etc/fstab" for the required option to better match the check text.

OL08-00-010770
Updated OVAL to exclude directory file types from OVAL collection

Red Hat Enterprise Linux 8 STIG SCAP Benchmark
RHEL-08-010372
Modified OVAL logic to exclude checking within drop files for the sysctl configuration setting.

RHEL-08-010373
Updated the OVAL logic to remove the check for configuration paramters in the configuration files.

RHEL-08-010374
Updated the OVAL logic to remove the check for configuration paramters in the configuration files.

RHEL-08-010375
Updated the OVAL logic to remove the check for configuration paramters in the configuration files.

RHEL-08-010376
Updated the OVAL logic to remove the check for configuration paramters in the configuration files.

RHEL-08-010572
Updated the OVAL logic to account for non-applicability for rhel 8 bios systems

RHEL-08-010580
Updated the OVAL logic to account for VFAT file systems.

RHEL-08-040283
Updated the OVAL logic to remove the check for configuration paramters in the configuration files.

RHEL-08-020360
Updated the verbiage in the OVAL to reflect 600 instead of 900 - retested.

RHEL-08-020027

Added OVAL to configure SELinux context type to allow the use of a non-default faillock tally directory.

RHEL-08-010630
Updated the OVAL to only check "/etc/fstab" for the required option to better match the check text.

RHEL-08-010640
Updated the OVAL to only check "/etc/fstab" for the required option to better match the check text.

RHEL-08-010650
Updated the OVAL to only check "/etc/fstab" for the required option to better match the check text.




RHEL-08-010770
Updated OVAL to exclude directory file types from OVAL collection

Red Hat Enterprise Linux 9 STIG SCAP Benchmark
RHEL-09-212010
Update SCAP logic to make the check not applicable for systems that use UEFI.

RHEL-09-231105
Updated platform applicability to be Linux UEFI in lieu of Linux UEFI Boot Partion Non-VFAT.

RHEL-09-231200
Updated the OVAL logic to account for VFAT file systems.

RHEL-09-232045
Updated OVAL to exclude directory file types from OVAL collection

RHEL-09-433016
Updated the OVAL logic to allow for "deny audit" and "deny log" as acceptable configurations for policy

RHEL-09-671010
Update OVAL logic to reflect revised STIG logic.

RHEL-09-653120
Removed checking within /etc/default/grub from OVAL logic.

RHEL-09-213020
Modified OVAL logic to exclude checking within drop files for the sysctl configuration setting.

RHEL-09-412035
Updated the verbiage in the OVAL to reflect 600 instead of 900 - retested.

RHEL-09-431020
Added OVAL to configure SELinux context type to allow the use of a non-default faillock tally directory.

RHEL-09-231065
Updated the OVAL to only check "/etc/fstab" for the required option to better match the check text.

RHEL-09-231070
Updated the OVAL to only check "/etc/fstab" for the required option to better match the check text.

RHEL-09-231075
Updated the OVAL to only check "/etc/fstab" for the required option to better match the check text.
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