April 2022 MAINTENANCE RELEASE: STIGS TO BE RELEASED

Apple macOS 11 (Big Sur) STIG, Version 1, Release 6
NA
Restrictions_Policy.mobileconfig updated to reflect APPL-11-005051.

APPL-11-005051
Updated verbiage throughout to accommodate approved external devices.

APPL-11-002062
Changed SRG-0S-000481-GP0S-000481 to SRG-0S-000481-GP0OS-00481 to align with SRG ID naming

Apple macOS 12 STIG, Version 1, Release 2
APPL-12-002062
Changed SRG-0S-000481-GP0S-000481 to SRG-0S-000481-GP0OS-00481 to align with SRG ID naming

Apple OS X 10.13 STIG, Version 2, Release 5
AOSX-13-100001
Added new requirement that the use of this product is no longer supported by the vendor. Moved STIG to

Apple OS X 10.14 STIG, Version 2, Release 6
AO0SX-14-002054
Changed SRG-0S-000481-GP0S-000481 to SRG-0S-000481-GP0OS-00481 to align with SRG ID naming

AOSX-14-002062
Changed SRG-0S-000481-GP0OS-000481 to SRG-0S-000481-GP0OS-00481 to align with SRG ID naming

AOSX-14-100001
Added new requirement that the use of this product is no longer supported by the vendor. Moved STIG to

Apple OS X 10.15 STIG, Version 1, Release 8
AO0SX-15-002062
Changed SRG-0S-000481-GP0S-000481 to SRG-0S-000481-GP0OS-00481 to align with SRG ID naming

Canonical Ubuntu 18.04 LTS STIG Benchmark, Version 2, Release 6
UBTU-18-010002
Modified OVAL logic to allow for "#" to be included as a parameter setting.

UBTU-18-010125
Added OVAL automation for rule.

UBTU-18-010126
Added OVAL automation for rule.




Canonical Ubuntu 18.04 STIG Benchmark, Version 2, Release 6
UBTU-18-010522
Added OVAL automation for rule.

UBTU-18-010139
Removed extraneous filters from the OVAL that may have allowed it to pass when it should have failed.

UBTU-18-010141
Removed extraneous filters from the OVAL that may have allowed it to pass when it should have failed.

UBTU-18-010143
Removed extraneous filters from the OVAL that may have allowed it to pass when it should have failed.

Canonical Ubuntu 18.04 LTS STIG, Version 2, Release 7
UBTU-18-010521
Changed SRG-0S-000481-GP0S-000481 to SRG-0S-000481-GP0OS-00481 to align with SRG ID naming

Canonical Ubuntu 20.04 LTS STIG Benchmark, Version 1, Release 2
UBTU-20-010198
Modified OVAL logic to allow for "#" to be included as a parameter setting.

Canonical Ubuntu 20.04 LTS STIG, Version 1, Release 4
UBTU-20-010455
Changed SRG-0S-000481-GP0S-000481 to SRG-0S-000481-GP0OS-00481 to align with SRG ID naming

Cisco ASA Firewall STIG, Version 1, Release 2
CASA-FW-000100
Updated check to correct "logging permit-hostdown" note.

CASA-FW-000200
Mapped requirement to appropriate CCl.

Cisco I0S-XE Router RTR STIG, Version 2, Release 4
CISC-RT-000050
Removed BGP exclusion to requirement.

Cisco ISE NDM STIG, Version 1, Release 3
CSCO-NM-000110
Corrected check and fix procedure to use accurate steps.

CSCO-NM-0000102
Previous check and fix restricted all account types to one, which caused operational issues. Changed
requirement to "The Cisco ISE must limit the number of CLI sessions to one and organization-defined number




CSCO-NM-0000801
Clarified the difference between the account of last resort and the RSA SecurelD role.

CSCO-NM-000360%
Specified applicable version since this Wi-Fi function does not come with later versions.

CSCO-NM-0004500
Updated check and fix with central password policy character change limit.

Firewall SRG, Version 2, Release 2
SRG-NET-000333-FW-000014
Mapped requirement to appropriate CCl.

General Purpose Operating System SRG, Version 2, Release 3
SRG-0S-000481-GP0S-000481
Changed SRG-05-000481-GP0S-000481 to SRG-0S-000481-GPOS-00481 to align with SRG ID naming

Google Chrome STIG Benchmark, Version 2, Release 6
DTBC-0064
Created new benchmark to account for rule version update. No change to OVAL logic.

Google Chrome STIG, Version 2, Release 6
DTBC-0065
Clarified verbiage that this requirement is optional.

DTBC-0064
Corrected policy name in Vul Discussion.

HBSS ePO 5.x STIG, Version 2, Release 7
H60180 - ePO 5x
Updated the requirement to include NA criteria if no remote administration is possible.

H51100 - ePO 5x
Updated the requirement with a corrected example of TLS .conf file.

IBM AIX 7.x STIG, Version 2, Release 5
AlX7-00-002140
Updated the command output in the check text to reflect system group.

AIX7-00-002141
Updated Title, Check, and Fix content to reflect system group.

AlX7-00-002142
Updated Check and Fix to reflect system group.




AIX7-00-002144
Updated the command output in the check text to reflect system group.

AIX7-00-002145
Updated Title, Check, and Fix content to reflect system group.

AlX7-00-002146
Updated Check and FixG54:N55 to reflect system group.

IBM z/OS ACF2 STIG, Version 8, Release 6
ACF2-ES-000990
Changed SRG-05-000481-GPOS-000481 to SRG-0S-000481-GPOS-00481 to align with SRG ID naming

ACF2-0S-000340
Added information to the Vulnerability Discussion.

ACF2-1C-000010
Integrated this requirement into the ACF2 zOS STIG.

ACF2-1C-000020
Integrated this requirement into the ACF2 zOS STIG.

ACF2-1C-000030
Integrated this requirement into the ACF2 zOS STIG.

ACF2-1C-000040
Integrated this requirement into the ACF2 zOS STIG.

IBM z/OS RACF STIG, Version 8, Release 7
RACF-0S-0003208
Added information to the Vulnerability Discussion.

RACF-ES-000700
Updated Vul Discussion to remove outdated info for password assignment.

RACF-IC-000010
Integrated this requirement into the RACF zOS STIG.

RACF-1C-000020
Integrated this requirement into the RACF zOS STIG.

RACF-IC-000030
Integrated this requirement into the RACF zOS STIG.

RACF-1C-000040
Integrated this requirement into the RACF zOS STIG.




RACF-IC-000050
Integrated this requirement into the RACF zOS STIG.

IBM z/OS TSS STIG, Version 8, Release 6
TSS0-0S-000320¢
Added information to the Vulnerability Discussion.

TSS0-1C-000010
Integrated this requirement into the TSS zOS STIG.

TSS0-1C-000020
Integrated this requirement into the TSS zOS STIG.

TSS0-1C-000030
Integrated this requirement into the TSS zOS STIG.

TSS0-1C-000040
Integrated this requirement into the TSS zOS STIG.

TSS0-1C-000050
Integrated this requirement into the TSS zOS STIG.

Juniper Router NDM STIG, Version 2, Release 1
JUNI-ND-000490
Fixed class reference in fix text.

Juniper Router RTR STIG, Version 2, Release 3
JUNI-RT-000920
Fixed policy reference in check text.

Kubernetes STIG, Version 1, Release 5
CNTR-K8-003140
Changed fix from chown to chmod.

CNTR-K8-003160
Changed fix from chown to chmod.

CNTR-K8-003190
Changed fix from chown to chmod.

CNTR-K8-003230
Changed fix from chown to chmod.

CNTR-K8-001480
Changed discussion to reflect correct parameter.




CNTR-K8-001300
Changed wording of vulnerability discussion and check to take into account the default configuration value

CNTR-K8-002010
PodSecurity replaced the depreciated PodSecurityPolicy admission controller.

McAfee ENS 10.x STIG, Version 2, Release 7
ENS-TP-000241
Updated the requirement to include NA criteria for Linux systems.

ENS-TP-000239
Updated the requirement to include NA criteria for Linux systems.

ENS-FW-000007
Updated the requirement to include Linux-based instruction.

ENS-CO-000111
Vulnerability removed.

ENS-CO-000116
Added requirement for 15-character password.

Microsoft Office 365 ProPlus STIG, Version 2, Release 5
0365-C0O-000013
Updated the requirement to list the correct registry value.

0365-PU-000003
Updated the requirement to list the correct registry value.

0365-EX-000030
Removed an extraneous "Microsoft Excel 2016" entry from the check text.

0365-C0-000007
Updated the requirement to list the correct registry value.

0365-C0-000015
Updated the requirement to list the correct registry value.

0365-EX-000023
Updated the requirement to list the correct registry value.

0365-0U-000006
Updated the requirement to list the correct registry value.

Microsoft Outlook 2016 STIG, Version 2, Release 3




DT00285
Updated the vulnerability to better outline the risk of enabling the webcal:// protocol.

Microsoft SharePoint 2013 STIG, Version 2, Release 3
SP13-00-000085
Altered check procedure to check the registry.

SP13-00-000095
Altered check procedure to check the registry.

SP13-00-000100
Altered check procedure to check the registry.

SP13-00-000145
Altered check procedure to check the registry.

MongoDB Enterprise Advanced 3.x STIG, Version 2, Release 1
MD3X-00-000010
Changed severity to CAT1.

MD3X-00-000020
Changed severity to CAT1.

MD3X-00-000250
Changed severity to CAT1.

MD3X-00-000320
Changed severity to CAT1.

MD3X-00-000330
Changed severity to CAT1.

MD3X-00-000340
Changed severity to CAT1.

MD3X-00-000440
Changed severity to CAT1.

Mozilla Firefox STIG, Version 6, Release 2
FFOX-00-000012
Removed requirement.

FFOX-00-000017
Reassigned SRG ID.

FFOX-00-000035




Removed requirement.

FFOX-00-000027
Corrected policy name.

FFOX-00-000029
Rolled up V-251573, V-251574, V-251575, V-251576 into one requirement.

FFOX-00-000030
Rolled up V-251573, V-251574, V-251575, V-251576 into one requirement.

FFOX-00-000031
Rolled up V-251573, V-251574, V-251575, V-251576 into one requirement.

FFOX-00-000032
Rolled up V-251573, V-251574, V-251575, V-251576 into one requirement.

FFOX-00-000016
Added "DoD Root CA 5".

FFOX-00-000002
Altered check/fix content

FFOX-00-000008
Corrected typo in fix.

FFOX-00-000009
Altered check/fix content.

FFOX-00-000013
Corrected typo in fix.

FFOX-00-000026
Corrected typo in fix.

MS SQL Server 2016 Database STIG, Version 2, Release 4
SQL6-D0-000300
Excluded TempDB from check.

SQL6-D0-001900
Updated default databases to be NA.

$QL6-D0-000100
Changed severity to CAT 1.

SQL6-D0-003200




Changed severity to CAT 1.

MS SQL Server 2016 Instance STIG, Version 2, Release 7
SQL6-D0-003700
Changed severity to CAT 1.

$SQL6-D0-006700
Changed severity to CAT 1.

SQL6-D0-007900
Changed severity to CAT 1.

SQL6-D0-008300
Changed severity to CAT 1.

SQL6-D0-008700
Changed severity to CAT 1.

SQL6-D0-016200
Changed severity to CAT 1.

Network Infrastructure Policy STIG, Version 10, Release 2
NET-TUNL-026
Replaced reference to IPSec VPN STIG with VPN SRG.

Network WLAN AP-IG STIG, Version 7, Release 2
WLAN-NW-000300
Updated rule title, check, and fix to clarify the requirement.

Network WLAN AP-NIPR STIG, Version 7, Release 2
WLAN-NW-000300
Updated rule title, check, and fix to clarify the requirement.

Network WLAN Controller STIG, Version 7, Release 2
WLAN-NW-000300
Updated rule title, check, and fix to clarify the requirement.

Oracle Database 12c STIG, Version 2, Release 4
0121-C2-015200
Corrected script error that occurs if default profile has PASSWORD_LIFE_TIME of UNLIMITED.

0121-C2-001700
Corrected PPSM link.

0121-C2-011900




Corrected PPSM link.

0121-C2-001800
Changed severity to CAT 1.

0121-C2-002700
Changed severity to CAT 1.

0121-C2-014600
Changed severity to CAT 1.

0121-C2-015700
Changed severity to CAT 1.

0121-C2-018300
Changed severity to CAT 1.

0121-C2-012900
Corrected link for database security guide.

Oracle Linux 7 STIG Benchmark, Version 2, Release 7
0L07-00-010343
Modified OVAL logic to allow for a space before and after the "=" sign.

Oracle Linux 7 STIG, Version 2, Release 7
0L07-00-010500
Updated the finding statement in the Check text.

Oracle Linux 8 STIG, Version 1, Release 2
0L08-00-030710
Fixed typo in the finding statement.

0L08-00-030181
Fixed typo in check text.

0OL08-00-010030
Updated check content and severity.

0L08-00-010090
Updated fix content.

0OL08-00-010121
Added requirement to not allow accounts configured with blank or null passwords.

0OL08-00-010130
Updated rule title, check, and fix content.




0OL08-00-010131
Merged with OL08-00010130.

0L08-00-010141
Updated the discussion and check text with clarifying verbiage.

0OL08-00-010149
Updated the discussion and check text with clarifying verbiage.

0L08-00-010159
Updated check and fix content.

0OL08-00-010160
Updated check and fix content.

0OL08-00-010180
Removed. This is covered in OL08-00-010700.

0OL08-00-010287
Updated check and fix content.

0L08-00-010294
Updated check and fix content.

0OL08-00-010295
Fixed typo in check text.

0L08-00-010300
Fixed typo throughout.

0OL08-00-010320
Updated check text and finding statement.

0L08-00-010330
Fixed typo throughout.

0OL08-00-010331
Added requirement to set library directories to a mode of 755 or less permissive.

0L08-00-010341
Added requirement to have library directories owned by root.

0OL08-00-010351
Added requirement to have library directories group-owned by root.

0L08-00-010359




Added requirement for file integrity tool to be installed.

0L08-00-010372
Updated the discussion and check text.

0OL08-00-010373
Updated the discussion and check text.

0L08-00-010374
Updated the discussion and check text.

0OL08-00-010375
Updated the discussion and check text.

0L08-00-010376
Updated the discussion and check text.

0OL08-00-010379
Added requirement to specify the default "include" directory for the /etc/sudoers file.

0L08-00-010383
Updated the finding statement.

0OL08-00-010384
Updated the finding statement.

0L08-00-010385
Added requirement to explicitly prevent the bypass of password requirements for privilege escalation.

0OL08-00-010400
Updated the discussion and fix text.

0L08-00-010430
Updated the discussion and check text.

0OL08-00-010560
Removed requirement. Requirement is satisfied by OL08-00030181.

0L08-00-010572
Updated check command output.

0OL08-00-010671
Updated the discussion and check text.

0L08-00-020041
Updated check and fix content.




0L08-00-020050
Updated the check text.

0L08-00-020100
Updated CCl, rule title, check, and fix content.

0L08-00-020101
Added requirement to ensure the password complexity module is enabled in the system-auth file.

0OL08-00-020102
Added requirement for systems below version 8.4 to ensure the password complexity module in the system-

0L08-00-020103
Added requirement for systems below version 8.4 to ensure the password complexity module in the

0OL08-00-020104
Added requirement for systems version 8.4 and above to ensure the password complexity module is

0L08-00-020140
Updated check content.

0L08-00-020220
Updated severity, rule title, discussion, check, and fix content.

0L08-00-020221
Added requirement to set password reuse minimum in the system-auth file.

0OL08-00-020353
Updated check and fix text.

0L08-00-030050
Removed requirement. CCl is satisfied by OL08-00030060.

0L08-00-030200
Grouped like syscalls into this requirement.

0L08-00-030210
Merged with OL08-00030200.

0OL08-00-030220
Merged with OL08-00030200.

0L08-00-030230
Merged with OL08-00030200.

0OL08-00-030240
Merged with OL08-00030200.




0OL08-00-030360
Grouped like syscalls into this requirement.

0L08-00-030361
Grouped like syscalls into this requirement.

0OL08-00-030362
Merged with OL08-00030361.

0OL08-00-030363
Merged with OL08-00030361.

0OL08-00-030364
Merged with OL08-00030361.

0OL08-00-030365
Merged with OL08-00030361.

0OL08-00-030380
Merged with OL08-00030360.

0L08-00-030420
Grouped like syscalls into this requirement.

0OL08-00-030430
Merged with OL08-00030420.

0OL08-00-030440
Merged with OL08-00030420.

0OL08-00-030450
Merged with OL08-00030420.

0OL08-00-030460
Merged with OL08-00030420.

0OL08-00-030470
Merged with OL08-00030420.

0L08-00-030480
Grouped like syscalls into this requirement.

0OL08-00-030490
Grouped like syscalls into this requirement.

0L08-00-030500




Merged with OL08-00030480.

0L08-00-030510
Merged with OL08-00030480.

0OL08-00-030520
Merged with OL08-00030480.

0L08-00-030530
Merged with OL08-00030490.

0OL08-00-030540
Merged with OL08-00030490.

0L08-00-030660
Updated check command syntax.

0OL08-00-040020
Updated check and fix content.

0L08-00-040024
Updated check and fix content.

0OL08-00-040080
Updated fix content.

0OL08-00-040081
Merged with OL08-00-040080.

0OL08-00-040090
Updated fix content.

0L08-00-040137
Updated check and fix content.

0OL08-00-040209
Updated the discussion and check text.

0L08-00-040210
Updated the discussion and check text.

0OL08-00-040220
Updated the discussion and check text.

0L08-00-040230
Updated the discussion and check text.




0L08-00-040239
Updated the discussion and check text.

0OL08-00-040240
Updated the discussion and check text.

0L08-00-040249
Updated the discussion and check text.

0OL08-00-040250
Updated the discussion and check text.

0L08-00-040259
Separated IPv4 requirement from OL08-00-040260.

0OL08-00-040260
Updated the rule title, discussion, check, and fix text.

0L08-00-040261
Updated the discussion and check text.

0OL08-00-040262
Updated the discussion and check text.

0L08-00-040270
Updated the discussion and check text.

0OL08-00-040279
Updated the discussion and check text.

0L08-00-040280
Updated the discussion and check text.

0OL08-00-040281
Updated the discussion and check text.

0L08-00-040282
Updated the discussion and check text.

0OL08-00-040283
Updated the discussion and check text.

0L08-00-040284
Updated the discussion and check text.

0OL08-00-040285
Updated the discussion and check text.




0OL08-00-040286
Updated the discussion and check text.

0L08-00-040321
Added requirement for default interface target.

0OL08-00-010020
Updated vulnerability discussion and check content.

Palo Alto Networks NDM STIG, Version 2, Release 1
PANW-NM-000054F
Requirement was removed from parent SRG.

PANW-NM-000062
Requirement was removed from parent SRG.

PANW-NM-000063
Requirement was removed from parent SRG.

PANW-NM-000042
Requirement was removed from parent SRG.

PANW-NM-000023
Requirement was removed from parent SRG.

Red Hat Enterprise Linux 7 STIG Benchmark, Version 3, Release 7
RHEL-07-010343
Modified OVAL logic to allow for a space before and after the "=" sign.

Red Hat Enterprise Linux 7 STIG, Version 3, Release 7
RHEL-07-010500
Updated the finding statement in the Check text.

Red Hat Enterprise Linux 8 STIG Benchmark, Version 1, Release 5
RHEL-08-010121
Added OVAL automation for rule.

RHEL-08-020220
Modified OVAL logic to allow for a setting of "requisite".

RHEL-08-010671
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-010372
Modified OVAL logic to reflect update to the requirement in the manual STIG.




RHEL-08-010373
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-010374
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-010375
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-010376
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-010430
Added OVAL automation for rule.

RHEL-08-040210
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-040220
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-040230
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-040240
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-040250
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-040260
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-040261
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-040262
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-040270
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-040280
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-040281




Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-040282
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-040283
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-040284
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-040285
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-040286
Added OVAL automation for rule.

RHEL-08-010673
Modified OVAL logic to allow the type to be set to a value other than "hard".

RHEL-08-020331
Added OVAL automation for rule.

RHEL-08-020332
Added OVAL automation for rule.

RHEL-08-010000
Modified OVAL logic to exclude RHEL 8.2 from compliance.

RHEL-08-010384
Modified OVAL logic to allow for a space before and after the "=" sign.

RHEL-08-020010
Modified OVAL logic to be compliant on RHEL 8.2 or newer.

RHEL-08-020012
Modified OVAL logic to be compliant on RHEL 8.2 or newer.

RHEL-08-020014
Modified OVAL logic to be compliant on RHEL 8.2 or newer.

RHEL-08-020018
Modified OVAL logic to be compliant on RHEL 8.2 or newer.

RHEL-08-020020
Modified OVAL logic to be compliant on RHEL 8.2 or newer.




RHEL-08-020022
Modified OVAL logic to be compliant on RHEL 8.2 or newer.

Red Hat Enterprise Linux 8 STIG, Version 1, Release 6
RHEL-08-010671
Updated the discussion, check, and fix text.

RHEL-08-040004
Fixed typo in check text.

RHEL-08-020090
Fixed typo in fix text.

RHEL-08-030710
Fixed typo in the finding statement.

RHEL-08-030181
Fixed typo in check text.

RHEL-08-010372
Updated the discussion, check, and fix text.

RHEL-08-010373
Updated the discussion, check, and fix text.

RHEL-08-010374
Updated the discussion, check, and fix text.

RHEL-08-010375
Updated the discussion, check, and fix text.

RHEL-08-010376
Updated the discussion, check, and fix text.

RHEL-08-010430
Updated the discussion, check, and fix text.

RHEL-08-040209
Updated the discussion, check, and fix text.

RHEL-08-040210
Updated the discussion, check, and fix text.

RHEL-08-040220
Updated the discussion, check, and fix text.




RHEL-08-040230
Updated the discussion, check, and fix text.

RHEL-08-040239
Updated the discussion, check, and fix text.

RHEL-08-040240
Updated the discussion, check, and fix text.

RHEL-08-040249
Updated the discussion, check, and fix text.

RHEL-08-040250
Updated the discussion, check, and fix text.

RHEL-08-040259
Updated the discussion, check, and fix text.

RHEL-08-040260
Updated the discussion, check, and fix text.

RHEL-08-040261
Updated the discussion, check, and fix text.

RHEL-08-040262
Updated the discussion, check, and fix text.

RHEL-08-040270
Updated the discussion, check, and fix text.

RHEL-08-040279
Updated the discussion, check, and fix text.

RHEL-08-040280
Updated the discussion, check, and fix text.

RHEL-08-040281
Updated the discussion, check, and fix text.

RHEL-08-040282
Updated the discussion, check, and fix text.

RHEL-08-040283
Updated the discussion, check, and fix text.

RHEL-08-040284
Updated the discussion, check, and fix text.




RHEL-08-040285
Updated the discussion, check, and fix text.

RHEL-08-040286
Updated the discussion, check, and fix text.

Splunk Enterprise 8.0 for Linux STIG, Version 1, Release 2
SPLK-CL-000010
Updated check/fix to correct file paths.

SPLK-CL-000060
Updated check/fix to correct file paths.

SPLK-CL-000070
Updated check/fix to correct file paths.

SPLK-CL-000090
Updated check/fix to correct file paths.

SPLK-CL-000120
Updated check/fix to correct file paths.

SPLK-CL-000160
Updated check/fix to correct file paths.

SPLK-CL-000270
Updated check/fix to correct file paths.

SPLK-CL-000290
Updated check/fix to correct file paths.

SPLK-CL-000320
Updated check/fix to correct file paths.

SPLK-CL-000330
Updated check/fix to correct file paths.

SPLK-CL-000340
Updated check/fix to correct file paths.

SPLK-CL-000350
Updated check/fix to correct file paths.

SPLK-CL-000360
Updated check/fix to correct file paths.




SPLK-CL-000370
Updated check/fix to correct file paths.

SPLK-CL-000380
Updated check/fix to correct file paths.

SPLK-CL-000400
Updated check/fix to correct file paths.

SPLK-CL-000410
Updated check/fix to correct file paths.

SPLK-CL-000430
Updated check/fix to correct file paths.

SPLK-CL-000460
Updated check/fix to correct file paths.

SUSE Linux Enterprise Server 15 STIG, Version 1, Release 6
SLES-15-010250
Removed unnecessary requirement.

Test and Development Zone A STIG, Version 1, Release 6
ENTD0100
Elevated to CAT | and sunset the STIG.

Test and Development Zone B STIG, Version 1, Release 6
ENTD0100
Elevated to CAT | and sunset the STIG.

Test and Development Zone C STIG, Version 1, Release 6
ENTD0100
Elevated to CAT | and sunset the STIG.

Test and Development Zone D STIG, Version 1, Release 6
ENTD0100
Elevated to CAT | and sunset the STIG.

VMware vSphere 6.7 Photon OS STIG, Version 1, Release 3
PHTN-67-000012
Altered check/fix content.

PHTN-67-000071
Altered check/fix content.




z/0OS BMC MAINVIEW for z/OS for ACF2 STIG, Version 6, Release 9
ZMVZA038
Updated to ensure unique naming of resource type.

z/OS IBM System Display and Search Facility (SDSF) for ACF2 STIG, Version
ZISFA038
Updated to ensure unique naming of resource type.

z/OS ICSF for ACF2 STIG, Version 6, Release 8
Z1CS0040
Removed and integrated this requirement into the ACF2 zOS STIG.

ZICSA000
Removed and integrated this requirement into the ACF2 zOS STIG.

ZICSA001
Removed and integrated this requirement into the ACF2 zOS STIG.

ZICSA030
Removed and integrated this requirement into the ACF2 zOS STIG.

z/OS ICSF for RACF STIG, Version 6, Release 8
ZICs0040
Removed and integrated this requirement into the RACF zOS STIG.

ZICSR000
Removed and integrated this requirement into the RACF zOS STIG.

ZICSR0O01
Removed and integrated this requirement into the RACF zOS STIG.

ZICSR030
Removed and integrated this requirement into the RACF zOS STIG.

ZICSR032
Removed and integrated this requirement into the RACF zOS STIG.

z/OS ICSF for TSS STIG, Version 6, Release 8
ZiCs0040
Removed and integrated this requirement into the TSS zOS STIG.

ZICST000
Removed and integrated this requirement into the TSS zOS STIG.

ZICST001




Removed and integrated this requirement into the TSS zOS STIG.

ZICST030
Removed and integrated this requirement into the TSS zOS STIG.

ZICST032
Removed and integrated this requirement into the TSS zOS STIG.

z/0S ROSCOE for ACF2 STIG, Version 6, Release 8
ZROSA038
Updated to ensure unique naming of resource type.

z/OS SRR Scripts, Version 6, Release 53
ZVTAA0000
Corrections made to prevent 990 job condition code.

ZVTAR0000
Corrections made to prevent 990 job condition code.

ZVTAT0000
Corrections made to prevent 990 job condition code.

ZCICR021
Corrected issue on resource class used in analysis.

ACF2-FT-000060
Provided automation for vulnerability.

RACF-FT-000050
Provided automation for vulnerability.

TSSO-FT-000100
Provided automation for vulnerability.

ACF2-FT-000110
Provided automation for vulnerability.

RACF-FT-000110
Provided automation for vulnerability.

TSSO-FT-000080
Provided automation for vulnerability.

RACF-FT-000070
Provided automation for vulnerability.




	STIGs to be Released

