APRIL 2025 MAINTENANCE RELEASE: STIGS TO BE RELEASED
Release Date: April 2, 2025

Apache Server 2.4 UNIX Site STIG, Version 2, Release 6
AS24-U2-000590
Updated timeout directive(s) to 60 seconds.

Apache Server 2.4 Windows Server STIG, Version 3, Release 3
AS24-W1-000830
Updated timeout directive(s) to 60 seconds.

AS24-W1-000030
Corrected typo in finding statement.

Apache Server 2.4 Windows Site STIG, Version 2, Release 2
AS24-W2-000460
Changed to "SessionMaxAge".

AS24-W2-000830
Updated timeout directive(s) to 60 seconds.

Apache Tomcat Application Server 9 STIG, Version 3, Release 2
TCAT-AS-000110
Added NA statement.

TCAT-AS-001470
Updated supported software clause.

Apple iOS-iPadOS 18 STIG, Version 1, Release 3
AlOS-18-015600
Added new requirement to disable ability to hide apps on iPhone/iPad.

AlOS-18-015700
Added new requirement to disable recording cell phone calls on iPhone.

AlOS-18-015800
Added new requirement to disable iPhone mirroring on Mac.

Apple macOS 15 (Sequoia) STIG, Version 1, Release 3

NA

Updated applicationaccess mobileconfig file.

Changed "com.apple..mobileconfig" filename to "assistantsupport mobileconfig".

APPL-15-002271
Added requirement to disable iPhone mirroring.




Application Security and Development STIG, Version 6, Release 3
NA
Added the term "Commercial-Off-The-Shelf (COTS)" to the Overview.

APSC-DV-001910
Corrected link for FICAM policy.

APSC-DV-002340
Changed data at rest requirements to CAT 1. Changed FOUO to CUI.

APSC-DV-002350
Changed data at rest requirements to CAT 1. Changed FOUO to CUI.

Application Server SRG, Version 4, Release 3
SRG-APP-000428-AS-000265
Upgraded requirement to CAT |. Updated language in vul discussion.

SRG-APP-000429-AS-000157
Upgraded requirement to CAT |. Updated language in vul discussion.

Arista MLS EOS 4-2x L2S STIG, Version 2, Release 2
NA
Renamed the STIG to "Arista MLS EOS 4x".

Arista MLS EOS 4-2x NDM STIG, Version 2, Release 2
NA
Renamed the STIG to "Arista MLS EOS 4x".

Arista MLS EOS 4-2x Router STIG, Version 2, Release 2
NA
Renamed the STIG to "Arista MLS EOS 4x".

Canonical Ubuntu 20.04 LTS STIG SCAP Benchmark, Version 2, Release 3
UBTU-20-010400
Updated the OVAL to be more lax and not require "hard" to be before "maxlogins".

Canonical Ubuntu 20.04 LTS STIG, Version 2, Release 2
UBTU-20-010463
Updated Check and Fix text file paths.

UBTU-20-010013
Added sudo to Check command.

UBTU-20-010060
Added second sudo to Check text command.




UBTU-20-010065
Added second sudo to Check text command.

UBTU-20-010072
Removed erroneous space from Check text command.

UBTU-20-010198
Added "audit=1" to "GRUB_CMDLINE_LINUX_DEFAULT" in Fix text and updated Check and Fix text
for clarity.

UBTU-20-010400
Updated Check text command and output.

UBTU-20-010403
Corrected Fix Text.

Canonical Ubuntu 22.04 LTS STIG SCAP Benchmark, Version 2, Release 2
NA
Rebundled the benchmark to capture the updated Rule IDs.

Canonical Ubuntu 22.04 LTS STIG, Version 2, Release 4
UBTU-22-651030
Updated Check text.

UBTU-22-212015

Added sudo to Check Text command, added "audit=1" to "GRUB_CMDLINE_LINUX_DEFAULT" in
Fix Text, and updated Check and Fix Text for clarity.

UBTU-22-232027
Updated config file location and system.journal directory permissions.

UBTU-22-232075
Updated Check text command.

UBTU-22-253010
Updated Fix text command.

UBTU-22-271020
Updated Fix text to not use gsettings.

UBTU-22-271025
Updated Fix text to not use gsettings.

UBTU-22-271030
Updated Fix text to not use gsettings.




UBTU-22-611060
Updated Check and Fix text file paths.

UBTU-22-612025
Added second sudo to Check text command.

UBTU-22-612030
Added second sudo to Check text command.

Cisco I0S Router NDM STIG, Version 3, Release 4
CISC-ND-001410
Updated protocols from FTP and TFTP to SC.

Cisco I0S Switch NDM STIG, Version 3, Release 4
CISC-ND-001410
Updated protocols from FTP and TFTP to SC.

Cisco I0S XE Router NDM STIG, Version 3, Release 4
CISC-ND-001410
Updated protocols from FTP and TFTP to SC.

Cisco I0S XE Switch NDM STIG, Version 3, Release 3
CISC-ND-001410
Updated protocols from FTP and TFTP to SC.

Cisco I0S XR Router NDM STIG, Version 3, Release 3
CISC-ND-001410
Updated protocols from FTP and TFTP to SC.

Cisco NX OS Switch NDM STIG, Version 3, Release 3
CISC-ND-001410
Updated protocols from FTP and TFTP to SC.

CloudLinux AlmaLinux OS 9 STIG, Version 1, Release 2
ALMA-09-004310
Updated Repo URL.

ALMA-09-006845
Added requirement to require the installation of postFix.

ALMA-09-023010
Added note to Check text.

ALMA-09-039400
Removed requirement.

ALMA-09-044790




Updated Rule Title, Discussion, Check, and Fix text.

ESS ePO 5.x STIG, Version 3, Release 4
H30120 - ePO 5x
Updated server version references in Check and Fix.

H90400 - ePO 5x
Updated Rule Title.

H20140 - ePO 5x
Updated reference in Check text.

IBM WebSphere Liberty Server STIG, Version 2, Release 2
IBMW-LS-000520
Updated Check and Fix.

IBM z/OS ACF2 STIG, Version 9, Release 4
ACF2-SH-000050
Adjusted the specifications for SSH Daemon cipher lines.

ACF2-JS-000100
Added new vulnerability based on RACF-JS-000010 and TSS0-JS-000020.

ACF2-0S-000230
Removed requirement.

ACF2-SM-000070
Added new requirement.

IBM z/OS RACF STIG, Version 9, Release 4
RACF-SH-000020
Adjusted the specifications for SSH Daemon cipher lines.

RACF-FT-000065
Added new vulnerability based on ACF2-FT-000070 and TSS0-FT-000050.

RACF-SM-000060
Added new vulnerability based on ACF2-0S-000230.

RACF-TC-000065
Added new vulnerability based on ACF2-TC-000070 and TSS0-TC-000060.

IBM z/OS TSS STIG, Version 9, Release 4
TSS0-SH-000020

Adjusted the specifications for SSH Daemon cipher lines.

TSS0-SM-000050




Added new vulnerability based on ACF2-0S-000230.

IBM zSecure Suite STIG, Version 1, Release 3

NA

Updated the STIG overview to clarify usage for additional external security managers ACF2 and Top
Secret.

Infoblox 8.x DNS STIG, Version 1, Release 2
IDNS-8X-100001
Updated Rule Title, Vul Discussion, and Check content.

IDNS-8X-200001
Updated Rule Title, Vul Discussion, Check, and Fix content.

IDNS-8X-400001
Updated Rule Title, Vul Discussion, Check, and Fix content.

IDNS-8X-400002
Updated Rule Title, Vul Discussion, Check, and Fix content.

IDNS-8X-400004
Updated Vul Discussion.

IDNS-8X-400005
Updated Rule Title, Check, and Fix content.

IDNS-8X-400006
Updated Rule Title, Check, and Fix content.

IDNS-8X-400007
Updated Rule Title, Check, and Fix content.

IDNS-8X-400008
Updated Rule Title and Vul Discussion.

IDNS-8X-400009
Updated Rule Title, Vul Discussion, and Fix content.

IDNS-8X-400010
Updated Fix text.

IDNS-8X-400011
Updated Rule Title, Check, and Fix content.

IDNS-8X-400012
Updated Rule Title, Check, and Fix content.




IDNS-8X-400013
Updated Rule Title, Vul Discussion, and Check content.

IDNS-8X-400015
Updated Check and Fix text.

IDNS-8X-400016
Updated Rule Title, Vul Discussion, Check, and Fix content.

IDNS-8X-400017
Updated Fix text.

IDNS-8X-400018
Updated Rule Title, Vul Discussion, and Check content.

IDNS-8X-400020
Updated Rule Title, Vul Discussion, and Fix content.

IDNS-8X-400021
Updated Rule Title, Check, and Fix content.

IDNS-8X-400022
Updated Check and Fix text.

IDNS-8X-400030
Updated Vul Discussion and Check text.

IDNS-8X-400031
Updated Rule Title.

IDNS-8X-400032
Updated Rule Title.

IDNS-8X-400033
Updated Rule Title, Vul Discussion, Check, and Fix content.

IDNS-8X-400034
Updated Rule Title and Vul Discussion.

IDNS-8X-400035
Updated Rule Title and Vul Discussion.

IDNS-8X-400036
Updated Rule Title and Vul Discussion.

IDNS-8X-400038
Updated Rule Title, Vul Discussion, Check, and Fix content.




IDNS-8X-400039
Updated Check text.

IDNS-8X-500001
Updated Check and Fix text.

IDNS-8X-500002
Updated Rule Title, Check, and Fix content.

IDNS-8X-500003
Updated Rule Title, Check, and Fix content.

IDNS-8X-500004
Updated Rule Title, Check, and Fix content.

IDNS-8X-500005
Updated Rule Title, Check, and Fix content.

IDNS-8X-500006
Updated Rule Title, Vul Discussion, Check, and Fix content.

IDNS-8X-500007
Updated Rule Title, Vul Discussion, Check, and Fix content.

IDNS-8X-700001
Updated Rule Title.

IDNS-8X-700003
Updated Rule Title.

IDNS-8X-700004
Updated Rule Title, Check, and Fix content.

IDNS-8X-700006
Updated Rule Title, Check, and Fix content.

IDNS-8X-700007
Updated Rule Title, Vul Discussion, Check, and Fix context.

IDNS-8X-700008
Requirement rolled up with IDNS-8X-700009, IDNS-8X-700010, IDNS-8X-700011.

IDNS-8X-700009
Removed requirement. Rolled up into IDNS-8X-700008.

IDNS-8X-700010




Removed requirement. Rolled up into IDNS-8X-700008.

IDNS-8X-700011
Removed requirement. Rolled up into IDNS-8X-700008.

IDNS-8X-700012
Updated Rule Title, Vul Discussion, Check, and Fix content.

IDNS-8X-700013
Updated Rule Title and Vul Discussion.

IDNS-8X-700014
Updated Rule Title, Vul Discussion, and Check content.

IDNS-8X-700016
Updated Rule Title, Check, and Fix content.

IDNS-8X-700017
Updated Fix text.

IDNS-8X-700018
Updated Rule Title and Vul Discussion.

IDNS-8X-700019
Updated Rule Title and Vul Discussion.

IDNS-8X-700020
Updated Rule Title, Check, and Fix content.

IDNS-8X-700021
Updated Rule Title, Check, and Fix content.

IDNS-8X-800002
Updated Rule Title, Check, and Fix content.

JBoss Enterprise Application Platform 6.3 STIG, Version 2, Release 6
JBOS-AS-000025
Added deprecation language to Check and Fix.

JBOS-AS-000030
Added deprecation language to Check and Fix.

Juniper EX Series Switches Layer 2 Switch STIG, Version 2, Release 3
JUEX-L2-000080

Updated the vulnerability discussion note.

JUEX-L2-000040




Updated Check and Fix.

JUEX-L2-000070
Updated Check and Fix.

JUEX-L2-000110
Removed requirement from STIG. Cisco proprietary protocol.

JUEX-L2-000190
Updated Rule, Vul Discussion, Check and Fix.

JUEX-L2-000230
Updated Rule, Vul Discussion, Check and Fix.

Juniper EX Series Switches Network Device Management STIG, Version 2, Release 3
JUEX-NM-000240
Updated Vul Discussion, Check and Fix.

JUEX-NM-000320
Updated Check and Fix.

JUEX-NM-000340
Updated Vul Discussion, Check and Fix.

JUEX-NM-000360
Updated Rule, Check, and Fix.

Kubernetes STIG SCAP Benchmark, Version 2, Release 3
CNTR-K8-000440

Disabled and removed the OVAL content as the impact of the check text changes are reviewed.

CNTR-K8-001160
Disabled and removed the OVAL content as the new version of the check cannot be done with the
current version of OVAL.

Kubernetes STIG, Version 2, Release 3
CNTR-K8-000440
Updated Check and Fix.

CNTR-K8-001160
Updated Check and Fix.

CNTR-K8-000380
Updated Check and Fix.




CNTR-K8-001300
Updated Check and Fix to highlight stepped process.

Layer 2 Switch SRG, Version 3, Release 2
SRG-NET-000331-L2S-000001
Removed requirement.

SRG-NET-000332-L2S-000002
Removed requirement.

SRG-NET-000705-L2S-000110
Removed requirement.

MDFPP 3.3 BYOAD SRG, Version 2, Release 2
PP-BY0-000240
Changed Status to Applicable-Configurable. Revised Title, Status, Check, and Fix text.

Microsoft DotNet Framework 4.0 STIG SCAP Benchmark, Version 2, Release 6
APPNETO0075
Updated the OVAL to check registry key SystemDefaultTIsVersions for the required value.

Microsoft DotNet Framework 4.0 STIG, Version 2, Release 6
APPNETO0075
Added additional Check and Fix for SystemDefaultTLSVersions setting. Updated rule title.

APPNET0070
Added instructions to find tasklist.

Microsoft lIS 10.0 Server STIG, Version 3, Release 3
lIST-SV-000115
Altered permissions.

IIST-SV-000135
Altered timeout.

IIST-SV-000137
Added an "NA for Exchange" statement.

IIST-SV-000144
Altered permissions.

IST-SV-000147
Altered permissions.

IIST-SV-000159
Updated NA statement.




IIST-SV-000153
Altered Check and Fix.

Microsoft IIS 10.0 Site STIG, Version 2, Release 11
IST-S1-000230
Added NA statement.

IIST-SI1-000241
Added NA statement.
Synched Check and Fix.

Microsoft Office 365 ProPlus STIG SCAP Benchmark, Version 3, Release 4
0365-AC-000003
Updated the OVAL to allow a value of 2, 3, or 4 for vbawarnings.

Microsoft Office 365 ProPlus STIG, Version 3, Release 3
0365-AC-000003
Updated Check to allow a value of 2.

0365-C0-000002
Upgraded requirement to CAT |. Updated language in vul discussion.

Microsoft SCOM STIG, Version 1, Release 2
SCOM-AC-000999
Added requirement to sunset STIG.

Microsoft SQL Server 2016 Instance STIG, Version 3, Release 4
SQL6-D0-010100
Reworded logic before proceeding to trace flag 3625 setting.

Microsoft Windows 10 STIG SCAP Benchmark, Version 3, Release 4
WN10-PK-000020
Updated the OVAL to check for the updated US DOD CCEB Interoperability Root CA.

Microsoft Windows 10 STIG, Version 3, Release 4
WN10-00-000095
Updated requirement to exempt WDAGULtilityAccount.

WN10-CC-000063
Updated Check to include NA statement for standalone, nondomain joined systems.

WN10-PK-000020
Updated US DOD CCEB Interoperability Root CA.




WN10-SO-000167
Updated Check text for user right exception.

Microsoft Windows 11 STIG SCAP Benchmark, Version 2, Release 4
WN11-PK-000020
Updated the OVAL to check for the updated US DOD CCEB Interoperability Root CA.

Microsoft Windows 11 STIG, Version 2, Release 3
WN11-CC-000063
Updated Check to include NA statement for standalone, nondomain joined systems.

WN11-PK-000020
Updated US DOD CCEB Interoperability Root CA.

WN11-S0-000167
Updated Check text for user right exception.

Microsoft Windows Server 2019 STIG, Version 3, Release 4
WN19-DC-000090

Updated Fix text to remove last paragraph referencing the Domain Admins and Enterprise Admins
"Delete all child objects" permissions.

Microsoft Windows Server 2022 STIG SCAP Benchmark, Version 2, Release 4
WN22-00-000130
Updated the OVAL to recognize Cluster Shared Volumes as not a finding.

WN22-PK-000030
Updated the OVAL to check for the updated US DOD CCEB Interoperability Root CA.

Microsoft Windows Server 2022 STIG, Version 2, Release 4
WN22-00-000020
Updated requirement for LAPS nondomain joined guidance.

WN22-00-000130
Updated Check and Fix to include Cluster Shared Volumes (CSV).

WN22-DC-000090
Updated Fix text to remove last paragraph referencing the Domain Admins and Enterprise Admins

"Delete all child objects" permissions.

WN22-DC-000310
Removed CCI-000756.

WN22-PK-000030
Updated US DOD CCEB Interoperability Root CA.

Microsoft Windows Server Domain Name System (DNS) STIG, Version 2, Release 3




WDNS-22-000009
Added NA statement to check: "This is not applicable on classified networks."

WDNS-22-000039
Updated the Fix text.

WDNS-22-000041
Updated the Fix text.

WDNS-22-000046
Updated requirement. Added ipconfig /all to identify network adapter.

WDNS-22-000090
Added NA statement to Check text: "If using DNSSEC, this requirement is not applicable."

Mozilla Firefox for Linux STIG SCAP Benchmark, Version 6, Release 5
NA
Re-bundled the benchmark to capture the updated Rule IDs.

Mozilla Firefox for Windows STIG SCAP Benchmark, Version 6, Release 6
NA
Re-bundled the benchmark to capture the updated Rule IDs.

Mozilla Firefox STIG, Version 6, Release 6
FFOX-00-000003
Updated policy name, expanded finding statement.

FFOX-00-000004
Updated policy name, expanded finding statement.

FFOX-00-000010
Updated policy name, expanded finding statement.

FFOX-00-000011
Updated policy name, expanded finding statement.

FFOX-00-000016
Updated verbiage to include “Issuer Name”. Removed "DOD Root CA 2".

FFOX-00-000025
Updated policy name, expanded finding statement.

FFOX-00-000026
Updated policy name, expanded finding statement.

Network Device Management SRG, Version 5, Release 3
SRG-APP-000700-NDM-000100




Removed unnecessary requirement.

SRG-APP-000705-NDM-000110
Removed unnecessary requirement.

SRG-APP-000830-NDM-000190
Removed unnecessary requirement.

SRG-APP-000835-NDM-000200
Removed unnecessary requirement.

SRG-APP-000840-NDM-000210
Removed unnecessary requirement.

SRG-APP-000845-NDM-000220
Updated requirement to include default manufacturer passwords.

SRG-APP-000855-NDM-000240
Removed unnecessary requirement.

SRG-APP-000865-NDM-000260
Removed unnecessary requirement.

SRG-APP-000875-NDM-000280
Updated requirement to include OCSP.

SRG-APP-000915-NDM-000310
Removed unnecessary requirement.

Oracle Database 12c STIG, Version 3, Release 4
0121-BP-023600
Added SYSRAC to the list of account exceptions.

Oracle Linux 7 STIG, Version 3, Release 2
OL07-00-010090
Removed tmux control.

Oracle Linux 8 STIG SCAP Benchmark, Version 2, Release 4
OL08-00-010423
Disabled and removed the OVAL content.

OL08-00-020039
Disabled and removed the OVAL to match the updated STIG.

OL08-00-020040
Disabled and removed the OVAL to match the updated STIG.




OL08-00-020042
Disabled and removed the OVAL to match the updated STIG.

OL08-00-010421
Disabled and removed the OVAL content.

OL08-00-010422
Disabled and removed the OVAL content.

OL08-00-010730
Updated the OVAL to enforce the correct file permissions.

OL08-00-020262
Updated the OVAL to enforce the correct file permissions.

OL08-00-030601
Disabled and removed the OVAL content.

OL08-00-030602
Disabled and removed the OVAL content.

OL08-00-040004
Disabled and removed the OVAL content.

Oracle Linux 8 STIG, Version 2, Release 4
OL08-00-010020
Updated GRUB Check text output.

OL08-00-010293
Updated Check text command and output.

OL08-00-010360
Updated Check and Fix text.

OL08-00-010423
Updated Rule Title, Discussion, Check, and Fix text.

OL08-00-010424
Updated Check text.

OL08-00-020039
Removed tmux control.

OL08-00-020040
Removed tmux control.

OL08-00-020041




Removed tmux control.

OL08-00-020042
Removed tmux control.

OL08-00-020070
Removed tmux control.

OL08-00-030361
Updated Fix text.

OL08-00-030720
Added "not a finding" comment to Check text.

OL08-00-040370
Added NA note to Check text.

Palo Alto Networks ALG STIG, Version 3, Release 4
PANW-AG-000102
Updated Rule, Vul Discussion, Check, and Fix.

Palo Alto Networks NDM STIG, Version 3, Release 3
PANW-NM-000015
Updated Check and Fix.

PANW-NM-000048
Updated Vul Discussion, Check and Fix.

PANW-NM-000136
Updated Check and Fix.

PANW-NM-000047
Removed from STIG. LDAP is used and does not apply to account of last resort.

Red Hat Enterprise Linux 8 STIG SCAP Benchmark, Version 2, Release 3
RHEL-08-010020

Disabled and removed the OVAL for the rule since the requirement became unautomatable with
OVAL.

RHEL-08-010340
Updated the OVAL to not follow symbolic links.

RHEL-08-010381
Updated the OVAL to recurse through /etc/sudoers.d/.

RHEL-08-010382




Updated the OVAL to recurse through /etc/sudoers.d/.

RHEL-08-010423
Disabled and removed the OVAL content.

RHEL-08-020102
Disabled and removed the OVAL because the rule was removed from the updated STIG.

RHEL-08-020103
Disabled and removed the OVAL because the rule was removed from the updated STIG.

RHEL-08-040350
Updated the OVAL to match the updated STIG check to check "/usr/lib/systemd/system/tftp.service"
for "ExecStart=/usr/sbin/in.tftpd -s /var/lib/tftpboot".

RHEL-08-010421
Disabled and removed the OVAL content.

RHEL-08-010422
Disabled and removed the OVAL content.

RHEL-08-010730
Updated the OVAL to enforce the correct file permissions.

RHEL-08-030601
Disabled and removed the OVAL content.

RHEL-08-030602
Disabled and removed the OVAL content.

RHEL-08-040004
Disabled and removed the OVAL content.

Red Hat Enterprise Linux 8 STIG, Version 2, Release 3
RHEL-08-010020
Added lines to address subpolicies for AD and EMS.

RHEL-08-010040
Updated Check text.

RHEL-08-010050
Updated Check text.

RHEL-08-010070
Updated Check text.

RHEL-08-010100




Updated Check and Fix text.

RHEL-08-010190
Updated Check text command and output.

RHEL-08-010200
Updated Check text.

RHEL-08-010240
Updated Check command output.

RHEL-08-010340
Updated Check text command.

RHEL-08-010358
Updated Check text Note.

RHEL-08-010380
Updated Check text command.

RHEL-08-010381
Updated Check text command.

RHEL-08-010382
Updated Check text command.

RHEL-08-010423
Updated Rule Title, Discussion, Check, and Fix text.

RHEL-08-010500
Updated Check text.

RHEL-08-010520
Updated Check text.

RHEL-08-010521
Updated Check text.

RHEL-08-010550
Updated Check text finding statement.

RHEL-08-010673
Updated Check text.

RHEL-08-010690
Updated Check text.




RHEL-08-010780
Updated Check text.

RHEL-08-010790
Updated Check text.

RHEL-08-010830
Updated Check text.

RHEL-08-020015
Added NA statement to control.

RHEL-08-020024
Updated Check text.

RHEL-08-020025
Updated Check text.

RHEL-08-020026
Updated Check text.

RHEL-08-020035
Added NA condition note.

RHEL-08-020080
Updated Fix text.

RHEL-08-020081
Updated Fix text.

RHEL-08-020082
Updated Fix text.

RHEL-08-020102
Removed rules applying to versions proceeding 8.4.

RHEL-08-020103
Removed rules applying to versions proceeding 8.4.

RHEL-08-020104
Updated Check and Fix text.

RHEL-08-020270
Added NA statement to control.

RHEL-08-020290
Updated Check text.




RHEL-08-020330
Updated Check text.

RHEL-08-020340
Updated last line of Check text.

RHEL-08-020350
Updated Check text.

RHEL-08-030610
Updated Check text command and output.

RHEL-08-030720
Added comment.

RHEL-08-040021
Updated Check text.

RHEL-08-040022
Updated Check text.

RHEL-08-040023
Updated Check text.

RHEL-08-040024
Updated Check text.

RHEL-08-040025
Updated Check text.

RHEL-08-040026
Updated Check text.

RHEL-08-040080
Updated Check text.

RHEL-08-040171
Updated Check text.

RHEL-08-040350
Updated commands for RHEL 8.

RHEL-08-040400
Corrected CCI mapping error.

RHEL-08-010296




Added Client ssh MACs control.

RHEL-08-010297
Added Client SSH Cipher control.

RHEL-08-010455
Added requirement.

Red Hat Enterprise Linux 9 STIG SCAP Benchmark, Version 2, Release 4

RHEL-09-232040

Updated the OVAL to check that the owner, group, mode of cron configuration files and directories
match the operating system defaults.

RHEL-09-255115
Updated the OVAL to verify the permissions of "/etc/ssh/sshd_config" and other files related to the
openssh-server package.

RHEL-09-611205
Disabled and removed the OVAL content to match the updated STIG.

RHEL-09-232265
Disabled and removed the OVAL content to match the updated STIG.

RHEL-09-671015
Updated the OVAL to check for "$6$".

RHEL-09-411045
Updated the OVAL to verify all interactive users have a group.

RHEL-09-212045
Updated the OVAL to check for the new value of "init_on_free=1".

RHEL-09-232050
Updated the OVAL to enforce the correct file permissions.

Red Hat Enterprise Linux 9 STIG, Version 2, Release 4
RHEL-09-255045
Updated Check text finding statement.

RHEL-09-215060
Updated Check text command and output.

RHEL-09-212020
Updated Fix text.

RHEL-09-232040
Updated Rule Title, Discussion, Check text, and Fix text.




RHEL-09-232200
Updated Check text command to confine search to only nondirectories.

RHEL-09-232205
Updated Check text command to confine search to only nondirectories.

RHEL-09-255105
Updated Fix text.

RHEL-09-255110
Updated Check and Fix text.

RHEL-09-255115
Updated Rule Title, Check, and Fix text.

RHEL-09-611205
Removed requirement.

RHEL-09-654025
Updated Check text.

RHEL-09-232265
Removed requirement.

RHEL-09-671015
Updated Check text typo.

RHEL-09-411045
Updated Check text.

RHEL-09-213110
Updated Discussion, Check, and Fix text.

RHEL-09-412035
Updated Rule Title.

RHEL-09-212045
Updated Rule Title, Discussion, Check text, and Fix text.

RHEL-09-215101
Added control to require installation of Postfix.

RHEL-09-431016
Added requirement.

Splunk Enterprise 8.x for Linux STIG, Version 2, Release 2




SPLK-CL-000430
Updated syntax for case sensitivity. Updated for grammar and style.

SUSE Linux Enterprise Server 15 STIG SCAP Benchmark, Version 2, Release 4
SLES-15-010320
Updated the OVAL to check ClientAliveCountMax is set to a value of "1".

SUSE Linux Enterprise Server 15 STIG, Version 2, Release 4

SLES-15-010320

Updated Check and Fix text to reflect the correct configuration setting and added a statement to the
Discussion text explaining that this rule, in conjunction with ClientAlivelnterval, will meet the intent of
setting the inactive session timeout to 10 minutes.

SLES-15-010580
Updated Fix text.

Tanium 7.0 STIG, Version 2, Release 11
TANS-SV-000064
Updated severity to CAT | to sunset the STIG.

Tanium 7.3 STIG, Version 2, Release 3
TANS-SV-000064
Updated severity to CAT | to sunset the STIG.

Tanium 7.x Application on TanOS STIG, Version 2, Release 2
TANS-AP-001420
Updated requirement for clarity.

TANS-AP-000005
Updated requirement for clarity.

TANS-AP-000010
Updated requirement for clarity.

TANS-AP-000020
Updated requirement for clarity.

TANS-AP-000040
Updated requirement for clarity.




TANS-AP-000120
Updated requirement for clarity.

TANS-AP-000145
Removed requirement.

TANS-AP-000175
Updated requirement for clarity.

TANS-AP-000180
Updated requirement for clarity.

TANS-AP-000330
Updated requirement for clarity.

TANS-AP-000335
Updated requirement for clarity.

TANS-AP-000370
Updated requirement for clarity.

TANS-AP-000630
Updated requirement for clarity.

TANS-AP-000700
Updated requirement for clarity.

TANS-AP-000705
Updated requirement for clarity.

TANS-AP-000710
Updated requirement for clarity.

TANS-AP-000715
Updated requirement for clarity.




TANS-AP-000720
Updated requirement for clarity.

TANS-AP-000780
Updated requirement for clarity.

TANS-AP-000860
Updated requirement for clarity.

TANS-AP-000875
Updated requirement for clarity.

TANS-AP-000965
Removed requirement.

TANS-AP-000970
Removed requirement.

TANS-AP-000975
Updated requirement for clarity.

TANS-AP-000980
Updated requirement for clarity.

TANS-AP-001425
Removed requirement.

TANS-AP-001430
Removed requirement.

Tanium 7.x Operating System on TanOS STIG, Version 2, Release 2
TANS-0S-000070
Updated requirement for clarity.

TANS-0S-000285




Updated requirement for clarity.

TANS-0S-000455
Updated requirement for clarity.

TANS-0S-000985
Updated requirement for clarity.

TANS-0S-001095
Updated requirement for clarity.

TANS-0S-001100
Updated requirement for clarity.

TANS-0S-001420
Removed requirement.

TANS-0S-001520
Removed requirement.

Tanium 7.x STIG, Version 2, Release 2

TANS-00-001165
Updated requirement for clarity.

TANS-00-001780
Updated requirement for clarity.

TANS-CL-000003
Updated requirement for clarity.

TANS-SV-000002
Updated requirement for clarity.

TANS-SV-000006
Updated requirement for clarity.




TANS-SV-000014
Updated requirement for clarity.

TANS-SV-000015
Updated requirement for clarity.

TANS-SV-000045
Updated requirement for clarity.

TANS-SV-000065
Removed stale URL from Vul Discussion.

Trellix ENS 10.x STIG, Version 3, Release 4
ENS-CO-000100
Added NA statement to Check text.

Trend MicroTippingPoint NDM STIG, Version 2, Release 3
TIPP-NM-000200
Updated Vul Discussion, Check and Fix.

VMware vSphere 7.0 ESXi STIG, Version 1, Release 4
ESXI-70-000078
Altered Check.

VMware vSphere 8.0 ESXi STIG, Version 2, Release 3
ESXI-80-000229
Altered Check.

VMware vSphere 8.0 PostgreSQL STIG, Version 2, Release 2
VCPG-80-000007
Altered Check and Fix.

Web Server SRG, Version 4, Release 3
SRG-APP-000219-WSR-000191
Corrected Severity.

z/OS BMC CONTROL-M/Restart for ACF2 STIG, Version 7, Release 1
ZCTRAO000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZCTRAO002
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.




z/OS BMC CONTROL-M/Restart for RACF STIG, Version 7, Release 1
ZCTRRO000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZCTRRO002
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/OS BMC CONTROL-M/Restart for TSS STIG, Version 7, Release 2
ZCTRT000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZCTRTO002
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/OS BMC CONTROL-O for ACF2 STIG, Version 7, Release 1
ZCTO0040
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZCTO0041
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZCTO0060
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZCTOAO000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZCTOA020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/0S BMC CONTROL-O for RACF STIG, Version 7, Release 1
ZCTO0040
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZCTO0041
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZCTO0060
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZCTORO000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZCTORO020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/0OS BMC CONTROL-O for TSS STIG, Version 7, Release 1




ZCTO0040
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZCTO0041
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZCTO0060
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZCTOTO000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZCTOT020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/0OS BMC IOA for ACF2 STIG, Version 7, Release 1
ZIOA0060
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZIOAA000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZIOAA002
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZIOAA020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZIOAA040
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/0OS BMC IOA for RACF STIG, Version 7, Release 1
ZIOA0060
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZIOAR000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZIOAR002
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZIOARO020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZIOAR040
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.




z/0OS BMC IOA for TSS STIG, Version 7, Release 1
ZIOA0060
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZIOAT000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZIOAT002
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZIOAT020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZIOAT040
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/0OS BMC MAINVIEW for z/OS for ACF2 STIG, Version 7, Release 1
ZMVZA000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZMVZA020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZMVZA040
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/0OS BMC MAINVIEW for z/OS for RACF STIG, Version 7, Release 1
ZMVZRO000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZMVZR020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZMVZR040
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/0OS BMC MAINVIEW for z/OS for TSS STIG, Version 7, Release 1
ZMVZT000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZMVZT020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZMVZT040
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/0OS CA MICS for ACF2 STIG, Version 7, Release 1




ZMICA000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZMICA002
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/0OS CA MICS for RACF STIG, Version 7, Release 1
ZMICRO000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZMICRO002
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/OS CA MICS for TSS STIG, Version 7, Release 1
ZMICT000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZMICT002
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/0OS CA MIM for ACF2 STIG, Version 7, Release 1
ZMIM0040
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZMIMAO000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZMIMAO020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/0OS CA MIM for RACF STIG, Version 7, Release 1
ZMIM0040
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZMIMRO000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZMIMRO020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/0OS CA MIM for TSS STIG, Version 7, Release 1
ZMIM0040
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZMIMTO000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.




ZMIMTO020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/OS CA VTAPE for ACF2 STIG, Version 7, Release 1
ZVTAA000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/OS CA VTAPE for RACF STIG, Version 7, Release 1
ZVTARO000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/OS CA VTAPE for TSS STIG, Version 7, Release 1
ZVTAT000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/OS HCD for ACF2 STIG, Version 7, Release 1
ZHCDAO000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZHCDAO002
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZHCDAO020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/0OS HCD for RACF STIG, Version 7, Release 1
ZHCDRO000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZHCDRO002
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZHCDRO020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/0OS HCD for TSS STIG, Version 7, Release 1
ZHCDTO000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZHCDTO002
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZHCDTO020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/0OS IBM System Display and Search Facility (SDSF) for ACF2 STIG, Version 7, Release 1
ZISF0040




Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZISFA000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZISFA002
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZISFA020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZISFA021
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/OS IBM System Display and Search Facility (SDSF) for RACF STIG, Version 7, Release 1
ZISF0040
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZISFR000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZISFR002
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZISFR020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZISFR021
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/OS IBM System Display and Search Facility (SDSF) for TSS STIG, Version 7, Release 1
ZISF0040
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZISFT000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZISFT002
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZISFT020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZISFT021
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/0S NetView for ACF2 STIG, Version 7, Release 1




ZNETO0040
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZNETAO000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZNETA020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/0S NetView for RACF STIG, Version 7, Release 1
ZNETO0040
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZNETRO000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZNETRO020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/OS NetView for TSS STIG, Version 7, Release 1
ZNETO0040
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZNETTO000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZNETTO020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/0OS Quest NC-Pass for ACF2 STIG, Version 7, Release 1
ZNCPAO000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZNCPA020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/0S Quest NC-Pass for RACF STIG, Version 7, Release 1
ZNCPRO000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZNCPRO020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/0OS Quest NC-Pass for TSS STIG, Version 7, Release 1
ZNCPTO000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.




ZNCPTO020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/0OS ROSCOE for ACF2 STIG, Version 7, Release 1
ZROSA000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZROSAO020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZROSA040
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/0OS ROSCOE for RACF STIG, Version 7, Release 1
ZROSRO000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZROSRO020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZROSR040
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/OS ROSCOE for TSS STIG, Version 7, Release 1
ZROST000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZROST020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZROSTO038
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZROST040
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/OS SRR Scripts, Y25M04
ZCIC0030
New Automation.

ACF2-0S-000010
New Automation.

RACF-0S-000020
New Automation.

TSS0-0S-000040




New Automation.

z/0S SRRAUDIT for ACF2 STIG, Version 7, Release 1
ZSRRA000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/0OS SRRAUDIT for RACF STIG, Version 7, Release 1
ZSRRR000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/0OS SRRAUDIT for TSS STIG, Version 7, Release 1
ZSRRTO000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/0S TADz for ACF2 STIG, Version 7, Release 1
ZTADAO000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/0S TADz for RACF STIG, Version 7, Release 1
ZTADRO000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/0OS TADz for TSS STIG, Version 7, Release 1
ZTADTO000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z/0S VSS for RACF STIG, Version 7, Release 1
ZVSSR000
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZVSSR002
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZVSSR020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z0S WebsphereMQ for ACF2 STIG, Version 7, Release 1
ZWMQ0052
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZWMQ0020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZWMQ0040
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z0S WebsphereMQ for RACF STIG, Version 7, Release 1




ZWMQ0052
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZWMQ0020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZWMQO0040
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

z0S WebsphereMQ for TSS STIG, Version 7, Release 1
ZWMQ0052
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZWMQ0020
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.

ZWMQO0040
Updated CCls in zOS Mainframe Products. Addressed issues of STIG style compliance.
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