July 2022 MAINTENANCE RELEASE: STIGS TO BE RELEASED

Apple iOS/iPadOS 15 STIG, Version 1, Release 3
AlOS-15-010500
Updated Verification Procedure and Implementation Instructions to clarify procedures.

AlOS-15-012200
Updated Verification Procedure and Implementation Instructions to clarify procedures.

Apple macOS 12 (Monterey) STIG, Version 1, Release 3
APPL-12-000054
Updated Check text.

APPL-12-000055
Updated Check text.

APPL-12-000056
Updated Check text and fixed typo.

APPL-12-005056
Fixed typo in Check text.

Apple OS X 10.15 STIG, Version 1, Release 9
NA
Restrictions_Policy.mobileconfig updated to reflect AOSX-15-005051.

AOSX-15-005051
Updated verbiage throughout requirement to accommodate approved external devices.

Canonical Ubuntu 18.04 LTS STIG Benchmark, Version 2, Release 7
UBTU-18-010143
Modified OVAL logic to reflect update to the requirement in the manual STIG.

UBTU-18-010016
Added OVAL automation for rule.

UBTU-18-010017
Added OVAL automation for rule.

UBTU-18-010116
Added OVAL automation for rule.

UBTU-18-010238
Added OVAL automation for rule.




UBTU-18-010239
Added OVAL automation for rule.

UBTU-18-010240
Added OVAL automation for rule.

UBTU-18-010301
Added OVAL automation for rule.

Canonical Ubuntu 18.04 LTS STIG, Version 2, Release 8
UBTU-18-010523
Corrected typos in Check and Fix text.

UBTU-18-010143
Updated Rule Title, Check, and Fix text.

UBTU-18-010410
Updated Check and Fix text.

UBTU-18-010151
Updated Check and Fix text.

Canonical Ubuntu 20.04 LTS STIG Benchmark, Version 1, Release 3
UBTU-20-010267
Modified OVAL logic to reflect update to the requirement in the manual STIG.

UBTU-20-010298
Modified OVAL logic to reflect update to the requirement in the manual STIG.

UBTU-20-010006
Modified OVAL logic to allow for other values along with "pwent".

UBTU-20-010104
Updated the path in the OVAL logic to "/etc/security/opasswd".

Canonical Ubuntu 20.04 LTS STIG, Version 1, Release 5
UBTU-20-010267
Updated Check and Fix text.

UBTU-20-010463
Corrected typos in Check and Fix text.

UBTU-20-010458
Updated Rule Title, Check, and Fix text.

UBTU-20-010276




Removed requirement; this is covered under UBTU-20-010179.

UBTU-20-010009
Updated Check and Fix text.

UBTU-20-010172
Updated Check and Fix text.

UBTU-20-010298
Updated Check and Fix text.

UBTU-20-010403
Updated Check and Fix text.

UBTU-20-010443
Updated Check and Fix text.

UBTU-20-010038
Updated Check text command and output.

UBTU-20-010044
Updated Check text command output.

UBTU-20-010006
Updated Check text command.

UBTU-20-010054
Updated Check text command.

UBTU-20-010124
Updated Fix text.

UBTU-20-010430
Updated Rule Title, Check, and Fix text.

UBTU-20-010457
Updated Rule Title, Check, and Fix text.

UBTU-20-010460
Updated Check and Fix text.

UBTU-20-010070
Corrected typos in Check and Fix text.

Cisco I0S Router NDM STIG, Version 2, Release 4
CISC-ND-001200
Modified CCls to merge in requirement CISC-ND-000530, removed HTTPS example in Check and Fix, and




CISC-ND-001030
Modified CCls to merge in requirements CISC-ND-001040 and CISC-ND-001050.

CISC-ND-000140
Modified Check and Fix commands to match other requirements.

CISC-ND-000720
Modified Check and Fix commands to match other requirements.

CISC-ND-001370
Modified Check and Fix commands to match other requirements.

CISC-ND-001000
Updated Check and Fix to remove logging host.

CISC-ND-001310
Merged with requirement CISC-ND-001450.

CISC-ND-001450
Merged in requirement CISC-ND-001310 and removed logging trap from Check and Fix.

CISC-ND-000210
Modified the Rule Title.

CISC-ND-000940
Removed requirement; duplicate of CISC-ND-000210.

CISC-ND-001240
Removed requirement; duplicate of CISC-ND-000210.

CISC-ND-001040
Removed requirement; merged with CISC-ND-001030.

CISC-ND-001050
Removed requirement; merged with CISC-ND-001030.

CISC-ND-000250
Removed requirement; duplicate of CISC-ND-001260.

CISC-ND-001290
Removed requirement; duplicate of CISC-ND-001260.

CISC-ND-000530
Removed requirement; merged with CISC-ND-001200.

CISC-ND-001210




Updated Check and Fix to correct encryptions.

Cisco I0S Switch NDM STIG, Version 2, Release 4
CISC-ND-001200
Modified CCls to merge in requirement CISC-ND-000530, removed HTTPS example in Check and Fix, and

CISC-ND-001030
Modified CCls to merge in requirements CISC-ND-001040 and CISC-ND-001050.

CISC-ND-000140
Modified Check and Fix commands to match other requirements.

CISC-ND-000720
Modified Check and Fix commands to match other requirements.

CISC-ND-001370
Modified Check and Fix commands to match other requirements.

CISC-ND-000010
Modified Check and Fix commands to match other requirements.

CISC-ND-001000
Updated Check and Fix to remove logging host.

CISC-ND-001310
Merged with requirement CISC-ND-001450.

CISC-ND-001450
Merged in requirement CISC-ND-001310 and removed logging trap from Check and Fix.

CISC-ND-000210
Modified the Rule Title.

CISC-ND-000940
Removed requirement; duplicate of CISC-ND-000210.

CISC-ND-001240
Removed requirement; duplicate of CISC-ND-000210.

CISC-ND-001040
Removed requirement; merged with CISC-ND-001030.

CISC-ND-001050
Removed requirement; merged with CISC-ND-001030.

CISC-ND-000250
Removed requirement; duplicate of CISC-ND-001260.




CISC-ND-001290
Removed requirement; duplicate of CISC-ND-001260.

CISC-ND-000530
Removed requirement; merged with CISC-ND-001200.

Cisco I0S XE Router NDM STIG, Version 2, Release 4
CISC-ND-001200
Modified CCls to merge in requirement CISC-ND-000530, removed HTTPS example in Check and Fix, and

CISC-ND-001030
Modified CCls to merge in requirements CISC-ND-001040 and CISC-ND-001050.

CISC-ND-000140
Modified Check and Fix commands to match other requirements.

CISC-ND-000720
Modified Check and Fix commands to match other requirements.

CISC-ND-001370
Modified Check and Fix commands to match other requirements.

CISC-ND-000010

Modified Check and Fix commands to match other requirements.

CISC-ND-001000
Updated Check and Fix to remove logging host.

CISC-ND-001310
Merged with requirement CISC-ND-001450.

CISC-ND-001450
Merged in requirement CISC-ND-001310 and removed logging trap from Check and Fix.

CISC-ND-000210
Modified the Rule Title.

CISC-ND-000940
Removed requirement; duplicate of CISC-ND-000210.

CISC-ND-001240
Removed requirement; duplicate of CISC-ND-000210.

CISC-ND-001040
Removed requirement; merged with CISC-ND-001030.




CISC-ND-001050
Removed requirement; merged with CISC-ND-001030.

CISC-ND-000250
Removed requirement; duplicate of CISC-ND-001260.

CISC-ND-001290
Removed requirement; duplicate of CISC-ND-001260.

CISC-ND-000530
Removed requirement; merged with CISC-ND-001200.

Cisco I0S XE Switch NDM STIG, Version 2, Release 3
CISC-ND-001200
Modified CCls to merge in requirement CISC-ND-000530, removed HTTPS example in Check and Fix, and

CISC-ND-001030
Removed requirement; merged with CISC-ND-001030.

CISC-ND-000140
Modified Check and Fix commands to match other requirements.

CISC-ND-000720
Modified Check and Fix commands to match other requirements.

CISC-ND-001370
Modified Check and Fix commands to match other requirements.

CISC-ND-000010
Modified Check and Fix commands to match other requirements.

CISC-ND-001000
Updated Check and Fix to remove logging host.

CISC-ND-001310
Merged with requirement CISC-ND-001450.

CISC-ND-001450
Merged in requirement CISC-ND-001310 and removed logging trap from Check and Fix.

CISC-ND-000210
Modified the Rule Title.

CISC-ND-000940
Removed requirement; duplicate of CISC-ND-000210.

CISC-ND-001240




Removed requirement; duplicate of CISC-ND-000210.

CISC-ND-001040
Removed requirement; merged with CISC-ND-001030.

CISC-ND-001050
Removed requirement; merged with CISC-ND-001030.

CISC-ND-000250
Removed requirement; duplicate of CISC-ND-001260.

CISC-ND-001290
Removed requirement; duplicate of CISC-ND-001260.

CISC-ND-000530
Removed requirement; merged with CISC-ND-001200.

Cisco I0S-XE Router NDM STIG Benchmark, Version 1, Release 4
CISC-ND-001200
Modified OVAL logic to allow hmac-shal, hmac-sha2-256-etm@openssh.com, and hmac-sha2-512-

CISC-ND-001310
Disabled OVAL logic to reflect requirement removal from the manual STIG.

CISC-ND-000210
Modified OVAL logic to reflect update to the requirement in the manual STIG.

CISC-ND-000940
Disabled OVAL logic to reflect requirement removal from the manual STIG.

CISC-ND-001240
Disabled OVAL logic to reflect requirement removal from the manual STIG.

CISC-ND-001040
Disabled OVAL logic to reflect requirement removal from the manual STIG.

CISC-ND-000250
Disabled OVAL logic to reflect requirement removal from the manual STIG.

CISC-ND-001290
Disabled OVAL logic to reflect requirement removal from the manual STIG.

CISC-ND-000530
Disabled OVAL logic to reflect requirement removal from the manual STIG.

CISC-ND-000470
Modified OVAL logic to allow the default behavior of a blank line for setting "no service pad".




Crunchy Data PostgreSQL STIG, Version 2, Release 1
CD12-00-000900
Changed severity to CAT1.

CD12-00-003200
Changed severity to CAT1.

CD12-00-009500
Changed severity to CAT1.

CD12-00-000800
Changed severity to CAT1.

CD12-00-008300
Changed severity to CAT1.

CD12-00-008100
Changed severity to CAT1.

CD12-00-008000
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.

CD12-00-008200
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.

CD12-00-010200
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.

CD12-00-011400
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.

CD12-00-012300
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.

CD12-00-012800
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.

Database SRG, Version 3, Release 3
SRG-APP-000176-DB-000068
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.

SRG-APP-000179-DB-000114
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.

SRG-APP-000224-DB-000384
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.




SRG-APP-000514-DB-000381
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.

SRG-APP-000514-DB-000382
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.

SRG-APP-000514-DB-000383
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.

EDB Postgres Advanced Server STIG, Version 2, Release 2
PPS9-00-000700
Changed severity to CAT1.

PPS9-00-000800
Changed severity to CAT1.

PPS9-00-003300
Changed severity to CAT1.

PPS9-00-004300
Changed severity to CAT1.

PPS9-00-004400
Changed severity to CAT1.

PPS9-00-005700
Changed severity to CAT1.

PPS9-00-004600
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.

PPS9-00-004900
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.

PPS9-00-012700
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.

PPS9-00-012800
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.

PPS9-00-012900
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.

PPS9-00-013200
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.




EDB Postgres Advanced Server v11 for Windows STIG, Version 2, Release 2
EP11-00-000700
Changed severity to CAT1.

EP11-00-000800
Changed severity to CAT1.

EP11-00-003300
Changed severity to CAT1.

EP11-00-004250
Changed severity to CAT1.

EP11-00-004300
Changed severity to CAT1.

EP11-00-004400
Changed severity to CAT1.

EP11-00-013200
Changed severity to CAT1.
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.

EP11-00-005700
Changed severity to CAT1.

EP11-00-004600
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.

EP11-00-004900
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.

EP11-00-012700
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.

Fortinet FortiGate Firewall NDM STIG, Version 1, Release 2
FGFW-ND-000225
Updated Check and Fix text to be more clear.

FGFW-ND-000235
Updated Check and Fix text to be more clear.

FGFW-ND-000240
Updated Check and Fix text to be more clear.

FGFW-ND-000125
Updated Check text to be more clear.




FGFW-ND-000230
Updated Check text to be more clear.

FGFW-ND-000120
Updated incorrect command in Check.

FGFW-ND-000040
Updated typo in Check command.

FGFW-ND-000065
Updated typo in Check command.

FGFW-ND-000070
Updated typo in Check command.

FGFW-ND-000075
Updated typo in Check command.

FGFW-ND-000080
Updated typo in Check command.

FGFW-ND-000085
Updated typo in Check command.

FGFW-ND-000090
Updated typo in Check command.

FGFW-ND-000105
Updated typo in Check command.

Fortinet FortiGate Firewall STIG, Version 1, Release 2
FNFG-FW-000050
Updated Check and Fix text to be more clear.

FNFG-FW-000100
Updated to the correct CCI.

General Purpose Operating System SRG, Version 2, Release 4
SRG-0S-000120-GPOS-00061
Updated the Vulnerability Discussion to reflect FIPS 140-3.

HBSS ePO 5.x STIG, Version 2, Release 8
H40300 - ePO 5x
Removed note from Check text.

H60100 - ePO 5x




Clarified intent of Check text.

H31160 - ePO 5x
Updated Discussion and Check text.

H90402 - ePO 5x
Added requirement to change the default shared password in DLP settings.

IBM AIX 7.x STIG, Version 2, Release 6
AIX7-00-002147
Updated Rule Title, Check, and Fix text.

AIX7-00-002148
Updated Rule Title, Check, and Fix text.

AIX7-00-002150
Updated Rule Title, Check, and Fix text.

IBM z/OS ACF2 STIG, Version 8, Release 7
ACF2-ES-000140
Changed the command to use NAME instead of ALL.

ACF2-ES-000660
Changed list Command to List if(musass & jobfrom).

ACF2-0S-000010
Changed Non-ASCll characters.

ACF2-0S-000030
Changed Non-ASCII characters.

ACF2-0S-000080
Changed Non-ASCll characters.

ACF2-0S-000210
Changed Non-ASCII characters.

ACF2-SL-000030
Changed Non-ASCll characters.

ACF2-TC-000070
Changed Non-ASCII characters.

ACF2-ES-000030
Changed Check content to OPERATOR instead of PPGM.

ACF2-ES-000150




Changed to assure unique definition CLASMAP and updated Vulnerability Discussion.

ACF2-ES-000220
Changed Non-ASCII characters.

ACF2-US-000120
Removed requirement; it is a duplicate of ACF2-US-000070.

ACF2-SM-000010
Changed to assure unique definition CLASMAP and updated Vulnerability Discussion.

ACF2-ES-000760
Changed Non-ASCll characters.

ACF2-ES-000180
Replaced RACF terminology AUDIT ALL to ACF2

ACF2-US-000070
Revised Vul Discussion for clarity.

Joint Regional Security Stack STIG, Version 2, Release 2
JIE-JRSS-005
Added exception for VDI profile redirection servers.

Juniper Router RTR STIG, Version 2, Release 4
JUNI-RT-000910
Updated Check text policy statement to reject known bad sources.

Kubernetes STIG, Version 1, Release 6
CNTR-K8-001460.
Corrected typo in Fix: "kuberlet" to "kubelet."

CNTR-K8-001470
Corrected typo in Fix: "kuberlet" to "kubelet."

CNTR-K8-001620
Corrected typo in Fix: "kuberlet" to "kubelet."

McAfee ENS 10.x Local Client STIG, Version 1, Release 2
ENS-EP-000001
Added NA statement for standalone systems.

ENS-CO-000100
Added NA statement for standalone systems.

ENS-FW-000003
Added NA statement for standalone systems.




ENS-FW-000008
Added NA statement for classified systems and standalone systems.

ENS-EP-000004
Removed requirement.

ENS-TP-000200
Added NA statement for classified systems and standalone systems.

ENS-TP-000201
Added NA statement for classified systems and standalone systems.

ENS-TP-000202
Added NA statement for classified systems and standalone systems.

ENS-TP-000245
Added NA statement for classified systems and standalone systems.

ENS-TP-000208
Added NA statement for classified systems.

ENS-TP-000209
Added NA statement for standalone systems.

McAfee ENS 10.x STIG, Version 2, Release 8
ENS-FW-000001
HIPS/OPORD FRAGO 6 commentary removed.

ENS-FW-000002
HIPS/OPORD FRAGO 6 commentary removed.

ENS-FW-000003
HIPS/OPORD FRAGO 6 commentary removed.

ENS-FW-000005
HIPS/OPORD FRAGO 6 commentary removed.

ENS-FW-000006
HIPS/OPORD FRAGO 6 commentary removed.

ENS-FW-000007
HIPS/OPORD FRAGO 6 commentary removed.

ENS-FW-000008
HIPS/OPORD FRAGO 6 commentary removed.




ENS-FW-000009
HIPS/OPORD FRAGO 6 commentary removed.

ENS-EP-000002
HIPS/OPORD FRAGO 6 commentary removed.

ENS-EP-000003
HIPS/OPORD FRAGO 6 commentary removed.

ENS-EP-000004
Added NA statement for standalone systems.

ENS-CO-000115
Updated references and Check text.

Microsoft Edge STIG, Version 1, Release 5
EDGE-00-000042
Clarified wording that requirement is optional.

EDGE-00-000039
Clarified wording that requirement is optional.

EDGE-00-000001
Corrected policy name and clarified registry verbiage.

EDGE-00-000036
Corrected Policy options mapping and updated finding statement

Microsoft Exchange 2016 Edge Transport Server STIG, Version 2, Release 4
EX16-ED-000360
Corrected finding statement to verify list of unaccepted domains.

Microsoft lIS 10.0 Server STIG, Version 2, Release 6
lIST-SV-000159
Altered permissions.

Microsoft IIS 10.0 Site STIG, Version 2, Release 6
lIST-S1-000255
Altered Check and Fix.

Microsoft lIS 8.5 Server STIG, Version 2, Release 4
IISW-SV-000159
Altered Fix.

Microsoft IS 8.5 Site STIG, Version 2, Release 6
lISW-SI1-000254
Removed requirement from STIG.




IISW-SI1-000220
Added NA for SharePoint clause.

1ISW-SI1-000242
Added NA for SharePoint clause.

Microsoft Internet Explorer 11 STIG Benchmark, Version 2, Release 2
DTBI999-IE11
Added OVAL automation for rule.

Microsoft Internet Explorer 11 STIG, Version 2, Release 2
DTBI999-IE11
Added requirement to restrict use of IE11 to supported OS versions.

Microsoft Office 365 ProPlus STIG, Version 2, Release 6
0365-EX-000030
Check text now points to correct path.

0365-0U-000009

Removed extraneous space in registry path.

Microsoft Windows 10 STIG Benchmark, Version 1, Release 5
NA
Updated OVAL CPE to register Windows 11 systems non-applicable.

WN10-00-000105
Updated OVAL to account for systems where SNMP is not available as an optional feature.

Mozilla Firefox for Linux STIG Benchmark, Version 1, Release 2
NA

Updated benchmark to include manual STIG rule version updates. No change to OVAL logic.

Mozilla Firefox for Windows STIG Benchmark, Version 1, Release 2
NA

Updated benchmark to include manual STIG rule version updates. No change to OVAL logic.

Mozilla Firefox STIG, Version 6, Release 3
FFOX-00-000006
Expanded list of filetypes.

FFOX-00-000021
Corrected typo in Check.

FFOX-00-000038
Added requirement for "DisablePocket."




FFOX-00-000039
Added requirement for "DisableFirefoxStudies."

NetApp ONTAP DSC 9.X STIG, Version 1, Release 2
NAOT-AC-000009
Merged requirement NAOT-CM-000005 into this requirement.

NAOT-AU-000001
Updated the Discussion to match the Check and Fix.

NAOT-AU-000002
Removed requirement; merged with NAOT-SI-000001.

NAOT-AU-000003
Updated to match the requirement more closely.

NAOT-AU-000005
Removed due to duplicate requirement.

NAOT-CM-000004
Removed requirement.

NAOT-CM-000005
Removed requirement; merged with NAOT-AC-000009.

NAOT-CM-000006
Removed because the Check and Fix did not meet the requirement.

NAOT-CM-000007
Updated to correct the command in the Check and Fix.

NAOT-CM-000008
Updated to fit the requirement more closely.

NAOT-IA-000003
Updated the Check to make the requirement not applicable if SNMP is not enabled.

NAOT-SC-000002
Removed since there is no setting in ONTAP to meet the requirement.

NAOT-SC-000003
Removed since there is no setting in ONTAP to meet the requirement.

NAOT-AC-000006
Merged NAOT-SC-000004 into this requirement.

NAOT-SC-000004




Removed and merged into requirement NAOT-AC-000006.

NAOT-SC-000005
Updated to fit requirement more closely.

NAOT-SI-000001
Updated Check to fit the requirement more closely and merged with requirement NAOT-AU-000002.

NAOT-AC-000008
Removed due to requirement being out of scope.

NAOT-AC-000007
Removed; handled by other requirements.

NAOT-AC-000003
Removed due to requirement being out of scope.

NAOT-1A-000011
Removed requirement due to being out of scope.

NAOT-AC-000010
Updated Check and Fix to remove inaccurate information.

NAOT-AC-000005
Updated Check to standard Check statement.

NAOT-AC-000011
Updated Check to standard Check statement.

NAOT-AU-000004
Updated Check and Fix.

NAOT-AU-000006
Updated Check and Fix.

NAOT-CM-000001
Updated Check to standard Check statement.

NAOT-CM-000002
Updated Check to standard Check statement.

NAOT-1A-000001
Updated Check to standard Check statement.

NAOT-IA-000005
Updated Check to standard Check statement.




NAOT-IA-000006
Updated Check to standard Check statement.

NAOT-IA-000007
Updated Check to standard Check statement.

NAOT-IA-000008
Updated Check to standard Check statement.

NAOT-1A-000009
Updated Check to standard Check statement.

NAOT-IA-000002
Updated the Check to more closely meet the requirement.

NAOT-IA-000004
Updated to give the Check and Fix more detail.

NAOT-AC-000002
Updated and clarified Check content.

NAOT-CM-000009
Updated Check to standard Check statement.

NAOT-MA-000002
Updated Check to standard Check statement.

NAOT-IA-000010
Removed requirement because there is no ONTAP setting for the requirement.

Network Infrastructure Policy STIG, Version 10, Release 3
NET-TUNL-030
Updated the requirement to clarify the Discussion.

Operating System Core SRG, Version 2, Release 0-11
SRG-0S-000120
Updated Rule Title and Vulnerability Discussion with SHA-2 verbiage.

SRG-0S-000074
Updated Rule Title with SHA-2 verbiage.

SRG-0S-000520
Updated Rule Title with SHA-2 verbiage.

SRG-0S-000191
Updated the requirement and Vulnerability Discussion to reflect ESS verbiage.




SRG-0S-000299
Updated the Vulnerability Discussion to reflect FIPS 140-3.

SRG-0S-000393
Updated the Vulnerability Discussion to reflect FIPS 140-3.

SRG-0S-000478
Updated the Vulnerability Discussion to reflect FIPS 140-3.

SRG-0S-000530
Updated Vulnerability Discussion with SHA-2 verbiage.

Oracle Database 12c STIG, Version 2, Release 5
0121-C2-006800
Updated logic in finding statement for unitified auditing.

0121-C2-007400
Updated logic in finding statement for unitified auditing.

0121-C2-007500
Updated logic in finding statement for unitified auditing.

0121-C2-007700
Updated logic in finding statement for unitified auditing.

0121-C2-007800
Updated logic in finding statement for unitified auditing.

0121-C2-007900
Updated logic in finding statement for unitified auditing.

0121-C2-008000
Updated logic in finding statement for unitified auditing.

0121-P3-006200
Updated logic in finding statement for unitified auditing.

0121-C2-003500
Changed severity to CAT1.

0121-C2-016600
Changed severity to CAT1.
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.

0121-C2-015700
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.




0121-C2-016700
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.

0121-C2-015200
Corrected password life script.

0121-C2-007600
Updated logic in finding statement for unitified auditing.

Oracle Linux 7 STIG Benchmark, Version 2, Release 8
OL07-00-010344
Modified OVAL logic to reflect update to the requirement in the manual STIG.

OL07-00-010343
Modified OVAL logic to reflect update to the requirement in the manual STIG.

Oracle Linux 7 STIG, Version 2, Release 8
OL07-00-030820
Updated Check and Fix text.

OL07-00-020029
Fixed typo in Check text.

OL07-00-010339
Updated Check text.

OL07-00-010342
Updated Check text.

OL07-00-010343
Updated Check text.

OL07-00-020023
Updated Check text.

OL07-00-010483
Updated Fix text.

OL07-00-010492
Updated Fix text.

OL07-00-020230
Updated Check and Fix text.

OL07-00-010340
Updated Check and Fix text.




OL07-00-030560
Updated Check and Fix text.

OL07-00-030570
Updated Check and Fix text.

OL07-00-030580
Updated Check and Fix text.

OL07-00-030590
Updated Check and Fix text.

OL07-00-030630
Updated Check and Fix text.

OL07-00-030640
Updated Check and Fix text.

OL07-00-030650
Updated Check and Fix text.

OL07-00-030660
Updated Check and Fix text.

OL07-00-030670
Updated Check and Fix text.

OL07-00-030680
Updated Check and Fix text.

OL07-00-030690
Updated Check and Fix text.

OL07-00-030710
Updated Check and Fix text.

OL07-00-030720
Updated Check and Fix text.

OL07-00-030740
Updated Check and Fix text.

OL07-00-030750
Updated Check and Fix text.

OL07-00-030760
Updated Check and Fix text.




OL07-00-030770
Updated Check and Fix text.

OL07-00-030780
Updated Check and Fix text.

OL07-00-030800
Updated Check and Fix text.

OL07-00-030810
Updated Check and Fix text.

OL07-00-030819
Updated Check and Fix text.

OL07-00-030830
Updated Check and Fix text.

OL07-00-010010
Fixed typo in Check command.

Oracle Linux 8 STIG Benchmark, Version 1, Release 2
OL08-00-020140
Updated OVAL logic to search pwquality.conf and pwaquality.conf.d/*.conf files.

OL08-00-020150
Added OVAL automation for rule.

OL08-00-020160
Added OVAL automation for rule.

OL08-00-020170
Added OVAL automation for rule.

OL08-00-020230
Added OVAL automation for rule.

OL08-00-020280
Added OVAL automation for rule.

OL08-00-020110
Updated OVAL logic to search pwquality.conf and pwaquality.conf.d/*.conf files.

OL08-00-020120
Updated OVAL logic to search pwquality.conf and pwquality.conf.d/*.conf files.




OL08-00-020130
Updated OVAL logic to search pwquality.conf and pwquality.conf.d/*.conf files.

OL08-00-010383
Added OVAL automation for rule.

OL08-00-010384
Added OVAL automation for rule.

OL08-00-040111
Modified OVAL logic to reflect update to the requirement in the manual STIG.

Oracle Linux 8 STIG, Version 1, Release 3
OL08-00-030650
Updated Check and Fix text.

OL08-00-010379
Updated Check text.

OL08-00-040170
Updated Fix text.

OL08-00-020140
Updated Check text.

OL08-00-020150
Updated Check text.

OL08-00-020160
Updated Check text.

OL08-00-020170
Updated Check text.

OL08-00-020230
Updated Check text.

OL08-00-020280
Updated Check text.

OL08-00-020300
Updated Check text.

OL08-00-020104
Updated Check text.

OL08-00-020110




Updated Check text.

OL08-00-020120
Updated Check text.

OL08-00-020130
Updated Check text.

OL08-00-010380
Updated Check and Fix text.

OL08-00-010372
Updated Check text.

OL08-00-010373
Updated Check text.

OL08-00-010374
Updated Check text.

OL08-00-010375
Updated Check text.

OL08-00-010376
Updated Check text.

OL08-00-010383
Updated Check text.

OL08-00-010384
Updated Check text.

OL08-00-010430
Updated Check text.

OL08-00-010671
Updated Check text.

OL08-00-040209
Updated Check text.

OL08-00-040210
Updated Check text.

OL08-00-040220
Updated Check text.




OL08-00-040230
Updated Check text.

OL08-00-040239
Updated Check text.

OL08-00-040240
Updated Check text.

OL08-00-040249
Updated Check text.

OL08-00-040250
Updated Check text.

OL08-00-040259
Updated Check text.

OL08-00-040260
Updated Check text.

OL08-00-040261
Updated Check text.

OL08-00-040262
Updated Check text.

OL08-00-040270
Updated Check text.

OL08-00-040279
Updated Check text.

OL08-00-040280
Updated Check text.

OL08-00-040281
Updated Check text.

OL08-00-040282
Updated Check text.

OL08-00-040283
Updated Check text.

OL08-00-040284
Updated Check text.




OL08-00-040285
Updated Check text.

OL08-00-040286
Updated Check text.

OL08-00-030270
Removed requirement; this is covered under OL08-00-030200.

OL08-00-040111
Updated Check and Fix text.

PostgreSQL 9.x STIG, Version 2, Release 3
PGS9-00-000500
Changed severity to CAT1.

PGS9-00-000900
Changed severity to CAT1.

PGS9-00-003200
Changed severity to CAT1.

PGS9-00-009500
Changed severity to CAT1.

PGS9-00-000800
Changed severity to CAT1.

PGS9-00-008300
Changed severity to CAT1.

PGS9-00-008000
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.

PGS9-00-008200
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.

PGS9-00-010200
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.

PGS9-00-011400
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.

PGS9-00-012300
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.




PGS9-00-012800
Cryptographic modules should require either FIPS 140-2 or FIPS 140-3 validation.

Red Hat Enterprise Linux 7 STIG Benchmark, Version 3, Release 8
RHEL-07-010342
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-07-010343
Modified OVAL logic to reflect update to the requirement in the manual STIG.

Red Hat Enterprise Linux 7 STIG, Version 3, Release 8
RHEL-07-030820
Updated Check and Fix text.

RHEL-07-020029
Fixed typo in Check text.

RHEL-07-010339
Updated Check text.

RHEL-07-010342
Updated Check text.

RHEL-07-010343
Updated Check text.

RHEL-07-020023
Updated Check text.

RHEL-07-010492
Updated Fix text.

RHEL-07-010483
Updated Fix text.

RHEL-07-020230
Updated Check and Fix text.

RHEL-07-010340
Updated Check and Fix text.

RHEL-07-030560
Updated Check and Fix text.

RHEL-07-030570
Updated Check and Fix text.




RHEL-07-030580
Updated Check and Fix text.

RHEL-07-030590
Updated Check and Fix text.

RHEL-07-030630
Updated Check and Fix text.

RHEL-07-030640
Updated Check and Fix text.

RHEL-07-030650
Updated Check and Fix text.

RHEL-07-030660
Updated Check and Fix text.

RHEL-07-030670
Updated Check and Fix text.

RHEL-07-030680
Updated Check and Fix text.

RHEL-07-030690
Updated Check and Fix text.

RHEL-07-030710
Updated Check and Fix text.

RHEL-07-030720
Updated Check and Fix text.

RHEL-07-030740
Updated Check and Fix text.

RHEL-07-030750
Updated Check and Fix text.

RHEL-07-030760
Updated Check and Fix text.

RHEL-07-030770
Updated Check and Fix text.

RHEL-07-030780
Updated Check and Fix text.




RHEL-07-030800
Updated Check and Fix text.

RHEL-07-030810
Updated Check and Fix text.

RHEL-07-030819
Updated Check and Fix text.

RHEL-07-030830
Updated Check and Fix text.

Red Hat Enterprise Linux 8 STIG Benchmark, Version 1, Release 6
RHEL-08-020140
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-010383
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-010384
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-020300
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-020150
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-020170
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-020230
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-020110
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-020120
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-010380
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-010430
Modified OVAL logic to reflect update to the requirement in the manual STIG.




RHEL-08-040283
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-040284
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-040285
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-040286
Modified OVAL logic to reflect update to the requirement in the manual STIG.

RHEL-08-040111
Modified OVAL logic to reflect update to the requirement in the manual STIG.

Red Hat Enterprise Linux 8 STIG, Version 1, Release 7
RHEL-08-020104
Updated Check text.

RHEL-08-020041
Updated Check text command and corrected typos in Check and Fix.

RHEL-08-020140
Updated Check text.

RHEL-08-010379
Updated Check text.

RHEL-08-010383
Updated Check text.

RHEL-08-010384
Updated Check text.

RHEL-08-010671
Updated Check text.

RHEL-08-020300
Updated Check text.

RHEL-08-030650
Updated Check text command.

RHEL-08-040170
Updated Fix text.

RHEL-08-010672




Updated Check and Fix text.

RHEL-08-020130
Updated Check text.

RHEL-08-020150
Updated Check text.

RHEL-08-020160
Updated Check text.

RHEL-08-020170
Updated Check text.

RHEL-08-020230
Updated Check text.

RHEL-08-020280
Updated Check text.

RHEL-08-020110
Updated Check text.

RHEL-08-020120
Updated Check text.

RHEL-08-010380
Updated Check and Fix text.

RHEL-08-010372
Updated Check text.

RHEL-08-010373
Updated Check text.

RHEL-08-010374
Updated Check text.

RHEL-08-010375
Updated Check text.

RHEL-08-010376
Updated Check text.

RHEL-08-010430
Updated Check text.




RHEL-08-040209
Updated Check text.

RHEL-08-040210
Updated Check text.

RHEL-08-040220
Updated Check text.

RHEL-08-040230
Updated Check text.

RHEL-08-040239
Updated Check text.

RHEL-08-040240
Updated Check text.

RHEL-08-040249
Updated Check text.

RHEL-08-040250
Updated Check text.

RHEL-08-040259
Updated Check text.

RHEL-08-040260
Updated Check text.

RHEL-08-040261
Updated Check text.

RHEL-08-040262
Updated Check text.

RHEL-08-040270
Updated Check text.

RHEL-08-040279
Updated Check text.

RHEL-08-040280
Updated Check text.

RHEL-08-040281
Updated Check text.




RHEL-08-040282
Updated Check text.

RHEL-08-040283
Updated Check text.

RHEL-08-040284
Updated Check text.

RHEL-08-040285
Updated Check text.

RHEL-08-040286
Updated Check text.

RHEL-08-040111
Updated Check and Fix text.

Samsung Android 12 KPE 3.x COBO STIG, Version 1, Release 2
KNOX-12-110090
Updated requirement to clarify intent and procedures.

Samsung Android 12 KPE 3.x COPE STIG, Version 1, Release 2
KNOX-12-210090
Updated requirement to clarify intent and procedures.

Samsung Android OS9 Knox 3.x COBO (KPE AE) STIG, Version 1, Release 4
KNOX-09-999991
Added new requirement to sunset STIG.

Samsung Android OS9 Knox 3.x COBO (KPE Legacy) STIG, Version 1, Release 5
KNOX-09-999992
Added new requirement to sunset STIG.

Samsung Android OS9 Knox 3.x COPE (KPE AE) STIG, Version 1, Release 4
KNOX-09-999993
Added new requirement to sunset STIG.

Samsung Android OS9 Knox 3.x COPE (KPE Legacy) STIG, Version 1, Release 5
KNOX-09-999994
Added new requirement to sunset STIG.

Samsung SDS EMM STIG, Version 1, Release 3
SSDS-00-200210
Corrected Check text.




SSDS-00-200070
Modified Title, Discussion, and Check to clarify the requirement.

Splunk Enterprise 8.x For Linux STIG, Version 1, Release 3
SPLK-CL-000290(
Updated Fix text to correct file paths.

SPLK-CL-000090
Updated the check and fix to correct the syntax.

SUSE Linux Enterprise Server 12 STIG Benchmark, Version 2, Release 7
SLES-12-010112
Modified OVAL logic to reflect update to the requirement in the manual STIG.

SLES-12-010113
Modified OVAL logic to reflect update to the requirement in the manual STIG.

SLES-12-010882
Modified OVAL logic to reflect update to the requirement in the manual STIG.

SUSE Linux Enterprise Server 12 STIG, Version 2, Release 7
SLES-12-020490
Corrected typos in Check and Fix text.

SLES-12-010109
Updated Check and Fix text.

SLES-12-010112
Updated Check text.

SLES-12-010113
Updated Check and Fix text.

SLES-12-010882
Updated Rule Title, Check, and Fix text.

SUSE Linux Enterprise Server 15 STIG Benchmark, Version 1, Release 2
SLES-15-020102
Modified OVAL logic to reflect update to the requirement in the manual STIG.

SLES-15-020103
Modified OVAL logic to reflect update to the requirement in the manual STIG.

SLES-15-010361
Modified OVAL logic to reflect update to the requirement in the manual STIG.

SUSE Linux Enterprise Server 15 STIG, Version 1, Release 7




SLES-15-020099
Updated Check and Fix text.

SLES-15-020102
Updated Check text.

SLES-15-020103
Updated Check text.

SLES-15-010361
Updated Rule Title, Check, and Fix text.

Trend Micro IDPS STIG, Version 1, Release 2
TIPP-IP-000080
Removed this requirement because TippingPoint is not a Layer 3 inspection device. TippingPoint inspects L2

TIPP-IP-000270
Changed the Fix procedure to search for an updated list instead of giving a static list in the procedure, since

TIPP-IP-000290
Changed the Check and Fix procedures to use a DV filter since the traffic management rules are not as robust.

TIPP-IP-000300
Changed the Fix procedure to search for an updated list instead of giving a static list in the procedure since

TIPP-IP-000070
Changed "security-optimized" to "Default." Added note explaining that if the site has set up a security profile
and is not using the default profile, then this should be inspected using the site's SSP for compliance.
Added note explaining that if the site has set up a security profile and is not using the default profile, then

TIPP-IP-000240
Changed "security-optimized" to "Default." Added note explaining that if the site has set up a security profile
and is not using the default profile, then this should be inspected using the site's SSP for compliance.

TIPP-IP-000250
Changed "security-optimized" to "Default." Added note explaining that if the site has set up a security profile
and is not using the default profile, then this should be inspected using the site's SSP for compliance.

TIPP-IP-000380
Changed "security-optimized" to "Default." Added note explaining that if the site has set up a security profile
and is not using the default profile, then this should be inspected using the site's SSP for compliance.

TIPP-IP-000420
Changed "security-optimized" to "Default." Added note explaining that if the site has set up a security profile
and is not using the default profile, then this should be inspected using the site's SSP for compliance.

TIPP-IP-000410




Changed "security-optimized" to "Default." Added note explaining that if the site has set up a security profile
and is not using the default profile, then this should be inspected using the site's SSP for compliance.

TIPP-IP-000400
Changed "security-optimized" to "Default." Added note explaining that if the site has set up a security profile
and is not using the default profile, then this should be inspected using the site's SSP for compliance.

TIPP-IP-000350
Added note explaining that if the site has set up a security profile and is not using the default profile, then

TIPP-IP-000010(]
Added note explaining that if the site has set up a security profile and is not using the default profile, then

TIPP-IP-000020(
Added note explaining that if the site has set up a security profile and is not using the default profile, then

TIPP-IP-000030(
Added note explaining that if the site has set up a security profile and is not using the default profile, then

TIPP-IP-000040(
Added note explaining that if the site has set up a security profile and is not using the default profile, then

TIPP-IP-000050(
Added note explaining that if the site has set up a security profile and is not using the default profile, then

TIPP-IP-000060(
Added note explaining that if the site has set up a security profile and is not using the default profile, then

Video Services Policy STIG , Version 1, Release 12
RTS-VTC 9000
Added requirement to Sunset STIG.

VMware vSphere 6.7 EAM Tomcat STIG, Version 1, Release 3
VCEM-67-000027
Corrected typo in Check.

VMware vSphere 6.7 Photon OS STIG, Version 1, Release 4
PHTN-67-000033
Corrected typo in Check.

PHTN-67-000129
Corrected typo in Fix.

VMware vSphere 6.7 STIG, NA
NA
Altered VMM STIG Verbiage in Overview Document.




Voice Video Endpoint SRG, Version 2, Release 2
SRG-NET-000366
Added requirement to Sunset STIG.

Voice Video Services Policy Security STIG, Version 3, Release 18
VVT 9000
Added requirement to Sunset STIG.

Voice Video Session Management SRG, Version 2, Release 2
SRG-NET-000366
Added requirement to Sunset STIG.

Voice/Video over Internet Protocol (VVolP) STIG, Version 3, Release 15
VVolP 9000
Added requirement to Sunset STIG.

z/OS SRR Scripts, Version 6, Release 54
NA
Corrections made to ESPS system for importing generated xml data.

ACF2-SM-000060
New Automation.

RACF-SM-000050
New Automation.

TSS0-SM-000040
New Automation.

z0S IBM SDSF for ACF2 STIG, Version 6, Release 10
ZISFA020

Updated requirement to allow access by the Site Security.

zOS IBM SDSF for RACF STIG, Version 6, Release 9
ZISFR020

Updated requirement to allow access by the Site Security.

zOS IBM SDSF for TSS STIG, Version 6, Release 10
ZISFT020

Updated requirement to allow access by the Site Security.
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