
JULY 2023 MAINTENANCE RELEASE: STIGS TO BE RELEASED

Apache Server 2.4 Unix Site STIG, Version 2, Release 4
AS24-U2-000880

Removed requirement.

Apache Tomcat Application Server 9 STIG, Version 2, Release 5
TCAT-AS-000030

Updated parameter names in fix text.

Apple macOS 12 (Monterey) STIG, Version 1, Release 7
APPL-12-002068

Updated check and fix text.

Application Security and Development STIG, Version 5, Release 3
APSC-DV-000420

Inserted NA criteria to be consistent with V-222413, V-222414, V-222415, and V-222416.

APSC-DV-000880
Inserted NA criteria to be consistent with V-222413, V-222414, V-222415, and V-222416.

APSC-DV-001510
Updated PPSM link.

APSC-DV-003190
Updated CCI reference to CCI-003161.

Application Server SRG, Version 3, Release 4
SRG-APP-000439-AS-000155

Changed Severity from CAT II to CAT I.

SRG-APP-000439-AS-000274
Changed Severity from CAT II to CAT I.

BlackBerry Enterprise Mobility Server (BEMS) 3.x STIG, Version 1, Release 2
BEMS-03-013900

Updated check text to clarify procedure.

Canonical Ubuntu 20.04 LTS STIG Benchmark, Version 1, Release 7
NA

Published new benchmark to include rule version updates.

Canonical Ubuntu 20.04 LTS STIG, Version 1, Release 9
UBTU-20-010033

Corrected grep syntax error.



UBTU-20-010437
Fixed truncation issue in rule title.

Cisco IOS Router RTR STIG, Version 2, Release 5
CISC-RT-000510

Updated requirement to be NA on specific JRSS systems.

CISC-RT-000520
Updated requirement to be NA on specific JRSS systems.

CISC-RT-000760
Removed reference to QOS DODIN Technical Profile.

CISC-RT-000770
Removed reference to QOS DODIN Technical Profile.

Cisco IOS Switch RTR STIG, Version 2, Release 4
CISC-RT-000760

Removed reference to QOS DODIN Technical Profile.

CISC-RT-000770
Removed reference to QOS DODIN Technical Profile.

Cisco IOS XE Router RTR STIG, Version 2, Release 8
CISC-RT-000510

Updated requirement to be NA on specific JRSS systems.

CISC-RT-000520
Updated requirement to be NA on specific JRSS systems.

CISC-RT-000760
Removed reference to QOS DODIN Technical Profile.

CISC-RT-000770
Removed reference to QOS DODIN Technical Profile.

Cisco IOS XE Switch L2S STIG, Version 2, Release 4
CISC-L2-000090

Removed "and host" from check text.

Cisco IOS XE Switch RTR STIG, Version 2, Release 4
CISC-RT-000760

Removed reference to QOS DODIN Technical Profile.

CISC-RT-000770
Removed reference to QOS DODIN Technical Profile.



Cisco IOS XR Router RTR STIG, Version 2, Release 3
CISC-RT-000760

Removed reference to QOS DODIN Technical Profile.

CISC-RT-000770
Removed reference to QOS DODIN Technical Profile.

Cisco NX OS Switch L2S STIG, Version 2, Release 2
CISC-L2-000190

Updated check text for correct syntax.

Cisco NX OS Switch RTR STIG, Version 2, Release 3
CISC-RT-000760

Removed reference to QOS DODIN Technical Profile.

CISC-RT-000770
Removed reference to QOS DODIN Technical Profile.

Container Platform SRG, Version 1, Release 4
SRG-APP-000165-CTR-000405

Changed the rule title to five generations to be consistent with the parent SRG.

SRG-APP-000439-CTR-001080
Changed Severity to CAT I.

Domain Name System (DNS) SRG, Version 3, Release 1
SRG-APP-000439-DNS-000063

Changed Severity to CAT I.

Esri ArcGIS for Server 10.3 STIG, Version 2, Release 1
AGIS-00-000999

Added requirement to sunset STIG.

Forescout NAC STIG, Version 1, Release 4
FORE-NC-000060

Reworded the requirement to narrow the scope. Focus is on identification and approval of devices 
that will bypass the NAC rather than requiring all traffic to flow through the NAC.

FORE-NC-000070
Changed rule title to reflect C2C 2 since this requires policies to be enforced.

Fortinet Fortigate Firewall NDM STIG, Version 1, Release 4
FGFW-ND-000230

Updated check to correct a typo.

FGFW-ND-000295



Updated check and fix to correct syntax.

FGFW-ND-000300
Updated check and fix to correct admin-login-max.

General Purpose Operating System SRG, Version 2, Release 6
SRG-OS-000423-GPOS-00187

Updated severity to CAT I for consistency across all SRGs based on associated CCI.

SRG-OS-000481-GPOS-00481
Updated severity to CAT I for consistency across all SRGs based on associated CCI.

HPE 3PAR SSMC Web Server STIG, Version 1, Release 2
SSMC-WS-010020

Corrected typo in check and fix.

SSMC-WS-010100
Corrected typo in check and fix.

IBM AIX 7.x STIG, Version 2, Release 8
AIX7-00-002038

Updated check and fix to accommodate an offset from UTC.

IBM DB2 V10.5 for Linux, Unix, and Windows (LUW) STIG, Version 2, Release 1
DB2X-00-003800

Corrected command in fix content.

DB2X-00-004100
Corrected command in fix content.

DB2X-00-004600
Corrected command in check content.

DB2X-00-008600
Corrected command in check content.

DB2X-00-009100
Corrected command in check content.

DB2X-00-009200
Corrected command in check content.

IBM zOS ACF2 STIG, Version 8, Release 12
ACF2-ES-000120

Modified title, check, and/or fix to use ACF2-specific terms.

ACF2-ES-000140



Modified title, check, and/or fix to use ACF2-specific terms.

ACF2-ES-000200
Modified title, check, and/or fix to use ACF2-specific terms.

ACF2-ES-000240
Modified title, check, and/or fix to use ACF2-specific terms.

ACF2-ES-000250
Modified title, check, and/or fix to use ACF2-specific terms.

ACF2-ES-000260
Modified title, check, and/or fix to use ACF2-specific terms.

ACF2-ES-000280
Modified title, check, and/or fix to use ACF2-specific terms.

ACF2-ES-000290
Modified title, check, and/or fix to use ACF2-specific terms.

ACF2-ES-000300
Modified title, check, and/or fix to use ACF2-specific terms.

ACF2-ES-000310
Modified title, check, and/or fix to use ACF2-specific terms.

ACF2-ES-000320
Modified title, check, and/or fix to use ACF2-specific terms.

ACF2-ES-000330
Modified title, check, and/or fix to use ACF2-specific terms.

ACF2-ES-000440
Modified title, check, and/or fix to use ACF2-specific terms.

ACF2-ES-000470
Modified title, check, and/or fix to use ACF2-specific terms.

ACF2-ES-000600
Modified title, check, and/or fix to use ACF2-specific terms.

ACF2-ES-000970
Modified title, check, and/or fix to use ACF2-specific terms.

ACF2-OS-000180
Modified title, check, and/or fix to use ACF2-specific terms.



ACF2-SH-000050
Added CCI-001453.

ACF2-US-000110
Modified title, check, and/or fix to use ACF2-specific terms.

IBM zOS RACF STIG, Version 8, Release 12
RACF-ES-000785

Modified rule title and discussion to refer to password phrases.

Jamf Pro v10.x EMM STIG, Version 2, Release 1
JAMF-10-200065

Updated Severity to CAT I due to upgrade of CCI-002418 to CAT I.

Joint Regional Security Stack STIG, Version 2, Release 3
JIE-JRSS-00170

Added new requirement to configure the JMN to use DoD PKI as multifactor authentication (MFA) for 
all initial user logins and to configure network/DCO devices managed via JMN/JMS to use a different 
authentication type for administrative access.

Juniper EX NDM STIG, Version 1, Release 4
JUEX-NM-000090

Fixed a typo in the banner in the check and fix.

JUEX-NM-000250
Removed requirement. Product uses password locally, which is configured in an existing 
requirement.

JUEX-NM-000390
Added note regarding Sha1.

JUEX-NM-000510
Removed SHA1 references.

Kubernetes STIG Benchmark, Version 1, Release 2
CNTR-K8-000270

Modified OVAL logic to reflect update to the manual STIG.

CNTR-K8-000900
Modified OVAL logic to reflect update to the manual STIG.

CNTR-K8-001300
Modified OVAL logic to reflect update to the manual STIG.

CNTR-K8-001620
Modified OVAL logic to reflect update to the manual STIG.



CNTR-K8-003160
Modified OVAL logic to reflect update to the manual STIG.

CNTR-K8-003250
Disabled OVAL content to reflect removal from the manual STIG.

CNTR-K8-003350
Disabled OVAL content to reflect removal from the manual STIG.

Kubernetes STIG, Version 1, Release 10
CNTR-K8-000270

Changed check for clarity and consistency.

CNTR-K8-000330
Revised discussion, check, and fix. The read-only-port option has been deprecated and replaced by 
the readOnlyPort KubeletConfiguration field. Removed procedure for control plane version worker 
nodes.

CNTR-K8-000370
Revised check and fix. The anonymous-auth option has been deprecated and replaced by the 
"enabled" KubeletAnonymousAuthentication field. Removed procedure for control plane version 
worker nodes.

CNTR-K8-000380
Revised check and fix. The authorization-mode option has been deprecated and replaced by the 
"mode" field in KubeletAuthorization. Removed procedure for control plane version worker nodes.

CNTR-K8-000440
Revised check and fix to reflect staticPodPath is a valid field for KubeletConfiguration.

CNTR-K8-000450
Revised check and fix. The kubelet feature-gates option has been deprecated and replaced by the 
"featureGates" field in KubeletAuthorization.

CNTR-K8-000460
Revised check and fix. The DynamicKubeletConfig flag was deprecated as of v1.22 and will be 
removed after v1.25 (end of life 28 October 2023). The kubelet feature-gates option has been 
deprecated and replaced by the "featureGates" field in KubeletAuthorization.

CNTR-K8-000850
Revised check and fix as hostname-override is a valid kubelet option.

CNTR-K8-000880
Changed rule title to refer to KubeletConfiguration file instead of Kubernetes kubelet configuration.

CNTR-K8-000890



Revised check and fix to refer to KubeletConfiguration file instead of Kubernetes kubelet 
configuration and to look for permissions in the sysconfig and not the manifest directory.

CNTR-K8-000900
Merged discussion, check, and fix from CNTR-K8-003250, which is being removed.

CNTR-K8-001300
Revised check and fix. The streaming-connection-idle-timeout option has been deprecated and 
replaced by the streamingConnectionIdleTimeout KubeletConfiguration field.

CNTR-K8-001410
Updated discussion to match the check. 

CNTR-K8-001420
Revised discussion, check, and fix. The client-ca-file option has been deprecated and replaced by 
the clientCAFile KubeletConfiguration field. Removed redundant API server manifest check.

CNTR-K8-001460
Revised rule title, discussion, check, and fix. The tls-private-key-file option has been deprecated and 
replaced by the tlsPrivateKeyFile KubeletConfiguration field.

CNTR-K8-001470
Revised rule title, discussion, check, and fix. The tls-cert-file option has been deprecated and 
replaced by the tlsCertFile KubeletConfiguration field.

CNTR-K8-001620
Revised check and fix. The protect-kernel-defaults option has been deprecated and replaced by the 
protectKernelDefaults KubeletConfiguration field.

CNTR-K8-001990
Revised fix for clarity and consistency. 

CNTR-K8-002001
Revised rule title, discussion, check, and fix. The kubelet feature-gates option has been deprecated 
and replaced by the "featureGates" field in KubeletAuthorization.

CNTR-K8-002630
Changed Severity to CAT I.

CNTR-K8-002640
Changed Severity to CAT I.

CNTR-K8-003160
Revised check and fix. The client-ca-file option has been deprecated and replaced by the 
clientCAFile KubeletConfiguration field.



CNTR-K8-003170
Revised check and fix. The client-ca-file option has been deprecated and replaced by the 
clientCAFile KubeletConfiguration field.

CNTR-K8-003190
Changed control to refer to KubeConfig file instead of Kubernetes kubelet conf.

CNTR-K8-003200
Changed control to refer to KubeConfig file instead of Kubernetes kubelet conf.

CNTR-K8-003250
Removed this requirement and merged the information into CNTR-K8-000900.

CNTR-K8-003260
Rewrote the commands used by the check and fix to be recursive. 

CNTR-K8-003330
In check and fix, changed the "find" piped into "xargs" to be recursive into subdirectories.

CNTR-K8-003340
In check and fix, changed the "find" piped into "xargs" to be recursive into subdirectories.

CNTR-K8-003350
Removed requirement, which was a duplicate of CNTR-K8-000170.

McAfee ENS 10.x Local Client STIG, Version 1, Release 5
ENS-FW-000003

Updated CCI reference to CCI-002190.

Microsoft Azure SQL Database STIG, Version 1, Release 2
ASQL-00-000400

Corrected copy and paste error in the check.

ASQL-00-010900
Changed focus to solely audit storage requirements.

ASQL-00-011000
Corrected function called in the check.

Microsoft Edge STIG, Version 1, Release 7
EDGE-00-000001

Provided example syntax in fix text.

Microsoft OneDrive STIG, Version 2, Release 3
DTOO607

Revised fix text to change synchronizing to syncing.



Microsoft SQL Server 2016 Instance STIG, Version 2, Release 10
SQL6-D0-009900

Revised rule title.

SQL6-D0-012800
Revised broken link in check content.

Mozilla Firefox STIG, Version 6, Release 5
FFOX-00-000016

Altered check/fix to encompass SIPR.

Operating System Core SRG, Version 2, Release 0-13
SRG-OS-000481

Updated severity to CAT I for consistency across all SRGs based on associated CCI.

Oracle Database 12c STIG, Version 2, Release 8
O121-C2-002700

Added note to fix content regarding privileges.

O121-C2-015200
Corrected script in check.

O121-C2-015500
Removed requirement because the product inherently meets it.

O121-OS-011200
In check, changed script to check OS setting rather than DB; clarified text.

Oracle Linux 7 STIG Benchmark, Version 2, Release 12
NA

Published new benchmark to include rule version updates.

Oracle Linux 7 STIG, Version 2, Release 12
OL07-00-010199

Corrected "use_authtok" issue.

OL07-00-010200
Corrected "use_authtok" issue.

OL07-00-010270
Corrected "use_authtok" issue.

OL07-00-010271
Fixed spelling error in Discussion.

OL07-00-020690
Fixed example output.



OL07-00-020700
Fixed example output.

OL07-00-020710
Fixed example output.

OL07-00-031000
Clarified syslog UDP and VM FDE.

OL07-00-040320
Clarified SSH ClientAliveCountMax wording.

OL07-00-040340
Clarified SSH ClientAliveCountMax wording.

Oracle Linux 8 STIG Benchmark, Version 1, Release 6
OL08-00-010371

Updated regex to resolve catastrophic backtracking.

OL08-00-010372
Disabled OVAL content as OVAL is unable to determine the state of secureboot.

Oracle Linux 8 STIG, Version 1, Release 7
OL08-00-010030

Clarified syslog UDP and VM FDE.

OL08-00-010200
Clarified SSH ClientAliveCountMax wording.

OL08-00-010201
Clarified SSH ClientAliveCountMax wording.

OL08-00-010290
Revised ".openssh.com" algorithms.

OL08-00-010291
Revised ".openssh.com" algorithms.

OL08-00-010372
Clarified applicability of rule to UEK systems.

OL08-00-010471
Revised use of "rngd" in FIPS mode.

OL08-00-020035
Created new rule for logind idle timeout.



OL08-00-020041
Revised existing rule related to logind idle timeout.

OL08-00-030690
Clarified syslog UDP and VM FDE.

Oracle MySQL 8.0 STIG, Version 1, Release 4
MYS8-00-011500

Corrected syntax in fix content.

Palo Alto Networks Prisma Cloud Compute STIG, Version 1, Release 3
CNTR-PC-001390

Changed Severity to CAT I.

Rancher Government Solutions Multi-Cluster Manager STIG, Version 1, Release 3
CNTR-RM-000250

Revised check to allow for other logging solutions.

CNTR-RM-001730
Updated check and fix text errors and formatting.

Rancher Government Solutions RKE2 STIG, Version 1, Release 3
CNTR-R2-000030

Updated the fix to conform to how the change should be made in config.yaml.

CNTR-R2-000100
Updated the fix to conform to how the change should be made in config.yaml.

CNTR-R2-000140
Updated the check and fix to allow for Kubernetes 1.25 and forward.

CNTR-R2-000150
Updated the fix to conform to how the change should be made in config.yaml.

CNTR-R2-000160
Updated the fix to conform to how the change should be made in config.yaml.

CNTR-R2-000320
Updated the fix to conform to how the change should be made in config.yaml.

CNTR-R2-000520
Updated check and fix to set permissions on files in "/etc/rancher/rke2" to 600 and changed 
manifests to 0751.

CNTR-R2-000550
Addressed default RKE2 components that need to be disabled.



CNTR-R2-001130
Updated the check and fix to allow for Kubernetes 1.25 and forward.

CNTR-R2-001500
Updated the fix text to clarify language.

CNTR-R2-001620
Updated the check to the correct syntax and revised URL.

Red Hat Enterprise Linux 7 STIG Benchmark, Version 3, Release 12
NA

Published new benchmark to include rule version updates.

Red Hat Enterprise Linux 7 STIG, Version 3, Release 12
RHEL-07-010199

Corrected "use_authtok" issue.

RHEL-07-010200
Corrected "use_authtok" issue.

RHEL-07-010270
Corrected "use_authtok" issue.

RHEL-07-020690
Fixed example output.

RHEL-07-020700
Fixed example output.

RHEL-07-020710
Fixed example output.

RHEL-07-031000
Clarified syslog UDP and VM FDE.

RHEL-07-040320
Clarified SSH ClientAliveCountMax wording.

RHEL-07-040340
Clarified SSH ClientAliveCountMax wording.

Red Hat Enterprise Linux 8 STIG Benchmark, Version 1, Release 10
RHEL-08-010000

Modified OVAL logic to exclude RHEL 8.4 and RHEL 8.7 from compliance.

RHEL-08-010371



Updated regex to resolve catastrophic backtracking.

Red Hat Enterprise Linux 8 STIG, Version 1, Release 11
RHEL-08-010030

Revised "not applicable" statement in check.

RHEL-08-010200
Clarified SSH ClientAliveCountMax wording.

RHEL-08-010201
Clarified SSH ClientAliveCountMax wording.

RHEL-08-010290
Revised ".openssh.com" algorithms.

RHEL-08-010291
Revised ".openssh.com" algorithms.

RHEL-08-010471
Revised use of "rngd" in FIPS mode.

RHEL-08-010770
Fixed example output.

RHEL-08-020035
Created new rule for logind idle timeout.

RHEL-08-020041
Revised existing rule related to the tmux session controller.

RHEL-08-030690
Clarified syslog UDP and VM FDE.

Samsung Android OS 10 with Knox 3.x STIG, Version 2, Release 1
KNOX-10-999999

Added requirement to sunset STIG.

Solaris 11 SPARC STIG, Version 2, Release 8
SOL-11.1-010230

Updated check to replace the "cusa" meta class language.

SOL-11.1-010250
Updated check to replace the "cusa" meta class language.

SOL-11.1-010260
Updated check to replace the "cusa" meta class language.



SOL-11.1-010270
Updated check to replace the "cusa" meta class language.

SOL-11.1-010290
Updated check to replace the "cusa" meta class language.

SOL-11.1-010300
Updated check to replace the "cusa" meta class language.

SOL-11.1-010330
Updated check to replace the "cusa" meta class language.

Solaris 11 X86 STIG, Version 2, Release 8
SOL-11.1-010230

Updated check to replace the "cusa" meta class language.

SOL-11.1-010250
Updated check to replace the "cusa" meta class language.

SOL-11.1-010260
Updated check to replace the "cusa" meta class language.

SOL-11.1-010270
Updated check to replace the "cusa" meta class language.

SOL-11.1-010290
Updated check to replace the "cusa" meta class language.

SOL-11.1-010300
Updated check to replace the "cusa" meta class language.

SOL-11.1-010330
Updated check to replace the "cusa" meta class language.

Splunk Enterprise 7.x for Windows STIG, Version 2, Release 4
SPLK-CL-000035

Updated check and fix to correct banner.

Splunk Enterprise 8.x for Linux STIG, Version 1, Release 4
SPLK-CL-000080

Updated fix to correct banner.

SUSE Linux Enterprise Server 12 STIG Benchmark, Version 2, Release 10
NA

Published new benchmark to include rule version updates.

SUSE Linux Enterprise Server 12 STIG, Version 2, Release 11



SLES-12-010331 
Corected typo in Discussion.

SLES-12-010877
Revised use of sticky bits.

Traditional Security Checklist, Version 2, Release 4
CS-01.03.02

In Discussion, changed reference DoDI 8523.01 dated April 22, 2008, to DODI 8523.01 dated 
January 6, 2021.

CS-02.02.01
In Discussion, changed reference DoDI 8523.01 dated April 22, 2008, to DODI 8523.01 dated 
January 6, 2021.

CS-02.02.02
In Discussion, changed reference DoDI 8523.01 dated April 22, 2008, to DODI 8523.01 dated 
January 6, 2021.

CS-04.01.01
In check and fix, changed V-30958 reference to V-245730 in check 5.

EC-01.02.01
In check, added "Notes" text to further explain server rooms.

EC-03.02.02
Changed STIG ID from EC-03.03.02 to EC-03.02.02.

FN-01.03.01
Added multiple references to Discussion and a note to fix text regarding DODM 8140.03 
requirements.

FN-02.01.01
Added multiple references to Discussion and a note to fix text regarding DODM 8140.03 
requirements.

FN-02.02.01
Added multiple references to Discussion and a note to fix text regarding DODM 8140.03 
requirements.

FN-02.02.02
Added multiple references to Discussion and a note to fix text regarding DODM 8140.03 
requirements.

FN-03.01.01



Added multiple references to Discussion and a note to fix text regarding DODM 8140.03 
requirements.

FN-03.01.02
Added multiple references to Discussion and a note to fix text regarding DODM 8140.03 
requirements.

FN-04.01.01
Added multiple references to Discussion and a note to fix text regarding DODM 8140.03 
requirements.

FN-05.01.01
Added multiple references to Discussion and a note to fix text regarding DODM 8140.03 
requirements.

FN-05.02.01
Added multiple references to Discussion and a note to fix text regarding DODM 8140.03 
requirements.

FN-05.02.02
Added multiple references to Discussion and a note to fix text regarding DODM 8140.03 
requirements.

IA-03.02.01
In Discussion, changed reference from DoD Manual 5200.01, Volume 4, to DODI 5200.48 Controlled 
Unclassified Information (CUI).

IA-05.02.01
Added multiple references to Discussion and a note to fix text regarding DODM 8140.03 
requirements.

IA-06.02.01
Added multiple references to Discussion and a note to fix text regarding DODM 8140.03 
requirements.

IA-06.02.02
Added multiple references to Discussion and a note to fix text regarding DODM 8140.03 
requirements.

IA-07.02.01
Merged content from IA-08.02.01 and IA-09.02.01 into IA-07.02.01. Added text to state that if 
ATO/IATO, NIPR or SIPR CAP are expired, this is a finding.

IA-08.02.01
Removed requirement after merging content with IA-07.02.01.



IA-09.02.01
Removed requirement after merging content with IA-07.02.01.

IA-10.02.01
Changed check and fix text from Approved Products List (APL) to Product Compliant List (PCL).

IA-10.02.02
Changed APL to PCL in check and fix.

IA-10.03.01
Removed check 3 in check and fix text; no longer a requirement.

IA-12.01.02
Removed text on MAC port security in check text paragraphs a and b and in Note 4. Replaced 
NSTISSI 7003 with CNSSI 7003.

IA-12.02.01
In Discussion, changed reference from DoD Manual 5200.01, Volume 4, to DODI 5200.48 Controlled 
Unclassified Information (CUI).

ID-01.02.01
In Discussion, changed reference from DoD Manual 5200.01, Volume 4, to DODI 5200.48 Controlled 
Unclassified Information (CUI).

ID-02.03.01
Changed JPAS to DISS in check and fix.

IS-02.01.01
Added Kaba Mas X-10 in fix text.

IS-02.01.06
Revised URL in the check.

IS-02.02.01
Changed requirements in Situation #2 and #3 in the check and fix.

IS-06.03.01
Replaced JPAS with DISS in check and fix text and added references to the Discussion.

IS-10.02.01
Changed DAA to AO in Discussion.

IS-11.01.01
Changed nsa.gov reference in Discussion and deleted paragraph containing outdated cutoff 
information from check and fix.



IS-11.01.02
Changed nsa.gov reference in Discussion.

IS-11.02.01
Changed nsa.gov reference in Discussion.

IS-11.03.01
Changed nsa.gov reference in Discussion.

IS-13.02.01
Changed nsa.gov reference in Discussion.

IS-16.02.02
In Discussion, changed reference from DoD Manual 5200.01, Volume 4, to DODI 5200.48 Controlled 
Unclassified Information (CUI) and revised NSA reference in Discussion, check, and fix.

IS-16.02.03
In Discussion, changed reference from DoD Manual 5200.01, Volume 4, to DODI 5200.48 Controlled 
Unclassified Information (CUI) and revised NSA reference in Discussion, check, and fix.

IS-16.02.05
In Discussion, changed reference from DoD Manual 5200.01, Volume 4, to DODI 5200.48 Controlled 
Unclassified Information (CUI) and revised NSA reference in Discussion, check, and fix.

IS-16.02.06
In Discussion, changed reference from DoD Manual 5200.01, Volume 4, to DODI 5200.48 Controlled 
Unclassified Information (CUI) and revised NSA reference in Discussion, check, and fix.

IS-16.03.01
In Discussion, changed reference from DoD Manual 5200.01, Volume 4, to DODI 5200.48 Controlled 
Unclassified Information (CUI) and revised NSA reference in Discussion, check, and fix.

IS-16.03.02
Changed reference from DoD Manual 5200.01, Volume 4, to DODI 5200.48 Controlled Unclassified 
Information (CUI) and revised STIG ID reference in check and fix from IS-3.2.1 to IS-03.02.01.

IS-17.03.01
Added to the fix text paragraph two: Memorandum must include the number of security containers 
checked and the amount of classified material destroyed.

PE-01.03.01
Replaced DOD 5200.2-R with DOD Manual 5200.02 in check and fix.

PE-03.02.01
Changed JPAS to DISS in check and fix.



SM-01.03.01
Added multiple references to Discussion and a note to fix text regarding DODM 8140.03 
requirements.

VMware NSX-T Distributed Firewall STIG, Version 1, Release 3
TDFW-3X-000002

Changed status to Inherently Meets and removed from STIG. The gateway firewall enforces rules as 
soon as they are published, and if an admin navigates away from the firewall rule, the unpublished 
rules are discarded.

TDFW-3X-000019
Updated check and fix to clarify configuration.

VMware NSX-T Manager NDM STIG, Version 1, Release 3
TNDM-3X-000041

Updated check to clarify configuration.

VMware NSX-T Tier-0 Gateway Firewall STIG, Version 1, Release 3
T0FW-3X-000002

Changed status to Inherently Meets and removed from STIG. The gateway firewall enforces rules as 
soon as they are published, and if an admin navigates away from the firewall rule, the unpublished 
rules are discarded.

T0FW-3X-000011
Updated check to clarify configuration.

T0FW-3X-000019
Updated check and fix to clarify configuration.

VMware NSX-T Tier-1 Gateway Firewall STIG, Version 1, Release 3
T1FW-3X-000002

Changed status to Inherently Meets and removed from STIG. The gateway firewall enforces rules as 
soon as they are published, and if an admin navigates away from the firewall rule, the unpublished 
rules are discarded.

T1FW-3X-000006
Updated check and fix to clarify configuration.

T1FW-3X-000011
Updated check to clarify configuration.

T1FW-3X-000019
Updated check and fix to clarify configuration.

VMware vSphere 6.5 ESXi STIG, Version 2, Release 4
ESXI-65-000999

Added requirement to sunset STIG.



VMware vSphere 6.5 vCenter Server for Windows STIG, Version 2, Release 3
VCWN-65-000999

Added requirement to sunset STIG.

VMware vSphere 6.5 Virtual Machine STIG, Version 2, Release 2
VMCH-65-000999

Added requirement to sunset STIG.

VMware vSphere 6.7 EAM Tomcat STIG, Version 1, Release 4
VCEM-67-000999

Added requirement to sunset STIG.

VMware vSphere 6.7 ESXi STIG, Version 1, Release 3
ESXI-67-000999

Added requirement to sunset STIG.

VMware vSphere 6.7 Perfcharts Tomcat STIG, Version 1, Release 3
VCPF-67-000999

Added requirement to sunset STIG.

VMware vSphere 6.7 Photon OS STIG, Version 1, Release 6
PHTN-67-000999

Added requirement to sunset STIG.

VMware vSphere 6.7 PostgreSQL STIG, Version 1, Release 2
VCPG-67-000999

Added requirement to sunset STIG.

VMware vSphere 6.7 RhttpProxy STIG, Version 1, Release 3
VCRP-67-000999

Added requirement to sunset STIG.

VMware vSphere 6.7 STS Tomcat STIG, Version 1, Release 3
VCST-67-000999

Added requirement to sunset STIG.

VMware vSphere 6.7 UI Tomcat STIG, Version 1, Release 3
VCUI-67-000999

Added requirement to sunset STIG.

VMware vSphere 6.7 VAMI-lighttpd STIG, Version 1, Release 3
VCLD-67-000999

Added requirement to sunset STIG.

VMware vSphere 6.7 vCenter STIG, Version 1, Release 4
VCTR-67-000999



Added requirement to sunset STIG.

VMware vSphere 6.7 Virgo-Client STIG, Version 1, Release 2
VCFL-67-000999

Added requirement to sunset STIG.

VMware vSphere 6.7 Virtual Machine STIG, Version 1, Release 3
VMCH-67-000999

Added requirement to sunset STIG.

VMware vSphere 7.0 ESXi STIG, Version 1, Release 2
ESXI-70-000012

Altered fix.

ESXI-70-000032
Altered fix.

ESXI-70-000034
Altered fix.

ESXI-70-000049
Altered check.

ESXI-70-000079
Altered fix.

ESXI-70-000081
Altered fix.

ESXI-70-000084
Altered check, fix, and discussion.

ESXI-70-000085
Altered check.

ESXI-70-000087
Altered fix.

ESXI-70-000091
Altered fix.

ESXI-70-000093
Altered fix.

ESXI-70-000094
Altered check.



VMware vSphere 7.0 VAMI STIG, Version 1, Release 2
VCLD-70-000007

Altered check and fix.

VCLD-70-000014
Altered check and fix.

VMware vSphere 7.0 vCA EAM STIG, Version 1, Release 2
VCEM-70-000008

Altered check.

VCEM-70-000026
Altered discussion.

VCEM-70-000028
Clarified check.

VMware vSphere 7.0 vCA Lookup Service STIG, Version 1, Release 2
VCLU-70-000007

Altered check and fix.

VMware vSphere 7.0 vCA Photon OS STIG, Version 1, Release 2
PHTN-30-000054

Altered check.

PHTN-30-000067
Altered check.

PHTN-30-000108
Altered check.

PHTN-30-000109
Altered check.

PHTN-30-000114
Altered check.

VMware vSphere 7.0 vCA PostgreSQL STIG, Version 1, Release 2
VCPG-70-000006

Corrected typo in check and fix.

VMware vSphere 7.0 vCA STS STIG, Version 1, Release 2
VCST-70-000006

Altered check and fix.

VCST-70-000028
Updated port information.



VMware vSphere 7.0 vCA UI STIG, Version 1, Release 2
VCUI-70-000008

Altered check.

VMware vSphere 7.0 vCenter STIG, Version 1, Release 2
VCSA-70-000009

Corrected typo in fix.

VCSA-70-000080
Altered fix.

VCSA-70-000284
Altered entire requirement.

VCSA-70-000285
Altered check and fix.

VCSA-70-000294
Corrected typo in fix.

VMware vSphere 7.0 Virtual Machine STIG, Version 1, Release 2
VMCH-70-000023

Altered check and fix.

VMCH-70-000024
Corrected typo in check.

z/OS SRR Scripts, Version 6, Release 58
ACF2-OS-000040

New automation.

ACF2-OS-000050
New automation.

ACF2-OS-000060
New automation.

ACF2-OS-000070
New automation.

ACF2-OS-002330
New automation.

ACF2-OS-002370
New automation.



ACF2-OS-002380
New automation.

ACF2-OS-002410
New automation.

ACF2-OS-002420
New automation.

ACF2-OS-002430
New automation.

NA
Changed "IF CC …" in JCL to run step when step had CC LE 8.

RACF-ES-000560
New automation.

RACF-OS-000060
New automation.

RACF-OS-000070
New automation.

RACF-OS-000080
New automation.

RACF-OS-000090
New automation.

RACF-OS-000210
New automation.

RACF-OS-000440
New automation.

RACF-OS-000450
New automation.

RACF-OS-000460
New automation.

RACF-OS-000480
New automation.

RACF-OS-000490
New automation.



RACF-OS-000500
New automation.

TSS0-OS-000170
New automation.

TSS0-OS-000180
New automation.

TSS0-OS-000190
New automation.

TSS0-OS-000200
New automation.

TSS0-OS-000390
New automation.

TSS0-OS-000400
New automation.

TSS0-OS-000420
New automation.

TSS0-OS-000440
New automation.

TSS0-OS-000450
New automation.

TSS0-OS-000460
New automation.
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