JULY 2020 MAINTENANCE RELEASE: STIGS TO BE RELEASED

Release Date: July 24, 2020

’

NA
Updated OVAL for 2020-07-QR.
Repackaged benchmark for 2020-07-QR.

Apache Server 2.4 UNIX Server STIG, Version 1, Release 4
NA
Added note to Overview to specify that using other .conf files are allowed if the httpd.conf file has an INCLUDE statement
for the other .conf files.

V-92621
V-92621 - Added Note to STIG ID for "If Apache server is not behind a load balancer or proxy server, this check is Not
Applicable.

V-92673
V-92673 - Corrected Vulnerability Discussion to match the Requirement, Check, and Fix.

V-92679
V-92679 - Added Not Applicable condition to requirement.

V-92745
V-92745 - Correct check content to match fix content and intent of requirement.

Apache Server 2.4 Windows Server STIG, Version 1, Release 4
V-92331
V-92331 - Modified fix content to include adding the loading of ssl_module. Clarify the finding statement.

V-92367
V-92367 - Removed requirement as Apache 2.4 from STIG. Apache 2.4 on Windows cannot meet this control.




V-92435
V-92435 - Modified Vulnerability Discussion to Removed reference to "Acceptable values". Modified check verbiage to
state RequestReadTimeout must be explicitly set to other than the default.

Apache Server 2.4 Windows Site STIG, Version 1, Release 3
V-92561
V-92561 - Modified Vulnerability Discussion to Removed reference to "Acceptable values". Modified check verbiage to
state RequestReadTimeout must be explicitly set to other than the default.

Apple OS X 10.13 STIG, Version 1, Release 6
NA
Added a "Payload Description" and "Payload Display Name" to the "Passcode Policy" configuration file.

Apple OS X 10.14 STIG, Version 1, Release 4
NA
Updated Section 3.2 of the STIG Overview Document.

V-95377
V-95377 - Combined similar requirements and increased the severity to a CAT I.

V-95803
V-95803 - Combined this requirement with AOSX-14-000011.

V-95927
V-95927 - Removed extraneous wording and a statement about UDP being unsecure from the vulnerability discussion.

V-95991
V-95991 - Combined this requirement with AOSX-14-000011.

V-95993
V-95993 - Combined this requirement with AOSX-14-000011.




Application Security and Development STIG, Version 4, Release 11
V-70165
V-70165 - Added a "not" to the finding statement.

V-70243
V-70243 - Deleted requirement from STIG. NA requirement that is ancilary to an application and would fall under the
firewall SRG guidance.

Arista MLS DCS-7000 Series RTR STIG, Version 1, Release 3
V-60911
V-60911 - Mapped to SRG-NET-000018-RTR-000001.

V-60923
V-60923 - Mapped to SRG-NET-000362-RTR-000110.

V-60925
V-60925 - Removed AMLS-L3-000280.

V-60927
V-60927 - Mapped to SRG-NET-000512-RTR-000012.

BlackBerry Enterprise Mobility Server 2.x STIG, Version 1, Release 3
V-79015
V-79015 - Updated Implementation Guidance text to clarify the procedure.

V-79017
V-79017 - Updated Verification Procedure text to clarify the procedure.

V-79027
V-79027 - Updated Verification Procedure and Implementation Guidance text to clarify the procedure.

Canonical Ubuntu 16.04 LTS STIG, Version 1, Release 5




V-75659
V-75659 - Updated the requirement to allow for demonstrated off-loading capabilities.

Canonical Ubuntu 16.04 STIG Benchmark, Version 1, Release 2
V-75435
Removed OVAL content used for verifying text in DoD Notice and Consent Banner.

Canonical Ubuntu 18.04 LTS STIG, Version 1, Release 2
V-100551
V-100551 - Updated the requirement to allow for demonstrated off-loading capabilities.

Central Log Server SRG, Version 1, Release 4
V-81127
V-81127 - Changed requirement to require backup retention for the DoD defined settings for SAML (5 years) and non-
SAML (1 year). Add additional CCl and control AU-11 CCI-000167.

Cisco 10S Router NDM STIG, Version 1, Release 4
V-96183
V-96183 - Mapped to SRG-APP-000516-NDM-000350.

V-96009
V-96009 - Removed CISC-ND-000060.

V-96011
V-96011 - Removed CISC-ND-000070.

V-96013
V-96013 - Removed CISC-ND-000080.

V-96029
V-96029 - Removed CISC-ND-000180.

V-96031




V-96031 - Removed CISC-ND-000190.

V-96033
V-96033 - Removed CISC-ND-000200.

V-96047
V-96047 - Removed CISC-ND-000340.

V-96053
V-96053 - Removed CISC-ND-000440.

V-96059
V-96059 - Removed CISC-ND-000480.

V-96061
V-96061 - Modified check content to enforce password policy.

V-96063
V-96063 - Removed CISC-ND-000500.

V-96065
V-96065 - Removed CISC-ND-000510.

V-96069
V-96069 - Removed CISC-ND-000540.

V-96085
V-96085 - Removed CISC-ND-000640.

V-96087
V-96087 - Removed CISC-ND-000650.

V-96091
V-96091 - Removed CISC-ND-000790.




V-96093
V-96093 - Removed CISC-ND-000800.

V-96095
V-96095 - Removed CISC-ND-000810.

V-96097
V-96097 - Removed CISC-ND-000820.

V-96099
V-96099 - Removed CISC-ND-000830.

V-96105
V-96105 - Removed CISC-ND-000890.

V-96107
V-96107 - Removed CISC-ND-000900.

V-96111
V-96111 - Removed CISC-ND-000950.

V-96113
V-96113 - Removed CISC-ND-000960.

V-96117
V-96117 - Removed CISC-ND-000990.

V-96127
V-96127 - Removed CISC-ND-001060.

V-96129
V-96129 - Removed CISC-ND-001100.




V-96131
V-96131 - Removed CISC-ND-001110.

V-96133
V-96133 - Removed CISC-ND-001120.

V-96141
V-96141 - Removed CISC-ND-001160.

V-96143
V-96143 - Removed CISC-ND-001170.

V-96165
V-96165 - Removed CISC-ND-001330.

V-96167
V-96167 - Removed CISC-ND-001340.

V-96171
V-96171 - Removed CISC-ND-001380.

V-96173
V-96173 - Removed CISC-ND-001390.

V-96175
V-96175 - Removed CISC-ND-001400.

V-96179
V-96179 - Removed CISC-ND-001430.

V-96185
V-96185 - Removed CISC-ND-001460.

V-96187




V-96187 - Mapped to SRG-APP-000516-NDM-000351.

V-97105
V-97105 - Removed CISC-ND-000560.

Cisco 10S Router RTR STIG, Version 1, Release 4
V-96505
V-96505 - Remapped to SRG-NET-000230-RTR-000001.

V-96507
V-96507 - Remapped to SRG-NET-000230-RTR-000003.

V-96517
V-96517 - Remapped to SRG-NET-000131-RTR-000083.

V-96559
V-96559 - Remapped to SRG-NET-000205-RTR-000014.

V-96567
V-96567 - Remapped to SRG-NET-000205-RTR-000015.

V-96591
V-96591 - Remapped to SRG-NET-000362-RTR-000124.

V-96593
V-96593 - Remapped to SRG-NET-000230-RTR-000002.

V-96637
V-96637 - Remapped to SRG-NET-000205-RTR-000016.

V-96643
V-96643 - Changed rule title to PE router.

Cisco 10S XE Router NDM STIG, Version 1, Release 4




V-96365
V-96365 - Mapped to SRG-APP-000516-NDM-000350.

V-96191
V-96191 - Removed CISC-ND-000060.

V-96193
V-96193 - Removed CISC-ND-000070.

V-96195
V-96195 - Removed CISC-ND-000080.

V-96211
V-96211 - Removed CISC-ND-000180.

V-96213
V-96213 - Removed CISC-ND-000190.

V-96215
V-96215 - Removed CISC-ND-000200.

V-96229
V-96229 - Removed CISC-ND-000340.

V-96235
V-96235 - Removed CISC-ND-000440.

V-96241
V-96241 - Removed CISC-ND-000480.

V-96243
V-96543 - Modified check content to enforce password policy.

V-96245




V-96245 - Removed CISC-ND-000500.

V-96247
V-96247 - Removed CISC-ND-000510.

V-96251
V-96251 - Removed CISC-ND-000540.

V-96267
V-96267 - Removed CISC-ND-000640.

V-96269
V-96269 - Removed CISC-ND-000650.

V-96273
V-96273 - Removed CISC-ND-000790.

V-96275
V-96275 - Removed CISC-ND-000800.

V-96277
V-96277 - Removed CISC-ND-000810.

V-96279
V-96279 - Removed CISC-ND-000820.

V-96281
V-96281 - Removed CISC-ND-000830.

V-96287
V-96287 - Removed CISC-ND-000890.

V-96289
V-96289 - Removed CISC-ND-000900.




V-96293
V-96293 - Removed CISC-ND-000950.

V-96295
V-96295 - Removed CISC-ND-000960.

V-96299
V-96299 - Removed CISC-ND-000990.

V-96309
V-96309 - Removed CISC-ND-001060.

V-96311
V-96311 - Removed CISC-ND-001100.

V-96313
V-96313 - Removed CISC-ND-001110.

V-96315
V-96315 - Removed CISC-ND-001120.

V-96323
V-96323 - Removed CISC-ND-001160.

V-96325
V-96325 - Removed CISC-ND-001170.

V-96347
V-96347 - Removed CISC-ND-001330.

V-96349
V-96349 - Removed CISC-ND-001340.




V-96353
V-96353 - Removed CISC-ND-001380.

V-96355
V-96355 - Removed CISC-ND-001390.

V-96357
V-96357 - Removed CISC-ND-001400.

V-96361
V-96361 - Removed CISC-ND-001430.

V-96367
V-96367 - Removed CISC-ND-001460.

V-96369
V-96369 - Mapped to SRG-APP-000516-NDM-000351.

V-97109
V-97109 - Removed CISC-ND-000560.

Cisco 10S XE Router RTR STIG, Version 1, Release 4
V-97005
V-97005 - Changed rule title to PE router.

V-96857
V-96857 - Remapped to SRG-NET-000230-RTR-000001.

V-96859
V-96859 - Remapped to SRG-NET-000230-RTR-000003.

V-96869
V-96869 - Remapped to SRG-NET-000131-RTR-000083.




V-96911
V-96911 - Remapped to SRG-NET-000205-RTR-000014.

V-96919
V-96919 - Remapped to SRG-NET-000205-RTR-000015.

V-96943
V-96943 - Remapped to SRG-NET-000362-RTR-000124.

V-96945
V-96945 - Remapped to SRG-NET-000230-RTR-000002.

V-96999
V-96999 - Remapped to SRG-NET-000205-RTR-000016.

Cisco 10S XR Router NDM STIG, Version 1, Release 4
V-96497
V-96497 - Mapped to SRG-APP-000516-NDM-000350.

V-96373
V-96373 - Removed CISC-ND-000060.

V-96375
V-96375 - Removed CISC-ND-000070.

V-96377
V-96377 - Removed CISC-ND-000080.

V-96385
V-96385 - Removed CISC-ND-000180.

V-96387
V-96387 - Removed CISC-ND-000190.




V-96389
V-96389 - Removed CISC-ND-000200.

V-96399
V-96399 - Removed CISC-ND-000340.

V-96401
V-96401 - Removed CISC-ND-000440.

V-96405
V-96405 - Removed CISC-ND-000480.

V-96409
V-96409 - Removed CISC-ND-000500.

V-96411
V-96411 - Removed CISC-ND-000510.

V-96415
V-96415 - Removed CISC-ND-000540.

V-96417
V-96417 - Removed CISC-ND-000640.

V-96419
V-96419 - Removed CISC-ND-000650.

V-96423
V-96423 - Removed CISC-ND-000790.

V-96425
V-96425 - Removed CISC-ND-000800.

V-96427




V-96427 - Removed CISC-ND-000810.

V-96429
V-96429 - Removed CISC-ND-000820.

V-96431
V-96431 - Removed CISC-ND-000830.

V-96435
V-96435 - Removed CISC-ND-000890.

V-96437
V-96437 - Removed CISC-ND-000900.

V-96439
V-96439 - Removed CISC-ND-000950.

V-96441
V-96441 - Removed CISC-ND-000960.

V-96445
V-96445 - Removed CISC-ND-000990.

V-96455
V-96455 - Removed CISC-ND-001060.

V-96457
V-96457 - Removed CISC-ND-001100.

V-96459
V-96459 - Removed CISC-ND-001110.

V-96461
V-96461 - Removed CISC-ND-001120.




V-96469
V-96469 - Removed CISC-ND-001160.

V-96471
V-96471 - Removed CISC-ND-001170.

V-96479
V-96479 - Removed CISC-ND-001330.

V-96481
V-96481 - Removed CISC-ND-001340.

V-96485
V-96485 - Removed CISC-ND-001380.

V-96487
V-96487 - Removed CISC-ND-001390.

V-96489
V-96489 - Removed CISC-ND-001400.

V-96493
V-96493 - Removed CISC-ND-001430.

V-96499
V-96499 - Removed CISC-ND-001460.

V-96501
V-96501 - Mapped to SRG-APP-000516-NDM-000351.

Cisco 10S XR Router RTR STIG, Version 1, Release 4
V-96819
V-96819 - Changed rule title to PE router




V-96679
V-96679 - Remapped to SRG-NET-000230-RTR-000001.

V-96681
V-96681 - Remapped to SRG-NET-000230-RTR-000003.

V-96691
V-96691 - Remapped to SRG-NET-000131-RTR-000083.

V-96725
V-96725 - Remapped to SRG-NET-000205-RTR-000014.

V-96733
V-96733 - Remapped to SRG-NET-000205-RTR-000015.

V-96757
V-96757 - Remapped to SRG-NET-000362-RTR-000124.

V-96759
V-96759 - Remapped to SRG-NET-000230-RTR-000002.

V-96813
V-96813 - Remapped to SRG-NET-000205-RTR-000016.

F5 BIG-IP Local Traffic Manager 11.x STIG, Version 1, Release 4
V-60273
V-60273 - Rule title updated to reference 800-52 Revision 2 which has superseded Revision 1.

V-60319

V-60319 - Removed from STIG and place in DNM status. Application does not provide session lockout function. Current Fix
does not address the requirement to lock the session. Changed status to Applicable - Does Not Meet.

Firewall SRG, Version 1, Release 5




V-79411
V-79411 - Removed SRG-NET-000235-FW-000160.

V-79417
V-79417 - Removed SRG-NET-000132-FW-000026.

V-79425
V-79425 - Removed SRG-NET-000061-FW-000002.

V-79449
V-79449 - Removed SRG-NET-000088-FW-000018.

V-79453
V-79453 - Changed requirement to use TCP for syslog.

V-79455
V-79455 - Removed SRG-NET-000098-FW-000022.

V-79463
V-79463 - Changed rule to a secure state if system initialization fails.

V-79467
V-79467 - Removed SRG-NET-000362-FW-000159.

V-79473
V-79473 - Removed SRG-NET-000364-FW-000033.

V-79475
V-79475 - Removed SRG-NET-000364-FW-000034.

V-79481
V-79481 - Removed SRG-NET-000364-FW-000037.

V-79483




V-79483 - Removed SRG-NET-000365-FW-000038.

V-79487
V-79487 - Removed SRG-NET-000113-FW-000005.

V-101103
Created new requirements to globally inspect all traffic at the application layer.

V-101105
Created new requirements to globally inspect all IPv6 traffic for unknown, routing, or out-of-order headers.

V-101107
Created new requirement to apply uRPF on INSIDE interface.

Google Chrome for Windows STIG Benchmark, Version 1, Release 15
V-44713
Disable and removing the rule from the benchmark to reflect the removal of the rule from the STIG.

V-44751
Disable and removing the rule from the benchmark to reflect the removal of the rule from the STIG.

V-97525
Rebundle to capture the new vulnerabilty discussion

V-102867
New OVAL content for a new requirement in the Google Chrome STIG.

V-102869
New OVAL content for a new requirement in the Google Chrome STIG.

V-102871
New OVAL content for a new requirement in the Google Chrome STIG.

V-102873




New OVAL content for a new requirement in the Google Chrome STIG.

Google Chrome STIG, Version 1, Release 19
V-44713
V-44713 - Removed DTBC-0003.

V-44751
V-44751 - Removed DTBC-0015.

V-97525
V-97525 - Modified vulnerability discussion in DTBC-0068.

V-102867
Added DTBC-0069 to set BrowserGuestModeEnabled=False.

V-102869
Added DTBC-0070 to set AutofillCreditCardEnabled=False.

V-102871
Added DTBC-0071 to set AutofillAddressEnabled=False.

V-102873
Added DTBC-0072 to set ImportAutofillFormData=False.

HP FlexFabric Switch L2S STIG, Version 1, Release 3
V-66053
V-66053 - Removed HFFS-L2-000003.

V-66083
V-66083 - Removed HFFS-L2-000023.

HP FlexFabric Switch NDM STIG, Version 1, Release 3
V-66169




V-66169 - Removed HFFS-ND-000023.

V-66197
V-66197 - Removed HFFS-ND-000042.

V-66239
V-66239 - Removed HFFS-ND-000094.

HP FlexFabric Switch RTR STIG, Version 1, Release 2
V-66105
V-66105 - Removed HFFS-RT-000005.

V-66123
V-66123 - Mapped to SRG-NET-000362-RTR-000110.

V-66125
V-66125 - Mapped to SRG-NET-000512-RTR-000012.

Intrusion Detection and Prevention System SRG, Version 2, Release 6
V-55341
V-55341 - Set to be approved. It is in the current SRG but was not in approval status in DPMS. Changed SCAs to System
Administrators.

V-55595
V-55595 - Deactivate this requirement. The product failing secure is not a configurable item, but is a capability of the
product.

JBoss EAP 6.3 STIG, Version 1, Release 5
V-62283
V-62283 - Replace CCI-000778 and/or CCI-000366 with CCI-001083 SC-2 (1).

Juniper Router NDM STIG, Version 1, Release 5
V-91113




V-91113 - Removed JUNI-ND-000240.

V-91147
V-91147 - Removed JUNI-ND-000890.

V-91151
V-91151 - Removed JUNI-ND-000960.

V-91195
V-91195 - Changed to CAT 1 and map to SRG-APP-000516-NDM-000350.

V-91197
V-91197 - Removed JUNI-ND-001450.

V-91201
V-91201 - Mapped to SRG-APP-000516-NDM-000351.

Juniper Router RTR STIG, Version 1, Release 5
V-90809
V-90809 - Remapped to SRG-NET-000230-RTR-000001.

V-90811
V-90811 - Remapped to SRG-NET-000230-RTR-000003.

V-90857
V-90857 - Remapped to SRG-NET-000205-RTR-000014.

V-90865
V-90865 - Remapped to SRG-NET-000205-RTR-000015.

V-90887
V-90887 - Remapped to SRG-NET-000362-RTR-000124.

V-90889




V-90889 - Remapped to SRG-NET-000230-RTR-000002.

V-90937
V-90937 - Remapped to SRG-NET-000205-RTR-000016.

V-90943
V-90943 - Removed JUNI-RT-000760.

V-90945
V-90945 - Changed rule title to PE router.

Microsoft .NET Framework 4.0 STIG Benchmark, Version 1, Release 8
V-30926
Modified OVAL content to exclude the Latest Cumulative Update folder structure.

V-31026
Modified OVAL content to exclude the Latest Cumulative Update folder structure.

Microsoft Exchange 2016 Edge Transport Server STIG, Version 1, Release 5
V-80603

V-80603 - Modified check criteria to all for DomainSecureEnabled as an alternative method for securing send connectors.

V-80535
V-80535 - Corrected the check criteria to add the command needed to determine finding.

Microsoft IIS 10.0 Server STIG, Version 1, Release 2
V-100157
V-110157 - Updated TLS requirements in [IST-SV-000141, and IIST-SV-000153, IIST-SV-000154.

V-100177
V-100177 - Updated TLS requirements in 1IST-SV-000141, and IIST-SV-000153, 1I1ST-SV-000154.
V-100177 - Updated finding statement in IIST-SV-000153.




V-102895
Added requirement 1IST-SV-000160 prohibiting 1IS functioning as a SMTP relay

Microsoft IIS 10.0 Site STIG, Version 1, Release 2
V-100195
V-100195 - Updated TLS requirements in [IST-SI-000203, 1IST-SI-000204.

V-100197
V-100197 - Updated TLS requirements in [IST-SI-000203, 1IST-SI-000204.

V-100215
V-100215 - Removed IIST-SI-000218.

V-100281
V-100281 - Altered permissions in [IST-SI-000262.

Microsoft IIS 8.5 Server STIG, Version 1, Release 11
V-76771
V-76771 - Added NA statement to IISW-SV-000159.

V-76725
V-76725 - Added alternative path to [ISW-SV-000134.

V-76727
V-76727 - Added alternative path to IISW-SV-000135.

V-76731
V-76731 - Added NA clause to [ISW-SV-000137.

V-76733
V-76733 - Altered Check/Fix in 1ISW-SV-000138.

V-76739




V-76739 - Updated TLS requirements in [ISW-SV-000141, 1ISW-SV-000153, [ISW-SV-000154.

V-76759
V-76759 - Updated TLS requirements in [ISW-SV-000141, [ISW-SV-000153, [ISW-SV-000154.
V-76759 - Updated finding statement in IISW-SV-000153.

V-76761
V-76761 - Updated TLS requirements in [ISW-SV-000141, 1ISW-SV-000153, ISW-SV-000154.

V-102893
Added requirement 1ISW-SV-000160 prohibiting IIS functioning as an anonymous SMTP relay.

Microsoft IIS 8.5 Site STIG, Version 1, Release 11
V-76779
V-76779 - Updated TLS requirements in [ISW-SI-000203, 1ISW-SI-000204.

V-76781
V-76781 - Updated TLS requirements in [ISW-SI-000203, 11ISW-SI-000204.

V-76805
V-76805 - Removed IISW-SI-000218.

V-76811
V-76811 - Altered permissions in [ISW-SI-000221.

V-76829
V-76829 - Altered Check/Fix in 11ISW-SI-000231.

V-76849
V-76849 - Added SSL offloading statement.

V-76887
V-76887 - Altered permissions in IISW-SI-000262.




Microsoft Internet Explorer 11 STIG Benchmark, Version 1, Release 15
NA
Repackaged benchmark with new Rule IDs

Microsoft Internet Explorer 11 STIG, Version 1, Release 19
V-46975
V-46975 - Added NA statement for McAfee ENS Web Control in DTBI985-IE11, DTBI995-IE11, and DTBI356-1E11.

V-46987
V-46987 - Added NA statement for McAfee ENS Web Control in DTBI985-1E11, DTBI995-IE11, and DTBI356-1E11.

V-46995
V-46995 - Added NA statement for McAfee ENS Web Control in DTBI985-IE11, DTBI995-IE11, and DTBI356-1E11.

V-97527
V-97527 - Modified vulnerability discussion in DTBI1135-1E11.

Microsoft Office 365 ProPlus STIG, Version 1, Release 2
V-99645
V-99645 - Removed references to Office 2016 from Vulnerability Discussion.

V-99647
V-99647 - Removed references to Office 2016 from Vulnerability Discussion.

V-99649
V-99649 - Modified check and fix to reference drop down box for selection.

V-99651
V-99651 - Removed references to Office 2016 from Vulnerability Discussion.

V-99653
V-99653 - Removed references to Office 2016 from Vulnerability Discussion.




V-99659
V-99659 - Removed references to Office 2016 from Vulnerability Discussion.

V-99661
V-99661 - Removed due to duplicate of V99645.

V-99663
V-99663 - Removed references to Office 2016 from Vulnerability Discussion.

V-99665
V-99665 - Modified check and fix to reference drop down box for selection.Corrected registry key. Removed references to
Office 2016 from Vulnerability Discussion.

V-99673
V-99673 - Removed references to Office 2016 from Vulnerability Discussion.

V-99675
V-99675 - Corrected policy setting name to include "security".

V-99691
V-99691 - Corrected registry path.

V-99693
V-99693 - Corrected check and fix to Removed check box option and state "Enabled:Block all activation".

V-99699
V-99699 - Corrected registry path and check verbiage.

V-99701
V-99701 - Corrected registry path.

V-99729
V-99729 - Corrected path in Check and Fix by removing the duplicate "Microsoft Excel 2016".




V-99733
V-99733 - Corrected path in Check and Fix.

V-99735
V-99735 - Corrected path in Check and Fix.

V-99737
V-99737 - Corrected path in Check and Fix.

V-99739
V-99739 - Corrected path in Check and Fix.

V-99741
V-99741 - Corrected path in Check and Fix.

V-99743
V-99743 - Corrected path in Check and Fix.

V-99745
V-99745 - Modified check and fix to reference drop down box for selection of "Disable all with notification". Corrected
path in Check and Fix.

V-99747
V-99747 - Corrected path in Check and Fix.

V-99749
V-99749 - Corrected path in Check and Fix.

V-99751
V-99751 - Corrected path in Check and Fix. Registry key was validated.

V-99753
V-99753 - Corrected path in Check and Fix. Registry key was validated.




V-99755
V-99755 - Corrected path in Check and Fix.

V-99757
V-99757 - Corrected path in Check and Fix.

V-99761
V-99761 - Corrected path in Check and Fix.

V-99769
V-99769 - Corrected path in Check and Fix. Added "User Configuration/Administrative Templates" to path.

V-99771
V-99771 - Corrected path in Check and Fix. Added "User Configuration/Administrative Templates" to path.

V-99773
V-99773 - Corrected path in Check and Fix. Added "User Configuration/Administrative Templates" to path.

V-99775
V-99775 - Corrected path in Check and Fix. Added "User Configuration/Administrative Templates" to path.

V-99779
V-99779 - Corrected path in Check and Fix. Added "Enabled" before the drop down selection. Add "User
Configuration/Administrative Templates" to path.

V-99781
V-99781 - Corrected path in Check and Fix. Added "User Configuration/Administrative Templates" to path.

V-99783
V-99783 - Corrected path in Check and Fix. Added "User Configuration/Administrative Templates" to path.

V-99785
V-99785 - Corrected path in Check and Fix. Added "User Configuration/Administrative Templates" to path.




V-99787
V-99787 - Corrected path in Check and Fix. Added "Enabled" before the drop down selection

V-99789
V-99789 - Corrected path in Check and Fix. Add "User Configuration/Administrative Templates" to path.

V-99791
V-99791 - Corrected path in Check and Fix. Added "Enabled" before the drop down selection. Add "User
Configuration/Administrative Templates" to path.

V-99793
V-99793 - Corrected path in Check and Fix. Added "User Configuration/Administrative Templates" to path.

V-99797
V-99797 - Corrected path in Check.

V-99805
V-99805 - Corrected path in Check and Fix. Added "User Configuration/Administrative Templates" to path.

V-99807
V-99807 - Corrected path in Check and Fix. Added "User Configuration/Administrative Templates" to path.

V-99809
V-99809 - Corrected path in Check and Fix. Added "User Configuration/Administrative Templates" to path.

V-99811
V-99811 - Corrected path in Check and Fix. Added "User Configuration/Administrative Templates" to path.

V-99813
V-99813 - Corrected path in Check and Fix. Added "User Configuration/Administrative Templates" to path.

V-99815
V-99815 - Corrected path in Check and Fix. Added "User Configuration/Administrative Templates" to path.




V-99817
V-99817 - Corrected path in Check and Fix. Added "User Configuration/Administrative Templates" to path.

V-99821
V-99821 - Corrected path in Check and Fix. Added "User Configuration/Administrative Templates" to path.

V-99825
V-99825 - Added "Enabled" before the drop down selection.

V-99827
V-99827 - Corrected Check and Fix formatting. Added "Enabled" for the option before the dropdown selection.

V-99829
V-99829 - Added "Enabled" before the drop down selection.

V-99851
V-99851 - Corrected path format in Check and Fix.

V-99855
V-99855 - Corrected path format and path and name in Check and Fix. Added "Enabled" for the option before the
dropdown selection.

V-99857
V-99857 - Added "Enabled" for the option before the dropdown selection.

V-99859
V-99859 - Corrected Check and Fix formatting.

V-99861
V-99861 - Corrected Check and Fix formatting. Added "Enabled" for the option before the dropdown selection.

V-99863
V-99863 - Corrected Check and Fix formatting.




V-99867
V-99867 - Corrected Check and Fix formatting.

V-99875
V-99875 - Corrected Check and Fix formatting.

V-99879
V-99879 - Added "Enabled" for the option before the dropdown selection. Added "User Configuration/Administrative
Templates" to path.

V-99909
V-99909 - Corrected path in Check and Fix.

V-99911
V-99911 - Corrected path in Check and Fix.

V-100517
V-100517 - Corrected path in Check and Fix.

Microsoft SharePoint 2013 STIG, Version 1, Release 9
V-59941
V-59941 - Added NA statement in SP13-00-000025.

V-59949
V-59949 - Added NA statement in SP13-00-000045.

Microsoft SQL Server 2016 Database STIG, Version 1, Release 6
V-79071
V-79071 - Corrected logic for when trustworthy is enabled.

V-79073
V-79073 - Corrected and separated script in the check text.




Microsoft SQL Server 2016 Instance STIG, Version 1, Release 10
V-79123
V-79123 - Added Named Instance as an acceptable SPN Format to check and fix.

V-79353
V-79353 - Clarified SQL Instances other than the SQL Browser should be hidden.

Microsoft Windows 2012 Server Domain Name System STIG, Version 1, Release 15
V-58551
V-58551 - Modified check content to add note specifying "UseSystemEventLog" is allowed to be False if using a difference
log file destination.

MongoDB Enterprise Advanced 3.x STIG, Version 1, Release 2
V-81871
V-81871 - Corrected owner and group name in check.

Mozilla Firefox Configuration Files, Version 1, Release 4
NA
Updated Mozilla Firefox configuration files to match STIG and benchmark updates.

Mozilla Firefox for RHEL STIG Benchmark, Version 1, Release 7
NA
Updated Mozilla Firefox for RHEL benchmark to match STIG updates,

V-19743
Removed OVAL as requirement is being removed from the STIG.

V-97529
Added OVAL to verify devtools.policy.disabled=true.

V-102875
Added OVAL to verify toolkit.telemetry.enabled=false.




V-102877
Added OVAL to verify toolkit.telemetry.archive.enabled=false.

V-102879
Added OVAL to verify privacy.trackingprotection.fingerprinting.enabled=true.

V-102881
Added OVAL to verify privacy.trackingprotection.cryptomining.enabled=true.

V-102883
Added OVAL to verify browser.contentblocking.category=strict.

V-102885
Added OVAL to verify extensions.htmlaboutaddons.recommendations.enabled=false.

V-102887
Added OVAL to verify browser.newtabpage.activity-stream.feeds.section.highlights=false.

V-102889
Added OVAL to verify browser.newtabpage.activity-stream.feeds.section.topstories=false.

Mozilla Firefox for Windows STIG Benchmark, Version 1, Release 6
NA
Updated Mozilla Firefox for Windows benchmark to match STIG updates.

V-19743
Removed OVAL as requirement is being removed from the STIG.

V-97529
Added OVAL to verify devtools.policy.disabled=true.

V-102875
Added OVAL to verify toolkit.telemetry.enabled=false.




V-102877
Added OVAL to verify toolkit.telemetry.archive.enabled=false.

V-102879
Added OVAL to verify privacy.trackingprotection.fingerprinting.enabled=true.

V-102881
Added OVAL to verify privacy.trackingprotection.cryptomining.enabled=true.

V-102883
Added OVAL to verify browser.contentblocking.category=strict.

V-102885
Added OVAL to verify extensions.htmlaboutaddons.recommendations.enabled=false.

V-102887
Added OVAL to verify browser.newtabpage.activity-stream.feeds.section.highlights=false.

V-102889
Added OVAL to verify browser.newtabpage.activity-stream.feeds.section.topstories=false.

Mozilla Firefox STIG, Version 4, Release 29
V-19743
V-19743 - Removed DTBF070.

V-97529
V-97529 - Modified vulnerability discussion in DTBF195.

V-102875
Added DTBF200 to set toolkit.telemetry.enabled=false.

V-102877
Added DTBF205 to set toolkit.telemetry.archive.enabled=false.




V-102879
Added DTBF210 to privacy.trackingprotection.fingerprinting.enabled=true.

V-102881
Added DTBF215 to set privacy.trackingprotection.cryptomining.enabled=true.

V-102883
Added DTBF220 to set browser.contentblocking.category=strict.

V-102885
Added DTBF225 to set extensions.htmlaboutaddons.recommendations.enabled=false.

V-102887
Added DTBF230 to set browser.newtabpage.activity-stream.feeds.section.highlights=false.

V-102889
Added DTBF235 to set security.ssl3.rsa_des_ede3_sha=false

NDM SRG, Version 3, Release 4
V-55073
V-55073 - Removed SRG-APP-000353-NDM-000292.

V-55089
V-55089 - Removed SRG-APP-000090-NDM-000222.

V-55157
V-55157 - Removed SRG-APP-000109-NDM-000233.

V-55209
V-55209 - Removed SRG-APP-000125-NDM-000241.

Oracle 11.2g Database STIG, Version 1, Release 19
V-52269
V-52269 - Changed Inactive account check.




Oracle Database 12¢ STIG, Version 1, Release 18
V-61421
V-61421 - Added exemption for system generated SYS_PLSQL objects.

V-61523
V-61523 - Removed incorrect definition of "remote"

V-61615
V-61615 - Combined with V-61953.

V-61647
V-61647 - Redundant. Same check as V-61645 (alert personnel of audit failure).

V-61675
V-61675 - Removed incorrect definition of "remote".

V-61717
V-61717 - Changed Inactive account check.

V-61853
V-61853 - Changed requirement to check audit storage capacity.

V-61871
V-61871 - Changed requirement to must off-load audit data to a separate log management facility.

Oracle HTTP Server STIG, Version 1, Release 7
V-64319
V-64319 - Added exception statement making these NA if the ISSM specifies the OHS is being used as a reverse proxy in
order to meet application requirements.

V-64325
V-64325 - Added exception statement making these NA if the ISSO specifies the OHS is being used as a reverse proxy in
order to meet application requirements.




V-64327
V-64327 - Added exception statement making these NA if the ISSO specifies the OHS is being used as a reverse proxy in
order to meet application requirements.

V-64361
V-64361 - Added exception statement making these NA if the ISSO specifies the OHS is being used as a reverse proxy in
order to meet application requirements.

V-64363
V-64363 - Added exception statement making these NA if the ISSO specifies the OHS is being used as a reverse proxy in
order to meet application requirements.

Oracle Linux 6 STIG, Version 1, Release 19
V-102347
V-102347 - Added Requirement for vendor-supported release.

V-50953
V-50953 - Updated Rule Title, Vulnerability Discussion, Check Content, Fix Text, and CCl fields.

Oracle Linux 7 STIG Benchmark, Version 1, Release 2
V-99051
Removed OVAL content used for verifying text in DoD Notice and Consent Banner.

V-99053
Removed OVAL content used for verifying text in DoD Notice and Consent Banner.

V-99175
Updated OVAL to accept recent minor releases as valid.

V-99295
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99297




Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99299
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99301
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99303
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99305
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99307
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99309
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99311
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99313
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99315
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99317
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99319
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.




V-99321
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99423
Removed OVAL content used for verifying text in DoD Notice and Consent Banner.

V-99323
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99325
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99327
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99329
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99331
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99333
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99335
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99337
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99339
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.




V-99345
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99347
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99349
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99351
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99353
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99355
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99357
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99361
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99363
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99365
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99367
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99369




Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99371
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99373
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99375
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99377
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99387
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99399
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99401
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99403
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99405
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99407
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-99415
Updated OVAL to accept comments at the end of limits.conf configuration lines.




Oracle Linux 7 STIG, Version 1, Release 2
V-99295

V-99295 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99297

V-99297 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99299

V-99299 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99301

V-99301 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99303

V-99303 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99305

V-99305 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99307

V-99307 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99309

V-99309 - Updated Vulnerability Discussion with information about "auid".

"auid!".

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for




V-99311

V-99311 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99313

V-99313 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99315

V-99315 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99317

V-99317 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99319

V-99319 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99321

V-99321 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99165
V-99165 - Updated Group ID number

V-99323

V-99323 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99325

V-99325 - Updated Vulnerability Discussion with information about "auid".

"auid!".

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for




V-99327

V-99327 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99329

V-99329 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99331

V-99331 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99333

V-99333 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99335

V-99335 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99337

V-99337 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99339

V-99339 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99345

V-99345 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99347

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for




V-99347 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99349

V-99349 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99351

V-99351 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99353

V-99353 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99355

V-99355 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99357

V-99357 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99361

V-99361 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99363

V-99363 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99365

V-99365 - Updated Vulnerability Discussion with information about "auid".

"auid!".

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for




V-99367

V-99367 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99369

V-99369 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99371

V-99371 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99373

V-99373 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99375

V-99375 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99377

V-99377 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99387

V-99387 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99399

V-99399 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-99401

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for




V-99401 - Updated Vulnerability Discussion with information about "auid". Updated the Check Content and Fix Text for

"auid!".

V-99403

V-99403 - Updated Vulnerability Discussion with information about "auid". Updated the Check Content and Fix Text for

"auid!".

V-99405

V-99405 - Updated Vulnerability Discussion with information about "auid". Updated the Check Content and Fix Text for

"auid!".

V-99407

V-99407 - Updated Vulnerability Discussion with information about "auid". Updated the Check Content and Fix Text for

"auid!".

V-99539
V-99539 - Updated Group ID number

Red Hat Enterprise Linux 6 STIG Benchmark, Version 1, Release 28
V-38590
Removed OVAL to address updated requirement

V-38675
Updated OVAL to accept comments at the end of limits.conf configuration lines.

V-38684
Updated OVAL to accept comments at the end of limits.conf configuration lines.

Red Hat Enterprise Linux 6 STIG, Version 1, Release 26
V-38590
V-38590 - Updated Rule Title, Vulnerability Discussion, Check Content, Fix Text, and CCl fields.

V-38667
V-38667 - Updated Check Content to include OPORD 16-0080 verbiage. Removed conflicting information.




V-51363
V-51363 - Updated Vulnerability Discussion to include OPORD 16-0080 verbiage.

V-97229
V-97229 - Updated prelink command in fix text to combine option flags.

V-102441
V-102441 - Added Requirement for vendor-supported release.

Red Hat Enterprise Linux 7 STIG Benchmark, Version 2, Release 8
V-71861
Removed OVAL content used for verifying text in DoD Notice and Consent Banner.

V-72225
Removed OVAL content used for verifying text in DoD Notice and Consent Banner.

V-71897
Removed OVAL as requirement is being removed from the STIG.

V-71997
Updated OVAL to accept recent minor releases as valid.

V-72011
Removed OVAL as requirement is being removed from the STIG.

V-72015
Updated OVAL to merge home directory checks.

V-72097
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72099
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.




V-72101
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72103
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72105
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72107
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72109
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72111
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72113
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72115
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72117
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72119
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72121
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.




V-72123
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72125
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72127
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72129
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72131
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72133
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72135
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72137
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72139
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72141
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72149
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72151




Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72153
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72155
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72157
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72159
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72161
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72165
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72167
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72171
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72173
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72175
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72177
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.




V-72179
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72183
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72185
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72191
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72199
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72201
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72203
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72205
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72207
Updated OVAL to accept "unset" and "-1" in addition to "4294967296" in audit configurations.

V-72217
Updated OVAL to accept comments at the end of limits.conf configuration lines.

V-81015
Removed OVAL as requirement is being removed from the STIG.




V-81017
Updated OVAL to merge au-remote plugin and audisp-remote daemon checks.

V-71863
Removed OVAL content used for verifying text in DoD Notice and Consent Banner.

Red Hat Enterprise Linux 7 STIG, Version 2, Release 8
V-71971
V-71971 - Updated Check/Fix Content to include OPORD 16-0080 verbiage, removed conflicting information, and fixed
typos.

V-71897
V-71897 - Removing requirement and combining with RHEL-07-040160.

V-71997
V-71997 - Updated Vulnerability Discussion and Check Content.

V-72011
V-72011 - Removed the requirement from the STIG.

V-72015
V-72015 - Updated Rule Title, Vulnerability Discussion, and Check Content.

V-72097
V-72097 - Updated Vulnerability Discussion with information about "auid". Updated the Check Content and Fix Text for
"auid!".

V-72099
V-72099 - Updated Vulnerability Discussion with information about "auid". Updated the Check Content and Fix Text for
"auid!".

V-72101
V-72101 - Updated Vulnerability Discussion with information about "auid". Updated the Check Content and Fix Text for
"auid!".




V-72103

V-72103 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72105

V-72105 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72107

V-72107 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72109

V-72109 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72111

V-72111 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72113

V-72113 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72115

V-72115 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72117

V-72117 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72119

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for




V-72119 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72121

V-72121 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72123

V-72123 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72125

V-72125 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72127

V-72127 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72129

V-72129 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72131

V-72131 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72133

V-72133 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72135

V-72135 - Updated Vulnerability Discussion with information about "auid".

"auid!".

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for




V-72137

V-72137 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72139

V-72139 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72141

V-72141 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72149

V-72179 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72149 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72151

V-72151 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72153

V-72153 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72155

V-72155 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72157

V-72157 - Updated Vulnerability Discussion with information about "auid".

"auid!".

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for




V-72159

V-72159 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72161

V-72161 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72165

V-72165 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72167

V-72167 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72171

V-72171 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72173

V-72173 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72175

V-72175 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72177

V-72177 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72183

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for




V-72183 - Updated Vulnerability Discussion with information about "auid".

"auid!"

V-72185

V-72185 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72191

V-72191 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72199

V-72199 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72201

V-72201 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72203

V-72203 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72205

V-72205 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-72207

V-72207 - Updated Vulnerability Discussion with information about "auid".

"auid!".

V-81015
V-81015 - Removing requirement and combining with RHEL-07-030201.

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for

Updated the Check Content and Fix Text for




V-81017
V-81017 - Updated Rule Title, Vulnerability Discussion, and Check Content.

V-71943
V-71943 - Updated Check Content finding statement for "deny" parameter.

V-71983
V-71983 - Removed Not Applicable statement from Check Content.

V-71989
V-71989 - Updated Check Content to include OPORD 16-0080 verbiage. Removed Not Applicable statement.

V-71991
V-71991 - Updated Check Content to include OPORD 16-0080 verbiage. Removed Not Applicable statement.

V-72073
V-72073 - Updated Vulnerability Discussion to include information about the Advanced Intrusion Detection Environment
(AIDE). Removed automatic finding statement from the Check Content.

V-72223
V-72223 - Updating Rule Title, Vulnerability Discussion, Check Content, Fix Text, and CCl fields.

V-81009
V-81009 - Combined with RHEL-07-021024.

V-81011
V-81011 - Combined with RHEL-07-021024.

V-81013
V-81013 - Updated Rule Title, Vulnerability Discussion, Check Content, and Fix Text to combine RHEL-07-021022 and RHEL-
07-021023 into this check.

V-92255
V-92255 - Updated Check/Fix Content to include OPORD 16-0080 verbiage and removed conflicting information.




Router SRG, Version 3, Release 6
V-78239
V-78239 - Updated vul discussion to include IPv6 bogon reference. Correct check and fix content.

V-78325
V-78325 - Change rule title to PE router.

V-101089
V-101089 - Added requirement to drop IPv6 undetermined transport packets

V-101091
V-101091 - Added requirement to drop IPv6 packets with a Routing Header type O, 1, or 3-255

V-101093
V-101093 - Added requirement to drop IPv6 packets containing a Hop-by-Hop header with invalid option type values.

V-101095
V-101095 - Added requirement to drop IPv6 packets containing a Destination Option header with invalid option type
values.

V-101097
V-101097 - Added requirement to drop IPv6 packets containing an extension header with the Endpoint Identification
option.

V-101099
V-101099 - Added requirement to drop IPv6 packets containing the NSAP address option within Destination Option
header.

V-101101
V-101101 - Added requirement to drop IPv6 packets containing a Hop-by-Hop or Destination Option extension header
with an undefined option type.

V-101083




V-101083 - Added requirement to set hop limit to at least 32 for IPv6 stateless auto-configuration deployments.

V-101085
V-101085 - Added requirement to prohibit use of IPv6 Site Local addresses.

V-101087
V-101087 - Added requirement to suppress IPv6 Router Advertisements at external interfaces

Samsung Android OS 8 with Knox 3.x COBO STIG, Version 1, Release 6
V-101649
V-101649 - Added new requirement to sunset STIG.

Samsung Android OS 8 with Knox 3.x COPE STIG, Version 1, Release 6
V-101649
V-101649 - Added new requirement to sunset STIG.

Samsung Android OS 9 Knox 3.x COBO KPE Legacy STIG, Version 1, Release 4
V-93625
V-93625 - Requirement removed to be consistent with the Samsung Android 10 STIG. Certificates do not need to be
installed on the personal side of the device.

Samsung Android OS 9 Knox 3.x COPE KPE Legacy STIG, Version 1, Release 4
V-93917
V-93917 - Clarified the location where certificates are installed in the check and fix.

V-93919
V-93919 - Requirement removed to be consistent with the Samsung Android 10 STIG. Certificates do not need to be
installed on the personal side of the device.

Solaris 10 SPARC STIG Benchmark, Version 1, Release 24
V-763
Removed OVAL content used for verifying text in DoD Notice and Consent Banner.




V-22489
Removed OVAL content used for verifying text in DoD Notice and Consent Banner.

Solaris 10 x86 STIG Benchmark, Version 1, Release 25
V-763
Removed OVAL content used for verifying text in DoD Notice and Consent Banner.

V-22489
Removed OVAL content used for verifying text in DoD Notice and Consent Banner.

Solaris 11 SPARC STIG Benchmark, Version 1, Release 15
V-48199
Removed OVAL content used for verifying text in DoD Notice and Consent Banner.

V-48203
Removed OVAL content used for verifying text in DoD Notice and Consent Banner.

V-48209
Removed OVAL content used for verifying text in DoD Notice and Consent Banner.

V-78205
Removed OVAL content used for verifying text in DoD Notice and Consent Banner.

Solaris 11 SPARC STIG, Version 1, Release 22
V-47827

V-47827 - Updated Vulnerability Discussion, Check Content, and Fix Text to incorporate verbiage/configuration options

related to rsyslog.

V-48089
V-48089 - Updated Check Content and Fix Text.

V-48099
V-48099 - Removed "MaxAuthTriesLog 6" from Check Content.




V-48125
V-48125 - Updated Check Content and Fix Text to incorporate the use of Role-Based Access Controls (RBAC).

V-48077
V-48077 - Fixed typos and updated finding statement.

Solaris 11 x86 STIG Benchmark, Version 1, Release 15
V-48199
Removed OVAL content used for verifying text in DoD Notice and Consent Banner.

V-48203
Removed OVAL content used for verifying text in DoD Notice and Consent Banner.

V-48209
Removed OVAL content used for verifying text in DoD Notice and Consent Banner.

V-78205
Removed OVAL content used for verifying text in DoD Notice and Consent Banner.

Solaris 11 x86 STIG, Version 1, Release 22
V-47827
V-47827 - Updated Vulnerability Discussion, Check Content, and Fix Text to incorporate verbiage/configuration options
related to rsyslog.

V-48089
V-48089 - Updated Check Content and Fix Text.

V-48099
V-48099 - Removed "MaxAuthTriesLog 6" from Check Content.

V-48125
V-48125 - Updated Check Content and Fix Text to incorporate the use of Role-Based Access Controls (RBAC).




V-48077
V-48077 - Fixed typos and updated finding statement.

SUSE Linux Enterprise Server 12 STIG Benchmark, Version 1, Release 2
V-77059
Updated rule ID in benchmark.

V-77133
Updated rule ID in benchmark.

SUSE Linux Enterprise Server 12 STIG, Version 1, Release 6
V-92249
V-92249 - Updated the Parent SRG control and CCI.

V-78003
V-78003 - This requirement was never published in the SLES 12 STIG. Due to the outdated wording and to minimize
confusion we decided to Remove this requirement from DPMS and add SLES-12-030611 in its place.

V-102727
V-102727 - Added a requirement for an anti-virus program to be installed and operating on the system.

Voice Video Endpoint SRG, Version 1, Release 11
V-79055
V-79055 - Requirement removed.

Voice Video Session Management SRG, Version 1, Release 7
V-62115
V-62115 - Requirement removed.

z/0S BMC IOA for ACF2 STIG, Version 6, Release 46
NA
Changed addendum from * ALTER to * READ for "trigger profiles".
Added Profiles to Addendum.




Added resources to addendum.

z/0S BMC IOA for RACF STIG, Version 6, Release 46
NA
Changed addendum from * ALTER to * READ for "trigger profiles".
Added Profiles to Addendum.

z/0S BMC IOA for TSS STIG, Version 6, Release 46
NA
Added Profiles to Addendum.
Change addendum from * ALTER to * READ for "trigger profiles"

z/0S Cross Ref of SRRAUDIT spreadsheet, Version 6, Release 46
V-17947
Changed access requirements for SSSECCTD resources.
Changed access requirements from ALTER to READ for INCONTROL products.
Changed access requirements for SSSECCTM resources.
Changed access requirements for SSSECCTO resources.
Added new resource requirements for evaluation.
Changed access requirements for SSSECIOA resources.

z/0S SRR Scripts, Version 6, Release 46
NA
Corrected error in scripts.

V-17947
Changed access requirements for SSSECCTD resources.
Changed access requirements from ALTER to READ for INCONTROL products.
Changed access requirements for SSSECCTM resources.
Changed access requirements for SSSECCTO resources.
Added new resource requirements for evaluation.
Changed access requirements for SSSECIOA resources.




V-36
Corrected error in scripts.

z0S ACF2 STIG, Version 7, Release 3
V-97697
V-97697 - Added Requirement for special characters in password phrases.
V-97697 - Duplicated of AF2-ES-000810.

V-97613
V-97613 - Limited read access to backups.

TBD
Added removed STIG-ID.

z0S RACF STIG, Version 7, Release 3
V-98045
V-98045 - Limited read access to backups.

V-98091
V-98091 - Checks RACF-ES-000450 and RACF-ES-440 are the same.

V-98139
V-98139 - Corrected the Check for RACF.
V-98139 - RACF check RACF-ES-00690 uses ACF2 terminology.

V-98167
V-98167 - Checked RACF-ES-000830 command sample is wrong.

V-98321
V-98321 - Checked RACF-SH-000020 sh/be SMF check Removed CAT I.

V-98343
V-98343 - Checked RACF-SM-000040 uses TSS profile names.




V-98359
V-98359 - RACF check RACF-TC-000070 states: "For systems running the TSS ACP replace.

V-98753
V-98753 - Removed TSS0-0S-000260 dupe of TSS0-0S-000060.

z0S TSS STIG, Version 7, Release 3
V-98529
V-98529 - Limited read access to backups.

z20S WebsphereMQ For ACF2 STIG, Version 6, Release 46
V-6980
V-6980 - Renamed and modified element in DPMS.
V-6980 - Added new Sub-STIG-ID modify in DPMS.
V-6980 - Corrected for ACF2.
V-6980 - Corrected for RACF.
V-6980 - Corrected for TSS.
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