JULY 2021 MAINTENANCE RELEASE: STIGS TO BE RELEASED

Release Date: July 23,

Adobe Acrobat Professional DC Continuous Track STIG - Ver 2, Rel 1
AADC-CN-000205
Removed custom templates verbiage in Check and Fix.

AADC-CN-000210
Removed custom templates verbiage in Check and Fix.

AADC-CN-000275
Removed custom templates verbiage in Check and Fix.

AADC-CN-000280
Removed custom templates verbiage in Check and Fix.

AADC-CN-000285
Removed custom templates verbiage in Check and Fix.

AADC-CN-000290
Removed custom templates verbiage in Check and Fix.

AADC-CN-000295
Removed custom templates verbiage in Check and Fix.

AADC-CN-000840
Removed custom templates verbiage in Check and Fix.

AADC-CN-000955
Removed custom templates verbiage in Check and Fix.

AADC-CN-000990
Removed custom templates verbiage in Check and Fix.

AADC-CN-001010
Removed custom templates verbiage in Check and Fix.

AADC-CN-001015
Removed custom templates verbiage in Check and Fix.

AADC-CN-001280
Removed custom templates verbiage in Check and Fix.

AADC-CN-001285
Removed custom templates verbiage in Check and Fix.




AADC-CN-001290
Removed custom templates verbiage in Check and Fix.

AADC-CN-001295
Removed custom templates verbiage in Check and Fix.

AADC-CN-001300
Removed custom templates verbiage in Check and Fix.

AADC-CN-001305
Removed custom templates verbiage in Check and Fix.

AADC-CN-001310
Removed custom templates verbiage in Check and Fix.

AADC-CN-001315
Removed custom templates verbiage in Check and Fix.

AADC-CN-001320
Removed custom templates verbiage in Check and Fix.

AADC-CN-001325
Removed custom templates verbiage in Check and Fix.

Adobe Acrobat Reader DC Continuous Track STIG - Ver 2, Rel 1
ARDC-CN-000055
Removed custom templates verbiage in Check and Fix.

Adobe Acrobat Reader DC Continuous Track STIG Benchmark - Ver 2, Rel 1
NA
Repackaged benchmark to include updated Rule Keys.

Adobe ColdFusion 11 STIG - Ver 2, Rel 1
CF11-03-000117
Added unsupported software requirement and sunset the guidance.

Apache Server 2.4 UNIX Server STIG - Ver 2, Rel 3
AS24-U2-000870
Added alternative locations for the SSL directives.

Apache Tomcat Application Sever 9 STIG - Ver 2, Rel 3
TCAT-AS-000390
Corrected umask setting from 007 to 0027.

TCAT-AS-001220
Corrected umask setting from 007 to 0027.




TCAT-AS-001250
Corrected umask setting from 007 to 0027.

TCAT-AS-001260
Corrected umask setting from 007 to 0027.

TCAT-AS-001270
Corrected umask setting from 007 to 0027.

TCAT-AS-001280
Corrected umask setting from 007 to 0027.

TCAT-AS-000371
Corrected umask setting from 007 to 0027.

TCAT-AS-000380
Corrected umask setting from 007 to 0027.

Apple macOS 11 (Big Sur) STIG - Ver 1, Rel 3
NA
Updated the "Restrictions" profile to include new requirements.

APPL-11-002031
Updated "iCloud" to "Apple ID" to reflect the correct name of the preference pane.

APPL-11-002032
Updated the check to verify that Internet Accounts is both hidden and disabled.

APPL-11-002051
Added a requirement to hide and disable TouchlD.

APPL-11-002052
Added a requirement to hide and disable the Wallet & Apple Pay preference pane.

APPL-11-002053
Added a requirement to hide and disable the Siri preference pane.

APPL-11-002062
Updated the requirement to include a test for the Bluetooth preference pane being hidden and
disabled.

Apple OS X 10.14 STIG - Ver 2, Rel 4
AOSX-14-002032
Updated the requirement to check for both hidden and disabled preference panes.

AOSX-14-002043




Updated the requirement to check for the iCloud preference pane to be hidden and disabled.

AOSX-14-002051
Added a requirement to hide and disable TouchlD.

AOSX-14-002052
Added a requirement to hide and disable the Wallet & Apple Pay preference pane.

AOSX-14-002053
Added a requirement to hide and disable the Siri preference pane.

AOSX-14-002054
Added a requirement to explictly disable Bluetooth.

AOSX-14-002009
Updated the requirement to use the "allowAirDrop" configuration setting.

Apple OS X 10.15 STIG - Ver 1, Rel 5
NA
Updated the "Restrictions Profile" to include new requirements.

AOSX-15-002032
Updated the check to properly identify the "Internet Accounts Preference Pane". Updated the check
to verify the preference pane is hidden and disabled.

AOSX-15-002062
Updated the requirement to include a test for the Bluetooth preference pane being hidden and
disabled.

AOSX-15-002051
Added a requirement to hide and disable TouchlD.

AOSX-15-002052
Added a requirement to hide and disable the Wallet & Apple Pay preference pane.

AOSX-15-002053
Added a requirement to hide and disable the Siri preference pane.

BIND 9.x STIG - Ver 2, Rel 2
BIND-9X-001041
Added note about needing a configure syslog and local file channel entry for every defined category.

BIND-9X-001040
Added note about needing a configure syslog and local file channel entry for every defined category.

Canonical Ubuntu 18.04 LTS STIG - Ver 2, Rel 4
UBTU-18-010348




Updated the "auid" definition in the fix text to the correct value.

Canonical Ubuntu 18.04 LTS STIG Benchmark - Ver 2, Rel 3
NA
Repackaged benchmark to include updated Rule Keys.

Central Log Server SRG - Ver 2, Rel 1
SRG-APP-000353-AU-000060
Corresponding Parent SRG ID was removed. Replaced with SRG-APP-000516-AU-000060.

SRG-APP-000354-AU-000080
Removed requirement. This is a capability, not a technical requirement, and is out of scope.

SRG-APP-000095-AU-000050
Added as a replacement for SRG-APP-000353-AU-000050

SRG-APP-000516-AU-000060
Added as a replacement for SRG-APP-000353-AU-000060

SRG-APP-000125-AU-000310
Changed Fix, Check, and Requirement to read more clearly. Added the retention period to the check
and fix to match the requirement.
Changed SAML to SAMI to correct typo.

SRG-APP-000353-AU-000050
Corresponding Parent SRG ID was removed. Replaced with SRG-APP-000095-AU-000050.

Cisco I0S Switch L2S STIG - Ver 2, Rel 2
CISC-L2-000140
Updated requirement to exempt 802.1x/MAB configured ports.

CISC-L2-000090
Updated requirement to reference switch-to-switch connections only.

Cisco I0S Switch NDM STIG - Ver 2, Rel 3
CISC-ND-000140
Updated Fix text to match Check text for access list type.

Container SRG - Ver 1, Rel 2
SRG-APP-000190-CTR-000500
Changed status to Applicable - Configurable.

SRG-APP-000439-CTR-001080
Changed status to Applicable - Configurable.




General Purpose Operating System SRG - Ver 2, Rel 1
SRG-0S-000399-GPOS-00178
Removed the requirement from the SRG.

SRG-0S-000400-GPOS-00179
Removed the requirement from the SRG.

SRG-0S-000401-GPOS-00180
Removed the requirement from the SRG.

SRG-0S-000402-GPOS-00181
Removed the requirement from the SRG.

Google Chrome Current Windows STIG Benchmark - Ver 2, Rel 4
DTBC-0021
Updated OVAL to match the Google Chrome STIG update.

DTBC-0040
Removed from benchmark in conjunction with removal from manual STIG.

DTBC-0074
Added OVAL content for the new STIG requirement.

DTBC-0013
Removed from benchmark in conjunction with removal from manual STIG.

Google Chrome STIG - Ver 2, Rel 4
DTBC-0021
Altered policy setting.

DTBC-0065
Altered policy setting.

DTBC-0008
Corrected syntax.

DTBC-0045
Reinstated requirement.

DTBC-0040
Removed deprecated requirement.

DTBC-0074
Added requirement to disable QUIC.

HBSS ePO 5.x STIG - Ver 2, Rel 4
H30220 - ePO 5x




Modified Check content for correct location of configuration.
Modified Check content with correct URL for referenced documentation.
Modified Vulnerability Discussion and Check verbiage for clarity.

H50260 - ePO 5x
Added verbiage to allow for CUI marking in lieu of FOUO.

H51100 - ePO 5x
Modified Check and Fix to remove verbiage about TLS 1.0/1.1

H37560 - ePO 5x
Modified Check.

H40100 - ePO 5x
Modified Check.

HBSS McAfee Agent STIG - Ver 5, Rel 3
H35190
Corrected Rule Title to match text. Corrected verbiage regarding ACCM until FRAGO 6.

H36000
Changed STIG requirement to allow for ENS instead of HIPS as long as Exploit Prevention is enable
in ENS.

IBM AIX 7.x STIG - Ver 2, Rel 3
AIX7-00-002125
Removed requirement; the parent SRG requirement has been removed from the SRG.

AIX7-00-002140
Added a requirement for /etc/hosts to be owned by "root".

AIX7-00-002141
Added a requirement for /etc/hosts to be group-owned by "root".

AIX7-00-002142
Added a requirement for /etc/hosts to have a permission set of 0640 or less permissive.

AIX7-00-002143
Added a requirement for cron and crontab directories to have a permission set of 0640 or less
permissive.

AIX7-00-002144
Added a requirement for /etc/syslog.conf to be owned by "root".

AlIX7-00-002145
Added a requirement for /etc/syslog.conf to be group-owned by "root".




AlIX7-00-002146
Added a requirement for /etc/syslog.conf to have a permission set of 0640 or less permissive.

AIX7-00-002077
Updated the rule to only check for ownership of the /etc/inetd.conf file.

AIX7-00-002092
Added a requirement for the /etc/inetd.conf file to be group-owned by "system".

AIX7-00-002093
Added a requirement for /etc/inetd.conf to have a permission set of 0640 or less permissive.

AlIX7-00-002038
Corrected "UTC" typos in the check and fix content.

AIX7-00-002147
Added a requirement that the /var/spool/cron/atjobs directory must be owned by "daemon".

AIX7-00-002148
Added a requirement that the /var/spool/cron/atjobs directory must be group-owned by "daemon".

AIX7-00-002149
Added a requirement for the /var/spool/cron/atjobs directory to have a permission set of 0640 or less
permissive.

AIX7-00-002150
Added a requirement for the cron and crontab directories to be group-owned by "cron".

IBM zOS ACF2 STIG - Ver 8, Rel 3
ACF2-TC-000090
Updated the Parent SRGID for this requirement.
Clarified profile dataset sort order.

ACF2-TC-000060
Clarified profile dataset sort order.

ACF2-TC-000050
Corrected typo.

ACF2-SM-000020
Removed RACF reference.

ACF2-JS-000080
Modified check with better instructions.

ACF2-0S-000010
Removed RACF reference.




ACF2-US-000040
Removed RACF reference.

ACF2-SM-000020
Updated Check for translation of ASCII characters.

ACF2-US-000200
Updated check to improve commands.

ACF2-0S-000080
Added ICSF Statistics record 82 (52) to SMF collection.

ACF2-CE-000030
Upgraded commands and information in check.

ACF2-ES-000110
Deleted ACF2-ES-000110; duplicate of ACF2-ES-000380.

TSS0-CE-000010
Upgraded commands and information in check.

IBM zOS RACF STIG - Ver 8, Rel 4
RACF-TC-000100
Updated the Parent SRGID for this requirement.

RACF-CE-000030
Upgraded commands and information in check.

RACF-TC-000080
Clarified profile dataset sort order.

RACF-TC-000100
Clarified profile dataset sort order.

RACF-ES-000785
Updated password phrase requirements.

RACF-0S-000110
Added ICSF Statistics record 82 (52) to SMF collection.

RACF-ES-000290
Corrected typos.

RACF-US-000200
Combined RACF-ES-000200 and RACF-ES-000210.




RACF-US-000210
Deleted RACF-US-000210.

RACF-ES-000360
Corrected QUACK(NONE) typo.

RACF-FT-000080
Corrected QUACK(NONE) typo.

RACF-JS-000020
Corrected QUACK(NONE) typo.

RACF-JS-000080
Corrected QUACK(NONE) typo.

RACF-ES-000365
Corrected QUACK(NONE) typo.

RACF-US-000020
Corrected QUACK(NONE) typo.

IBM zOS TSS STIG - Ver 8, Rel 3
TSS0-TC-000080
Clarified profile dataset sort order.

TSS0-TC-000050
Clarified profile dataset sort order.

TSS0-0S-000020
Added ICSF Statistics record 82 (52) to SMF collection.

IBM zVM using CA VMSecure STIG - Ver 2, Rel 1
IBMZ-VM-001110
Updated the Parent SRGID for this requirement.

IBMZ-VM-001120
Updated the Parent SRGID for this requirement.

IBMZ-VM-001130
Updated the Parent SRGID for this requirement.

IBMZ-VM-001140
Updated the Parent SRGID for this requirement.

IBMZ-VM-001150
Updated the Parent SRGID for this requirement.




IS 10.0 Server STIG - Ver 2, Rel 3
IIST-SV-000159
Added NA statement.

IIST-SV-000210
Corrected typo.

IIS 10.0 Site STIG - Ver 2, Rel 3
IST-S1-000242
Altered Vulnerability Discussion.

IIST-S1-000235
Added NA clause for Exchange.

IIST-SI1-000257
Added NA clause for Exchange.

IIS 8.5 Site STIG - Ver 2, Rel 3
IISW-SI1-000242
Added NA statements.

1ISW-SI1-000235
Added NA clause for Exchange.

IISW-SI1-000256
Added NA clause for Exchange.

IISW-SI1-000257
Added NA clause for Exchange.

IISW-SI1-000258
Added NA clause for Exchange.

JBoss Enterprise Application Platform 6.3 STIG - Ver 2, Rel 2
JBOS-AS-000045
Changed Check and Fix to address management realm instead of application realm.

JBOS-AS-000050
Changed Check and Fix to address management realm instead of application realm.

JBOS-AS-000295
Updated requirement to include domain plus standalone in Check and Fix.

Kubernetes STIG - Ver 1, Rel 2
CNTR-K8-001300
Changed SRGID to SRG-APP-000190-CTR-000500.




CNTR-K8-002620
Updated verbiage to state basic-auth-file should not be set.
Changed SRGID to SRG-APP-000439-CTR-001080.

CNTR-K8-002630
Changed SRGID to SRG-APP-000439-CTR-001080.

CNTR-K8-002640
Changed SRGID to SRG-APP-000439-CTR-001080.

CNTR-K8-000180
Modified Vulnerability Discussion to match Check and Fix.

CNTR-K8-000190
Modified Vulnerability Discussion to match Check and Fix.

CNTR-K8-003170
Changed check for file mode for Kubelet to be client-ca-file.

CNTR-K8-003250
Corrected text that incorrectly updates the ownership rather than file mode.

CNTR-K8-003310
Replaced audit-log-path with audit-log-maxage.

CNTR-K8-003320
Revised finding statement in Check to state this is a finding if not set to a valid path.

CNTR-K8-003220
Updated Rule Title, Check, and Fix to refer to kubeadm.conf.

CNTR-K8-001480
Updated control to address peer-client-cert-auth.

CNTR-K8-001500
Updated control to address certfile instead of etcd-certfile.

CNTR-K8-003210
Updated Rule Title, Check, and Fix to refer to kubeadm.conf.

McAfee ENS 10.x STIG - Ver 2, Rel 4
ENS-EP-000004
Modified Rule Title and Check to represent requirement for tuning according to the Signature Guide.

ENS-C0-000111
Corrected finding statement.




ENS-EP-000001
Clarified note regarding FRAGO release and applicability of the check.
Corrected Discussion and steps in Check.

ENS-EP-000002
Clarified note regarding FRAGO release and applicability of the check.

ENS-EP-000003
Clarified note regarding FRAGO release and applicability of the check.

ENS-FW-000001
Clarified note regarding FRAGO release and applicability of the check.

ENS-FW-000002
Clarified note regarding FRAGO release and applicability of the check.

ENS-FW-000003
Clarified note regarding FRAGO release and applicability of the check.

ENS-FW-000005
Clarified note regarding FRAGO release and applicability of the check.

ENS-FW-000006
Clarified note regarding FRAGO release and applicability of the check.

ENS-FW-000007
Clarified note regarding FRAGO release and applicability of the check.

ENS-FW-000008
Clarified note regarding FRAGO release and applicability of the check.

ENS-FW-000009
Clarified note regarding FRAGO release and applicability of the check.

McAfee VirusScan 8.8 Local Client STIG Benchmark - Ver 1, Rel 3
DTAM153
Corrected OVAL state resulting in a scan error.

Microsoft Edge STIG - Ver 1, Rel 2
EDGE-00-000049
Removed Requirement.

EDGE-00-000030
Altered policy setting.

EDGE-00-000039
Altered NA statement.




EDGE-00-000042
Altered NA statement.

EDGE-00-000036
Altered policy setting.

EDGE-00-000058
Corrected CCI.

EDGE-00-000006
Corrected registry path.

EDGE-00-000041
Corrected registry path.

EDGE-00-000048
Altered registry value.

EDGE-00-000054
Altered Check and Fix.

EDGE-00-000002
Corrected key value.

EDGE-00-000009
Corrected registry path.
Corrected key value.

EDGE-00-000010
Corrected registry path.

EDGE-00-000011
Corrected registry path.

EDGE-00-000012
Corrected registry path.

EDGE-00-000050
Corrected registry path.

EDGE-00-000051
Corrected registry path.

EDGE-00-000056
Corrected registry path.




EDGE-00-000061
Corrected registry path.

EDGE-00-000003
Corrected key value.

EDGE-00-000063
Added requirement to disable QUIC.

Microsoft Exchange 2016 Mailbox Server STIG - Ver 2, Rel 4
EX16-MB-002920
Corrected Rule Title to reflect actual requirement.

EX16-MB-000670
Updated the Check for clarity.

EX16-MB-000470
Added verbiage to also allow anonymous connections from groups of specific server names or IP
addresses.

Microsoft Office 365 ProPlus STIG - Ver 2, Rel 3
0365-PU-000003
Corrected registry key value/path.

0365-PU-000001
Corrected registry key value/path.

0365-PT-000003
Corrected registry key value/path.

0365-0U-000006
Corrected registry key value/path.

0365-0U-000004
Corrected registry key value/path.

0365-0U-000003
Corrected registry key value/path.

0365-EX-000023
Corrected registry key value/path.

0365-EX-000022
Corrected registry key value/path.

0365-EX-000019
Corrected registry key value/path.




0365-C0-000025
Corrected registry key value/path.

0365-C0-000013
Corrected registry key value/path.

0365-C0-000005
Updated finding statement.

0365-C0-000007
Corrected registry key value/path.

Microsoft Office System 2016 STIG - Ver 2, Rel 1
DTOO0192
Corrected registry key value/path.

Microsoft SQL Server 2014 Instance STIG - Ver 2, Rel 1
SQL4-00-017410
Updated ports, protocols, and services link.

SQL4-00-037500
Added alternate Check.

SQL4-00-037600
Added alternate Check.

SQL4-00-017400
Updated ports, protocols, and services link.

Microsoft SQL Server 2016 Instance STIG - Ver 2, Rel 3
NA
Combined supplemental scripts into one directory.

SQL6-D0-013000
Combined with SQL6-D0-012900.

SQL6-D0-012900
Updated logic in the Check text and combined with SQL6-D0-013000.

Microsoft Windows 2012 Server Domain Name System STIG - Ver 2, Rel 3
WDNS-CM-000013
Added local administrator to Check and Fix text for making changes on a non-domain server.

WDNS-CM-000026
Added local administrator to Check and Fix text for making changes on a non-domain server.




WDNS-IA-0000002
Added local administrator to Check and Fix text for making changes on a non-domain server.

WDNS-IA-0000004
Added local administrator to Check and Fix text for making changes on a non-domain server.

WDNS-SC-000014
Added local administrator to Check and Fix text for making changes on a non-domain server.

WDNS-SC-000019
Added local administrator to Check and Fix text for making changes on a non-domain server.

WDNS-SC-000022
Added local administrator to Check and Fix text for making changes on a non-domain server.

WDNS-SC-000031
Added local administrator to Check and Fix text for making changes on a non-domain server.

Mozilla Firefox STIG - Ver 5, Rel 2
DTBF186
Updated finding statement.

DTBF195
Removed registry information.

Mozilla Firefox STIG for RHEL Benchmark - Ver 5, Rel 3
NA
Repackaged benchmark to include updated Rule Keys.

Mozilla Firefox STIG for Windows Benchmark - Ver 5, Rel 3
DTBF186
Updated OVAL to match the Mozilla Firefox STIG update.

MS Internet Explorer 11 STIG Benchmark - Ver 1, Rel 16
DTBI425-IE11
Removed USGCB Selector from external variable.

Network WLAN AP-Enclave NIPRNet Role STIG - Ver 7, Rel 1
WLAN-ND-000200
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-000300
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-000400
New NDM SRG-based requirement; replaces old legacy requirement.




WLAN-ND-000500
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-000600
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-000700
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-000800
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-000900
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001000
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001100
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001200
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001300
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001400
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001500
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001600
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001700
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001800
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001900
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-NW-000100
New Network SRG-based requirement; replaces old legacy requirement.




WLAN-NW-000200
New Network SRG-based requirement; replaces old legacy requirement.

WLAN-NW-000300
New Network SRG-based requirement; replaces old legacy requirement.

WLAN-NW-000400
New Network SRG-based requirement; replaces old legacy requirement.

WLAN-NW-000500
New Network SRG-based requirement; replaces old legacy requirement.

WLAN-NW-000600
New Network SRG-based requirement; replaces old legacy requirement.

WLAN-NW-000700
New Network SRG-based requirement; replaces old legacy requirement.

WLAN-NW-000800
New Network SRG-based requirement; replaces old legacy requirement.

WLAN-NW-001100
New Network SRG-based requirement; replaces old legacy requirement.

WLAN-NW-001200
New Network SRG-based requirement; replaces old legacy requirement.

WLAN-NW-001300
New Network SRG-based requirement; replaces old legacy requirement.

NET0230
Requirement removed from STIG and replaced with a new Network SRG check.

NET0240
Requirement removed from STIG and replaced with a new Network SRG check.

NET0340
Requirement removed from STIG and replaced with a new Network SRG check.

NET0405
Requirement removed from STIG and replaced with a new Network SRG check.

NET0440
Requirement removed from STIG and replaced with a new Network SRG check.

NET0460




Requirement removed from STIG and replaced with a new Network SRG check.

NET0465
Requirement removed from STIG and replaced with a new Network SRG check.

NETO0700
Requirement removed from STIG and replaced with a new Network SRG check.

NET0812
Requirement removed from STIG and replaced with a new Network SRG check.

NET0813
Requirement removed from STIG and replaced with a new Network SRG check.

NET0991
Requirement removed from STIG and replaced with a new Network SRG check.

NET0992
Requirement removed from STIG and replaced with a new Network SRG check.

NET1629
Requirement removed from STIG and replaced with a new Network SRG check.

NET1636
Requirement removed from STIG and replaced with a new Network SRG check.

NET1638
Requirement removed from STIG and replaced with a new Network SRG check.

NET1639
Requirement removed from STIG and replaced with a new Network SRG check.

NET1640
Requirement removed from STIG and replaced with a new Network SRG check.

NET1646
Requirement removed from STIG and replaced with a new Network SRG check.

NET1647
Requirement removed from STIG and replaced with a new Network SRG check.

NET1660
Requirement removed from STIG and replaced with a new Network SRG check.

NET0433
Requirement removed from STIG. Deprecated in Network SRG.




NET0441
Requirement removed from STIG. Deprecated in Network SRG.

NET0470
Requirement removed from STIG. Deprecated in Network SRG.

NET0894
Requirement removed from STIG. Deprecated in Network SRG.

NET1623
Requirement removed from STIG. Deprecated in Network SRG.

NET1624
Requirement removed from STIG. Deprecated in Network SRG.

NET1637
Requirement removed from STIG. Deprecated in Network SRG.

NET1645
Requirement removed from STIG. Deprecated in Network SRG.

NET1665
Requirement removed from STIG. Deprecated in Network SRG.

NET1675
Requirement removed from STIG. Deprecated in Network SRG.

Network WLAN AP-Internet Gateway Role STIG - Ver 7, Rel 1
WLAN-ND-000200
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-000300
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-000400
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-000500
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-000600
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-000700
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-000800




New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-000900
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001000
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001100
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001200
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001300
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001400
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001500
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001600
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001700
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001800
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001900
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-000100
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-NW-000200
New Network SRG-based requirement; replaces old legacy requirement.

WLAN-NW-000300
New Network SRG-based requirement; replaces old legacy requirement.

WLAN-NW-000400
New Network SRG-based requirement; replaces old legacy requirement.




WLAN-NW-000600
New Network SRG-based requirement; replaces old legacy requirement.

WLAN-NW-000800
New Network SRG-based requirement; replaces old legacy requirement.

WLAN-NW-001200
New Network SRG-based requirement; replaces old legacy requirement.

WLAN-NW-001300
New Network SRG-based requirement; replaces old legacy requirement.

WLAN-NW-000900
New Network SRG-based requirement; replaces old legacy requirement.

WLAN-NW-001000
New Network SRG-based requirement; replaces old legacy requirement.

NET0230
Requirement removed from STIG and replaced with a new Network SRG check.

NET0240
Requirement removed from STIG and replaced with a new Network SRG check.

NET0340
Requirement removed from STIG and replaced with a new Network SRG check.

NETO0405
Requirement removed from STIG and replaced with a new Network SRG check.

NET0440
Requirement removed from STIG and replaced with a new Network SRG check.

NET0460
Requirement removed from STIG and replaced with a new Network SRG check.

NET0465
Requirement removed from STIG and replaced with a new Network SRG check.

NETO0700
Requirement removed from STIG and replaced with a new Network SRG check.

NET0812
Requirement removed from STIG and replaced with a new Network SRG check.

NET0813
Requirement removed from STIG and replaced with a new Network SRG check.




NET0991
Requirement removed from STIG and replaced with a new Network SRG check.

NET0992
Requirement removed from STIG and replaced with a new Network SRG check.

NET1629
Requirement removed from STIG and replaced with a new Network SRG check.

NET1636
Requirement removed from STIG and replaced with a new Network SRG check.

NET1638
Requirement removed from STIG and replaced with a new Network SRG check.

NET1639
Requirement removed from STIG and replaced with a new Network SRG check.

NET1640
Requirement removed from STIG and replaced with a new Network SRG check.

NET1646
Requirement removed from STIG and replaced with a new Network SRG check.

NET1647
Requirement removed from STIG and replaced with a new Network SRG check.

NET1660
Requirement removed from STIG and replaced with a new Network SRG check.

NET0433
Requirement removed from STIG. Deprecated in Network SRG.

NET0441
Requirement removed from STIG. Deprecated in Network SRG.

NET0470
Requirement removed from STIG. Deprecated in Network SRG.

NET0894
Requirement removed from STIG. Deprecated in Network SRG.

NET1623
Requirement removed from STIG. Deprecated in Network SRG.

NET1624




Requirement removed from STIG. Deprecated in Network SRG.

NET1637
Requirement removed from STIG. Deprecated in Network SRG.

NET1665
Requirement removed from STIG. Deprecated in Network SRG.

Network WLAN Bridge STIG - Ver 7, Rel 1
WLAN-ND-000200
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-000300
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-000400
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-000500
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-000600
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-000700
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-000800
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-000900
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001000
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001100
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001200
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001300
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001400
New NDM SRG-based requirement; replaces old legacy requirement.




WLAN-ND-001500
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001600
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001700
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001800
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001900
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-NW-000200
New Network SRG-based requirement; replaces old legacy requirement.

WLAN-NW-000400
New Network SRG-based requirement; replaces old legacy requirement.

WLAN-NW-000600
New Network SRG-based requirement; replaces old legacy requirement.

WLAN-NW-001100
New Network SRG-based requirement; replaces old legacy requirement.

WLAN-NW-001200
New Network SRG-based requirement; replaces old legacy requirement.

WLAN-NW-001300
New Network SRG-based requirement; replaces old legacy requirement.

NET0230
Requirement removed from STIG and replaced with a new Network SRG check.

NET0240
Requirement removed from STIG and replaced with a new Network SRG check.

NET0340
Requirement removed from STIG and replaced with a new Network SRG check.

NETO0405
Requirement removed from STIG and replaced with a new Network SRG check.

NET0440




Requirement removed from STIG and replaced with a new Network SRG check.

NET0460
Requirement removed from STIG and replaced with a new Network SRG check.

NET0465
Requirement removed from STIG and replaced with a new Network SRG check.

NETO0700
Requirement removed from STIG and replaced with a new Network SRG check.

NET0812
Requirement removed from STIG and replaced with a new Network SRG check.

NET0813
Requirement removed from STIG and replaced with a new Network SRG check.

NET0991
Requirement removed from STIG and replaced with a new Network SRG check.

NET0992
Requirement removed from STIG and replaced with a new Network SRG check.

NET1629
Requirement removed from STIG and replaced with a new Network SRG check.

NET1636
Requirement removed from STIG and replaced with a new Network SRG check.

NET1638
Requirement removed from STIG and replaced with a new Network SRG check.

NET1639
Requirement removed from STIG and replaced with a new Network SRG check.

NET1640
Requirement removed from STIG and replaced with a new Network SRG check.

NET1646
Requirement removed from STIG and replaced with a new Network SRG check.

NET1647
Requirement removed from STIG and replaced with a new Network SRG check.

NET1660
Requirement removed from STIG and replaced with a new Network SRG check.




NET0433
Requirement removed from STIG. Deprecated in Network SRG.

NET0441
Requirement removed from STIG. Deprecated in Network SRG.

NET0470
Requirement removed from STIG. Deprecated in Network SRG.

NET0894
Requirement removed from STIG. Deprecated in Network SRG.

NET1623
Requirement removed from STIG. Deprecated in Network SRG.

NET1624
Requirement removed from STIG. Deprecated in Network SRG.

NET1637
Requirement removed from STIG. Deprecated in Network SRG.

NET1645
Requirement removed from STIG. Deprecated in Network SRG.

NET1665
Requirement removed from STIG. Deprecated in Network SRG.

NET1675
Requirement removed from STIG. Deprecated in Network SRG.

Network WLAN Controller STIG - Ver 7, Rel 1
NA
Made minor updates to STIG Overview and Revision History documents.

WLAN-ND-000200
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-000300
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-000400
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-000500
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-000600




New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-000700
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-000800
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-000900
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001000
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001100
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001200
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001300
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001400
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001500
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001600
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001700
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001800
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-ND-001900
New NDM SRG-based requirement; replaces old legacy requirement.

WLAN-NW-000300
New Network SRG-based requirement; replaces old legacy requirement.

WLAN-NW-000500
New Network SRG-based requirement; replaces old legacy requirement.




WLAN-NW-000600
New Network SRG-based requirement; replaces old legacy requirement.

WLAN-NW-000700
New Network SRG-based requirement; replaces old legacy requirement.

WLAN-NW-001200
New Network SRG-based requirement; replaces old legacy requirement.

WLAN-NW-001300
New Network SRG-based requirement; replaces old legacy requirement.

NET0230
Requirement removed from STIG and replaced with a new Network SRG check.

NET0240
Requirement removed from STIG and replaced with a new Network SRG check.

NET0340
Requirement removed from STIG and replaced with a new Network SRG check.

NETO0405
Requirement removed from STIG and replaced with a new Network SRG check.

NET0440
Requirement removed from STIG and replaced with a new Network SRG check.

NET0460
Requirement removed from STIG and replaced with a new Network SRG check.

NET0465
Requirement removed from STIG and replaced with a new Network SRG check.

NETO0700
Requirement removed from STIG and replaced with a new Network SRG check.

NET0812
Requirement removed from STIG and replaced with a new Network SRG check.

NET0813
Requirement removed from STIG and replaced with a new Network SRG check.

NET0991
Requirement removed from STIG and replaced with a new Network SRG check.

NET0992
Requirement removed from STIG and replaced with a new Network SRG check.




NET1629
Requirement removed from STIG and replaced with a new Network SRG check.

NET1636
Requirement removed from STIG and replaced with a new Network SRG check.

NET1638
Requirement removed from STIG and replaced with a new Network SRG check.

NET1639
Requirement removed from STIG and replaced with a new Network SRG check.

NET1640
Requirement removed from STIG and replaced with a new Network SRG check.

NET1646
Requirement removed from STIG and replaced with a new Network SRG check.

NET1647
Requirement removed from STIG and replaced with a new Network SRG check.

NET1660
Requirement removed from STIG and replaced with a new Network SRG check.

NET0433
Requirement removed from STIG. Deprecated in Network SRG.

NET0441
Requirement removed from STIG. Deprecated in Network SRG.

NET0470
Requirement removed from STIG. Deprecated in Network SRG.

NET0894
Requirement removed from STIG. Deprecated in Network SRG.

NET1623
Requirement removed from STIG. Deprecated in Network SRG.

NET1624
Requirement removed from STIG. Deprecated in Network SRG.

NET1637
Requirement removed from STIG. Deprecated in Network SRG.

NET1645




Requirement removed from STIG. Deprecated in Network SRG.

NET1665
Requirement removed from STIG. Deprecated in Network SRG.

NET1675
Requirement removed from STIG. Deprecated in Network SRG.

Oracle Linux 6 STIG - Ver 2, Rel 4
OL6-00-000228
Updated statement in Discussion.

OL6-00-000243
Updated statement in Discussion.

OL6-00-000285
Updated ESS verbiage throughout the requirement.

Oracle Linux 7 STIG - Ver 2, Rel 4
OL07-00-040110
Updated statement in Discussion.

OL07-00-040400
Updated statement in Discussion.

OL07-00-020650
Updated command in Check content.

OL07-00-021030
Updated Vulnerability Discussion.

OL07-00-021031
Updated Vulnerability Discussion.

OL07-00-030874
Fixed typo in Rule Title, Check, and Fix.

OL07-00-010482

Updated the requirement to move the superuser requirement for BIOS to a unique STIG ID.

OL07-00-010483

Added a requirement to set a unique superuser account for BIOS systems.

OL07-00-010491

Updated the requirement to move the superuser requirement for UEFI to a unique STIG ID.

OL07-00-010492




Added a requirement to set a unique superuser account for UEFI systems.

OL07-00-030330
Updated the Check and Fix.

OL07-00-020660
Updated Rule Title, Vulnerability Discussion, Check, and Fix.

OL07-00-021100
Fixed typo in Check and Fix, and added a restart daemon statement to the Fix text.

OL07-00-020019
Updated ESS verbiage throughout the requirement.

OL07-00-020020
Updated ESS verbiage in the check content.

OL07-00-020210
Updated ESS verbiage in the check content.

OL07-00-020220
Updated ESS verbiage in the check content.

Oracle Linux 7 STIG Benchmark - Ver 2, Rel 4
OL07-00-010343
Added OVAL content for the requirement.

OL07-00-010342
Added OVAL content for the requirement.

OL07-00-010341
Added OVAL content for the requirement.

OL07-00-010482
Updated OVAL to match the Oracle Linux 7 STIG update.

OL07-00-010491
Updated OVAL to match the Oracle Linux 7 STIG update.

Palo Alto ALG STIG - Ver 2, Rel 2
PANW-AG-000102
Updated discussion, added a new finding statement to check, and updated fix.

Palo Alto IDPS STIG - Ver 2, Rel 2
PANW-IP-000007
Removed FQDN as an option in the fix text for consistency with the check and discussion.




PANW-IP-000020
Changed all AV PA stigs to say "If the "Action" is anything other than "drop" or "reset-both", this is a
finding."

PostgresSQL 9.x STIG - Ver 2, Rel 2
PGS9-00-009700
Corrected log_line_prefix values in both Check and Fix.

PGS9-00-008800
Corrected log_line_prefix value in Fix text.

Red Hat Enterprise Linux 7 STIG - Ver 3, Rel 4
RHEL-07-020650
Updated command in Check content.

RHEL-07-040110
Updated statement in Discussion.

RHEL-07-040400
Updated statement in Discussion.

RHEL-07-020250
Updated the Vulnerability Discussion and Check content.

RHEL-07-021030
Updated Vulnerability Discussion.

RHEL-07-021031
Updated Vulnerability Discussion.

RHEL-07-030874
Fixed typo in Rule Title, Check, and Fix.

RHEL-07-010482
Updated the requirement to move the superuser requirement for BIOS to a unique STIG ID.

RHEL-07-010483
Added a requirement to set a unique superuser account for BIOS systems.

RHEL-07-010491
Updated the requirement to move the superuser requirement for UEFI to a unique STIG ID.

RHEL-07-010492
Added a requirement to set a unique superuser account for UEFI systems.

RHEL-07-030330
Updated the Check and Fix.




RHEL-07-020660
Updated Rule Title, Vulnerability Discussion, Check, and Fix.

RHEL-07-021100
Fixed typo in Check and Fix, and added a restart daemon statement to the Fix text.

RHEL-07-020019
Updated ESS verbiage throughout the requirement.

RHEL-07-020020
Updated ESS verbiage in the check content.

RHEL-07-020210
Updated ESS verbiage in the check content.

RHEL-07-020220
Updated ESS verbiage in the check content.

Red Hat Enterprise Linux 8 STIG - Ver 1, Rel 3
RHEL-08-010000
Updated the Vulnerability Discussion and Check content.

RHEL-08-010700
Updated Rule Title and Vulnerability Discussion.

RHEL-08-010710
Updated Vulnerability Discussion.

RHEL-08-010740
Updated command in Check content.

RHEL-08-040023
Fixed typos throughout.

RHEL-08-040220
Updated the "not applicable" statement.

RHEL-08-040230
Updated the "not applicable" statement.

RHEL-08-040270
Updated the "not applicable" statement.

RHEL-08-030320
Fixed typo in Fix text.




RHEL-08-040162
Removed the client configuration of SSH.

RHEL-08-010731
Added a requirement to set the permission mode of the local interactive users home directory files.

RHEL-08-010741
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RHEL-08-030010
Fixed typo in Check and Fix, and added a restart daemon statement to the Fix text.

RHEL-08-010544
Added requirement to have /var/tmp on a separate file system.

RHEL-08-030680
Updated package name throughout requirement.

RHEL-08-040286
Added requirement to harden the BPF JIT.

RHEL-08-010390
Updated Check and Fix content by removing extraneous packages.

RHEL-08-010472
Added requirement to install packages required by random number generator entropy gatherer
service.

RHEL-08-040136
Added requirement for the fapolicy module to be enabled.

RHEL-08-040137
AUUTU TSYUITCTTITIIL TUL UIC 1apuUlIiLy TTTUUUIC U Ve LUTTTIYUITU wWilll a uciliy=dll, PClITicEvy-CALCPLUILI
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RHEL-08-040139
Added requirement to have the USBGuard installed.

RHEL-08-040140
Updated requirement to move installation and enablement of USBGuard to unique STIG IDs.

RHEL-08-040141
Added requirement to enable the USBGuard.

RHEL-08-040159
Added requirement to have SSH installed.

RHEL-08-040160




Updated requirement to move the installation of SSH to a unique STIG ID.

RHEL-08-040209
Added requirement to prevent IPv4 ICMP redirect messages from being accepted.

RHEL-08-040210
Updated requirement to move the IPv4 portion to a unique STIG ID.

RHEL-08-040239
Added requirement to prevent IPv4 source-routed packets from being forwarded.

RHEL-08-040240
Updated requirement to move the IPv4 portion to a unique STIG ID.

RHEL-08-040249
Added requirement to prevent IPv4 source-routed packets from being forwarded by default.

RHEL-08-040250
Updated requirement to move the IPv4 portion to a unique STIG ID.

RHEL-08-040279
Added requirement to ignore IPv4 ICMP redirect messages.

RHEL-08-040280
Updated requirement to move the IPv4 portion to a unique STIG ID.

RHEL-08-010049
Added requirement to display a banner for system access via a graphical user logon.

RHEL-08-010050
Updated requirement to move the database and gnome configuration portion to a unique STIG ID.

RHEL-08-010130
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RHEL-08-010131
Added requirement to configure the password hashing rounds in the system-auth file.

RHEL-08-010140
Updated the Rule Title, Check, and Fix to move the superuser requirement for UEFI to a unique
STIG ID.

RHEL-08-010141
Added a requirement to set a unique superuser account for UEFI systems.

RHEL-08-010149
Added a requirement to set a unique superuser account for BIOS systems.




RHEL-08-010150
Updated the requirement to move the superuser requirement for BIOS to a unique STIG ID.

RHEL-08-010151
Updated requirement to move the emergency mode requirement to a unique STIG ID.

RHEL-08-010152
Added a requirement to require authentication upon booting into emergency mode.

RHEL-08-010159
Added a requirement to configure the pam_unix.so module in the system-auth file to use FIPS
algorithms.

RHEL-08-010160
Updated requirement to move the system-auth portion to a unique STIG ID.

RHEL-08-010200
Updated requirement to move the ClientAlivelnterval to a unique STIG ID.

RHEL-08-010201
Added a requirement to configure a timeout intrerval for SSH.

RHEL-08-010287
Added a requirement to configure SSH to use system-wide crypto policies.

RHEL-08-010290
Updated requirement to move configuration of SSH to use system-wide crypto policies to a unique
STIG ID.
Updated statement in Discussion.

RHEL-08-010291
Updated the Vulnerability Discussion, Check, and Fix.
Updated statement in Discussion.

RHEL-08-010422
Updated the requirement with a containers based statement in the Vulnerability Discussion and
added a mission requirement statement in the finding statement.

RHEL-08-010490
Fixed typo in the Check content.

RHEL-08-010521
Updated requirement to move the GSSAPI portion to a unique STIG ID.

RHEL-08-010522




Added a requirement to not allow GSSAPI authentication via SSH unless to fulfill mission
requirements.

RHEL-08-020011
Updated the requirement to move the system-auth and password-auth portions to unique STIG IDs.

RHEL-08-020013
Updated the requirement to move the system-auth and password-auth portions to unique STIG IDs.

RHEL-08-020015
Updated the requirement to move the system-auth and password-auth portions to unique STIG IDs.

RHEL-08-020017
Updated the requirement to move the system-auth and password-auth portions to unique STIG IDs.

RHEL-08-020019
Updated the requirement to move the system-auth and password-auth portions to unique STIG IDs.

RHEL-08-020021
Updated the requirement to move the system-auth and password-auth portions to unique STIG IDs.

RHEL-08-020023
Updated the requirement to move the system-auth and password-auth portions to unique STIG IDs.

RHEL-08-020025
Added a requirement to configure the use of the pam_faillock.so module in the system-auth file.

RHEL-08-020026
Added a requirement to configure the use of the pam_faillock.so module in the password-auth file.

RHEL-08-020031
Added a requirement to initiate a session lock for graphical user interfaces when the screensaver is
activated.

RHEL-08-020032
Added a requirement to disable the user list at logon for graphical user interfaces.

RHEL-08-020039
Added a requirement to install the tmux package.

RHEL-08-020040
Updated the requirement to move the install of the tmux package to a unique STIG ID.

RHEL-08-020080
Updated the requirement to move the idle-delay and screensaver lock-enabled settings to a unique
STIG ID.




RHEL-08-020081
Added a requirement to prevent a user from overriding the session idle-delay setting.

RHEL-08-020082
Added a requirement to prevent a user from overriding the screensaver lock-enabled setting.

RHEL-08-020330
Updated the requirement to move the system-auth and password-auth portions to unique STIG IDs.

RHEL-08-020331
Added a requirement to not allow blank or null passwords in the system-auth file.

RHEL-08-020332
Added a requirement to not allow blank or null passwords in the password-auth file.

RHEL-08-030180
Updated the Rule Title and Check content.

RHEL-08-030181
Added a requirement to start and enable the auditd.service.

RHEL-08-030730
Updated the requirement to move the space_left_action to a unique STIG ID.

RHEL-08-030731
Added a requirement to notify the SA and ISSO when the audit storage reaches 75 percent capacity.

RHEL-08-040100
Updated the requirement to move the enable firewall portion to a unique STIG ID.

RHEL-08-040101
Added a requirement to enable the firewall.

RHEL-08-040135
Updated the requirement to move the "enable fapolicy" and "configure a deny-all, permit-by-
exception policy" portions to unique STIG IDs.

RHEL-08-010510
Updated Check and Fix content.

RHEL-08-030630
Fixed typo in Check Content.

RHEL-08-030050
Updated configuration file entry in Fix Text.

RHEL-08-040150




Updated Check and Fix content by removing extraneous services.

RHEL-08-030603
Fixed typo in the Fix Text.

RHEL-08-030602
Fixed typo in the finding statement.

RHEL-08-010400
Updated command and finding statement in the Check Content.

RHEL-08-010571
Updated Check Content with an N/A statement.

RHEL-08-010572
Added requirement for "nosuid" bit set on the /boot/efi directory.

RHEL-08-010001
Added ESS requirement.

RHEL 7 STIG Benchmark - Ver 3, Rel 4
RHEL-07-020250
Updated the OVAL to match the RHEL 7 STIG update.

RHEL-07-010343
Added OVAL content for the requirement.

RHEL-07-010342
Added OVAL content for the requirement.

RHEL-07-010341
Added OVAL content for the requirement.

RHEL-07-010482
Updated OVAL to match the RHEL 7 STIG update.

RHEL-07-010491
Updated OVAL to match the RHEL 7 STIG update.

RHEL 8 STIG Benchmark - Ver 1, Rel 2
RHEL-08-010000
Added OVAL content for the requirement.
Updated OVAL to match the RHEL 8 STIG update.

RHEL-08-010384
Added OVAL content for the requirement.




RHEL-08-010383
Added OVAL content for the requirement.

RHEL-08-010382
Added OVAL content for the requirement.

RHEL-08-010163
Added OVAL content for the requirement.

RHEL-08-040162
Removed from benchmark in conjunction with removal from manual STIG.

RHEL-08-030680
Updated OVAL to match the RHEL 8 STIG update.

RHEL-08-010390
Updated OVAL to match the RHEL 8 STIG update.

RHEL-08-040210
Updated OVAL to match the RHEL 8 STIG update.

RHEL-08-040240
Updated OVAL to match the RHEL 8 STIG update.

RHEL-08-040250
Updated OVAL to match the RHEL 8 STIG update.

RHEL-08-040280
Updated OVAL to match the RHEL 8 STIG update.

RHEL-08-010130
Updated OVAL to match the RHEL 8 STIG update.

RHEL-08-010151
Updated OVAL to match the RHEL 8 STIG update.

RHEL-08-010160
Updated OVAL to match the RHEL 8 STIG update.

RHEL-08-010200
Updated OVAL to match the RHEL 8 STIG update.

RHEL-08-010490
Updated OVAL to match the RHEL 8 STIG update.

RHEL-08-010521
Updated OVAL to match the RHEL 8 STIG update.




RHEL-08-020011
Updated OVAL to match the RHEL 8 STIG update.

RHEL-08-020013
Updated OVAL to match the RHEL 8 STIG update.

RHEL-08-020015
Updated OVAL to match the RHEL 8 STIG update.

RHEL-08-020019
Updated OVAL to match the RHEL 8 STIG update.

RHEL-08-020021
Updated OVAL to match the RHEL 8 STIG update.

RHEL-08-020023
Updated OVAL to match the RHEL 8 STIG update.

RHEL-08-020040
Updated OVAL to match the RHEL 8 STIG update.

RHEL-08-020330
Updated OVAL to match the RHEL 8 STIG update.

RHEL-08-030730
Updated OVAL to match the RHEL 8 STIG update.

RHEL-08-010510
Updated OVAL to match the RHEL 8 STIG update.

RHEL-08-010571
Updated OVAL to match the RHEL 8 STIG update.

RHEL-08-020180
Added OVAL content for the requirement.

Solaris 11 SPARC STIG - Ver 2, Rel 4
SOL-11.1-060130
Updated statement in Discussion.

SOL-11.1-050240
Updated the Check and Fix text.

Solaris 11 x86 STIG - Ver 2, Rel 4
SOL-11.1-060130
Updated statement in Discussion.




SOL-11.1-050240
Updated the Check and Fix text.

Suse Linux Enterprise Server (SLES) 12 STIG - Ver 2, Rel 4
SLES-12-030170
Updated statement in Discussion.

SLES-12-030180
Updated statement in Discussion.

SLES-12-030250
Updated Check and Fix content.

SLES-12-010599
Updated ESS verbiage throughout the requirement.

Suse Linux Enterprise Server (SLES) 15 STIG - Ver 1, Rel 3
SLES-15-020102
Fixed typo in Check.

SLES-15-010160
Updated statement in Discussion.

SLES-15-010270
Updated statement in Discussion.

SLES-15-010001
Updated ESS verbiage throughout the requirement.

SUSE Linux Enterprise Server 12 STIG Benchmark - Ver 2, Rel 3
SLES-12-010111
Added OVAL content for the requirement.

SLES-12-010112
Added OVAL content for the requirement.

SLES-12-010113
Added OVAL content for the requirement.

SLES-12-010872
Added OVAL content for the requirement.

SLES-12-010874
Added OVAL content for the requirement.

SLES-12-010876




Added OVAL content for the requirement.

SLES-12-010877
Added OVAL content for the requirement.

SLES-12-010878
Added OVAL content for the requirement.

SLES-12-010879
Added OVAL content for the requirement.

SLES-12-010881
Added OVAL content for the requirement.

SLES-12-010882
Added OVAL content for the requirement.

SLES-12-010883
Added OVAL content for the requirement.

SLES-12-030011
Added OVAL content for the requirement.

SLES-12-030362
Added OVAL content for the requirement.

SLES-12-030363
Added OVAL content for the requirement.

SLES-12-030364
Added OVAL content for the requirement.

SLES-12-030365
Added OVAL content for the requirement.

SLES-12-010871
Added OVAL content for the requirement.

SLES-12-010873
Added OVAL content for the requirement.

SLES-12-010875
Added OVAL content for the requirement.

VMware vRealize Automation 7.x SLES STIG - Ver 2, Rel 1
VRAU-SL-000080
Updated cipher order.




VMware vRealize Automation 7.x TC Server STIG - Ver 2, Rel 1
VRAU-TC-000595
Removed Requirement.

VRAU-TC-000600
Removed Requirement.

VRAU-TC-000130
Removed Requirement.

VRAU-TC-000135
Removed Requirement.

VRAU-TC-000140
Removed Requirement.

VMware vRealize Operations Manager 6.x SLES STIG - Ver 2, Rel 1
VROM-SL-000080
Updated cipher order.

VMware vSphere 6.5 ESXi STIG - Ver 2, Rel 2
ESXI-65-000010
Altered cipher string order.

VMware vSphere 6.5 vCenter for Windows STIG - Ver 2, Rel 2
VCWN-65-000030
Revised finding statement.

z/OS CL/SuperSession for ACF2 STIG - Ver 6, Rel 11
ZCLSA042
Added clarification to allow other control points than the DEFAULT. Updated guidance.

z/OS CL/SuperSession for RACF STIG - Ver 6, Rel 11
ZCLSR042
Added clarification to allow other control points than the DEFAULT. Updated guidance.

z/OS CL/SuperSession for TSS STIG - Ver 6, Rel 11
ZCLST042
Added clarification to allow other control points than the DEFAULT. Updated guidance.

z/OS SRR Scripts - Ver 6, Rel 50
NA
Changes made to correct E37-04 abends

ACF2-0S-000170
Provided automation for vulnerability.




RACF-0S-000200
Provided automation for vulnerability.

TSS0-0S-000290
Provided automation for vulnerability.

ACF2-0S-000150
Provided automation for vulnerability.

RACF-0S-000190
Provided automation for vulnerability.

TSS0-0S-000280
Provided automation for vulnerability.

ACF2-ES-000450
Provided automation for vulnerability.

RACF-0S-000040
Provided automation for vulnerability.

TSS0-0S-000230
Provided automation for vulnerability.

ACF2-FT-000010
Corrected evaluation of finding details.

RACF-FT-000010
Corrected evaluation of finding details.

TSS0-FT-000020
Corrected evaluation of finding details.




	STIGs to be Released

