
OCTOBER 2021 MAINTENANCE RELEASE:  STIGS TO BE RELEASED

Apache 2.4 Unix Server STIG, Version 2, Release 4
AS24-U1-000030

Corrected syntax issue in Fix text.

AS24-U1-000870
Corrected syntax issue in Fix text.

Apache 2.4 Windows Server STIG, Version 2, Release 2
AS24-WI-000640

Corrected SessionMaxAge value.

Apache 2.4 Windows Site STIG, Version 2, Release 1
AS24-W2-000870

Added clarity to the intent of the requirement, added risk acceptance criteria to Check and Fix text.

AS24-W2-000460
Modified Check and Fix text to match intent of requirement.

AS24-W2-000640
Modified Check and Fix text to match intent of requirement.
Corrected SessionMaxAge value.

Apple macOS 11 (Big Sur) STIG, Version 1, Release 4
NA

Updated the Restrictions Profile to include the "eject" option for all writeable USB devices.

APPL-11-003052
Removed duplicate text in Fix content.

APPL-11-000032
Updated the procedures for the creation and validation of FileVault users.

APPL-11-005051
Added a requirement to disable the ability to connect USB storage devices.

Apple OS X 10.15 STIG, Version 1, Release 6
NA

Updated the Restrictions Profile to include the "eject" option for all writeable USB devices.

AOSX-15-005051
Added a requirement to disable the ability to connect USB storage devices.

Release Date:  October 27, 2021



Canonical Ubuntu 18.04 LTS Benchmark, Version 2, Release 4
NA

Updated OVAL CPE to resolve issues with SCC Remote Plugin tool.

UBTU-18-010033
Updated the OVAL in conjunction with STIG update.

Canonical Ubuntu 18.04 LTS STIG, Version 2, Release 5
UBTU-18-010133

Updated the finding statement and Fix command.

UBTU-18-010137
Updated the finding statement and Fix command.

UBTU-18-010000
Updated the Check and Fix text to include the "--unrestricted" flag, restricting boot passwords to the 
recovery partition only.

UBTU-18-010001
Updated the Check and Fix text to include the "--unrestricted" flag, restricting boot passwords to the 
recovery partition only.

UBTU-18-010239
Updated the requirement to reference "utmp".

UBTU-18-010400
Removed the "-v" from the grep command in the Check text.

UBTU-18-010504
Updated the Check command and Fix to reduce unnecessary output.

UBTU-18-010512
Updated the Check command and Fix to reduce unnecessary output.

UBTU-18-010509
Added additional information to the requirement to explain why both methods are required.

UBTU-18-010033
Updated the requirement to utilize "pam_faillock" instead of "pam_tally2".

Canonical Ubuntu 20.04 LTS STIG, Version 1, Release 2
UBTU-20-010124

Removed "adm" as an authorized group owner.

UBTU-20-010276
Updated the Check and Fix to reference the "init_module".



UBTU-20-010181
Updated the requirement to show that SRG-OS-000477-GPOS-00222 is also satisfied by this rule.

UBTU-20-010302
Removed duplicate requirement.

UBTU-20-010072
Updated the requirement to utilize "pam_faillock" instead of "pam_tally2".

Cisco IOS XE Router NDM Benchmark, Version 1, Release 2
CISC-ND-001200

Updated the OVAL in conjunction with STIG update.

CISC-ND-000530
Updated the OVAL in conjunction with STIG update.

Cisco IOS XE Router NDM STIG, Version 2, Release 3
CISC-ND-001200

Updated Check and Fix to correct outdated algorithms.

CISC-ND-000530
Updated Check and Fix to remove AES-CBC algorithms.

CISC-ND-001210
Updated Check and Fix to remove AES-CBC algorithms.

Cisco IOS XE Router RTR STIG, Version 2, Release 3
CISC-RT-000235

Updated Vulnerability Discussion to correct an unfinished sentence.

CISC-RT-000050
Updated requirement to exempt BGP routing protocol.

Cisco IOS XE Switch L2S STIG, Version 2, Release 2
CISC-L2-000130

Updated requirement to exempt VLANs managed via 802.1x.

CISC-L2-000150
Updated requirement to exempt VLANs managed via 802.1x.

CISC-L2-000170
Updated requirement to exempt VLANs managed via 802.1x.

Cisco IOS XE Switch NDM STIG, Version 2, Release 2
CISC-ND-001440

Updated the requirement to specify N/A when not using PKI.



CISC-ND-000490
Updated vulnerability discussion to allow secure network location for 'break glass' passwords.

Cisco ISE NAC STIG, Version 1, Release 2
CSCO-NC-000010

Removed reference to posture assessment.

CSCO-NC-000040
Clarified that an additional license is only required if the SSP requires this posture check.

CSCO-NC-000050
Clarified that an additional license is only required if the SSP requires this posture check.

CSCO-NC-000060
Clarified that an additional license is only required if the SSP requires this posture check.

CSCO-NC-000070
Clarified that an additional license is only required if the SSP requires this posture check.

CSCO-NC-000080
Clarified that an additional license is only required if the SSP requires this posture check.

CSCO-NC-000090
Clarified that an additional license is only required if the SSP requires this posture check.

CSCO-NC-000100
Clarified that an additional license is only required if the SSP requires this posture check.

CSCO-NC-000110
Clarified that an additional license is only required if the SSP requires this posture check.

CSCO-NC-000130
Clarified that an additional license is only required if the SSP requires this posture check.

CSCO-NC-000140
Clarified that an additional license is only required if the SSP requires this posture check.

CSCO-NC-000150
Clarified that an additional license is only required if the SSP requires this posture check.

CSCO-NC-000160
Clarified that an additional license is only required if the SSP requires this posture check.

CSCO-NC-000170
Clarified that an additional license is only required if the SSP requires this posture check.

CSCO-NC-000250



Clarified that an additional license is only required if the SSP requires this posture check.

CSCO-NC-000270
Clarified that an additional license is only required if the SSP requires this posture check.

CSCO-NC-000310
Clarified that an additional license is only required if the SSP requires this posture check.

CSCO-NC-000320
Clarified that an additional license is only required if the SSP requires this posture check.

CSCO-NC-000120
Clarified that an additional license is only required if the SSP requires this posture check.

Cisco ISE NDM STIG, Version 1, Release 2
CSCO-NM-000290 

Removed requirement.

CSCO-NM-000090 
Edited Check and Fix to match the Requirement.
Removed reference to WARNING level in Check and Fix.

CSCO-NM-000320
Clarified that an additional license is only required if the SSP requires this posture check.

Cisco NX-OS Switch NDM STIG, Version 2, Release 3
CISC-ND-000150

Updated Rule Title, Check, and Fix to reflect the correct command.

Forescout NAC STIG, Version 2, Release 1
FORE-NC-000010

Updated check and fix text.

FORE-NC-000020
Updated check and fix text.

FORE-NC-000030
Updated Rule Title, Check, and Fix.

FORE-NC-000040
Updated Rule Title, Check, and Fix.

FORE-NC-000060
Updated Discussion, Check, and Fix.

FORE-NC-000280
Updated Fix text. 



FORE-NC-000470
Updated check and fix text.

FORE-NC-000120
Updated Fix text. 

FORE-NC-000130
Updated Fix text. 

FORE-NC-000140
Updated Fix text. 

FORE-NC-000180
Updated check and fix text.

FORE-NC-000190
Updated Discussion and Fix.

FORE-NC-000210
Updated check and fix text.

FORE-NC-000240
Updated Fix text. 

FORE-NC-000260
Updated Fix text. 

FORE-NC-000270
Updated Fix text. 

FORE-NC-000340
Updated check and fix text.

FORE-NC-000450
Updated check and fix text.

FORE-NC-000460
Updated check and fix text.

FORE-NC-000100
Updated Rule Title, Discussion, and Fix.

HBSS Agent Handler STIG, Version 2, Release 2
H20180 - AH 4.6

Changed verbiage from HBSS or ESS(HBSS) to ESS.



H20260 - AH 4.6
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H30120 - AH 4.6
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H30220 - AH 4.6
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H30280 - AH 4.6
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H36900 - AH 4.6
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H60100 - AH 4.6
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H60120 - AH 4.6
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H60140 - AH 4.6
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H60160 - AH 4.6
Changed verbiage from HBSS or ESS(HBSS) to ESS.

HBSS ePO 5.x STIG, Version 2, Release 5
H30220 - ePO 5x

Changed verbiage from HBSS or ESS(HBSS) to ESS.

H37560 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H40100 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H20100 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H20180 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H20260 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H30095 - ePO 5x



Changed verbiage from HBSS or ESS(HBSS) to ESS.

H30100 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H30120 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H30140 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H30200 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H30241 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H30242 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H30243 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H30244 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H30246 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H30260 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H30450 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H30500 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H30620 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H30700 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H30820 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.



H31100 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H31160 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H31165 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H34100 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H35000 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H37520 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H37540 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H37580 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H38000 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H40120 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H40300 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.
Updated Check text to allow for legitimate use cases with signed approval.

H42120 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H42200 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H50100 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H50120 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H50125 - ePO 5x



Changed verbiage from HBSS or ESS(HBSS) to ESS.

H60100 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H60120 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H60140 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H60160 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H62100 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H80100 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H80200 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H90160 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H90200 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H90400 - ePO 5x
Changed verbiage from HBSS or ESS(HBSS) to ESS.

HBSS McAfee Agent STIG, Version 5, Release 4
H35190

Changed verbiage from HBSS or ESS(HBSS) to ESS.

HBSS Remote Console STIG, Version 5, Release 1
H33100

Changed verbiage from HBSS or ESS(HBSS) to ESS.

H33120
Changed verbiage from HBSS or ESS(HBSS) to ESS.

H33130
Changing from U//FOUO to CUI.

H33140



Changing from U//FOUO to CUI.

H33150
Changing from U//FOUO to CUI.

H33160
Changing from U//FOUO to CUI.

H40220
Changing from U//FOUO to CUI.

HBSS Rogue Sensor STIG, Version 5, Release 1
H30280 - RSD

Changed verbiage from HBSS or ESS(HBSS) to ESS.

IBM z/OS ACF2 STIG, Version 8, Release 4
ACF2-CE-000030

Reworded Check for clarity and consistency.

N/A
Updated z/OS STIG Addendum and changed Addendum for CESD.

ACF2-OS-000340
Modified Rule Title and Check to allow alternate for full disk encryption.

ACF2-OS-000220
Changed IDs for all three ESMs and added NA sentences. 

IBM z/OS RACF STIG, Version 8, Release 4
RACF-CE-000030 

Reworded Check for clarity and consistency.

N/A
Updated z/OS STIG Addendum and changed Addendum for CESD.

RACF-SH-000030
Removed requirement; combined RACF-SH-000020.

RACF-TN-000030
Removed requirement; combined RACF-SH-000020.

RACF-OS-000330
Removed requirement; combined with RACF-OS-000320.

RACF-OS-000340
Removed requirement; combined with RACF-OS-000320.



RACF-OS-000320
Modified Rule Title and Check to allow alternate for full disk encryption.

RACF-ES-000040
Changed IDs for all three ESMs and added NA sentences. 

IBM z/OS TSS STIG, Version 8, Release 4
TSS0-CE-000010 

Reworded Check and Fix for clarity and consistency.

N/A
Updated z/OS STIG Addendum and changed Addendum for CESD.

TSS0-OS-000160
Combined with TSS0-OS-000320.

TSS0-OS-000310
Combined with TSS0-OS-000320.

TSS0-OS-000320
Modified Rule Title and Check to allow alternate for full disk encryption.

TSS0-ES-000510
Changed IDs for all three ESMs and added NA sentences. 

Kubernetes STIG, Version 1, Release 3
CNTR-K8-001400

Removed cipher suites using the CHACHA20_POLY1305. Removed extra space before _SHA256.

CNTR-K8-001420 
Changed discussion filename to match the check. 

CNTR-K8-001460
Changed discussion filename to match the check. 

CNTR-K8-000890 
Corrected discussion to address least privilege and not "owned by root".

CNTR-K8-001490
Changed control to address etcd param "key-file" rather than "etcd-key-file".

CNTR-K8-000220
Changed the param name "use-service-account-credentials".
not `use-service-account-credential`

McAfee ENS 10.x STIG, Version 2, Release 5
ENS-FW-000006



Added an allow all condition to the check text.

ENS-FW-000007
Added an allow all condition to the check text.

ENS-TP-000246
Added requirement to check for DAT age, not to exceed 7 days.

McAfee VirusScan 8.8 Local Client STIG Benchmark, Version 1, Release 4
NA

Updated McAfee VirusScan 8.8 Local Client 32-bit CPE.
Moved benchmark to sunset.

McAfee VirusScan 8.8 Managed Client STIG Benchmark, Version 1, Release 4
NA

Moved benchmark to sunset.

Microsoft Edge STIG, Version 1, Release 3
NA

Updated verbiage in Executive Summary of STIG Overview

EDGE-00-000041
Corrected registry path. 

EDGE-00-000044
Removed requirement.

Microsoft IIS 10.0 Server STIG, Version 2, Release 4
IIST-SV-000205

Altered Check and Fix text.

Microsoft IIS 10.0 Site STIG, Version 2, Release 4
IIST-SI-000242

Added NA for SharePoint clause.

IIST-SI-000252
Added note.

IIST-SI-000253
Removed requirement.

IIST-SI-000254
Removed requirement.

IIST-SI-000236
Altered setting.



IIST-SI-000220 
Added NA for SharePoint clause.

IIST-SI-000219
Added NA for SharePoint clause.

Microsoft IIS 8.5 Server STIG, Version 2, Release 3
IISW-SV-000159

Added NA for Exchange Statement.

Microsoft IIS 8.5 Site STIG, Version 2, Release 4
IISW-SI-000242

Added NA for SharePoint statement.

IISW-SI-000220
Added NA for Exchange Statement.

IISW-SI-000253
Removed requirement.

IISW-SI-000219
Added NA for SharePoint statement.

Microsoft Internet Explorer 11 STIG, Version 2, Release 1
DTBI014-IE11

Set minimum TLS version.

Microsoft SharePoint 2013 STIG, Version 2, Release 2
NA

**Note to PMRC to fix the Revision History from the last release**

SP13-00-000210
Altered permissions.

Microsoft SQL Server 2016 Database STIG, Version 2, Release 2
SQL6-D0-001100

Corrected typo in the query.

SQL6-D0-003000
Corrected typo in the query.

Microsoft SQL Server 2016 Instance STIG, Version 2, Release 5
SQL6-D0-010900

Added statement: If using APPLICATION or SECURITY logs, this is NA.

SQL6-D0-014100
Combined requirement with SQL6-D0-014200.



SQL6-D0-014200
Added script for checking server audit status.

SQL6-D0-003600
Corrected path for logon trigger.

MS Internet Explorer 11 STIG Benchmark, Version 2, Release 1
DTBI014-IE11

Modified minimum TLS version within OVAL in conjunction with manual STIG update.

Oracle 11.2g Database STIG, Version 2, Release 2
O112-C2-015300

Updated check to state PKI must be enabled.

O112-C1-015400
Updated check to state PKI must be enabled.

Oracle Database 11g STIG, Version 9, Release 1
NA

Moved to Sunset

Oracle Database 12c STIG, Version 2, Release 2
NA

Updated STIG ID to be O121-C2-001600.

O121-C2-020300
Removed requirement.

O121-C2-015300
Updated check to state PKI must be enabled.

O121-C1-015400
Updated check to state PKI must be enabled.

O121-BP-026200
Updated Check to system documentation.

Oracle Linux 6 STIG, Version 2, Release 5
OL6-00-000537

Fixed typo in check text.

Oracle Linux 7 STIG Benchmark, Version 2, Release 5
NA

Updated OVAL CPE to resolve issues with SCC Remote Plugin tool.

OL07-00-040420



Updated the OVAL in conjunction with STIG update.

OL07-00-010480
Removed the OVAL in conjunction with STIG update.

OL07-00-010490
Removed the OVAL in conjunction with STIG update.

Oracle Linux 7 STIG, Version 2, Release 5
OL07-00-010343

Fixed typo in check text.

OL07-00-010483
Updated the discussion and check text with clarifying verbiage.

OL07-00-010492
Updated the discussion and check text with clarifying verbiage.

OL07-00-020020
Updated check and fix text.

OL07-00-040420
Fixed typos throughout.

OL07-00-010500
Updated finding statement to include AO approved MFA.

OL07-00-010330
Updated check and fix text.

OL07-00-020720
Updated check command syntax.

OL07-00-021620
Updated check and fix text.

OL07-00-020023
Added requirement to configure sudo to elevate SELinux user context.

OL07-00-020021
Added requirement to confine SELinux users to roles observing least privilege.

OL07-00-020022
Added requirement to set SELinux boolean preventing privileged accounts from SSH.

OL07-00-010480
Removed requirement due to referenced OS version no longer supported by vendor.



OL07-00-010490
Removed requirement due to referenced OS version no longer supported by vendor.

Red Hat Enterprise Linux 7 STIG, Version 3, Release 5
RHEL-07-010343

Fixed typo in check text.

RHEL-07-010483
Updated the discussion and check text with clarifying verbiage.

RHEL-07-010492
Updated the discussion and check text with clarifying verbiage.

RHEL-07-020020
Updated check and fix text.

RHEL-07-040420
Fixed typos throughout.

RHEL-07-010500
Updated finding statement to include AO approved MFA.

RHEL-07-010330
Updated check and fix text.

RHEL-07-020720
Updated check command syntax.

RHEL-07-021620
Updated check and fix text.

RHEL-07-020023
Added requirement to configure sudo to elevate SELinux user context.

RHEL-07-020021
Added requirement to confine SELinux users to roles observing least privilege.

RHEL-07-020022
Added requirement to set SELinux boolean preventing privileged accounts from SSH.

RHEL-07-010480
Removed requirement due to referenced OS version no longer supported by vendor.

RHEL-07-010490
Removed requirement due to referenced OS version no longer supported by vendor.



Red Hat Enterprise Linux 8 STIG, Version 1, Release 4
RHEL-08-010384

Fixed typo in check text.

RHEL-08-040023
Updated check and fix text.

RHEL-08-040220
Updated the discussion, check, and fix text.

RHEL-08-040230
Updated the discussion, check, and fix text.

RHEL-08-040270
Updated the rule title, discussion, check, and fix text.

RHEL-08-040286
Updated the rule title, discussion, check, and fix text.

RHEL-08-040209
Updated the discussion, check, and fix text.

RHEL-08-040210
Updated the discussion, check, and fix text.

RHEL-08-040239
Updated the discussion, check, and fix text.

RHEL-08-040240
Updated the discussion, check, and fix text.

RHEL-08-040249
Updated the discussion, check, and fix text.

RHEL-08-040250
Updated the discussion, check, and fix text.

RHEL-08-040279
Updated the rule title, discussion, check, and fix text.

RHEL-08-040280
Updated the rule title, discussion, check, and fix text.

RHEL-08-010141
Updated the discussion and check text with clarifying verbiage.

RHEL-08-010149



Updated the discussion and check text with clarifying verbiage.

RHEL-08-010422
Fixed typo in command syntax.

RHEL-08-030602
Fixed typo in command syntax.

RHEL-08-010300
Fixed typos throughout.

RHEL-08-010330
Fixed typos throughout.

RHEL-08-020353
Updated check and fix text.

RHEL-08-020027
Added requirement to modify SELinux context for a non-default faillock tally directory for versions 8.2 
and newer.

RHEL-08-020028
Added requirement to modify SELinux context for a non-default faillock tally directory for versions 
below 8.2.

RHEL-08-010690
Updated check command syntax.

RHEL-08-010190
Fixed typo in check text.

RHEL-08-010180
Removed requirement. This is covered in RHEL-08-010700.

RHEL-08-040259
Separated IPv4 requirement from RHEL-08-040260.

RHEL-08-010372
Updated the discussion, check, and fix text.

RHEL-08-010373
Updated the discussion, check, and fix text.

RHEL-08-010374
Updated the discussion, check, and fix text.

RHEL-08-010375



Updated the discussion, check, and fix text.

RHEL-08-010376
Updated the discussion, check, and fix text.

RHEL-08-010430
Updated the discussion, check, and fix text.

RHEL-08-010671
Updated the discussion, check, and fix text.

RHEL-08-040260
Updated the rule title, discussion, check, and fix text.

RHEL-08-040261
Updated the rule title, discussion, check, and fix text.

RHEL-08-040262
Updated the rule title, discussion, check, and fix text.

RHEL-08-040281
Updated the rule title, discussion, check, and fix text.

RHEL-08-040282
Updated the rule title, discussion, check, and fix text.

RHEL-08-040283
Updated the rule title, discussion, check, and fix text.

RHEL-08-040284
Updated the rule title, discussion, check, and fix text.

RHEL-08-040285
Updated the rule title, discussion, check, and fix text.

RHEL-08-040132
Fixed typo in check and fix text.

RHEL-08-040133
Fixed typo in check and fix text.

RHEL-08-040134
Fixed typo in check and fix text.

RHEL-08-040021
Updated check and fix text.



RHEL-08-040022
Updated check and fix text.

RHEL-08-040024
Updated check and fix text.

RHEL-08-040025
Updated check command syntax.

RHEL-08-040026
Updated check command syntax.

RHEL-08-010320
Updated check text and finding statement.

RHEL-08-010295
Fixed typo in check text.

RHEL-08-010421
Fixed typo in command syntax.

RHEL-08-010423
Fixed typo in command syntax.

RHEL-08-030601
Fixed typo in command syntax.

RHEL-08-040004
Fixed typo in command syntax.

RHEL-08-010020
Updated check command syntax.

RHEL-08-020050
Updated the discussion text and added an N/A statement to the check text.

RHEL 7 STIG Benchmark, Version 3, Release 5
NA

Updated OVAL CPE to resolve issues with SCC Remote Plugin tool.

RHEL-07-040420
Updated the OVAL in conjunction with STIG update.

RHEL-07-040160
Re-enabled the automation and updated the OVAL to match the current check text in the RHEL 7 
STIG.



RHEL-07-040201
Updated the OVAL to better handle checking the current value assigned to 
kernel.randomize_va_space.  

RHEL 8 STIG Benchmark, Version 1, Release 3
NA

Updated OVAL CPE to resolve issues with SCC Remote Plugin tool.

RHEL-08-040023
Updated the OVAL in conjunction with STIG update.

RHEL-08-040220
Updated the OVAL in conjunction with STIG update.

RHEL-08-040230
Updated the OVAL in conjunction with STIG update.

RHEL-08-040270
Updated the OVAL in conjunction with STIG update.

RHEL-08-030320
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-040210
Updated the OVAL in conjunction with STIG update.

RHEL-08-040240
Updated the OVAL in conjunction with STIG update.

RHEL-08-040250
Updated the OVAL in conjunction with STIG update.

RHEL-08-040280
Updated the OVAL in conjunction with STIG update.

RHEL-08-030180
Updated the OVAL to bring the title to match the RHEL 8 STIG.

RHEL-08-010560
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030000
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030130
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  



RHEL-08-030140
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030150
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030160
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030170
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030171
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030172
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030190
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030200
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030210
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030220
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030230
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030240
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030250
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030260
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030270
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030280
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  



RHEL-08-030290
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030300
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030301
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030302
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030310
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030311
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030312
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030313
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030314
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030315
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030316
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030317
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030330
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030340
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030350
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030360



Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030361
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030362
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030363
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030364
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030365
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030370
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030380
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030390
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030400
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030410
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030420
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030430
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030440
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030450
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030460
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  



RHEL-08-030470
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030480
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030490
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030500
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030510
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030520
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030530
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030540
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030550
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030560
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030570
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030580
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-030600
Rebundled the OVAL to capture the update to the extended OVAL of RHEL-08-030180.  

RHEL-08-010300
Updated the OVAL to not fail if the sticky bits are enabled.  
Updated the OVAL in conjunction with STIG update.

RHEL-08-010372
Updated the OVAL in conjunction with STIG update.

RHEL-08-010373



Updated the OVAL in conjunction with STIG update.

RHEL-08-010374
Updated the OVAL in conjunction with STIG update.

RHEL-08-010375
Updated the OVAL in conjunction with STIG update.

RHEL-08-010376
Updated the OVAL in conjunction with STIG update.

RHEL-08-010671
Updated the OVAL in conjunction with STIG update.

RHEL-08-040260
Updated the OVAL in conjunction with STIG update.

RHEL-08-040261
Updated the OVAL in conjunction with STIG update.

RHEL-08-040262
Updated the OVAL in conjunction with STIG update.

RHEL-08-040281
Updated the OVAL in conjunction with STIG update.

RHEL-08-040282
Updated the OVAL in conjunction with STIG update.

RHEL-08-040283
Updated the OVAL in conjunction with STIG update.

RHEL-08-040284
Updated the OVAL in conjunction with STIG update.

RHEL-08-040285
Updated the OVAL in conjunction with STIG update.

RHEL-08-040021
Updated the OVAL in conjunction with STIG update.

RHEL-08-040022
Updated the OVAL in conjunction with STIG update.

SLES 12 STIG Benchmark, Version 2, Release 5
NA

Updated OVAL CPE to resolve issues with SCC Remote Plugin tool.



Solaris 11 SPARC STIG, Version 2, Release 5
SOL-11.1-070030

Updated the check content command.

SOL-11.1-010230
Updated finding statement.

SOL-11.1-010250
Updated finding statement.

SOL-11.1-010260
Updated finding statement.

SOL-11.1-010270
Updated finding statement.

SOL-11.1-010290
Updated finding statement.

SOL-11.1-010300
Updated finding statement.

SOL-11.1-010310
Updated finding statement.

SOL-11.1-010330
Updated finding statement.

SOL-11.1-080160
Updated check command syntax.

SOL-11.1-080020
Fixed typo in check text.

Solaris 11 x86 STIG, Version 2, Release 5
SOL-11.1-070030

Updated the check content command.

SOL-11.1-010230
Updated finding statement.

SOL-11.1-010250
Updated finding statement.

SOL-11.1-010260
Updated finding statement.



SOL-11.1-010270
Updated finding statement.

SOL-11.1-010290
Updated finding statement.

SOL-11.1-010300
Updated finding statement.

SOL-11.1-010310
Updated finding statement.

SOL-11.1-010330
Updated finding statement.

SOL-11.1-080160
Updated check command syntax.

SOL-11.1-080020
Fixed typo in check text.

SUSE Linux Enterprise Server (SLES) 12 STIG, Version 2, Release 5
SLES-12-010113

Fixed typo in check text.

SLES-12-010770
Updated check command syntax.

SUSE Linux Enterprise Server (SLES) 15 STIG, Version 1, Release 4
SLES-15-040120

Updated check command syntax.

Virtual Private Network SRG, Version 2, Release 4
SRG-NET-000550-VPN-002360

Removed unnecessary details about community strings and how the the protocol works.

SRG-NET-000074-VPN-000250
Removed the example of DH implementation in the Fix text and corrected various typos.

SRG-NET-000168-VPN-000600
Removed references to SHA-1 and updated to require SHA-2 or above. Changed SP800-131Ar1 to 
SP800-131Ar2.

SRG-NET-000230-VPN-000780
Removed references to SHA-1 and updated to require SHA-2 or above. Changed SP800-131Ar1 to 
SP800-131Ar2.



SRG-NET-000585-VPN-002420
Removed requirement.

SRG-NET-000400-VPN-001940
Removed references to SHA-1 and updated to require SHA-2 or above. Changed SP800-131Ar1 to 
SP800-131Ar2.

SRG-NET-000522-VPN-002320
Added to Discussion: "NIST SP 800-52 Rev 2 provides guidance for using pre-shared keys with VPN 
gateways. PSKs may only be used in networks where both the client and server belong to the same 
organization."

SRG-NET-000565-VPN-002400
Updated with NSS information in Requirement and Discussion.

SRG-NET-000062-VPN-000200
Updated reference to NIST SP 800-52 Rev 2.

SRG-NET-000063-VPN-000210
Added TLS to the Requirement.

SRG-NET-000234-VPN-000810
Removed statement about mitigation to CAT III.

SRG-NET-000063-VPN-000220
Changed to require SHA-2.

SRG-NET-000371-VPN-001650
Changed to require SHA-2.

SRG-NET-000565-VPN-002390
Updated with NSS information in Requirement and Discussion.

SRG-NET-000213-VPN-000721
Added requirement to perform risk assessment and document session inactivity termination period 
and document in the SSP.

VMWare ESXi 5 Server STIG, Version 2, Release 1
GEN000100-ESXI5-000062

Altered requirement to sunset STIG.

VMware ESXi 5 vCenter Server STIG, Version 2, Release 1
VCENTER-000099



Added requirement to sunset STIG.

Vmware ESXi 5 Virtual Machine STIG, Version 2, Release 1
ESXI5-VM-000099

Added requirement to sunset STIG.

VMware vSphere 6.5 ESXi STIG, Version 2, Release 3
ESXI-65-000049

Reinstated requirement.

VMware vSphere 6.5 Virtual Machine STIG, Version 2, Release 1
VMCH-65-000049

Added NA statement.

z/OS CA 1 Tape Management for ACF2 STIG, Version 6, Release 9
ZCA1A020

Updated Title and Fix

ZCA1A021
Updated Title and Fix

z/OS CA 1 Tape Management for RACF STIG, Version 6, Release 9
ZCA1R020

Removed a redundant Check-portion entry and add a Backstop requirement; Updated Title and Fix

ZCA1R021
Removed a redundant Check-portion entry and add a Backstop requirement; Updated Title and Fix

z/OS CA 1 Tape Management for TSS STIG, Version 6, Release 9
ZCA1T020

Updated Title.

ZCA1T021
Updated Fix.

z/OS ICSF for ACF2 STIG, Version 6, Release 7
ZICS0040

Changed requirement for SSM to site-defined; changed requirement for DEFAULTWRAP to site-
defined.

z/OS ICSF for RACF STIG, Version 6, Release 7
ZICS0040

Changed requirement for SSM to site-defined; changed requirement for DEFAULTWRAP to site-
defined.

z/OS ICSF for TSS STIG, Version 6, Release 7
ZICS0040



Changed requirement for SSM to site-defined; changed requirement for DEFAULTWRAP to site-
defined.

z/OS SRR Scripts, Version 6, Release 51
NA

Corrected automation in the generation of xml for import.
Removed automation for AAMV0014, AAMV0018, AAMV0060, AAMV0430, and ITCP0025.
Removed automation for ACF0260, ACF0300, ACF0410, ACF0490, ACF0520, ACF0570, ACF0610, 
ACF0670, ACF0680, ZUSSA050, and ZUSSA053.
Removed automation for RACF0260, RACF0280, RACF0290, RACF0310, RACF0320, RACF0330, 
RACF0370, RACF0470, and ZUSSR070.
Removed automation for TSS0320, TSS0330, TSS0350, TSS0380, TSS0420, TSS0470, TSS0490, 
TSS0530, TSS0590, TSS0620, TSS0630, TSS0650, TSS0970, and ZUSST052.

RACF-ES-000160
Changed to correct 013-18 abends.

z/OS SRRAUDIT Dialog Management, Version 6, Release 51
NA

Removed vulnerability questions for AAMV0014, AAMV0018, and, AAMV0430.
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