STIG Viewer Release Notes — Version 3.7.0

e Updated CCI List.

e Updated Applicability Guide content as of January 2026.

e Upgraded to the latest Electron version.

e Updated application version display to reflect STIG Viewer 3.7.
e Multi-checklist workflow enhancements:

o When selecting multiple checklist files, users are now prompted to choose whether to
combine them into a single checklist tab (existing behavior) or open each checklist in its
own separate tab.

o Added support for opening multiple selected checklists in separate tabs.
e CSV import support:

o Added support for round-trip CSV workflows, allowing users to export a STIG Viewer
CSV, modify checklist data externally, and import the updated CSV back into the
originating checklist.

o Added CSV import warnings in the import preview dialog that highlight validation
issues, invalid values, and potential overwrites before changes are applied.

o Added dynamic CSV header validation that clearly identifies missing or invalid column
names during import.

e Checklist and rule list improvements:
o Added Status as a selectable option in the Rule List Display settings.
o Added ability to sort checklist rules by STIG Status directly from the rule list.

o Updated rule result handling so rules marked as error or informational now display the
Not Reviewed status icon in the checklist.

e CKL export fixes:
o Fixed missing <TARGET_KEY> values in exported CKL files.

o Fixed incorrect STIG version numbers appearing when exported CKLs were
reimported.

o Restored missing STIGRef entries in CKL exports for each vulnerability.
e XCCDF import behavior updates:

o Updated handling of XCCDF rule results so both error and informational statuses are
imported as Not Reviewed.

e STIG Explorer enhancements:

o Updated Explorer PDF hyperlink handling so external links open in the user’s default
browser instead of being rendered inside the application.

o Fixed STIG Compare sort header so it appears immediately on load.
o Resolved display issues when switching between tabs during a STIG compare.

o Revised STIG compare order, which is now enforced to match input UUID selection
order.

o Corrected total rule count calculation after applying filters in STIG compare.
o Added support for “Is Not” operator in STIG Compare Diff Status filter.

o Added support for adjustable STIG compare diff modes (left, right, words, lines) via
Rule List Settings.



Filtering experience improvements:
o Added copy/paste support for filters across checklist and Explorer tabs.

o New filters now default to the previous filter type instead of always starting at
“Content.”

Accessibility and keyboard shortcut enhancements:

o Added comprehensive keyboard shortcut support for common File menu actions (Open,
Save, Save As, Import, Export, Save All) across Checklist and App Guide.

o Updated File menu and keyboard shortcut behavior so Save, Save As, and related actions
appear and function only when a checklist or collection is open.

o Added ARIA key shortcut metadata to improve screen reader support and Section 508
accessibility compliance.

User interface behavior fixes:

o Closing the “Add STIGs” screen during STIG library progress now works when clicking
outside the progress bar overlay (after the Done button appears).

o Fixed App Guide Save As behavior so collection names update correctly after renaming.

o Refactored the Checklist Save All workflow to ensure existing checklists are saved before
Save As prompts.

o Fixed alignment of app drop-down menus in toolbar.

o Fixed layout and alighment issues for Rule List Display toggle buttons, ensuring
consistent positioning across checklist and STIG Explorer views.



