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1. INTRODUCTION

STIG Viewer Version 3.x is a replacement for the previous DISA tools STIG Viewer 2.x and STIG-
SRG Applicability Guide. The intent of this User Guide is to assist in navigating version 3.x and
describe functionalities from a user perspective.

1.1 About DOD/DISA STIG Viewer

The DOD/DISA STIG Viewer tool provides the capability to view one or more XCCDF
(Extensible Configuration Checklist Description Format) formatted STIGs in an easy-to-navigate,
human-readable format. It is compatible with STIGs developed and published by DISA for the
DOD. The purpose of STIG Viewer is to provide an intuitive graphical user interface that allows
ease of access to the STIG content, along with additional search and sort functionality.

STIG Viewer supports additional functionality using the following features:

e Allows multiple STIGs to be imported and used when creating checklists.

e Individually loads one or more XCCDF STIG files.

e Extracts XCCDF STIG files from zipped STIG packages, including nested ZIP files.

e Maintains an internal library of loaded STIGs.

e Sorts the list of STIG requirements by Group 1D, Rule ID, and STIG ID.

e Secarches or filters all loaded STIG files based on one or more keywords. Searches all fields
ot individual fields and returns a filtered list of STIG requirements/vulnerabilities.
o Searches may also be restricted to Content (Discussion, Check, and Fix), Rule Title,

Severity, STIG ID, Group ID, Rule ID, CCI, or Legacy 1D.

e Displays CCI data if the CCI reference is contained in the STIG requirements.

e Prints or exports (HTML and CSV file formats) selected STIG data for use with other
programs.
o Bases the printed/exported data on the list of requirements displayed in the pane of the

viewer and formats the output as a table containing each requirement.

e Imports automated review SCAP (Security Content Automation Protocol) or XCCDF
Results into the checklist, populating the checklist with the automated results. The manual
portion of the review can be completed and added to the automated results.

e Exports the checklist as a CSV file.
e Displays PDF documents bundled with STIG packages.

1.2 About the SRG/STIG Applicability Guide

The SRG/STIG Applicability Guide allows the user to build a collection of assets pertaining to an
environment, such as an information system. Using the collection of assets built by the user, the tool
will determine the SRGs, STIGs, and other policy documents the user needs to harden or assess
their environment. The tool allows the user to preview and export the policy documents as well as
import and export the collection.
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Applicability Guide functions include the following:

e Sclect from two modes of asset addition for different levels of familiarity.
e Drag and drop assets in the asset tree.
e Import and export asset collections.

e Export policy documents.
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2. INSTALLING AND RUNNING STIG VIEWER 3.X

2.1 Installing Standalone STIG Viewer

1. Download the STIG Viewer 3.x standalone ZIP file from the Cyber Exchange website. Go
to SRGs/STIGs >> SRG/STIG Viewing Tools.

»{ DoD CYBER
//(EXCHAHGE NIPR

SECURITY TECHNICAL
IMPLEMENTATION GUIDES
(STIGS)

STIGs Home

Automation

Control Correlation Identifier (CCI)
Document Library

DoD Annexfor NIAP Protection Profiles
DoD Cloud Computing

DoD Secure Host Baseline Repos

Frequently Asked Questions - FAQs

2. Click STIG Viewer 3.x-Win64 or STIG Viewer 3.x-Linux.

E‘] STIG Viewer 3.1 Hashes

A
EI STIG Viewer 3.1-Linux —
El STIG Viewer 3.1 Win64 —

E STIG Viewer 3.1-Winé4 msi

3. Click Save to save as U_STIGViewer-win32_x64-3-x-x.zip or U_STIGViewer-linux_x64-3-

x-x.zip. Extract all contents of the ZIP file to the local hard disk; the standalone application
does not run from within the ZIP file.
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2.2 Installing the STIG Viewer Windows MSI Package

1. Download the STIG Viewer 3.x Windows MSI ZIP file from the Cyber Exchange website.
Go to SRGs/STIGs >> SRG/STIG Viewing Tools.

,{ DoD CYBER
//(EXCHANGE NIPR

SECURITY TECHNICAL
IMPLEMENTATION GUIDES
(STIGS)

me

Automation

Contr relation Identifier

Document Library

DoD Annexfor NIAP Protection Profiles

ure Host Baseline Repository

Frequently Asked Qu

Summary

G Library Compilations

g List

2. Click STIG Viewer Version 3.x-Win64_msi.

RELN b
STIG Viewer 3.1 Hashes

E STIG Viewer 3.1-Linux

EI STIG Viewer 3.1-Winé4
E STIG Viewer 3.1-Winé4 msi —

3. Click Save to save as U_STIGViewer-win32_x64-3-x-x_msi.zip.

4. Open the downloaded ZIP file. Open the enclosed .msi file to begin the installation process.
Administrative rights are required for installation.
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2.3 Verifying Integrity of STIG Viewer Packages

A file containing secure hash values for the STIG Viewer ZIP packages is published on cyber.mil.
These hash values can be used to verify the integrity of STIG Viewer packages. Values are provided
for the SHA256, SHA384, and SHA512 algorithms. To verify, compute the hash value on the STIG
Viewer package under inspection using tools such as the Get-FileHash cmdlet (available in Windows
PowerShell) or the sha256sum, sha384sum, and sha512sum programs (available on Linux). To verify
the integrity of the file, compare the hash value from the published file to the computed value for
the file under inspection for the same algorithm.

2.4 Unblocking on Windows

When STIG Viewer is downloaded on Windows, the file may be marked to indicate it was
downloaded from the internet, which may prevent running the application. This can also apply to
the contents of a ZIP file when extracted. Consult with the local system administrator for guidance.
If approved, a verified file can be unblocked. Using File Explorer, select Properties for the file. In
the Properties dialog, navigate to the General tab and the Security section. Unblock the file by
checking the Unblock checkbox and selecting OK. Alternatively, in Windows PowerShell, the
Unblock-File cmdlet can be used.

2.5 Linux File Access Policy

Linux systems using the File Access Policy Daemon (fapolicyd) may block the execution of STIG
Viewer and present an “Operation Not Permitted” or “cannot open shared object file” message
when attempting to launch STIG Viewer. The following procedure can be used to trust a common
installation of STIG Viewer:

1. Make the directory for the shared STIG Viewer installation.
$ sudo mkdir /opt/stigviewer
2. Unzip the STIG Viewer package into the shared directory.

$ sudo unzip U STIGViewer-linux_x64-3-x-x.zip -d /opt
$ sudo mv /opt/stig viewer 3-linux-x64 /opt/stigviewer

3. Add the STIG Viewer library and binaries to the fapolicyd trust database.
$ sudo fapolicyd-cli --file add /opt/stigviewer

4. Notity fapolicyd that the database has been updated.
$ sudo fapolicyd-cli --update

5. Run STIG Viewer from the shared directory.

$ /opt/stigviewer/STIG\ Viewer\ 3
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2.6 Digital Signatures

Beginning with STIG Viewer version 2.15, the Windows EXE and MSI files are digitally signed with
a DOD code signing certificate. Information on installing DOD trust anchors is available at
https://public.cyber.mil/pki-pke/. To view the signatures, open the file’s properties in Windows
Explorer and select the Digital Signatures tab.

2.7 STIG Viewer Help

The STIG Viewer Help section can be found under the hamburger menu. This section provides
links to the Release Notes, Dependency List, User Guide, and Check for Updates, which is a link to
Cyber Exchange to verify the latest version available.

APP HELP
Preferences Release Notes
Exit Dependency List
User Guide
Check for Updates

.. J
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3. USING STIG VIEWER 3.X

STIG Viewer 3.x has combined the STIG Applicability Guide, STIG Explorer (Viewer), and STIG
Checklists into one application.

Note: If there is a long path in any of the sections, the user can either adjust the pane to see
the entire path or go to the bottom of the section and use the scroll bar to view.

3.1 Opening STIG Viewer

1. The procedure for opening STIG Viewer depends on the release package used.
a.  Windows standalone package:
1. Start STIG Viewer by opening the STIG Viewer 3.exe file.
b. Windows MSI package:
1. Start STIG Viewer by opening the STIG Viewer 3 item from the Start Menu.
c. Linux standalone package:
i. Start the standalone STIG Viewer executable from the command line (STIG Viewer 3).
d. Other considerations:

1. Consult local system administrators for assistance in running standalone versions of
STIG Viewer with any application firewalls.

2. At startup, the application will open to the Home page and look like this:

= STIG Viewer 3.5

Open

No Recent STIGs

o

TIG Viewer

New Open

No Recent Collections

Applicability Guide

New Open

|
o

I

No Recent Checklists

Checklists
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3. To change the appearance from Default to Dark mode, select the hamburger menu in the
top-left corner of the screen and then select Preferences. Under Theme, change to Dark,
and then click Save.

= STIG Viewer 3.5

Preferences

[ Enable Sunset Labels
Auto-Save Checklists
[ Force Single Instance
[ Always Show Classification Options

Edit Classification Levels

Zoom

_—
Log Path
C:\Users\eva.tosten\AppData\Roaming\STIG_VIEWER_3\logs

Reset App

Dashboard

Theme

Default

Dark

STIG Viewer 3.5

STIG Viewer

Applicability Guide

Checklists
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4. STIG EXPLORER

41 Open STIGs

Open STIGs from the Home screen or by selecting the STIG Viewer icon on the left side of the

screen.

4.1.1 To Open STIGs from the Home Screen

1. Click Open in the upper portion of the STIG Viewer section of the screen.

= STIG Viewer 3.5

w

TIG Viewer

——— New Open
Applicability Guide

_i

Checklists

New Open

(T

No Recent STIGs

No Recent Collections

No Recent Checklists

2. Navigate to the location of the STIG and double-click or select the STIG and then click

Load.

Note: The user can import either .ZIP/.zip or .XML/.xml formats.
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4.1.2 To Open STIGs from the STIG Viewer Icon

1. Click the STIG Viewer icon on the Home page.
2. Click the Open STIG icon in the upper portion of the screen.

= STIG Viewer 3.5
M 0pensTIG JJ [l Add STIG to Library W Delete STIGs ~*+ Compare STIGs =3 Open Multiple STIGs
STIG Library 2 search

Your STIG library is empty!

Visit public.cyber.mil to download.

[Z Individual STIGs  or [ A collection of all STIGs

Then use:
I OpensTIG or gl Add STIG to Library

to view or add them to your collection

Note: Once a STIG is opened, there are three main sections to the screen as shown below.

SECTION 1: STIG Overview shows the STIG’s associated documents, such as Read Me,
Release Memo, Overview, Revision History, etc. The user can choose to show or hide these
documents via the checkbox found in the Gear icon.

Red Hat Enterprise Linux 8 3

STIG Rules v

ﬁRED HAT ENTERPRISE LINUX 8 \

Read Me
E U Readme SRG_and_STIG.pdf

Release Memo
EE U RHEL 5 STIG V1_Release_Memo.pdf

Overview
EE U RHEL_8 VZR2_ Overview.pdf

Revision History
\ﬂﬂ U_RHEL_8_V?R2_Revision_History.pdf )

N —

Group 1D

10
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Note: The Read Me, Release Memo, Overview, and Revision History files will only appear if the

ZIP file has been opened.

SECTION 2: Rules shows the Group

ID. Also, a user can add Rule ID and/or STIG ID, or

any combination of the three, by selecting the gear icon in the navigation bar. The default is
Group ID for the Origin STIG. The user can also choose to show or hide the Rule Title via

the checkbox.

@ [ RIEL 5 VRS Revision History odf
GrouplD

N

v-230221

RHEL 8 must be a vendor-supported release
V-230222

RHEL 8 vendor packaged system security paiches ..
V-230223

RHEL 8 must implement NIST FIPS-validated crypt.
V-230224

All RHEL 8 local disk partitions must implement cry. .
V-230225

RHEL 8 must display the Standard Mandatory DoD
V-230226

RHEL 8 must display the Standard Mandatory DoD ...
V-230227

RHEL 8 must display the Standard Mandatory DoD
V-230228

All RHEL 8 remote access methods must be monito
V-230229

RHEL 8, for PKl-based authentication, must validat...
V-230230

RHEL 8, for certificate-based authentication, must e
V-230231

RHEL 8 must encrypt all stored passviords with a Fl...
V-230232

RHEL 8 must employ FIPS 140-2 approved cryptog.
V-230233

The RHEL & shadow password suite must be config...
V-230234

RHEL 8 operating systems booted with United Exte.
V-230235

RHEL 8 operating systems booted with a BIOS mus...
V-230236

RHEL 8 operating systems must require authenticat...

\ V-230237
s The RHEL 8 pam _unix so module must be configur. l

Red Hat Enterprise Linux 8 %

—_

STIG Rules (&)Y  Red Hat Enterprise Linux 8
S Actions: X 8 Securit
nark Date: 30

v RED HAT ENTERPRISE LINUXE =, Create checklist from STIG

Read Me )
E  U_Rreadme_SRG_and_STIG pdf ¥ Export STIG 1v-2
- ersonal Ider

1275

Release Memo
[E  J_RHEL 5_sTIG_vi_Releass_Memdf Rule List Display:

Overview

B  U_RHEL 8 V2R2 Ovenview.pdf Rule ID m STIGID
Revision History o ow Rule Title

EE  |_RHEL_8 V2R2_Revision_History.p Show Documents List —

Group ID &
Group By:
V-230221 pBY
RHEL & must be a vendor-supported releass} None Ungm STIG | -
V-230222 W
RHEL 8 vendor packaged system security paicnesspmssees e ROcormusvenamenrie SELinuy

11
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SECTION 3: Vulnerability detail shows more details about each vulnerability in the selected
STIG or more detailed information about a selected rule/requirement.

= STIG Viewer 3.5

Red Hat Enterprise Linux 8 X

STIG Rules & Y | Red Hat Enterprise Linux 8

_ Red Hat Enterprise Linux 8 Security Technical Implementation Guide

Version: 2 Release: 2 Benchmark Date: 30 Jan 2025

~ RED HAT ENTERPRISE LINUX 8

Read Me N
E |_Readme_SRG_and_STIG pdf SRG-0SH GPOS-00

| -
RHEL 8 must a:cept Persnnal Idenmy Verification (PIV) credentials

Release Memo
E |_RHEL_§_STIG_V1_Release_Memo.pdf

SAG-05- POS-
Overview

E U RHEL 3 V2R2 Overview.pdf RHEL 8 must implement non- executah\e data to protect its memory from unauthorized code
Revision Histo execution

E U RHEL_8_V2R2 Revision_History pdf

GroupID & .

V230221 YUM must remove all software mmpnnems after updated versions have been installed on RHEL 8
RHEL & must be a vendor-supported release

V-230222 SRG-0S- SGPOS-00
RHEL 8 vendor packaged system securily palches ... RHEL 8 must enable the SELI nux targeted policy.
V-230223

RHEL 8 must implement NIST FIPS-validated crypt. SRG-05-000065-GPOS-00!

V-230224 RHEL 8 must ensure the password complexity module is enabled in the password-auth file
All RHEL 8 local disk parttions must implement cry

V-230225 SRG0S 205 6
RHEL & mus! display the Standard Mandatory DOD... [ " " N

o ! RHEL 8 must prohibit the use of cached authentications after one day.
V-230226
RHEL 8 must display Ihe Standard Mandatory DoD .

SRG-05-000480-G!

v-230227
RHEL & must display the Standard Mandatory DoD RHEL 8 must d\splay the date and time of the last successful account logon upon logon
V-230228
All RHEL 8 remots access methods must be monito SRG-0S-000480-GPOS-
V230229 RHEL 8 must display the date and time of the last successful account legon upon an SSH logon.

RHEL 8, for PKl-based authentication, must validat. ..

V-230230 SRG-0S-

386

26-GPOS-

86
367 Rulas The RHEL 8 audit system must be configured 10 audit the execution of privileged functions and

= STIG Viewer 3.5

Red Hat Enlerprise Linux 3 X

STIG Rules fo 2 4
) Red Hat Enterprise Linux 8
Overview Version: 2 Release: 2 Benchmark Date: 30 Jan 2025
RED HAT ENTERPRISE LINUX 8 CROUP ID: ROLE 1o smieib:
e V-230221 SV-230221r1017040 RHEL-08-010000
Read Me
@ y_Readme_SRG_and_STIG.pdf SRGID: SEVERITY: CLASSIFICATION

Release Memo 5RG-05-000480-GPOS-00227 CATI Unclassified
E  U_RHEL_§_STIG_V1_Release_Memo.pdf

Overview

E U RHEL 3 V2R2 Overview pdf Rule Title:

Revision History RHEL & must be a vendor-supported release,
E | RHEL_8_V2R3_Revision_History pdf
GroupID & Discussion:

RHEL 8 must be a vendor-supporled release:

| V-230221 An operating system release is considered "supported" if the vendor continues to provide security

patches for the product. With an unsupported release, it will not be possible to resolve security issues
V-230222

discovered in the system software,
RHEL 8 vendor packaged system security paiches

V230223
RHEL 8 must implement NIST FIPS-validated crypt Red Hat offers the Extended Update Support (EUS) add-on to a Red Hat Enterprise Linux subscription, for
V-230224 a fee, for those customers who wish to standardize on a specific minor release for an extended period.

ANRHEL 3 local disk parlfions must implement ery... The RHEL 8 minor releases eligible for EUS are 8.1, 8.2, 8.4, 8.6, and 8.8. Each RHEL & EUS stream is

available for 24 months from the availability of the minor release. RHEL 8.10 will be the final minor release

V-230225
RHEL 8 must display the Standard Mandatory DOD...

overall. For more details on the Red Hat Enterprise Linux Life Cycle visit

V-230226

RHEL & must display the Standard Mandatery DoD ... https://access.redhat.com/support/pelicy/updates/errata/.

V-230227 Note: The life-cycle time spans and dates are subject to adjustment.
RHEL & must display the Standard Mandatory DoD

v-230228 Check Text:

All RHEL 8 remote access methods must be monito.

Verify the version of the operating system is vender supportad.

V-230229
RHEL 8, for PKI-based authenfication, must validat

Note: The lifecycls time spans and dates ars subjesct to adjustmens.
V-230230

367 Rules

12
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4.2 Adding STIGs to the Library

1. Click the STIG Viewer icon on the Home page or the magnifying glass icon in the upper-
right portion of screen.

= STIG Viewer 3.5

)

Open

No Recent STIGs

JNTAIAOAIA

STIG Viewer

N—

2. Click the Add STIG to Library icon in the upper portion of the screen.

Note: If no STIGs are loaded into the library, the screen will display the following message:
“Your STIG library is empty! Visit public.cyber.mil to download: Individual STIGs or A
Collection of all STIGs Then use: Open STIG or Add STIG to Library to view or add them
to your collection”.

= STIG Viewer 3.5

- Open STIG u Add STIG to Library i Delete STIGs ~* Compare STIGs =4 Open Multiple STIGs

STIG Library A, gearch

( Your STIG library is empty! \

Visit public.cyber.mil to download:

[ Individual STIGs or [A A collection of all STIGs

Then use:

I OpensSTIG or [l Add STIG to Library

\ to view or add them to your collection )

Note: The links on the screen will take the user to the public version of Cyber Exchange.

13
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3. Download the desired STIGs.
4. Click Add STIG to Library and navigate to the location of the STIGs to be imported.

Note: The user can select .ZIP/.zip or XML/ .xml file formats.

5. Select the file(s) and click Load.

Open s
&« v 4 & >UserName>  Downloads v B O Search Downloads
Organize ~ New folder E- @ @
v
¥ 3D Objects ~ Name Date modified Type ~
a
~ Today (1)
about -
<l U_SRG-STIG_Library_2023_01v1.zip 3/6/2023 9:24 AM WinZip File
AppData
~ Last week (3) N
character v < >
File name: |U_SRG-STIG_Library 2023 01v1.zip v \ Stig File (*zip;* xml) v

Note: The user can import the Compilation file to load all the STIGs. A counter will
display the import progress.

Searching Selection for STIGs

Processing Zip: 104 of 240
Found 155 STIGs

Adding STIGs to library

z0S Webspheremq for ACF2

Progress: 91/448

Adding STIGs to library

Added 448 STIGs to library

Done
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6. Once the desired STIGs are loaded into STIG Viewer 3, the screen will look like this:

STIG Viewer 3.5

+
BB OpensTIG ] Add STIG to Library

STIG Library

AAA Services Security Requirements Guide
APACHE 2.2 Server for UNIX

APACHE 2.2 Server for Windows

APACHE 2.2 Site far UNIX

APACHE 2.2 Site for Windows

Active Directory Domain

Active Directory Forest (STIG)

Adobe Acrobat Professional DC Continuous Track
Adobe Acrobat Reader DC Continuous Track
Akamai KSD Service Impact Level 2 ALG
Akamai KSD Service Impact Level 2 NDM
Apache Server 2.4 UNIX Server

Apache Server 2.4 UNIX Site

Apache Server 2.4 Windows Server

Apache Server 2.4 Windows Site

Apache Tomcat Application Server ¢

Apple i0S-iPad0S 16

W Delete STIGS

~ Compare §TIGs

=4 Open Multiple STIGs

4.3 Viewing STIGs

1. To view a single STIG, click the name of the STIG.

2. To view multiple STIGs, click Open Multiple STIGs in the upper-right portion of the

screen.

STIG Viewer 3.5

Open STIG I Add STIG to Library

STIG Library

AAA Services Security Requirements Guide
APACHE 2.2 Server for UNIX

APACHE 2.2 Server for Windows

APACHE 2.2 Site for UNIX

APACHE 2.2 Site for Windows

Active Directory Domain

Active Directory Forest (STIG)

Adobe Acrobat Professional DC Continuous Track
Adobe Acrobat Reader DC Continuous Track
Akamai KSD Service Impact Level 2 ALG
Akamai KSD Service Impact Level 2 NDM
Apache Server 2.4 UNIX Server

Apache Server 2.4 UNIX Site

Apache Server 2.4 Windows Server

Apache Server 2.4 Windows Site

Apache Tomcat Application Server 9

Apple i05-iPad0S 16

W Delete STIGs

=" Compare STIG
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3. Checkboxes will appear beside the STIGs in the Library, which are used to select STIGs to
view.

Note: To select all listed STIGs, click Select All. To unselect all checked STIGs, click Clear

Selected.

= STIG Viewer 3.5

B OpensTic [} AddSTIG to Library =, Open Single STIG

STIG Library red
Red Hat Ansible Automation Controller Application Server

Red Hat Ansible Automation Controller Web Server

Red Hat Enterprise Linux 8

Red Hat Enterprise Linux 9

Red Hat Openshift Container Platform 4.12

Redis Enterprise 6.x

Select All Clear Selected Y Filter =,0pen 6 STIGs

Note: If there is more than one version of a STIG, an expansion arrow will appear beside

the STIG name. Once expanded, the user can select one or multiple versions of the STIG to

add to the view.

= STIG Viewer 3.5

B OpensTic (@ AddSTIGtoLibrary W Delete STIGs L+ CompareSTIGs S Open Multiple STIGs

STIG Library red
Red Hat Ansible Automation Controller Application Server
Red Hat Ansible Automation Controller Web Server
v Red Hat Enterprise Linux 8
Version: 2 Release: 1 Benchmark Date: 24 Oct 2024
Version: 1 Release: 14 Benchmark Date: 24 Apr 2024
W Red Hat Enterprise Linux 9
Version: 2 Release: 2 Benchmark Date: 24 Oct 2024

Version: 2 Release: 1 Benchmark Date: 24 Jul 2024

Version: 1 Release: 3 Benchmark Date: 24 Apr 2024

Red Hat Openshift Container Platform 4.12

Redis Enterprise 6.x
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4. Search for STIGs that contain a common word (e.g., STIGs that contain Windows in their
title) by entering the search word in the search field located in the list of STIGs.

= STIG Viewer 3.5

M OpensTic ] AddSTIG to Library =, Open Single STIG

STIG Library wnd

[ APACHE 2.2 Server for Windows

[ APACHE 2.2 Site for Windows

(] Apache Server 2.4 Windows Server

(] Apache Server 2.4 Windows Site

O citrix virtual Apps and Desktop 7.x Windows Virtual Delivery Agent
O citrix XenDesktop 7.x Windows Virtual Delivery Agent

[m] Google Chrome Current Windows

[ Microsoft windows 10

[ microsoft Windows 11

[ Microsoft Windows Defender Firewall with Advanced Security
[ Microsoft Windows PAW

[ Microsoft Windows Server 2016

[ microsoft Windows Server 2019

[0 microsoft Windows Server 2022

[ Microsoft Windows Server Domain Name System (DNS)

=)

Select All Clear Selected Y Filter

5. Once all STIGs have been selected, at the bottom of the page click the Filter icon or Open

X STIG(s), where X represents the number of STIGs selected.

= STIG Viewer 3.5

BB OpensTIG [ AddSTIG to Library =, Open Single STIG

STIG Library red
[ Red Hat Ansible Automation Controller Application Server

[ Red Hat Ansible Automation Controller Web Server

v Red Hat Enterprise Linux 8

[ Version: 2 Release: 1 Benchmark Date: 24 Oct 2024

[ Version: 1 Release: 14 Benchmark Date: 24 Apr 2024

W Red Hat Enterprise Linux 9

Version: 2 Release: 2 Benchmark Date: 24 Oct 2024

[ Version: 2 Release: 1 Benchmark Date: 24 Jul 2024

[C] Version: 1 Release: 3 Benchmark Date: 24 Apr 2024

Red Hat Enterprise Linux 9 STIG SCAP Benchmark
[[J Red Hat Openshift Container Platform 4.12

[ Redis Enterprise 6.x

Select All Clear Selected
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4.3.1 View Multiple STIGs — Filtered

1. Click the Filter icon to filter requirements for review. Requirements can be filtered on
Content, Title, Severity, STIG 1D, Group ID, Rule ID, CCI ID, and Legacy ID. Options
available depend on the subject being filtered and can be any combination of the following:

is greater than

a. contains

b. does not contain
c. is

d. isnot

e.

f.

is less than

contains

does not contain
is

is not

is greater than

FILTERS

is less than
Group ID

Note: Not all options will be available for each category. For example, Severity provides
three choices in the drop-down menu.

FILTERS
Severity - is §
CAT Ill (Low)
CAT Il (Medium)
CAT I (High
Y Filter =_,Open 2 STIGs )
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2. Click Open X STIGs, where X equals the number of STIGs selected. The screenshot below
shows a combination of two STIGs that have been filtered for Content contains
password. The funnel icon at the top left indicates the number of filters that have been
applied. To view the filter, click the funnel icon.

Y () Application Server Security Requirements Guide

. FILTERS

CUF
Content ~ contains ¥ password nel

| Reli |-

ervi -+ Add Filter + Apply

- '3 - ™ v T T CIP]J’“LVCI!.IUII DTIVOT 11U UoT 1TTUuiurauwiu auurcriutrmecaurar rwn |0(
vision_Histo. ..

= STIG Viewer 3.5

Combined STIG X +
STIG Rules & |y Red Hat Enterprise Linux 9 =

Overview L
FILTERS uide

> RED HAT ENTERPRISE LINUX 9 ST

Content contains ~ password

v RED HAT ENTERPRISE LINUX 9

Read Me Add Filter Apply
& U_Readme_SRG_and_STIG pdf +

Release Memo |
B U _RHEL 9 STIG_V1_Release Memopdf e _INgle-user and maintenance

modes.

Overview
& U _RHEL_9_VZRZ_Overview.pdf

[ Revision History SRG-0S-000074-GPOS-00042 V-257826
U_RHEL_8_V2RZ_Revision_History.paf RHEL @ must not have a File Transfer Protocol (FTP) server package installed.

Group ID

V257787 SRG-05-000095-GPOS-00049 V-257829

RHEL 9 must require a boot loader superuser pass RHEL 9 must not have the ypserv package installed
V257826

RHEL 9 must not have a File Transfer Protocol (FT. SRG-05-000095-GPOS-00049 V-257830
V-257829 RHEL 9 must not have the rsh-server package installed.
RHEL 9 must not have the ypserv package installed.

V-257830
RHEL 9 must not have the rsh-server package insta.

SRG-0S-000095-GPOS-00049 V-257831

RHEL 9 must not have the telnet-server package installed

V-257831
RHEL 9 must not have the felnet-server package in.

SRG-0S-000480-GP0S-00227 V-2578
V-257893 . ;
RHEL 8 fefcigshadow file must have mode 0000 or RHEL 9 /etc/gshadow file must have made 0000 or less permissive to prevent unauthorized access
V-2578%4
RHEL 9 fetcigshadow- file must have mode 0000 or SRG-0S-000480-GPOS-00 257894
V357897 RHEL 9 /etc/gshadow- file must have mode 0000 or less permissive to prevent unauthorized access
RHEL 9 fetcishadow- file must have mode 0000 or ...
V-257902 = SRG-05-000480-GPOS-00227 V-257897
e S T hales RHEL 9 /etc/shadow- file must have mode 0000 or less permissive to prevent unauthorized access .
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3. To view a specific rule/requirement, click it and the details will appear in the main pane. The
rule/requirement selected will be highlighted on the left.

= STIG Viewer 3.5

Combined STIG X | +

STIG Rules o

Overview

YN

> RED HAT ENTERPRISE LINUX 9 STI

v RED HAT ENTERPRISE LINUX 9

Read Me
E U_Rreadme_SRG_and_STIG.pdf

Release Memo
U_RHEL_9_STIG_V1_Release_Memo.pdf

Overview

Revision Histol

=
&  U_RHEL_9_V2R2_Overview pdf
IE U _RHEL_9 V2R2_Revision_History.pdf

RHEL 9 must not have a File Transfer Profocol (FT...

V-257829

RHEL 9 must not have the ypserv package instalied

V-257830

RHEL 9 must not have the rsh-server package insla..

V-257831
RHEL 8 must not have the telnet-server package in

V-257893

RHEL 9 /etc/gshadow file must have mode 0000 or ...

V-257894
RHEL 8 /etc/gshadow- file must have mode 0000 of

r

V-257897
RHEL 9 /etc/shadow- file must have mode 0000 or

V-257902

121 Rules

Red Hat Enterprise Linux 9
Version: 2 Release: 2 Benchmark Date: 24 Oct 2024

‘GROUP 1D: RULE ID: STIG ID:
V-257787 SV-257787r958472 RHEL-09-212010
SRG ID: SEVERITY: CLASSIFICATION

SRG-05-000080-GPOS-00048 CATII Unclassified
Rule Title:

RHEL % must require a boot loader superuser password.

Discussion:
To mitigate the risk of unauthorized access to sensitive information by entities that have been issued
certificates by DOD-approved PKls, all DOD systems (e.g.. web servers and web portals) must be properly
configured to incorporate access control methods that do not rely solely on the possession of a certificate
for access. Successful authentication must not automatically give an entity access to an asset or security
boundary. Authorization procedures and controls must be implemented to ensure each authenticated
entity also has a validated and current authorization. Authorization is the process of determining whether
an entity, once authenticated, is permitted to access 3 specific asset. Information systems use access

control paolicies and enforcement mechanisms to implement this requirement.

Password protection on the boot loader configuration ensures users with physical access cannot trivially
alter important bootloader settings. These include which kernel to use, and whether to enter single-user

mode.

Check Text:
Verify the boot loader superuser PASSWOZE has besn set and run the following

command :

Note: The filter applied at STIG selection is carried over to this view. To further filter these

requirements, click the funnel icon at the top of the left column and add filters.

= STIG Viewer 3.5

Application Layer Galeway Security Requirements Guide X

jon intermediary

2 Rules (1

filters]

ule Title:

The ALG providing user authentication intermsdiary

STIG Rules Q Y@
The ALG providing user authentication intermediary services must implement multifactor authentication
Quenview FiLTERS 's is provided by a device separate
~ APPLICATION LAYER GATEWAY SE .
Content contains ~ password _

i Overview

U_Application_Layer_Gateway_V2R1_Ovel a device that is separate from the

Revision History Title - contains ~ multifac — | ctor authentication is to reduce
@ U application_Layer_Gateway_V2R1_Revi

2 system.

e Read Me

U_Readme_SRG_and_STIG.pdf Match n any rules + Add Filter
Group ID items gaining access include, for
V-204945 P eXample; Naraware ToKens ProviaIng Time=pasea orcnalienge=response authenticators and smart cards

such as the .5, Government Personal Identity Verification (PIV) card and the DOD common access card

(CAC).

A privileged account is defined as an information system account with authorizaticns of a privileged user.

Remote access is access to DOD-nonpublic information systems by an authorized user (or an information
system) communicating through an external, nonerganization-controlled netweork. Remote access

methods include, for example, dial-up. broadband, and wireless.

An example of compliance with this requirement is the use of a one-time password token and PIN

coupled with a password: or the use of 3 CAC/PIV card and PIN coupled with a password.

Check Text:

If the ALG dees not provide user authentication in mediary services, this

is not applicable.

Verify the ALG implements multifactor authenticat for remcte accass to

nonprivileged accounts such that one of the factors iz provided by a device
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4. To change the data displayed in the left column, click the gear icon at the top of the left
column. The default Rule List Display: is set to show Group ID. To add Rule ID and/or
STIG ID and change the order of the headers, unselect them all and click them in the order
the headers should appear on the screen. Group By: can be changed from the default of
Origin STIG to None. The Rule Title can be removed by unchecking the checkbox for
Show Rule Title.

= STIG Viewer 3.5

Application Layer Gateway Security Requirements Guide X

Rule Title: .
STIG Rules e YO
. The ALG providing user authentication intermediary services must implement multifactor authentication
Overvien rivileged accounts such that one of the factors is provided by a device separate
Actions:
ceess.
v APPLICATION LAYER GATEW, =, Create checklist from filtered rules
o Overview
U_Application. ¥ Export STIG arivileged accounts, the purpose of requiring 2 device that is separate from the

B g access for one of the factors during multifactor authentication is to reduce
V2F Rule List Display:

@ B o e oD [N STIGD

1ising authentication credentials stored on the system.

Group ID Show Rule Title require devices separate from information systems gaining access include, for
V204948 Show Documents List providing time-based or challenge-response authenticators and smart cards
Th ding user authentication inte ant Personal Identity Verification (PIV) card and the DOD common access card

s GTOUD By:
V204998
None [ROUGIESIIE

ey swasswaneeasfined as an information system account with authorizations of a privileged user.

Remote access is access to DOD-nonpublic information systems by an authorized user (or an information
system) communicating through an external, nonorganization-controlled network. Remote access

methads include, for example, dial-up. broadband, and wireless,

An example of compliance with this requirement is the use of 2 one-time passwerd token and PIN

coupled with a passwerd; or the use of a CAC/PIV card and PIN coupled with a passwerd.

Check Text:

2 Rules filters ts such that one -

= STIG Viewer 3.5

Application Layer Galeway Security Requirements Guide X

Rule Title: N
STIG Rules & Y@
. The ALG providing user authentication intermediary services must implement multifactor authentication
Overview rivileged accounts such that one of the factors is provided by a device separate
Actions:
ccess.

v APPLICATION LAYER GATEWI =, Create checklist from filtered rules
Group ID Rule ID & STIG

2043458 vaossams.. sna ¥ ExportSTIG yrivileged accounts, the purpose of requiring a device that is separate from the

R . g access for one of the factors during multifactor authentication is to reduce
i Rule List Display:
1ising authentication credentials stored on the system.
m GroupID | STIG ID
[J Show Rule Title require devices separate from information systems gaining access include, for
[ Show Documents List providing time-based or challenge-response authenticators and smart cards
int Personal Identity Verification (PIV) card and the DOD common access card

Group By:

NGLER Origin STIG

g mressmeefined as an information system account with autherizations of 3 privileged user.

Remote access is access to DOD-nonpublic information systems by an autharized user (or an information
system) communicating through an external, nonerganization-controlled network. Remote access

methods include, for example, dial-up, broadband, and wireless,

An example of compliance with this requirement is the use of 2 one-time passward tcken and PIN
coupled with a password; or the use of a CAC/PIV card and PIN coupled with a password.

Check Text:
ALG does n ediary ser
not applicable.
ALG implements multifa to
2 Rules (1 nonprivileged accounts such that one of the factors is provided by a device o

5. Sort in ascending or descending order for each of the selected IDs by clicking its header.
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6. Create a checklist from these requirements by clicking the gear icon and then selecting
Create checklist from filtered rules. Refer to the Checklist section for more information.

= STIG Viewer 3.5

STIG Rules

Overview

Application Layer Gateway Security Requirements Guide X

ule Title: N
Y@
. The ALG providing user authentication intermediary services must implement multifactor authentication
Act rivileged accounts such that one of the factors is provided by a device separate
Clions:

v APPLICATION LAYER GATEWI =, Create checklist from filtered rules

Iccess‘

Group 1D Rule D & STIG

V-204848

2 Rules (153 excluded

| IO

! Export STIG wrivileged accounts, the purpose of requiring a device that is separate from the

g access for one of the factors during multifactor authentication is to reduce

Rule List Display:

1sing authentication credentials stored on the system.

Show Rule Title
[J Show Documents List

require devices separate from information systems gaining access include, for
providing time-based or challenge-response authenticators and smart cards

:nt Personal Identity Verification (PIV) card and the DOD common access card

Group By:

WM Origin STIG

e gswasseaneeewe 1N€d 35 30 information system account with authorizations of a privileged user.

Remote access is access to DOD-nonpublic information systems by an authorized user (or an information
system) communicating through an external, nonerganization-controlled network. Remote access

methods include, for example, dial-up, broadband, and wireless.

An example of compliance with this requirement is the use of a one-time password token and PIN
coupled with a passwerd: or the use of a CAC/PIV card and PIN coupled with a password.

Check Text:
If the ALG deces nct provide user authentication intermediary services, this
is t applicable.

ements multifactor authentica r remcte access to

Verify

nonprivileged accounts such that one of the factors is provided by a device -

7. Export STIGs to HTML and CSV formats by clicking Export STIGs and selecting the
format and the fields to export.

Export Format

HTML ey

Export Type

PULSTESE  Filtered Rules

Export Fields

Header

Rule Info

All header fields are being exported v

All rule info fields are being exported v

Cancel m
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8. All fields will be exported unless the user deselects fields by clicking the file name to
unhighlight it. The fields are divided into two sections: Header and Rule Info.

Export Format
HTML e

Export Type
Filtered Rules

Export Fields

Header All header fields are being exported ~

All None

Rule Info All rule info fields are being exported v

Gancel m

Export Format

HTML e

Export Type

LU Filtered Rules

Export Fields

Header All b

Rule Info Some rule info re being exported ~

[ oo | weme T e | ewse [ e |
T T T T TR
i o | e ] o]

All None

9. After all fields have been selected for export, click Export.
10. In the navigation window that opens, select where to export the STIG.
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4.3.2 View Multiple STIGs — Unfiltered

1. Select Add STIG to Library and navigate to the STIG’s location. Select the STIGs to bring
into STIG Viewer. The user can also bring in the entire Compilation file and choose STIGs
from the list. Click Open Multiple STIGs in the top-right corner and select the checkbox
beside the STIGs to be brought in together. At the bottom of the screen, click Open X
STIG, where X represent the number of STIGs selected.

= STIG Viewer 3.5

Open STIG Add STIG to Library =, Open Single STIG
e
STIG Library micro
e T

[ mrosoft SharePoint 2013

[ Mgrosoft Skype for Business 2016

[ mirosoft visio 2016

O mgrosoft windows 10

Mgrosoft Windows 11

[ mgrosoft windows Defender Firewall with Advanced Security
[ Mirosoft Windows PAW

[ mirosoft windows Server 2016

[ mgrosoft windows Server 2019

Migrosoft Windows Server 2022

Mgrosoft Windows Server Domain Name System (DNS)
[ mirosoft Word 2016

[0 s Linux Enterprise Micro (SLEM) 5

O trdhd Micro TippingPoint IDPS

O 1dhd Micro TippingPoint NDM

Select All Clear Selected Y Filter pen 4 STIGs

= STIG Viewer 3.5

Combined STIG X +

STIG Rules f- 2 4
Microsoft Office 365 ProPlus Security Technical Implementation Guide
_ 139 Rules Release: 1 Benchmark Date: 24 Jul 2024

> MICROSOFT OFFICE 365 PROPLUS
Microsoft Windows 11 Security Technical Implementation Guide
» MICROSOFT WINDOWS 11 258 Rules Release: 2 Bencnmark Date: 15 Nov 2024

> MICROSOFT WINDOWS SERVER D
Microsoft Windows Server Domain Name System (DNS) Security Technical Implementatio

~ MICROSOFT WINDOWS SERVER 2022 83 Rules Release: 2 Benchmark Date: 15 Now 2024

Group ID Rule ID & STIG 1D

V-254238 SV-254238r9... WN22-00-00... . : N ‘ ‘ .
Windouss Server 2022 users with Adminisirtive priv... Microsoft Windows Server 2022 Security Technical Implementation Guide

Release: 2 Benchmark Date: 24 Nov 2024
V254240 SV-25424019... WN22-00-00... 273 Rules

‘Windows Server 2022 administrative accounts must

V254241 SV-254241r9... WN22-00-00...
Windows Server 2022 members of the Backup Ope

V254243 SV-254243r9... WN22-00-00...
‘Windows Server 2022 manually managed applicai.

V254244 SV-254244r9... WN22-00-00...
‘Windows Server 2022 shared user accounts must n.

V-254245 SV-254245r9... WN22-00-00...
‘Windows Server 2022 must employ 2 deny-all per.

V-254246 SV-254246r9... WN22-00-00...
Windows Senver 2022 domain-joined systems must.

V254247 SV-254247r9... WN22-00-00...
‘Windows Server 2022 must be maintained at a sup...

V-254243 SV-254248r9... WN22-00-00...
‘Windows Server 2022 must use an antivirus program

V254249 SV-254249r9... WN22-00-00...
‘Windows Server 2022 must have a host-based intru.

V264250 SV-254250r9... WN22-00-00...

753Rdes »

2. Each STIG will be listed on the left pane, with its respective documents listed first. To view
all the requirements together, select the gear icon to change the view and then select None.
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Note: In the screenshot below, None was selected, and Show Rule Title was unchecked.
Now, all the requirements are listed in Group ID in ascending or descending order.

STIG Viewer 3.5

Combined STIG X +

L= 4 .

[Zl  Microsoft Office 365 ProPlus Security Technical Implementation Guide

ichmark Date: 24 Jul 2024
Actions: \7

=, Create checklist from STIG

Group ID

V-223280 ndows 11 Security Technical Implementation Guide

V-223282 thmark Date: 15 Nov 2024

¥ Export STIGs
V-223283
V-223284 Rule List Display:

ndows Server Domain Name System (DNS) Security Technical Implementatio
v.223285 Rule D [ECHIDN STIGID  Rnmar nate: 15 Nov 2024
V-223286 [ Show Rule Title

V-223287 [ Show Documents List
ndows Server 2022 Security Technical Implementation Guide
V-223268 Group By: hmark Date: 24 Nov 2024

V-223289 N
Origin STIG
V-223291 m )

V-223202

V-223293

V-223204

V-223205

V-223296

V-223207

V-223208

V-223209

V-223300

V-223301

V-223302

V-223303

753 Rules 4 >

3. Add a filter to narrow down the requirements. The requirements that do not meet the filter
are listed below the filtered requirements.

STIG Viewer 3.5

Combined STIG X +
STIG Rules & YO =
Overvien ( 12024
FILTERS
Group ID 1G ID:
Content ~ contains ~ password 365-C0-000008
V-223202 E MY 1DS:
V223298 + Add Filter - -108759, V-99655
V-223346
wassats —
V-263277
V-253278 Rule Title:
V-253279 Office applications must be configured ta specify encryption type in passwerd-protected Office 97-2003
V-263207 files.
V-2632908 . .
Discussion:

V-253299

This policy setting enables you to specify an encryption type for password-protected Office 97-2003 files.
V-253358
V-263377 y .

If you enable this policy setting, you can specify the type of encryption that Office applications will use to
V-253391 encrypt passwerd-protected files in the older Office 97-2003 file formats. The chosen encryption type
V-253401 must have a corresponding cryptographic service provider (CSP) installed on the computer that encrypts
V-253408 the file. See the HKEY_LOCAL_MACHINE\SOFTWARE\Microseft\Cryptography\Defaults\Provider\ registry
V263416 key for a list of CSPs installed on the local computer. Specify the encryption type to use by entering it in
V-253418 the provided text box in the following form:
V-253423
253433 <Encryption Provider=, <Encryption Algorithm >, <Encryption Key Length>

For example, Microsoft Enhanced Cryptographic Provider v1.0.RC4,128
V-253434
V-253436

*  Ifyou do not configure this policy setting, Excel, PowerPoint, and Ward use Office 97/2000 Compatible
iRy lesieaexdiidedibyjters) encryotion a proprietary encrvntion methad, g encrynt tected Qffice 47-2003 fil hd
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4. Create a checklist of the filtered requirements by clicking the gear icon and selecting Create
checklist from filtered rules. Refer to the Checklist section for more information.

= STIG Viewer 3.5

Combined STIG X

STIG Rules o Yo
Microsoft Office 365 ProPlus

Overview Version: 3 Release: 1 Benchmark Date: 24 Jul 2024

Group ID RULE ID: STIG ID:

V2231291 Remesicalechecklist 5V-2232911961128 0365-C0-000008

V2222 SEVERITY: LEGACY IDS:

V-223298 CATII 5V-108759, V-99655

V223346 Rule List Display:

vasats LN croup o RS

V263277 [ Show Rule Title

V253278 [J Show Documents List

V263279 Group By: e configured to specify encryption type in password-protected Office 97-2003

Vet IEE8 originsTie

V-253298

V-253299 v

F—— This policy setting enables you to specify an encryption type for password-protected Office 97-2003 files.

V263377 If you enable this policy setting, you can specify the type of encryption that Office applications will use to

V263391 encrypt password-protected files in the older Office 57-2003 file formats. The chosen encryption type

V-263401 must have a corresponding cryptographic service provider (CSP) installed on the computer that encrypts

V253408 the file. See the HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\ registry

V253416 key for a list of CSPs installed on the lacal computer. Specify the encryption type to use by entering it in

V253418 the provided text box in the following form:

V263423

V253433 <Encryption Provider>, <Encryption Algorithm >, <Encryption Key Length>.

V263434 For example. Microsoft Enhanced Cryptographic Provider v1.0.RC4,128

Ve < If you do not configure this policy setting, Excel, PowerPoint, and Word use Office 97/2000 Compatible
111 Rules (642 ex filters) encrvntion, a nronretary encrvntion methad, to encrvot tected Office 97-2003 fil 4

5. Export STIGs to HTML and CSV formats by clicking Export STIGs and selecting a format
and the fields to export.

Export Format
HT csv

Export Type

All Rules [EIEIERTEN

Export Fields

Header All header fields are being exported v

Rule Info All rule info fields are being exported v

cancel m
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Note: All fields will be exported unless the user deselects them. To deselect, click the field
name. The fields are divided into two sections: Header and Rule Info. Because this
example is a selection of filtered items, the Filtered Rules selections have been made in the
Export Type area.

Export Format
HTML [eSY

Export Type
LULTIESNY  Filtered Rules

Export Fields

Header All header fields are being exported o~

Bt BenchmatD T oD

Al None

Rule Info All rule info fields are being exported v

Caneel m

Export Format
HTML ey

Export Type

All Rules  [FICEVIRTE]

Export Fields

Header All header fields are being exported v

Rule Info Some rule info fields are being exportec ~

[ s | owew [ e [ oo | ow |
I T T T T
I T ST BT

All None

cancel m

6. Once all desired fields have been selected, click Export.
7. In the navigation window that opens, select where to export the STIG.

4.3.3 Viewing More STIGs

View another STIG or combined STIGs by selecting the + (plus icon) tab in the upper portion of
the screen. This opens the STIG Viewer explorer main page, where the user can add more STIGs
for selection or open STIGs already in the list. The Recent STIGs section shows a list of recently
opened STIGs. To open a recently opened STIG, click the STIG, and the details screen will open.
To create another view of combined STIGs, follow the directions above.
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STIG Viewer 3.5

Combined STIG

- Open STIG Add STIG to Library

STIG Library

AAA Services Security Requirements Guide
APACHE 2.2 Server for UNIX

APACHE 2.2 Server for Windows

APACHE 2.2 Site for UNIX

APACHE 2.2 Site for Windows

Active Directory Domain

Active Directory Forest (STIG)

Adobe Acrobat Professional DC Continuous Track
Adobe Acrobat Reader DC Continuous Track
Akamai KSD Service Impact Level 2 ALG
Akamai KSD Service Impact Level 2 NDM
Apache Server 2.4 UNIX Server

Apache Server 2.4 UNIX Site

Apache Server 2.4 Windows Server

Apache Server 2.4 Windows Site

Apache Tomcat Application Server 9

Apple 105-iPad0S 16

W Delete STIGs

—* Compare STIGs =% Open Multiple STIGs

Note: If a STIG was opened and not saved to the library, it will be displayed as shown
below. To view a STIG, click the STIG name in the Open Results section.

= STIG Viewer 3.5

Combined STIG X

Open STIG u Add STIG to Library

(Qpen Results _J

U_MS_Windows, 2012 _Server DNS_V2R5_STIG zip

Microsoft Windows 2012 Server Domain Name Systeml

i Delete STIGs ~* Compare STIGs =4 Open Multiple STIGs

X

STIG Library

AAA Services Security Requirements Guide
APACHE 2.2 Server for UNIX

APACHE 2.2 Server for Windows

APACHE 2.2 Site for UNIX

APACHE 2.2 Site for Windows

Active Directory Domain

Active Directory Forest (STIG)

Adobe Acrobat Professional DC Continuous Track
Adobe Acrobat Reader DC Continuous Track

Akamai KSD Service Impact Level 2 ALG
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4.4 Remove STIGs from Recent STIGs and STIG Library

To remove a STIG not loaded in the Library, click the X to the right of the STIG name to be
removed.

= STIG Viewer 3.5

comdinedsTIG X | +

Open STIG Add STIG to Library W DeleteSTIGs 4+ Compare STIGs =% Open Multiple STIGs
+

Open Results

U_Ms_Windows_2012_Server_DNS_V2R5_STIG.Zip

Microsoft Windows 2012 Server Domain Name System

STIG Library o Search
AAA Services Security Requirements Guide

APACHE 2.2 Server for UNIX

APACHE 2.2 Server for Windows

APACHE 2.2 Site for UNIX

APACHE 2.2 Site for Windows

Active Directory Domain

Active Directory Forest (STIG)

Adobe Acrobat Professional DC Continuous Track

Adobe Acrobat Reader DC Continuous Track

Akamai KSD Service Impact Level 2 ALG

To remove STIGs loaded in the Library, click Delete STIGs and then check the box beside the
STIGs to be removed and click Delete X STIGs, where X represents the number of STIGs
selected. Users can Select All STIGs to select all the STIGs in their library and Clear Selected
STIGs to clear all the selected STIGs.

= STIG Viewer 3.5 Q

Combined 5TIG X | +

B OpensSTIG u Add STIG to Library W Delete STIGS Compare STIGs =4 Open Multiple STIGs

TIG Viewer 3.5

Combined STIG X | 4+

B opensTic [l Add STIG to Library Cancel Delete X

Open Results X
U_MS_Windows_2012_Server_DNS_V2R5_STIG.zip

Microsoft Windows 2012 Server Domain Name System

STIG Library a search
[ AAA Services Security Requirements Guide

[ APACHE 2.2 Server for UNIX

APACHE 2.2 Server for Windows

O APACHE 2.2 Site for UNIX

APACHE 2.2 Site for Windows

Active Directory Domain

Active Directory Forest (STIG)

[ Adobe Acrobat Professional DC Continuous Track

[0 Adobe Acrobat Reader DC Continuous Track

[ [P R PN
Select All Clear Selected I =/ Delete 4 STIGs l

¢ X X X X X X X X X
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4.5 Keyword Search

1. To search all STIGs listed in the user’s library that contain a certain word (e.g., IPv0), enter
the word in the search box at the top of the screen.

= STIG Viewer 3.5

373 Results Open All in Explorer

Virtual Private Network (VPN) Security Requirements Guide SV-2071941608988
As stated in DoD IPv6 1A Guidance for MO3 (S4-C7-1), the L2TP tunnels can also carry IP packets

Virtual Private Network (VPN) Security Requirements Guide SV-264328984313
~Such aftacks can occur across a wide range of network prolocols (e.g.. IPv4, IPv6). A variety of fechnologies are.

VMware vSphere 8.0 vCenter SV-2589461934495
Click the "IPv4" settings or “IPv6" setfings tab. Enter the appropriate IP address and subnet information. Click "OK”. From the

Vliware vSphere 8.0 vCenter Appliance Photon OS 4.0 5V.2588251933536
install bridge /binfalse install scip /bin/false install decp /bin/false install decp_ipv4 /binffalse install decp_ipvé.

VMware vSphere 8.0 vCenter Appliance Photon 0S 4.0 SV-258386r933719
-netipv4.cont.all. zcoepl_source_reute = 0 net.ipv4.conf.default acoept_source_route = 0 net.ipvé.conf.al.

ViMware vSphere 8.0 vCenter SV-258946961863
Click the "IPv4" settings or “IPV6" settings tab. Enter the appropriate IP address and subnet information. Click "OK”. From the

VMware vSphere 8.0 vCenter Appliance Photon OS 4.0 SV-258825r1003641
install scip ibin/false install decp /binffalse install decp_ipv4 foinifalse install dccp_ipvE fbin/false install ipx

VMware vSphere 8.0 vCenter Appliance Photon 08 4.0 SV-2583861991589
netipv4.conf.all accept_source_route = 0 net ipv4.conf default accept_source_route = 0 net jpvs.conf.all

Vliware vSphere 7.0 vCenter Appliance Photon OS SV-256509r867201
install scip /bin/false install decp /bin/false install decp_ipvé /binffalse install decp_ipv fbinfalse install ipx

VMware vSphere 7.0 vCenter Appliance Photon 0S SV-256567r88T375
-net.ipvé.conf.all.accept_source_route = 0 nel.ipvé.cont.default accept_source_route = 0 net.ipvé.conf.ethd.

VMware vSphere 7.0 vCenter Appliance Photon 0S5 SV-256574r887396
0 netipv6 conf.all me_forwarding = 0 net jpv conf defaull me_forwarding = 0 net ipve. conf ethi).mc.

ViMware vSphere 7.0 vCenter SV-256359r885688
Click the "IPu4” setfings or "IPv6" seffings tab. Enter the appropriate IF address and subnet information. Click "OK". From the

VMware NSX 4.x Distributed Firewall SV-263182r977313
Disabled DHCP Snooping - IPv6: Disabled VMware Tools: Disabled VMware Tools Disabled Trust on First Use: Enabled Click "Save”. Note...

VMware NSX 4 x Tier-0 Gateway Router SV-263298r979591
Aceording to RFG 4007 IPV6 Scoped Address Architecture (section 5), scope zones are also required 1o be "convex from a

VMware NSX 4.x Tier-0 Gateway Router SV-2633011977670

2. Alist of all the Rules that contain the search word will appear. Click Open All in Explorer
in the upper-right corner. This opens the STIG Explorer details screen to show all the
STI1Gs that contain the search term in the main section of the screen and all the individual
Rules in the left pane.

STIG Viewer 3.5

STIG Rules a YO ' ) ) - -
VMware vSphere 7.0 vCenter Appliance Photon OS Security Technical Implementation Gui

v PALO ALTO NETWORKS IDPS - 3Rules Release: 3 Benchmark Date: 24 Jan 2024

v PALOALTO NETWORKS IDPS Palo Alto Networks ALG Security Technical Implementation Guide

Group ID 4Rules Release 2 Benchmark Date: 24 Oct 2024

V-207889

“The Palo Alto Networks security platiorm must prod

V-207699 Cisco NX 0S Switch L2S Security Technical Implementation Guide

The Palo Alto Networks secuity platiorm must bloc... 1Rule  Release: 2 Benchmark Date: 24 Oct 2024

v VMWARE VSPHERE 8.0 VCENTER

Group 1D Cisco ISE NDM Security Technical Implementation Guide
2Rules Release: 2 Benchmark Date: 24 Oct 2024

V-255946
The vGenter Server must protect the confidentiality

v TANIUM 7.X Application Layer Gateway Security Requirements Guide
Group ID IRule Release: 1 Benchmark Date: 24 Jul 2024
V253821

Mulfifactor authenfication must be enabled on the T...

Juniper SRX Services Gateway VPN Security Technical Implementation Guide
calion must be enabled and enfo. 2Rules Releaser T Benchmark Date: 24 Jul 2024

V-253628
Multifactor authe:

v HPE 3PAR STORESERV 3.3.X

Group ID Tri-Lab Operating System Stack (TOSS) 4 Security Technical Implementation Guide
11 Rules Release: 1 Benchmark Date: 24 Jul 2024

V-255284
“The HPE 3PAR OS must be configured to of LE]
v APPLICATION SECURITY AND DEVE Firewall Security Requirements Guide
Release: 1 Benchmark Date: 24 Jul 2024
Group 3Rules
V222634
The application services and interfaces must be co e POl mte aee a1 aaras o . . -
373 Rules 3
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3. Scroll through the listed STIGs and click on a STIG to view all the Rules for that STIG that

contain the search term.

= STIG Viewer 3.5

STIG Rules
v PALO ALTO NETWORKS IDPS

Group ID

V-207689
The Palo Alto Networks security platform must prod.

V207699
The Palo Alto Networks security platiorm must bloc.

E< 2 dU]

Palo Alto Networks IDPS

Palo Alto Networks IDPS Security Technical Implementation Guide
Version: 3 Release: 1 Benchmark Date: 24 Jul 2024

SRG-NET- -IDPS:
The Palo Alto Networks security platform must produce audit records containing infermation to
establish the source of the event, including, at a minimum, originating source address.

v VMWARE VSPHERE 8.0 VCENTER

Group 1D

V258946
The vCenter Server must protect the confidentiality

v TAMIUM 7.X

Group 1D

V253821

Multfactor must be enabled on the T.

V253328

Mulfactor authentication must be enabled and enfo.

v HPE 3PAR STORESERV 3.3.X

Group 1D

V.255284
The HPE 3PAR OS must be configured to offload 2.

v APPLICATION SECURITY AND DEVE

Group ID

V222634
The appiication services and inferfaces must be co.

v VMWARE VSPHERE 7.0 VCENTER A
373 Rules

3-ID|

The Palo Alto Networks security platform must block malicious ICMP packets

4. To view the Rule details, click the Rule in the main pane.

= STIG Viewer 3.5

ipve X

STIG Rules

v PALOALTO NETWORKS IDPS

Group 1D

07689
aio Allo Networks security platform must pre

V-207699
The Palo Alio Networks security platform must bloc...

v VMWARE VSPHERE 8.0 VCENTER

Group 1D

V258946
The vCenter Server must protect the confidentiality

v TANIUM 7 X

Group 1D

V-253821
Mulifactor authentication must be enabled on the T.

V-253828
Mulifactor authentication must be enabled and enfo.

v HPE 3PAR STORESERV 3.3.X

Group 1D

V255284
The HPE 3PAR OS must be configured to offload a

v APPLICATION SECURITY AND DEVE

Group 1D

V-222634
The application services and interfaces must be co.

v VMWARE VSPHERE 7.0 VCENTER A

373 Rules

L=< JU)

Palo Alto Networks IDPS
Version: 3 Release: 1 Benchmark Date: 24 Jul 2024

‘GROUP ID: RULE ID: STIG ID:

V-207689 SV-207689r767016 PANW-IP-000007
SRG ID: SEVERITY: LEGACY IDS:
SRG-NET-000077-IDPS-00062 CATII SV-77139, V-62649

CLASSIFICATION
Unclassified

Rule Title:
The Palo Alto Networks security platform must produce audit records containing informaticn to establish

the source of the event, including, at a minimum, originating source address.

Discussion:

Associating the source of the event with detected events in the logs provides a means of investigating an
attack or suspected attack,

‘While auditing and logging are closely related, they are not the same. Logging is recording data about
events that take place in a system, while auditing is the use of log records to identify security-relevant
information such as system or user accesses. In short, log records are audited to establish an accurate
history. Without logging, it would be impossible to establish an audit trail.

Palo Alto Networks security platform has four options for the source of log records - "FQDN", "hostname”,
“ipvd-address”, and “ip¥6-address”. This requirement only allows the use of "ipv4-address” and "ipvé-

address” as options.

Check Text:

Go to

ice »»> Setup >> Management -
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4.6 Comparing STIGs
The user can compare differences between two versions of a STIG.
Note: For this option to work properly, it is important to load the STIGs that you want to compare

in the correct order. The older STIG must be loaded into the Library first, followed by the newer
STIG.

1. Ensure both versions are listed in the STIG Library and then click Compare STIGs located
in the upper-right portion of the screen.

= STIG Viewer 3.5 A " =

L+ Compare STIGS

STIG Library 2 search

B opensTic [ AddSTIG!o Library W Delete STIg Open Muttiple STIGs

v Red Hat Enterprise Linux 9
Version: 1 Release: 3 Benchmark Date: 24 Apr 2024

Version: 2 Release: 1 Benchmark Date: 24 Jul 2024

The screen should look like the following:

B8 OpensTIG Q) Add STIG to Library Cancel Compare X
STIG Library 2 search
v Red Hat Enterprise Linux 9
Version: 1 Release: 3 Benchmark Date: 24 Apr 2024 Left o Right
Version: 2 Release: 1 Benchmark Date: 24 Jul 2024 Left == Right
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2. Select the older version for the Right and the newer version of the STIG for the Left, and
then click the Compare STIGs button located at the bottom of the page.

STIG Viewer 3.5

pen ibrary ancel Compare
Open STIG Add STIG to Libx C: | Ce X

STIG Library

v Red Hat Enterprise Linux 9

Version: 1 Release: 3 Benchmark Date: 24 Apr 2024 Left -5
Version: 2 Release: 1 Benchmark Date: 24 Jul 2024 Left 4 Right

I Compare STIGs l

Note: The Benchmark Dates should be used to determine the older and newer version of a
STIG because when a major release of a STIG occurs, the release number will be reset back
to “1,” as shown in the case above.

Note: The development team is working to make this more user friendly.

= STIG Viewer 3.5

Compare STIGs X

STIG Rules & Y RedHat Enterprise Linux 9
_ Red Hat Enterprise Linux 9 Security Technical Implementation Guide
= vasiir Version: 1 Release: 3 Benchmeark Date: 24 Apr 2024

RHEL © must be a vendor-supported release

= vasts N
RHEL 8 vendor packagsd system security patches SREOS

RHEL 9 must be a vendor-supported release

= vasiTie
RHEL 8 must display the Standard Mandatory DOD.

g SRG-05 V-257778
;‘HE[;’ﬁK:p\emenuhe Endpoint Security for L RHEL 9 vendor packaged system security patches and updates must be installed and up to date.

= vasire

The graphical display manager must not be fhe def. J— - p—

= V257782 RHEL 9 must display the Standard Mandatory DOD Notice and Consent Banner before granting local or
RHEL 8 must enable the hardware random number remote access to the system via a command line user logon.

= V57783

RHEL © systemd-joumald service must be enabled.

SRG-05

RHEL 9 must implement the En‘dpomt Security for Linux Threat Prevention tool

= vasires
The systemd Cirl-Alt-Delete burst key sequence in

= vas77Es
The x36 Cirl-All-Delete key sequence must be disa.

SRG-05 P

0 V25778
The graphical display manager must not be the default target on RHEL 9 unless approved.

V-257786
RHEL & debug-shel systemd service must be disab.

P

= vas7787 RG0S

0 v-257782
RHEL 8 must require a boot loader superuser pass RHEL 9 must enable the hardware random number generator entropy gatherer service.

V-257788
RHEL 9 must disable the abiity of systemd fo spaw sRe08

= v257789 RHEL 9 systemd-journald service must be enabled.
RHEL S must require 3 unique superusers name up

V-257790
RHEL 8 /boot/grub2/grub.cig fie must be group-ow.

SRG-0S

The systemd Ctrl-Alt-Delete burst key sequence in RHEL 9 must be disabled.

POS-

= vasTre
RHEL 9 /boot/grub2/grub.cig file must be owned by

S SRG-O 257785

The x86 Ctrl-Alt-Delete key sequence must be disabled on RHEL 9.

= uosrrar

485 Rules
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3. Users can scroll through the rules and look for Changed rules (denoted with an orange-
colored asterisk), Added rules (denoted with a green-colored plus sign), and Removed rules
(denoted by a red-colored X), or they can apply a Diff Status filter to view only Unchanged
rules, Changed rules, Added rules, or Removed rules by clicking on the funnel icon.

= STIG Viewer 3.5

Compare STIGs X

STIG Rules & Y Red Hat Enterprise Linux 9 =
|
FILTERS de
= V-257777
RHEL 8 must be a vendor-supported release. Diff Status is + Removed - _ —
= V-257778

RHEL 9 vendor packaged system security patches .

= V257778 + Add Filter v Apply [
RHEL 9 must display the Standard Mandatory DOD.

X V-257780 )
RHEL 9 must implement the Endpoint Security for L be installed and up to date.
=  woar7784

= STIG Viewer 3.5

Compare STIGs X

= - -
STIG Rules & Y(1) RedHat Enterprise Linux 9
_ Red Hat Enterprise Linux 9 Security Technical Implementation Guide

X V257780 Version: 1 Release: 3 Benchmark Date: 24 Apr 2024

RHEL 9 must implement the Endpoint Security for L

X V258002 . o

RHEL  must be configured in the password-auth fil... SRG-05-000480-GROS-00227 V-25777

RHEL 9 must be a vendor- suppuned release.
XK v-258093

RHEL 9 must be configured in the system-auth file t
SRG-05-000480-GP0S-00227 V-257778

RHEL 9 vendor packaged system security patches and updates must be installed and up to date.

SRG-0S-000023-GP0OS-00006 V-257779

RHEL 9 must display the Standard Mandatory DOD Notice and Consent Banner before granting local or
remote access to the system via a command line user logen

SRG-05-000191-GP0S-00!

RHEL 9 must implement lhe Endpomt Security for Linux Threat Prevention tool

SRG-0S-000480-GP0OS-0022

The graphical d\splay manager musl not be the default target on RHEL 9 unless approved.

SRG-0S-000480-GP0OS-0022

RHEL 9 must enable the

SRG-0S-000269-GP0S-00103 V-257783

RHEL 9 systemd-journald service must be enabled

-GPOS-00

Ctrl-Alt elete urst key sequence in RHEL 9 must be disabled

SRG-05-0
The system

-GP0S-00125 V-257785

rl-Alt-Delete key sequence must be disabled on RHEL 9.

. SRG-05-0

The x86

465 Rules (462 excluded by filters)
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5. CHECKLIST

5.1 Create Checklist from Home Page or Top Navigation Bar

1. If STIGs are loaded into the library, checklists can be created by clicking the checklist icon
(represented by three lines and a checkmark at the top of the screen) or clicking the
Checklists section at the bottom of the Home page.

= STIG Viewer 3.5

Open

STIG Viewer

New Open

No Recent Collections

Applicability Guide

_i

ChecKlists

New Open

= STIG Viewer 3.5 : STIG Checklists

STIG Checklists

Load Checklist

Create Checklist
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3. Click Create Checklist to create a new checklist or Load Checklist to open an existing V3
checklist.

Note: Checklists created in STIG Viewer 2.x can be imported to STIG Viewer 3.x by
clicking the hamburger menu and selecting Import V2 Checklist. Users can import multiple
STIG Viewer 2.x checklists into STIG Viewer 3.x by navigating to a central location and
selecting the desired checklists to import.

= STIG Viewer 3.5 : STIG Checklists

FILE HELP SHORTCUTS
New Release Notes UL | & Select all Rules
CTRL N
Qpen Dependency List New Checklist
. CTRL W Close Checklist
Import V2 Checklist User Guide
CTRL F Open Filter Panel

Check for Updates h
APP CTRL TAB Next Tab

CTRL SHIFT TAE Previous Tab

s

Preferences

Previous Rule

Exit
+ Next Rule
1/ N Set to No Finding
2/ o0 Setto Open
3/ x Set to Not Applicable
4/ R Set to Not Reviewed

4. After clicking Create Checklist, a prompt to name the checklist appears. After entering a
name, click Create Checklist.

= STIG Viewer 3.5 : STIG Checklists

Create STIG Checklist

UG Sample Checklist

Cancel Create Checklist
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5. The user will be prompted to select from the STIGs listed in the left pane. If no STIGs are
loaded in the library, use the STIG Explorer button to add STIGs.

= STIG Viewer 3.5 : STIG Checklists

ALLSTIG to Library ¥ import

1 EBxport

Your STIG library is empty

Use the| STIG Explorer  tf apen a STIG or add STIGs to your Library

6. 1f STIGs are loaded into the library, select STIGs to be included in the checklist by clicking
the + beside the STIG name.

= STIG Viewer 3.5: STIG Checklists

O save Q@ OpensTIG [ AddSTIG to Library ¥ import 4 Export

Library STIGs
ARA Services Security Reauireme.. B8 4
APACHE 2.2 Sarver for UNIX B +

HE 2.2 Server for Windows  [BY

APAC
APACHE 2.2 Site for UNIX
APACHE 2.2 Site for Windows
& Use the STIG list to add STIGs to your checklist
Active Directory Domain

Active Directory Forest (STIG)
Adobe Acrobat Professional DC C...
Adebe Acrobat Reader DC Contin
Akzma KSD Service Impact Level .,

Akzmal KSD Service Impact Level ..

Apache Server 2.4 UNIX Server

B BB BB BB EABE BB
AR

Apache Server 2.4 UNIX Site
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Note: Use the Search field to find STIGs to be added.

= STIG Viewer 3.5: STIG Checklists

UG Sample Checklist X +

w Library

red

Library STIGs

Red Hat Ansible Automation Controil..
Red Hat Ansible Automation Controll..
Red Hat Enterprise Linux 8

Red Hat Ent

[0}
Q+++++

Red Hat Dpenshift Container Platfor..
€ Use the STIG list to add STIGs to your checklist

\ Redis Enterprise 6.x

NG

¥ Import

4+ Bport

7. Clicking the + beside the STIG name adds all rules to the main pane for inclusion in the

checklist.

= STIG Viewer 3.5: STIG Checklists

*UG Sample Checklist X —+
B save

I OpensTIG H Add STIG to Library
Checklist STIGs

Google Chrome Current Windows

Library STIGs

Red Hat Enterprise Linux 9

AAA Services Security Requireme...

APACHE 2.2 Server for UNIX

APACHE 2.2 Server for Windows

APACHE 2.2 Site for UNIX

APACHE 2.2 Site for Windows

Active Directory Domain

Acive Directory Forest (STIG)

Adobe Acrabat Professional DC C..

Adobe Acrobat Reader DC Contin.

Akamal KSD Service Impact Level ..

Akamal KSD Service Impact Level ..

Apache 5

B BB BB BB A B B A A
IR E R

Apache Server 2.4 UND Site

¥ Import

4 Bport =, Fill Cheexlist

42 07 42 Rules [a ]
4s00f430rues B
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Note: To select individual rules to include in the checklist, click the magnifying glass beside
the STIG name and click the + beside the desired rules. The selected rules will be listed in
the far-right pane.

= STIG Viewer 3.5 : STIG Checklists

*UG Sample Checklist X | -+

B save @@ OpensTIG [ Add STIG toLibrary ¥ import 4 Export
qao‘él‘

Library STIGs

Google Android 13 BYOAD

Geogle Android 13 COBO

Geogle Andreid 13 COPE

Google Android 13 MDFPP 3.3 BYOAD
Google Android 14 BYOAD

€ Use the STIG list to add STIGs to your checklist
Google Android 14 COBO
Geogle Android 14 COPE

Geogle Android 14 MDFPP 3.3 BYOAD

Geogle Android 15 COBO

o I o I T I o I I S R

Google Android 15 COPE

Google Chrome Current Windows

STIG Viewer 3.5 : STIG Checklists

*UG Sample Checklist X | 4

Y Filter
GROUP ID: RULEID: STIG ID:
v-zssE + V-221573 SV-221573r987620 DTEC-0023 — Ve
V221561 + SRG ID: SEVERITY: LEGACY IDS:
SRG-APP-000047 CATIl SV-57599, V-44765
Vezisez Q CLASSIFICATION
Undlassified
V-221563 —+
voaoises + Rule Title:
Cloud print sharing must be disabled.
+
Discussion:
voazizer + Policy enables Google Chrome to act as a proxy between Google Cloud Print and legacy printers
connected to the machine. If this setting is enabled or not configured, users can enable the cloud
v-221571 + print proxy by authentication with their Google account. If this setting is disabled, users cannot
enable the proxy. and the machine will not be allowed to share it's printers with Google Cloud
V-221ET2 + Print. If this policy is not set, this will be enabled but the user will be able to change it.
V221574 + Check Text:
V221575 +
V-221576 —+
V-221577 +
V-221578 +
V221578 1 1= hd
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8. Click the Back to Checklist Builder in the upper-right corner to return to the STIG
selection pane. The count of included rules for a STIG will be listed beside the STIG name.

= STIG Viewer 3.5 : STIG Checklists

#UG Sample Ghecklist X | -+

@ - @@ OpensTIG [ AddSTIG toLibrary ¥ mport 4 Export =, Fill Checklist
A Search Checklist STIGs
googl

Geogle Chrome Current Windows

Library STIGs

Goagle Android 13 BYOAD A +

9. After all desired STIGs are listed in the main pane, click Fill Checklist in the upper-right
corner to begin processing the checklist.

= STIG Viewer 3.5 : STIG Checklists

a Save [ OpensSTIG u Add STIG to Library ! Import

Checklist STIGs

Google Chrome Current W 42 of 42 Rules m i
Library STIGs =
D : Red Hat Enterprise Linux 9 450 of 450 Rules B .

AAMA Services Security Requireme... m +

Note: Users can add classification to user-controlled pieces of the checklist (i.e., Comments, Finding
Details, and Target Data) by opting to in their Preferences. Select the Always Show Classification
Options and then click Edit Classification Levels.

= STIG Viewer 3.5

Preferences

[ Enable Sunset Labels
Auto-Save Checklists

Always show Classification Options

Edit Classification Levels

Zoom

_—®
Log Path
C:\Users\eva.tosten\AppData\Roaming\STIG_VIEWER_3\logs

Reset App
Dashboard -
Default -

m Gancel
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Users can add different classification values.

-m- :
= . FOUO ]
Add Close

Select a banner color. Classification options can be arranged by clicking and dragging the equals sign

to the left of the color picker.

= STIG Viewer 3.5

-m-

— .FOUO

- . Test Classification 2

Cancel

Higher classification levels in the list take priority. If a document has both CUI and FOUO items,

CUI will be displayed on the banner.

Note: Some of the screenshot images contained in this document are labeled as CUI for

instructional purposes but do not contain any CUI data.
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= STIG Viewer 3.5 : STIG Checklists

UG Sample Checklist X +

Checklist Rules T o B sae

& import 4 Export A Edit Checklist

“ catl catll Cat il 2 2
Google Chrome Current Windows
Group ID - Version: 2 Release: 10 Benchmark Date: 24 Oct 2024
V221573
Cloud print sharing must be disabled GROUP ID: RULE ID: STIG ID: 4
m v-221570 V-221573 SV-221573r987620  DTBC-0023 Bues
Background processing must be disabied.
V221564 SRG ID: SEVERITY: LEGACY IDS:
The default search providers name must b SRG-APP-000047  CATIl SV-57539, V-44765
V-221559 R .,
Site tracking users location must be disabled CLASSIFICATION ] ’;" Reviened g g“‘ REE R
Unclassified
Open Not Applicable
[ ] L]
0 0
Rule Title:

Cloud print sharing must be disabled.

Cul

Discussion:

Policy enables Gaogle Chrome to act as a proxy between heckist Type
Computing =
Google Cloud Print and legacy printers connected to the

machine. If this setting is enabled or not configured, users can

enable the cloud print proxy by authentication with their

Google account. If this setting is disabled, users cannot enable

the proxy, and the machine will not be allowed to share it's

printers with Goegle Cloud Print. If this policy is not set, this

will be enabled but the user will be able to change it.

t Test Classification 1 [ tails Undlassified fulyustiicd Domosih

Target Con

4 Rules Role -

10. The STIG details will be displayed. There is a tab for the combined severities and individual
tabs for each severity. The Target Data is on the right portion of the screen along with a
graph of Rule Statuses and their respective counts.

Note: As the user updates the status of rules, the Score will be updated accordingly. This
uses rule status and weight to determine the checklist score.

STIG Viewer 3.5 : STIG Checklists

*UG sample Checkist X | +

B sae & mport 4 Export  #° Edit Checklist
Cat | Cat |l Cat lll
Google Chrome Current Windows
Version: 2 Release: 10 Benchmark Date: 24 Oct 2024
Extensions that are appr GROUP ID: RULEID: STIG ID: 42
V245539 V-221563 5V-221563r1015468 DTEC-0006 Bule
Session only based cookies must be enzol.
V.245538 SRG ID: SEVERITY: LEGACY IDS:
Use of the QUIC protocol must be disabled. SRG-APP-000210  CAT I SV-57563, V-44729
'\f‘.zu 81 . Not Reviewsd Not A Finding
Web Blustooth API must be disabled. CLASSIFICATION O £ [ ] 0
V-226404 Unclassified Not A bl
Import AutoFill form data must be disabled Open ot Appiicable
u, m,
V-226403
AutoFil for addresses must be disabizd Rule Title:
0%
V-226402
AUtAE for credit cands must be Gisabied. Extensions that are approved for use must be allowlisted.
V-226401 i ion: Unknown
Guest Mode must be disabled. Discussion: —
m V.221599 The allowlist should only contain erganizationally approved C " ; -
. omputin ~
Chrome development tools must be disabled extensiens. This is to prevent a user from accidently iy
V-221598
Collction af WebRTG evont logs must ba allowlisitng a malicious extension. This policy allows you to -
V221507 specify which extensions are not subject to the blacklist. A Hosthame
Anonymized dala collection must be disabl blacklist value of " means all extensions are blacklisted and
:";ﬁ:ﬁgghe allowisted for Autoplay use users can only install extensions listed in the allowlist. By
V221595 default, no extensions are allowlisted. If all extensions have
Autoplay must be disabled been blacklisted by palicy, then the allowlist policy can be
V-221504 .
m Google Cast must be disabled. used to allow specific extensions to be installed.
m V221593 Administrators should determine which extensions should be
Chrome Cleanup reporting must be disabled allowed te be installed by their users, If na extensians are
V-221582 ts
Chrome Cleanup must be disabled allowlisted, then no extensions can be installed when s
V221591 combined with blacklisting all extensions. .
WebUSB must be disabled s -
V221590 Check Text:
Safe Browsing Extended Reporting must b, - -
V221588 Unknown t Unknown M
Downlaad restrictions must be configured. —_— —
V-221587
Promgt for download location must be ena.. \ [ WeborDatabase STIG
42 Rules
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11. To change the Rule List Display:, add Rule ID and STIG ID to the left pane, sort on any
of them in ascending or descending order by clicking the gear icon, and click the desired
header to add. Also, Group By: can be changed from the default of Origin STIG to None.

STIG Viewer 3.5 : STIG Checl

#UG Sample Checklist X -+

Checklist Rules A\ d fe] B sae # Impot & Export 4 Edit Checklist

All catl Catll ’ =
- * B =, New checklist from current

e Current Windows
Group ID

enchmark Date: 24 Oct 2024
V.221563 Rule List Display:

O Exiensions thal are approved for 1 m STIG ID: 42
m V-245539 Rule ID sTiGIp 63r1015468 DTBC-0006 Ruaes

Session only based cookies must ff Show Rule Title

V-245538 g LEGACY IDS:
Use of the QUIC protocal must ol Group By: SV-57563, V44729
V241787 .
m Vet Buetooth AP1 mustbe disabl None Jtel = Z;‘ ===1) 8‘3—
V-226404
Import AutoFill form data must be disabled m o | o repeve
V-226403 0 €
AUlOFill for addresses must be disabled Rule Title: Seore
V-226402 Qe

et ot e b cisabled Extensions that are approved for use must be allowlisted.

V-226401 i Con Unknown
B8 20 rivmseine | Disusion (Unknown |
V221599 The allowlist should only cantain organizationally approved heckionType
- Computing -
cheme deveiopmentoels musiee dsatled tensions. This is to prevent a user from accidently puting
V-221508
Y iebre et oge st be allowlisitng a malicious extension. This policy allows you to
V.221507 specify which extensions are not subject to the blacklist. A e
~Anonymized data collection must be disabl.

blacklist value of ** means all extensions are blacklisted and

V-221596 .
URLS mustbe sllowisted for Autopiay use users can only install extensions listed in the allowlist. By
m V.221595 default, no extensions are If all extensions have
B Auvtoplaymustbedisabled been blacklisted by policy, then the allowlist policy can be DB
V-221594 -
noge st st be disables used to allow specific extensions to be installed.
V.221593 Administrators should determine which extensions should be
B Chrome Cleanup reporting must be disabled. allowed to be installed by their users. If no extensions are
V-221592 " .
Civome Cleanup must be disabled. allowlisted, then no extensions can be installed when
m V221501 combined with blacklisting all extensions. e
WebUSE must be disabled. None -
V-221580 Check Text: B
Safe Browsing Exlended Reporfing must b - - S
V-221588 ent: Unknown et; Unknown -
Download restrictions must be configured. — —
V221587
Prompt for download locafion musibeena... | . [0 web or Database STIG
42 Rules
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12. To add a STIG to or remove a STIG from the checklist, click Edit Checklist in the upper-
right corner.

*UG Sample Checklist X | ==
Checklist Rules h 4 o

Kl - -

al are approved for u:

Catln

m

V245539
Session only based cookies must be enabl.

V245538
Use of the QUIC protocal must be disabled.

V241787
Wb Biuetooth API must be disabled.

m V-226404
Import AutoFill form data must be disabled.

V226403
AutoFil for addresses must be disabled

m V-226402
AutoFill for credit cards must be disabled.

V-226401

B sae

Google Chrome Current Windows
Version: 2 Release: 10 Benchmark Date: 24 Oct 2024

GROUP ID: RULE ID: STIG ID:
V-221563 SV-221563r1015468 DTBC-0006
SRG ID: SEVERITY: LEGACY IDS:
SRG-APP-000210 CAT Il SV-57563, V-44729

CLASSIFICATION
Unclassified

Rule Title:

Extensions that are approvad for use must be allowlisted.

The allowlist should only contain organizationally approved

tensions. This is to prevent a user from accidently
allowlisitng a malicious extension. This pelicy allows you to
specify which extensions are not subject to the blacklist. A

blacklist value of ** means all extensions are blacklisted and

users can only install extensions listed in the allowlist. By

tensions are If all extensions have
been blacklisted by policy. then the allowlist policy can be
used to allow specific extensions to be installed.
Administrators should determine which extensions sheuld be
allowed 1o be installed by their users. If no extensions are
allowlisted, then no extensions can be installed when

combined with blacklisting all extensions.

Unknovn

Unknown

® Import 4 Export 4

Edit Checklist

42

Rules

o Not Reviewed Not A Finding
42 0

™ ’B‘pe" ™ al:rApp cable
- 0%
[ )
e S
Host Name

Fully

Guest Mode must b disabled. Discussion:
V-221500

Chrame deveiopment tosis must be disabled

V-221508

Gallection of WebRTC event logs must be ...

v-221507

Anonymized data collection must be disabl.

V-221506

URLs must be aliowisted for Autopiay use.

V221595 default, no
‘Autopiay must be isabled

V-221504

Googie Cast must be disabled

V-221503

Chrame Cleanup reporting must be disabled,

v-221502

Chrome Cleanup must be isabled

v-221501

WebUSE must be disabled

V221590 Check Text:
Safe Browsing Extended Reporting must b . -
V-22158¢

Dounlozd restrictions must be configured.

v-221587

Prompt for cownload location must be ena...

42 Rules

[ web or Database STIG

13. To remove a STIG, click the trash can icon beside the STIG name in the main pane. To add
a STIG, click the + beside the name in the left pane. To go back to editing the checklist,
click Fill Checklist in the upper-right corner.

a Save
Q search

Library STIGs

STIG Viewer 3.5 : STIG Checklists

#UG Sample Checkiist X | 4

. Open STIG

AAA Services Security Reguireme..

u Add STIG to Library

Checklist 5TIGs

Google Chrome Current

Red Hat Enterprise Linux 9
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14. After all edits have been made to the checklist, click Save to finish creating the checklist.

wer 3.5 : STIG Checklists

+ G Sample Checklist +
Checklist Rules h 4 o

Al Cat| Catll Catlll

Group ID

VZITUTE
RHEL 9 must display the Standard Mandat...

Update Status of All Selected

- RERNDN

Import 4 Export " Edit Checklist

V257811
RHEL 9 must check the GPG signature of ...

Q

V-257820
RHFL 9 must check the GPG signature of

%

V.957819
452 Rules

V-257987 Vs Rules
m RHEL 8 SSH daemon must be configured 1.... V-258054
V.257035 RHEL 9 must not allow blank or null passwords.
RHEL 9 must not permit direct logons o th.
V-257984
RHEL 9 SSHD must not allow blank pass V-257934 B Not Reviewed . Not A Finding
m V-257983 RHEL 2 SSHD must not allow blank passwords 47z 20
RHEL 9 SSHD must accept public key auth.
. Open . Not Applicable
V-257951 0 0
RHEL 8 must be configured fo prevent unr
m V-257949 \as7ETe 100%
RHEL 9 must configure a DNS processing ... RHEL 9 local disk partitions must implement cryptographic
m V257945 mechanisms to prevent unauthorized disclosure or &
RHEL 9 must securely compare infemal inf... maodification of all information that requires at rest RUnknowIg
m V-257944 protection hecklist Type
RHEL 9 chronyd service must be enabled. N
Computing -
V-257943
RHEL 9 must have the chrony package inst
m V-257932 822 Host Name
RHEL 8 must be configured so that all syst. RHEL 9 must have GPG signature verification enabled for
@ V257879 all software repositories
RHEL 9 local disk parfitions must impleme... IP Address
V-257861
RHEL 8 must preven files with the seluid a
v-257821 MAC Address
V257860 Vasrez _ _ i
RHEL 9 must mount /boat with the nodev o RHEL 9 must check the GPG signature of locally installed
m V-257840 software packages before installation. Fully Qualified Domain Nam
ain Name
RHEL 9 file system automount function mu... i
m V-257838
RHEL 8 must have the openssl-pkos 11 pac... Target Comments
V-257820 & -
V-257825 .
m RHEL 9 subscriplion-manager package mu RHEL 9 must check the GPG signature of software Role
@ V257822 packag.es originating from external software repositories None -
RHEL 9 must have GPG signature vesificati... before installation.

V257789
RHEL @ must require a unigue SUPETUSers hame upon
booting into single-user and maintenance modes.

[] Web or Database STIG
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15. The saved checklist will now appear on the homepage under the Checklists section.

STIG Viewer

Open

Red Hat Enterprise Linux 9

STIG Library

Google Chrome Current Windows
STIG Library

Canonical Ubuntu 22.04 LTS

STIG Library

New open

No Recent

New

|
o

Checklists

Open

UG Sample Checklist
C:\Users\eva.tosten\Downloads\UG Sample Checklist.cklb

7

5.2 Create Another Checklist

1. To add a checklist from the STIG Checklists page, click the Add (+) tab.

STIG Viewer 3.5 : STIG Checklists

UG Sample Checklist X

Checklist Rules o

Catl Catll Catlll

Group ID

V-258241
RHEL 9 must implement a systemwide enc.
V-258233
RHEL 8 pam_unix so module must be confi
V-258231
RHEL 9 must employ FIPS 140-3 approved.
V-258227
RHEL 9 must take appropriate action when
V-258225
RHEL § must generate audit records for all
V-258224
RHEL § must generate audit records for all

V-258223
RHEL 9 must generate audit records for all

© AUTO-54VE ENABLED

Update Status of All Selected

(0] V|

& import & Export  #° Edit Checklist

V258094

RHEL 9 must not allow blank or null passwords.

84
RHEL 9 SSHD must not allow blank passwords.

RHEL 9 local disk partitions must implement cryptographic

V-258222
RHEL 9 must generate audit records for all

v-258221
RHEL 9 must generate audil records for all

V-258220
RHEL 9 must generate audit records for all

V-258219
RHEL 9 must generate audit records for all

V-258218
RHEL 9 must generate audit records for all

V-258217
RHEL 9 must generate audit records for all

V258214
Successiuliunsuccessiul uses of fhe shutd...

V-258213
Successuliunsuccessiul uses of the reboot,

V258212
Successiuliunsuccessiul uses of ihe power.

v-258211
Succassfuliunsuccassful uses of the init co.

V-258210
RHEL 9 must audit all uses of the mount co.

V-258209
RHEL 9 must audit all uses of the usermod

V-258208
RHEL 9 must audit all uses of the userhelp

492 Rules

mechanisms to prevent unauthorized disclosure or
modification of all information that requires at rest
protection.

RHEL 9 must have GPG signature verification enabled for
all software repositories.

= 492

Rules

a 472

Open Not Applicable
u, u,

Unknown

hacklist Type
Computing

100%

Host Name

v-25782
RHEL 9 must check the GPG signature of locally installed
software packages before installation.

V257820
RHEL 9 must check the GPG signature of software
packages originating from external software repositories
before installation

V257789
RHEL 9 must require a unique superusers name upon
booting into single-user and maintenance modes.

MAC Address

Fully Qual

Target Comments

Techno

[ Web or Database STIG
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2. Select Create Checklist.

= STIG Viewer 3.5 : STIG Checklists

UG Sample Checklist X | +

STIG Checklists

Load Checklist

Create Checklist

Recent Checklists

¥ UG sample Checklist
C:\Users\eva tosten\Downloads\UG Sampl

X

3. Enter a name for the checklist and then click Create Checklist.

= STIG Viewer 3.5 : STIG Checklists

UG Sample Checklist X -+

Create STIG Checklist

I UG Sample Checklist 2 l

Recent Checklists

¥ UG sample Checklist
C:\Users\eva tosten\Downloads\UG Sampl.

X
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5.3 Opening an Existing Checklist

To open an existing checklist, navigate to the Home page and select one of the checklists listed or
click Open and navigate to the location of the checklist.

STIG Viewer

Applicability Guide

Checklists

Open

Microsoft Windows 11
STIG Library

Red Hat Enterprise Linux 9
STIG Library

Google Chrome Current Windows

STIG Library
New Open

No Recent Collections
New Open

UG sample Checklist 2
C:\Users\eva tosten\Downloads\UG Sample Checklist 2.cklb
UG sample Checklist

C:\Users\eva.tosten\Downloads\UG Sample Checklist.cklb

Another option is to click the Checklists icon on the left.

= STIG Viewer 3.5

STIG Viewer

Applicability Guide

Checklists

S

Open

Microsoft Windows 11
STIG Library

Red Hat Enterprise Linux 9
STIG Library

Google Chrome Current Windows

STIG Library
New Open

No Recent Collections
New Open

UG Sample Checklist 2
Ci\Users\eva tosten\Downloads\UG Sample Checklist 2.cklb
UG sample Checklist

C:\Users\eva.tosten\Downloads\UG Sample Checklist.cklb
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Select one of the Recent Checklists or click Load Checklist and navigate to the checklist to be

loaded.

Note: If a checklist is already open, the user will need to click the Add (+) tab to open a new

screen.

= STIG Viewer 3.5 : STIG Checklists

STIG Checklists

Load Checklist

Create Checklist

Recent Checklists

UG sample Checklist 2
C:\Users\eva.tosten\Downloads\UG Sampl

¥ UG sample Checklist

C:\Users\eva.tosten\Downloads\UG Samp|

5.4 Updating Checklists

5.4.1 Changing the Status of Rules

1. To mark requirements as Open, Not A Finding, Not Reviewed, or Not Applicable, click
the circle beside the Rule. Click once to set the status to Not a Finding (green checkmark),
twice to set the status to Open (red exclamation mark), three times to set the status to Not
Applicable (black circle with slash), and four times to set the status back to Not Reviewed
(gray blank circle).

Note: As the user updates the status of rules, the Score will be updated accordingly. This
uses rule status and weight to determine the checklist score.

Note: To view the

= STIG Viewer 3.5 : STIG Checklists

FILE
New
Qpen
Save
Save As

Import V2 Checklist

APP
Preferences

Exit

HELP

Release Notes
Dependency List
User Guide

Check for Updates

shortcut keys, click the hamburger menu.

GORTCUTS

CTRL A

CTRL N

CTRL

w

CTRL F

CTRL TAB

CTRL SHIFT TAB

1/
2/
3/

/

o

N

~

Select all Rules
New Checklist
Close Checklist
Open Filter Panel
Next Tab
Previous Tab
Previous Rule
Next Rule

Set to No Finding
Set to Open

Set to Not Applicable

Set to Not Reviewed)
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STIG Viewer 3.5 : STIG Checklists

UG Sample Checkiist X +

Checklist Rules b 4 E+3

¥ impot 4 Export 4 EditChecklist

“ catl catll catlll =
Google Chrome Current Windows ‘

Group ID Version: 2 Release: 10 Benchmark D 24 Oct 2024

@ GROUP ID: RULE ID: STIG 1D 42
m V-245539 V-221563 SV-221563r1015468 DTBC-0006 Rules
Session only based cookies must be enabl...
@ V-245538 SRG ID: SEVERITY: LEGACY 1DS:
Use of the QUIC protocol must be disabled. SRG-APP-000210 CAT I SV-57563, V-44729
41787
Bluetooth API must be disabled. CLASSIFICATION = 2?‘ FiEE] gDE"
6
V-226404 Unclassified
Import AutoFill form data must be disabied. Not A Finding Not Applicable
V-226403
AutoFill for addresses must be disabled Rule Title:
V-226402
m AutoFill for credit cards must be disabled. Extensians that are approved for use must be rarge
V-226401 iscussion: Unknown
m Guest Mode must be disabled Discussion: _—
m V221509 The allewlist should only contain organizationally approved wokin Tyoe
Computin v
S toals must be disabled tensions. This is to prevent a user from accidently )
vansss Mlowlisit ! t This policy al t
Collecton of WebRTC event logs must be allowlisitng a malicious extension. This policy allows you to e
m V.221507 specify which extensions are not subject to the blacklist. A csthame
Anomymized dafa colletion mest be disaal . blacklist value of ™ means all extensions are blacklisted and
V-221596
m URLs must be allowtisted for Autoplay use users can only install extensions listed in the allowlist. By
m V221505 default, no extensions are If all extensions have
Autoplay must be disabled. been blacklisted by policy, then the allowlist policy can be
V-221594 - - .
m e st st be s used to allow specific extensions to be installed.
m V-221503 Administrators should determine which extensions should be
Chrome Cleanup reporting must be disabled. allowed to be installed by their users. If no extensions are
V-221592
m Chrome Gisanup must be disabied allowlisted, then no extensions can be installed when
V221501 combined with blacklisting all extensions. .
VebUSB must be disabled None -
V221590 Check Text: ;
Safe Browsing Extended Reperting must b - - -
V221588 ent Unknowun L Unlnawn -
Download restrictions must be configured. e
m V-221587
Prompt for downioad location must be ena - [J web or Database STIG
42 Rules

2. To update multiple rules, select the rules to be updated by clicking the ID and either using
SHIFT and clicking another ID to include all IDs in between, or using CTRL and clicking
the rules to be updated. At the top of the center pane, the possible statuses appear. Clicking
any of these will set all selected rules to the selected status.

STIG Viewer TIG Checklists

UG Sample Gheckist X | -

Checklist Rules A ke ® AUTO-sAVE NABLED & import 4 Export  /° Edit Checklist
catl catll cati Update Status of All Selected ‘
Group ID | ]
V-221563
Extensions that are approved for use must 42
V-245539 Rules
Session only based cookies must be enabl.
[ V245558
Use of the QUIC protocol must be disabled.
V-241787 . t A Fing
/b Bluetooth AP must be disabled 5 = o | ;‘1“ RETRE
V-226404 Autoplay must be disabled.
Import AutoFill form data must be disabled. Open Not Applicable
L |,
V-226403
AUtoFl for addresses must be disabled .
v-221594 64%
m V-226402 Google Cast must be disabled
AutoFil for cregit cards must be disabled. ssificasio
V-226401 Unknown
Guest Mode must be disabled E—
V221599 T
Ghrome development toals must be disabled Computing ~
V-221508
Collection of WebRTC event logs must be
st Name
E Anonymized data coliction must De sabl Ny
@ V2
URLS must be allowlisied for Aufoplay use.
& v
Autoplay must be disabled » MAC Address
g V-221594 . WebUSB must be disabled.
Google Cast must be. disabled.
@ V221593 Fully Qualified
Chrome Cieanup reporiing must be disabled.
@) vz ez Target Co
Ghrome Gieanup must be disabled Safe Browsing Extended Reporting must be disabled
@ == Role
WebUSE must be disabled None -
@& v
Safe Browsing Extended Reporling must b
G vezises Download restrictions must be configured. -
%] Download restictions mus? be configured.
21587
Prompt for download locaiion must be ena. [ web or Database STIG
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Note: When a new status is assigned, the chart on the right side updates to reflect progress,
the circle beside the ID reflects the assigned status, and the Score is updated.

5.4.2 Override Severity Status

Users can override a severity status by clicking on the severity and then changing the severity to a

different value.

= STIG Viewer 3.5 : STIG Checklists

«MNew Cheekiist X

Checklist Rules h 4 o
“ Catl Catll Catlll
Group ID
@ V-221563
Exdensions that are approved for use must

V-245539
Session only based cookies Must be enabl..

& V.245538
Use of the QUIC protocol must be disabled.

@ V-241787
Web Bluetooth API must be disabled

@ V-226404

Import AutoFill form data must b disabied.

@ V-226403

AutoFill for addresses must be diszbled.

@ V-226402
AutoFill for credit cards must be disabled.

@ V-226401

Guest Mode must be disabled.

@ V-221599

Chrome development tools must be disabled

@ V-221598
Collection of WebRTC event logs must be

@ V-221597

Anonymized data collection must be disab...

@ V-221596

URLs must be allowisted for Autoplay use

V-221595
Autoplay must be disabled

V-221594
Google Cast must be disabled

V-221503
Chrome Cleanup reporting must be disabled

V-221592
Chrome Cleanup must be disabled

42 Rules

B sae

Google Chrome Current Windows
Version: 2 Release: 10 Benchmark Date: 24 Oct 2024

GROUP ID: RULE ID: STIG ID:
V-221585 aaada 21960963 DTBC-0064
SRG ID: SEVERITY: LEGACY IDS:
SRG-APP-000141 CATII SV-96295, V-81581

CLASSIFICATION
Unclassified

Rule Title:

Autoplay must be disabled

Discussion:

This allows a user to control if videos can play automatically

with audio content (without user censent) in Google Chrome.

If the policy is set to "True", Google Chrome is allowed to
autoplay media. If the policy is set to "False”, Google Chrome
is not allowed to autoplay media. The "AutoplayAllowlist”
palicy can be used to averride this for certain URL patterns, By
default, Google Chrome is not allowed to autoplay media. The

“AuteplayAllowlist” policy can be used to override this for

¥ import 4 Export A Edit Checklist

\

42

Rules

Not Reviewed Not A Finding
o 30 u 10

Open Not Applicable
| |,
90%

Computing -
Host Name
P Address
MAC Address
Fully Qualified Domain Name
Target Comments
None -

User must select the new severity, which will trigger the requirement of an Override Reason.

Note: Users must provide an override reason for the severity to change.

Override (CAT 1)

Severity Default: Medium

Medium (Cat ll) Ly

Override Reason (Required)

Severity
Override

Default: Medium
(CATII)

Medium (Cat Il)

L

Change to CAT | per ISSO

Cancel

FIRPSSTRS, S

]
4 Check Text:

Cancel Save

Click Save to save the severity change.
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An asterisk will appear beside the Severity showing that it has been overridden.

= STIG Viewer 3.5 : STIG Checklists

*New Checklist X | 4

Checklist Rules Y 3
“ catl catll catlil
Group ID -
V-221563
Exdensions that are approved for use must
V-245539

Session only based cookies must be enabl

® V-245538
Use of the QUIC protocol must be disabled.
@ V-241787

/eb Bluetooth API must be disabled.

@ V-226404
Import AutoFil form data must be disabled.

@ V-226403
AutoFill for addresses must be disabled
226402
utoFill for credit cards must be disabled.

@ V-226401

Guest Mode must be disabled.

@ V-221599
Chrome development tools must be disabled

V-221538
Gollection of VebRTC event logs must be

@ V-221597

Anonymized data collection must be disabl...

@ V-221596

URLS must be allowiisted for Autoplay use.
o 595
7y me

V-221504
Google Castmust be disabled.

V-221593
Chrome Cleanup reporting must be

V-221592
Chrome Cleanup must be disabled.

42 Rules

B sae

Google Chrome Current Windows
Version: 2 Release: 10 Benchmark Date: 24 Oct 2024

GROUP ID: RULE ID: STIG 1D:
V-221595 SV-221595r960963 CTBC-0064

SRG ID: SEVERITY: LEGACY IDS:
SRG-APP-000141 CATI" SV-96295, V-81581

CLASSIFICATION
Unclassified

Rule Title:
Autoplay must be disabled.

Discussion:

This allows a user to control if videos can play automatically

with audio content (without user consent) in Google Chrome.

If the policy is set to "True”, Google Chrome is allowed to
autoplay media. If the policy is set to “False”, Google Chrome

is not allowed to autoplay media. The “AutoplayAllowlist*

policy can be used to override this for certain URL pattems. By

default, Google Chrome is not allowed to autoplay media. The

“AutoplayAllowlist" policy can be used to override this for

¥ Import & Export " Edit Checklist

\

42

Rules

gg'ne ewed gy qlgté.Fnﬂlrg
] ?aen ] qlc“-uchtab\e

- 90%
Computing S

Fully Qualified Domain N

5.4.3 Filtering a Checklist

Filter the rules by clicking the funnel icon and applying filters. The number of filters applied will be

shown beside the funnel icon. Rules matching the filter will be listed. Change from Group ID to
Rule ID or STIG ID in the left column by selecting the gear icon.

= STIG Viewer 3.5 : STIG Checklists

#New Checklist X +

Checklist Rules

Cat |

Catll

Catlll

Group ID

40 rules excluded by filter

221517
imporfing of saved passwords must be G

V-221567
The Password Manager must be disabled.

a Save

Google Chrome Current Windows
Version: 2 Release: 10 Benchmark Date: 24 Oct 2024

GROUP ID: RULE ID: STIG ID:
V-221577 SV-221577r960963 DTBC-0029
SRG ID: SEVERITY: LEGACY IDS:

SRG-APP-000141 CAT Il
CLASSIFICATION

Unclassified

Rule Title:

Imperting of saved passwords must be disabled.

Discussion:

Imperting of saved passwords should be disabled as it could

lead to unencrypted account passwerds stored on the system

from another browser to be viewed. This policy forces the
saved passwerds to be imported from the previous default
browser if enabled. If enabled, this policy alse affects the
import dialog. If disabled, the saved passwords are not
imported. If it is not set, the user may be asked whether to

import, or importing may happen automatically.

Flemale Tasetn

SV-57609, V-44775

& import & Export 4 Edit Checklist

\

42

Rules

Not Reviewed Not A Finding
a 30 u 10

Open Not Applicable
[ I

90%
Computing -
Host Name
Fully Qualified Dor
None -

42 Rules (40 exclu
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5.4.4 Populating Target Data

Target data can be populated on the far-right side of the screen. This area also displays a graphic

showing the number of rules in the STIGs included in the checklist, the progress of status changes,

and the Score.

= STIG Viewer 3.5 : STIG Checklists

#New Checkist X | 4

Checklist Rules 4 3
“ catl  cathl Catll
Group ID
@ V-221563
Extensions that are approved for Use must
V-245539
Session only based cookies must be enabl.
@ V-245538
Use of the QUIC protocol must be disabled.
@ V-241787
‘Web Bluetooth APl must be disabled.

V-226404
Import AutoFill form data must be disabled.

o V-226403
AUtoFill for addresses must be disabled.

@ V-226402
AutoFill for credit cards must be disabled.

@
Guest Mode must be disabled
) v
Chrome development tools must be disabled
V-221598
Collection of VWebRTC event logs must be
) v
Anonymized data collection must be disabl.
) v
URLs must be allowisted for Autoplay use.
V-221595
Autoplay must be disabled
V-221594
Google Cast must be disabled
V221593
Chrome Cleanup reporfing must be disabled
V-221502
Chrome Cleanup must be disabled
V-221591
VebUSE must be disabled.
V-221500
Safe Browsing Extended Reporting must b,
V-221588
Dornload restrictions must be configured
V-221587
Prompt for download location must be ena.
@) vz
Nelefinn nf hrnwser histary must he: disahled

Rules

B save

Google Chrome Current Windows
Version: 2 Release: 10 Benchmark Date: 24 Oct 2024

GROUP ID: RULE ID: STIGID:
V-221577 SV-221577r960963 DTBC-0029
SRG ID: SEVERITY: LEGACY IDS:

SRG-APP-000141 CAT Il SV-57609, V-44775

CLASSIFICATION
Unclassified

Rule Title:

Importing of saved passwords must be disabled.

Discussion:

Imparting of saved passwords should be disabled as it could
lead to unencrypted account passwords stored on the system
from anather browser to be viewed. This policy forces the
saved passwords to be imported from the previous default
browser if enabled. If enabled, this policy also affects the
import dialog. If disabled, the saved passwords are not
imparted. If it is not set, the user may be asked whether ta

import, crimperting may happen automatically.

Check Text:
Universal method:

1. In the omaibox (address baz) type
chreme://policy

2. If ImportSavedPasswords is not
displayed under the Folicy Name column o it

is not set to false under the Policy Value

Unknown S Unknown

42

Rules

o ) T2
10

Not Applicable

Computing

Host Name

Fully Qualified Domain Name
Target Comments
None

[0 web or Database STIG

If the target data has a classification already set, or if “Always Show Classification Options” is
enabled in the preferences menu, the classification level of the target data can be set using the
classification editor button at the top of the target data section. (In the preview above, the

classification is set to “Unknown.”)
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Note: Hovering over the graphic displays a download symbol to obtain a copy of the graphic to be
used in presentations.

= STIG Viewer 3.5 : STIG Checklists

*New Checklist X

Checklist Rules Y o]
“ Catl Catll Catlll
Group ID

V-221563

Extensions that are approved for use must

V-245539
Session only based cookies must be enabl

use the QUIC protocol must be disabled.

-241787
\"eh Blustooth API must be disabled
V-226404
Import AutoFill form data must be disabled.

V-226403
AutoFil for addresses must be disabled

AmnFm !or credit cards must be disabled,

V-226401
@ Guest Mode must be disabled
@ V-221599
Chrome development tools must be disabled.

@ V-221598
Collection of WebRTC event logs must be

@ V-221597
Anonymized data collection must be disabl

@ V221596
URLs must be allowlisted for Autoplay use

A\Anplay st be isablsd

B save

Google Chrome Current Windows
Version: 2 Release: 10 Benchmark Date: 24 Oct 2024

GROUP ID: RULE ID: STIG ID:
V-221577 SV-221577r960963 DTBC-0029
SRG ID: SEVERITY: LEGACY IDS:
SRG-APP-000141 CATIl SV-57609, V-44775

CLASSIFICATION
Unclassified

Rule Title:

Importing of saved passwords must be disabled.

Discussion:
Importing of saved passwords should be disabled as it could
lead to unencrypted account passwords stored on the system
from another browser to be viewed. This policy forces the
saved passwords to be imported from the previous default
browser if enabled. If enabled, this policy also affects the
import dialog. If disabled, the saved passwords are not

imported. If it is not set, the user may be asked whether to

t A imnartina o hannan autas

Unknown

] Not Reviewed ™ Not A Finding
10

Open

— 0%

IP Address

Unknown

V-221593
Chrome Cleanup reporting must be disabled.
=N v221592
42 Rules

V-221594
Google Cast must be disabled.

Export

Rules

MAC Address

#° Edit Checklist

-

Not Applicable

5.4.5 Adding Comments and Finding Details to a Single Rule

Add Comments and Finding Details to an individual rule by typing directly into the Comments
and Finding Details boxes or copying and pasting from another document into the boxes.
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5.4.6 Adding Comments and Finding Details to Multiple Rules

1. Multiple rules can be updated at one time. After selecting all rules for updating, click the
square in the upper-right portion of the screen. From the pop-up menu, select Edit
Comments or Edit Finding Details.

STIG Viewer 3.5 : STIG Checklists

Checklist Rules Y k]
Al cat| catll catlll

~ MICROSOFT OFFICE 365 PROPLUS
Group ID

‘applications must be configured o 5

V-223289
Macros in all Office applications that are op.

D sae

Update Status of All Selected

BE0ON

=

V223288
ActiveX Controls must be initialized in Safe Mode.

Edit Comments

V-223288
AciveX Con

Allowing Trustex ns on the network

V-223282

figitaly signed mmust be-b

V-223280
Macros must be bl

ICROSOFT WINDOWS 11

Group ID

V-268317
‘Gopilot in Windows must be disabled for W.

V-253468
User Account Control approval mode for th.

V-253420
‘The Windows Remole Management (WinR.

2N v2534i1

397 Rules

V223287
Custom user interface (Ul) code must be blocked from
loading in all Office applications.

Edit Finding Def l

V-223286
The Office client must be prevented from polling the
SharePoint Server for published links

v-223285
Document metadata for rights managed Office Open XML
files must be protected

V223288
The Macro Runtime Scan Scope must be enabled for all
documents.

V223283
Allowing Trusted Locations on the network must be
disabled in Access.

V-223282
VBA Macros not digitally signed must be blocked in
Access

V223280

® import & Export " Edit Checklist

397

Rules

[ NotReviewes gy Notafinaing
0

Open Not Applicable
LI LI

Unknown

Chachlist Type

CGomputing -
Host Name

IP Address

MAC Address

Fully Qualified Domain Name

Target Comments

Role

None -

Technology Area -

[0 web or atabase STIG

2. After a selection has been made, either type or copy and paste in the box.

Update the comments for 12 rules:
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3. Click Save to add the text to the selected rules.

#MNew Checklist X | 4

Checklist Rules h 4 o

“ Catl Catll Catlil

~ MICROSOFT OFFICE 365 PROPLUS

Group ID
V223291
Office applications must be configured to s

V-223289
Macros in all Office applications that are op..

V-223288
A

X Conirols must be inifialized in Safe

V-223287
Gustom user interface (Ul) code must be bl

V-223286
The Office client must be prevented fromp...

V-223285
Document metadata for rights managed Of...

V-223284
The Macro Runfime Scan Scope mustbe e

V-223283
Allowing Trusted Locations on the network ...

V-223282
WBA Macros not digitally signed must be bl...

V-223280
Macros must be blocked from running in Ac.

~ MICROSOFT WINDOWS 11

Group ID

V-268318
Windows 11 sysiems must use either Grou

V-268317
Copilot in Windows must be disabled for W...

V-2534T6
Passwords for enabled local Administrator ..

V-253474
User Account Control must run all administ

V-253471
User Account Control must automatically d

V-253468
User Account Control approval mode for th..

V-253461
The system must be configured fo prevent ...

V-253420
The Windows Remote Management (WinR.

=29 v-253411

397 Rules

a Save
Microsoft Office 365 ProPlus
Version: 3 Release: 1 Benchmark Date: 24 Jul 2024
‘GROUP 1D: RULEID: STIG ID:
V-223288 SV-223288r961779  0365-CO-000005
SRGID: SEVERITY: LEGACY IDS:
SRG-APP-000488 CATI 5V-108753, V-99649

CLASSIFICATION
Unknown

Rule Title:

ActiveX Controls must be initialized in Safe Mode.

Discussion:
This policy setting specifies the Microsoft ActiveX initialization
security level for all Microsoft Office applications. ActiveX
controls can adversely affect a computer directly. In addition,
malicious code can be used to compromise an ActiveX control

and attack a computer.

To indicate the safety of an ActiveX control, developers can
denote them as Safe for Initialization (SFI). SFl indicates that a
contrel is safe to open and run, and that it is not capable of
causing a problem for any computer, regardless of whether it
has persisted data values or not. If a control is not marked SFI.
it is possible that the control could adversely affect a
computer--or it could mean that the developers did not test
the control in all situations and are not sure whether it might
be compromised in the future. If you enable this policy

setting, you can set the ActiveX security level to a number

Unknown

¥ import & Export

397

Rules

Not Reviewed Not A Finding
= 397 L Y]

QOpen
|,

. Not Applicable
Y]

Unknown

Computing

# Edit Checklist

0%

Host Name

Unknown

User Guide comment for
multiple Rules.

[0 web or Database STIG

4. All Rules selected will have the same Comment or Finding Details text.

5.5 Saving a Checklist

1. An unsaved checklist will have an asterisk beside the checklist name. The example below is a
new checklist that has not been named (created from the STIG Explorer tab).

—
‘ = STIG Viewer 3.5 : STIG Checklists

* MNew Checklist X

Chacklist Rules b 4 t o

“ Cat | Catll Cat I

~ MICROSOFT OFFICE 365 PROPLUS Vi
Group ID GROUP ID:
V22329 T
Office applications must be configured fo 5. V-223288
V-223289
Macros in all Office applications that are op. .. SRG ID:

SRG-APP
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2.

In the Preferences section, the default is Auto-Save Checklists. Uncheck the selection to

save the checklist manually.

[0 Always Show Classification Options

Edit Classification Levels

Zoom

— o

LegPath

Reset App

Default App
Dashboard

C:\Users\eva tosten\AppData\Roaming\STIG_VIEWER_3\logs

Default

m Cancel

3. To save a checklist, click Save in the upper part of the screen or click the hamburger menu.

#New Checkiist X -+

Checklist Rules

“ Catl Catll Catll

v MICROSOFT OFFICE 365 PROPLUS

Group ID

V-223400
Word must automatically disable unsigned ...

V-223385
Visio must automatically disable unsigned ...

V-223392
Publisher must disable all unsigned VBAm...

V-223391
Publisher must aL

V-223384
Unsigned add-ins in PowerPoint must be bl..

=W v.223375

disable unsig..

Microsoft Office 365 ProPlus
Version: 3 Release: 1 Benchmark Date: 24 Jul 2024

GROUP ID: RULE ID: STIG ID:
V-223288 SV-223288r961779  0365-CO-000005
SRG ID: SEVERITY: LEGACY IDS:

SRG-APP-000488 CAT I

CLASSIFICATION
Unknown

Rule Title:

SV-108753, V-99649

FILE HELP SHORTCUTS
New Release Notes CTRL A Select all Rules
CTRL N
Dependency List New Checklist
CTRL W Close Checklist
Save User Guide
CTRL F Open Filter Panel
Save As Check for Updates i
CTRL TAB Next Tab
Save All CTRL SHIFT TAE Previous Tab
Import V2 Checklist T Previous Rule
¥ Next Rule
APP
1/ N Set to No Finding
Preferences
2/ 0 Set to Open
Exit 3/ x Set to Not Applicable
4/ R Set to Not Reviewed
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4. 'The hamburger menu provides the options to Save, Save As, or Save All open checklists
(only shows if more than one checklist is open and unsaved), which will prompt the user to
save each open checklist separately. Navigate to the desired location and save each open
checklist. The application will open the navigation window to the last location accessed.

& Save as X
<« v T « STIG.. *» STIG Viwer 3 Beta » v O Search STIG Viwer 3 Bets
Organize ~ New folder EEER (7]
~ Name h

20230307_2_stig_viewer_3-win32-x64
Archive

|| FirstOpenChecklist.cklb

| | SecondOpenChecklist.cklb

v < >
File name: | ThirdOpenChecklist.cklb v
Save as type: Beta Checklist (*.cklb) ~

A Hide Folders Cancel

5. If the user tries to exit a checklist that has not been updated (no asterisk beside name), the
application will close with no prompts. If updates have been made to the checklist (asterisk
beside name), the user will be prompted to Close without Saving, Save and Close, or
Cancel. Cancel is the default.

This checklist has unsaved changes.

Close Without Saving Save and Close Cancel
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6. After a checklist has been saved, it can be reopened by either clicking the name of the
checklist in the Recent Checklists section or by clicking Load Checklist, navigating to the
saved location, and clicking Load.

= STIG Viewer 3.5 : STIG Checklists

STIG Checklists

Load Checklist

Create Checklist

Recent Checklists

UG Sample Checklist

C:\Users\eva tosten\Downloads\UG Sampl

UG Sample Checklist From Explorer
C:\Users\eva.tosten\Downloads\UG Sampl...

X
i » Downloads e @) Search Downloads 2
folder == 0
nfc MName Date modified Type Size I
I ~ Today
: UG Sample Checklist From Explorer.cklb CKLE File 9¢
: UG Sample Checklist.cklb CKLE File
e
File name: w | Checklist (*.cklb) ~
Load Cancel
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5.6 Importing XCCDF Results into a Checklist

1. To import XCCDF results into a checklist, click the Import icon and select Import

XCCDF or CMRS Results.

= STIG Viewer 3.5 : STIG Checklists

#MNew Checklist 3 +

Checklist Rules A 4 & 3 sae
“ Catl Catll Cat lll
Microsoft Windows 10
Group ID = Version: 3 Release: 2 Benchmark Date: 15 Nov 2024
V-268319
Windows 10 systems must use either Grou_ GROUP ID: RULE ID: STIG ID:
V-268315 V-268318 SV-268319r1028350 WN10-CC-000063
Copilot in Windows must be disabled for W...
SRG ID: SEVERITY:

m V-220952
Passwords for enabled local Administrator .

SRG-05-000480-GP0OS-00227 CAT Il

V-220950
User Account Control must run all administ CLASSIFICATION

V-220947 Unclassified
User Account Control must automatically d

V-220944

User Account Control approval mode for th. Rule Title:
V-220937

The system must be configured to prevent . ‘Windows 10 systems must use either Group Policy or an

m V-220867
The Windows Remote Management (WinR....

approved Meobile Device Management (MDM) product to

enforce STIG compliance.

V-220857

The Windows Installer Always install with el Discussion:

V-220856 .

Users must be prevented from changing in.. Without Windows 10 systems being managed, devices could
V-220850 be rogue and become targets of an attacker.

Remote Deskiop Services must always pro...

m V-220848
Passwords must not be saved in the Remo...

Check Text:

Verify the Windows 10 system is receiving

V-220822 S N

The user must be prompted for a password policy from sither Group Policy or an MDM
V-220821 with the feollowing steps:

Users must be prompted for a password on.

V-220811

¥ import 4 Export 4 Edit Checklist

LH Import XCCDF or CMRS Results I

=, Import Checklist Data

Virtualizafion Based Security must be enab...

m V-220754
The system must be configured to audit De...

w Rules
Not Reviewed Mot A Finding
O 261 u 0
Open Not Applicable
|, m,
0%
Computing -
Host Name
P Address
MAC Address
Fully Qualified Domain Name
Target Comments
None -

261 Rules

2. Navigate to the results file to import and click Load.
3. A pop-up window will display the following:

e The number of results with matching Rule IDs and revision numbers that are ready to

import.

e The number of results having matching Rule IDs but that did NOT match on revision

number.
e Any results that did NOT match a Rule ID.

e Incoming checklist has target data.

Note: This wording only shows if the checklist being imported contains target data.
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4. Complete the import with only the Rule IDs having matching revision numbers by clicking
Complete Import. To bring in all results regardless of revision matches, click the checkbox
beside Include loosely matched results and then click Complete Import.

Selected file contains 250 Rules

° 160 rules had matching Rule IDs and are ready to import

o 2 rules had matching Rule 1Ds, but mismatched Revision IDs

[ Include loosely matched results

0 88 rules could not be matched Show

D Incoming checklist has target data. Show

Include target Data

Cancel Complete Import

5. If any rules did not match, click Show, and the rule(s) that could not be matched will be
displayed.

Selected file contains 250 Rules

° 160 rules had matching Rule 1Ds and are ready to import

o 2 rules had matching Rule 1Ds, but mismatched Revision I1Ds

[ Include loosely matched results

0 88 rules could not be matched Hide

xccdf mil.di

xccdf 1
xccdf mil.di
xccdf
xcedf T
xcedf T

xcedf mil.di

xccdf mil.di

[ incoming checklist has target data. Show
Include target Data

Cancel Complete Import
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If the file being imported contains target data, the pop-up will give the user the option to
include the target data or exclude it from the import. It will also allow the user to view the

target data being imported.

Selected file contains 250 Rules

° 160 rules had matching Rule IDs and are ready to import

o 2 rules had matching Rule 1Ds, but mismatched Revision IDs

[ include loosely matched results

e 88 rules could not be matched Show
[ incoming checklist has target data. Hide
Include target Data
IP Address: 206.35.138.49
Host Name: MZB.CSD.DISA.MIL
Cancel Complete Import

6. The imported results will show in the checklist. The example below was completed using the
Import XCCDF or CMRS Results without checking the box to Include loosely matched

results.

| = STIG Viewer 3.5: STIG Checklist

#NewCheciist X | 4
Checklist Rules h 4 o B sae ¥ import 4 Export # Edit Checklist
Cat| catll Cat il = =
Microsoft Windows 10
Group ID Version: 3 Release: 2 Benchmark Date: 15 Nov 2024
V-268319
Windows 10 systems must use either Grou... GROUP ID: RULE ID: STIG ID: 261
m V-268315 V-268319 SV-268319r1028350 WN10-CC-000063 ltes
Gopilot in Windows must be disabled for W...
V-220952 SRG ID: SEVERITY:
Passwords for enabled local Administrator SRG-0S-000480-GPOS-00227 CAT Il
et Conto st i i | o | [otAFinding
CLASSIFICATION 120 20
V-220947 Unclassified .
User Account Control must automatically d... [ == ) Cmdse=ss
58 g
m V-220944
User Account Gontrol approval mode for ... Rule Title:
40%
V-220937 ;
@ The system must be configured ta prevent .. Windows 10 systems must use either Group Policy or an hecklist Type
V-220867 approved Mobile Device Management (MDM) product to Computing -
The Windows Remote Management (WinR. enforce STIG compliance.
V-220857 - e
The Windows Installer Always install with &l Di: Host Name
V-220856 - N
n Users must be prevented from changing in... Without Windows 10 systems being managed, devices could N
m V220850 be rogue and become targets of an attacker.
Remote Desktop Services must always pro...
V-220848 Check Text: MAC Address
Passwords must not be saved in he Remo Verify the Windows 10 system is rsceiving
V-220822 . - N a o Nan
The user must be prompted for a password policy from either Group Folicy or an MDM Fully Qualified Domain Name
m V220821 with the following steps:
Users must be prompted for a password on.. ~ I
arget Comments
m V-220811
Based Security must be enab... N
V-220754 None -
The system must bs configured fo auditDe_ |
261 Rules _ -
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The example below was completed using the Import XCCDF or CMRS Results and
checking the box to Include loosely matched results.

| = STIG Viewer 3.5 : STIG Checklists
I

+ New Checklist -+

Checklist Rules h 4 E o B sae ¥ import 4 Export A Edit Checklist
“ Catl Catll Cat i
Microsoft Windows 10
Group ID Version: 3 Release: 2 Benchmark Date: 15 Nov 2024

V-26831
Windows 10 systems must use either Grou... GROUP 1D: RULE ID: STIG ID: 261
V268315 V-268319 SV-268319r1028350 WN10-CC-000063 RS
Copilot in Windows must be disabled for W...
V-220952 SRGID: SEVERITY:
Passwords for enabled local Administrator . SRG-05-000480-GPOS-00227 CAT Il
V-220950
User Account Centrol must run all administ. CLASSIFICATION . ?g;r g;' A Finding
m V-220047 Unclassified
User Account Control must automatically d. D Mot Reviewed . Not Applicable
a7 3
V-220944
User Account Control approval mode for th Rule Title:
39%
V220837 " g i ; N
The system must be configured fo prsvent Windows 10 systems must use either Group Policy or an acklist Type
V.220867 approved Mobile Device Management (MDM) product to Computing -
The Windows Remote Management {WinR.. enforce STIG compliance.
V-220857 (RO
The Windows Installer Aways install with el... Discussion: -
V-220856 -
Users must be prevented from changing in.. Without Windows 10 systems being managed. devices could . »
m V-220850 be roegue and become targets of an attacker,
Remote Deskiop Services must always pro...
m V220848 Check Text: MAC Address
Passwords must not be saved in the Remo - - .
rify the Windews 1
V-220822 . .
The user must be prompled for a password Fully Qualified Domain Name
v-220821
Users must be prompted for a password on... h -
V-220811 -
Virtualization Based Security must be enab. . Role
V-220754 MNone -
The system must be configured fo audit De. . -
261 Rules L -

5.7 Importing Checklist Data

To import STIG Viewer 3.x checklist data into another checklist, click Import and then select
Import Checklist Data. This will bring in Status, Comments, Finding Details, and Target Data
from the checklist being imported.
1. Navigate to the checklist file to import and click Load.
2. A pop-up window will display the following:
e The number of results with matching Rule IDs and revision numbers that are ready to
impott.
e The number of results having matching Rule IDs but that did NOT match on revision
number.

Note: To include these rules, the user must check the checkbox to include the loosely
matched results.

Note: This wording shows only if the checklist being imported contains Rule IDs that
did not match on revision number.

e Any results that did NOT match a Rule ID.
Note: This wording shows only if the checklist being imported contains Rule IDs that
did not match on Rule ID.

e If some of the incoming Rules have Comments or Finding Details, this allow the user to
select what to do with those Comments and Finding Details.
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Note: This wording shows only if the checklist being imported contains Comments or
Finding Details.
o Options are:
* Replace existing.
* Append to existing.
= Jgnore incoming.
e Incoming checklist has target data.
Note: This wording shows only if the checklist being imported contains target data.

Selected file contains 465 Rules

o 462 rules had matching Rule IDs, but mismatched Revision IDs

[] Include loosely matched results

o 3 rules could not be matched Show

E Some incoming results have comments and finding details.

Replace Existing v

D Incoming checklist has target data. Show

Cancel Complete Import

Include target Data
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5.8 Exporting Checklist Data

1. Click the Export icon to

= STIG Viewer 3.5 : STIG Checklists

*New Checkiist X | 4

export the checklist data.

V-220822

0

Checklist Rules Y o B sae ¥ Import /' Edit Checklist
“ Catl catll Catlil = =
Microsoft Windows 10
Group ID Version: 3 Release: 2 Benchmark Date: 15 Nov 2024
V-268319
Windows 1 lemns must use either Grou__ GROUP ID: RULE ID: STIG ID:
V-268315 V-268319 SV-268319r1028350 WN10-CC-000063
Caopilot in Windows must be disabled for W_
V-220052 SRG ID: SEVERITY:
Passwords for enabled local Administrator ... SRG-05-000480-GPOS-00227 CAT Il
V-220950
(] User Account Control must run all administ CLASSIFICATION [ ] ?g;" ] g;‘ ST
V-220047 Unclassified
User Account Control must automatically d... D Mot Reviewed . Mot Applicable
47 3

m V-220944

User Account Control approval mede for th... Rule Title:
39%

V-220937

The system must be configured o prevent Windows 10 systems must use either Group Policy or an Checklist Type
\.220867 approved Mobile Device Management (MDM) product to Computing -
The Windows Remoe Management {(WinR enforce STIG compliance.
V-220857 . —r
The Windows Installer Always install with el Di Host Name
V-220856 .
Users must be prevented from changing in... Without Windows 10 systems being managed, devices could T

dress

V.220850 be rogue and become targets of an attacker.
Remote Deskiop Services must always pro.
V-220848 Check Text: MAC
Passwords must not be saved in the Remo..

Verify the Windows 10 system is receiving

The system must be configured to audit De.

The user must be prompted for a password... policy from either Group Policy or an MIM Fully Qualified Domain Name
V-220821 with the following steps:
Users must be prompted for  password on ~ .
arget Comments
V-220811
Virtualizafion Based Security must be enab Role
V-220754 None A

261 Rules

2. 'This displays a pop-up window, which shows a choice of export format and which fields to

include.

Export Format

i)' /Ne CSVY  CMRSXML CKL  CKLB

Export Type

LU Filtered Rules

Export Fields

Header
Rule Info
Checklist Data

Target Data

}-'1. v
All ing exported v
Allc fields are being expc v

are bei v

The defaults are HTML format and All fields. Users can change the export format by clicking the
desired format. Possible formats are HTML, CSV, CMRS XML, CKL (SV v2 format), and

CKLB.
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Note: CKLB format can now be imported into eMASS.

Users can exclude fields from each section by clicking the caret to display fields for each section and
clicking None to exclude all the fields or clicking a field to exclude it.

Export Format
HTML csv CMRS XML CKL CKLB

Export Type

LRI Filtered Rules

Export Fields

Header No ~
BenchmarkName BenchmarkiD Release Info Version GroupID
Severity RulelD RuleVersion Classification Asset Posture
Al None
Rule Info All rule info v
Checklist Data All che e v
Target Data All target )

Cance! m

Export Format

LLIU/N CSV  CMRSXML CKL CKLB

Export Type

UG Filtered Rules

Export Fields

Header Al

A

Rule Info Some rule info re being expo

T T T T
BT T BT

Mitigation Control

Al None
Checklist Data Al t data fields are being exported v
Target Data All target data fields a orte v

Note: Any fields not highlighted will be excluded from the export.
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5.9 Resizing the Checklist Pane
1. To resize the checklist pane vertically, click the bar between the rule list and the rule details
and drag left or right.

2. To resize the checklist pane horizontally, click the bar between the rule details and the
Comments and Finding Details and drag up or down.
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6. SRG/STIG APPLICABILITY GUIDE

6.1 Accessing Applicability Guide from STIG Viewer 3 Dashboard

1. To access existing Applicability Guides, select the Open icon and navigate to the existing
location.

2. To create a new collection, select the New icon or click the Applicability Guide icon.

STIG Viewer 3.5

— I Open
= No Recent STIGS
STIG Viewer
New Open
No Recent Collections
Applicability Guide
— E— 0 New Open
g I Mo Recent Checklists
Checklists
6.2 Menu

The hamburger menu is in the upper-left corner. This menu is divided into three sections: FILE,
APP, and HELP. It also contains the Exit option.

= STIG Viewer 3.5 : Applicability Guide
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6.2.1

File Menu

The FILE section allows the user to create a new asset collection or open an existing one.

= STIG Viewer 3.5 : Applicability Guide

FILE HELFP
New Release Motes
Open Dependency List
User Guide
APP
Check for Updates
Preferences
Exit

6.2.2 App Menu

This section contains the Preferences menu, which allows the user to set preferences in the

application such as enable sunset labels, change the font size, access application logs, change the

theme, set the Default App for which application to open when accessing STIG Viewer, and reset
the application back to the default settings.

= STIG Viewer 3.5 : Applicability Guide

FILE HELP
New Release Motes
Open Dependency List
User Guide
APP
Check for Updates
Preferences
Exit
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= STIG Viewer 3.5

Preferences

[] Enable Sunset Labels
Auto-Save Checklists
[ Force Single Instance
[ Always Show Classification Options

Edit Classification Levels

Zoom

—»
Leg Path
C:\Users\eva.tosten\AppData\Roaming\STIG_VIEWER_3\logs

Reset App

Dashboard -

Default -

m e nce'

6.3 Navigation Bar Menu

6.3.1 Overview

The navigation bar (Navbar) will display a list of options to interact with the application and the
created collection. When viewing a collection, buttons will appear such as Save, Merge, etc.

= STIG Viewer 3.5 : Applicability Guide 1) n = — O X

a Save * 7. Merge ¥ Export 3 Close

New Collection +0,.08

6.3.2 Merge Button

Click this button to open a file dialog and select a collection file to merge into the open collection.
This is explained below in more detail.

6.3.3 Save Button

Click this button to open a file dialog, name the collection file, and save it to disk. This is explained
below in more detail.
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6.3.4 Export Button

Click this button to expand the export button into four options. These are explained below in more
detail.

Assets

Export Assets as Text

Export Assets as HTML
STIGs

Export STIGs as Text

Export STIGs as HTML

6.3.5 Right-Click Menu

6.3.5.1 Menu

Right clicking an asset will provide a menu. This menu has shortcuts to add an asset, edit the asset,
remove the asset, and enter Guide Mode. The right-click menu also includes two features that are
not available elsewhere: Add Parent and Add Parent using Guide Mode. Note that these two
features are only available if the selected asset and its current parent have matching assets.

=

= STIG Viewer 3.5 : Applicability Guide # B = — O X
@ save ¥ 7. Merge + Export X Close
v New Caollection +0s BB
Microsoft Windows 11 No Name + QI ' x
Create Asset

Add Parent

Guide Mode » Add Asset

Edit Asset Add Parent

Delete Asset
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6.4 Asset Tree

6.4.1 Overview

The main view under the File menu is the Asset Tree. This allows the user to view their current

collection and add, edit, or remove assets. Based on the selections, a pane to the right can appear to
display or collect additional information about the selection. The Asset the user is working with will

be highlighted in green.

=

= STIG Viewer 3.5 : Applicability Guide

fi @ @ =

X Merge ¥ Expont

Create Asset

B save *
v New Collection +0s,08
v CloudSeviee UG Cloud Service +O/S/ P X
v ‘VMWare vSphere 7.0 Virtual Machine 0 Name + GI ' X
~  Microsoft Windows 11 No Name +OF5, P X
ESS Agent Handler  NO Name +0, P X
Microsoft Office System 2016 Mo Name +O0, P X

Java Runtime Environment (JRE) 8 for Win..

L+, X

Asset Types

Application

Container

Generic Network Element

Specific Network Element

Virtual Appliance

Virtual Machine

Cancel
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6.4.2 Creating a Collection

1. To create an asset collection and begin adding assets, click the Applicability Guide icon on
the home page or click the icon in the navigation bar at the top.

STIG Viewer 3.5

Open
No Recent STIGs

New Open

No Recent Collections
Applicability Guide,

— o New Open

I No Recent Checklists
Checklists

2. Enter a name for the collection, and then click Create.

= STIG Viewer 3.5 : Applicability Guide

New Collection

Asset Collection

Note: To go straight to a collection without naming it, click New in the Applicability
Guide section of the home page.

New Open

No Recent Collections

Applicability Guide
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6.4.3 Adding Assets (Standard Mode)

1. Click the “+” button to add the first Asset.

2. A selection pane will appear to the right, and the selected asset will be highlighted in green.
Enter the Asset Name and select the Asset Type that applies to this asset.

= STIG Viewer 3.5 : Applicability Guide A A = o X

a Save * J. Merge ¥ Export  Close

UG Asset Collection ‘ +O,s/ P8

7
= STIG Viewer 3.5 : Applicability Guide = X

A save * ¥ Close

UG Asset Collection +0, 08 Create Asset

Asset

Asset Group \

Cloud Service

Enclave or Network

Information System

Major Program, Service, or Application
Operating System

Site

\Virtual Machine /

Cancel
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3. After the Asset Type is selected, applicable labels ' for the asset can be selected. Select zero
or more labels that apply to the asset, and then click Create to create entries in the asset tree
representing that item. Use the search input to find desired labels quickly.

= STIG Viewer 3.5 : Applicability Guide

asau*

| UG Asset Collection +O/s.r8

Create oOperating System Asset

Asset Name

Asset Types

Major Program. Service, or Application

Operating System

Site

Labels [

Microsoft Windows 11

Microsoft Windows 7

Microsoft Windows 8/8.1

Microsoft Windows Server 2008 Domain Controller

Microsoft Windows Server 2008 Member Server

Microsoft Windows Server 2008 R2 Domain Controller

Microsoft Windows Server 2008 R2 Member Server

Microsoft Windows Server 2012 and 2012R2 Domain Controller

Microsoft Windows Server 2012 and 2012R2 Member Server

Microsoft Windows Server 2016

Microsoft Windows Server 2019

Microsoft Windows Server 2022

= STIG Viewer 3.5 : Applicability Guide

aSaue-*

v UG Asset Collection
Microsoft Windows 11 Mo Mame

Microsoft Windows Server 2022 No Name

+@,/PB

+O,/E X

+O,/B X

Note: The user can replace No Name by using Edit Asset described later in this document.

! Asset Label: A descriptive tag that applies to an asset type.
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6.4.4 Adding Assets (Guide Mode)

1. Click the compass icon (circle with a diamond) next to the “+” button to begin Guide
Mode.

= STIG Viewer 3.5 : Applicability Guide 11 = o X

a Save * 7. Merge ¥ Export . Close

UG Asset Collection

Start Guide

2. After clicking Guide Mode, a pane will appear to the right prompting the user to add an
asset by asking a series of questions. Answer Yes or No to each appropriate question and
select End Guide when finished.

= STIG Viewer 3.5 : Applicability Guide = o X

B save * % Close

UG Asset Collection +0O/, 08 Guide Mode - Operating System

Are there any Operating Systems to add?

Description:

MNone
Available Labels:

Nutanix_AOS_5-20-x_0S_STIG

Tri-Lab Operating System Stack (TOSS) 4
Microsoft Windows 7

Microsoft Windows 8/8.1

Microsoft Windows 10

Microsoft Windows 11

Microsoft Windows Server 2016
Microsoft Windows Server 2019

Microsoft Windows Server 2022

B B3 B3
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3. Select No to move to the next asset in the list. Select Yes to move to the label pane where
name and the asset type label can be selected (if available).

= STIG Viewer 3.5 : Applicability Guide

@ Save *

UG Asset Collection +0,P8 Create Operating System Asset

Labels win

Microsoft Windows 10

Microsoft Windows 11

Microsoft Windows 7
Microsoft Windows 8,/8.1

Microsoft Windows Server 2008 Domain
Controller

Microsoft Windows Server 2008 Member Server

Microsoft Windows Server 2008 R2 Domain
Controller

Microsoft Windows Server 2008 R2 Member
Server -

4. After adding and creating an asset, the wizard will descend into its children. The next
prompt will be the first child of the asset just added. After a decision is made to add each
child, the wizard will return to the top level, and other assets can be added. This process
continues until every asset type available has been addressed.

= STIG Viewer 3.5 : Applicability Guide

B save *
v UG Asset Collection +0s/re Guide Mode - Application
Microsoft Windows 11
o Name +tO/ B X Are there any Applications to add?
Description:

An application is a software program hosted by an
information system.

Available Labels:

AvePoint Compliance Guardian

SPEC Innovations Innoslate 4.x
Windows Defender Antivirus

McAfee VirusScan 8.8 Local Client
McAfee VirusScan 8.8 Managed Client
McAfee VSEL 1.9/2.0 Managed Client
McAfee VSEL 1.9/2.0 Local Client

Microsoft Windows Firewall with Advanced
Security

K1 B3 23
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Notes:

e Seclect multiple labels to create multiple tree items with the different labels selected.
e To leave Guide Mode, click End Guide.

6.4.5 Adding Parent Assets

After an asset has been created, a new parent can be added by using the Add Parent feature.

Note: The Add Parent feature will only be available if an asset type is available that allows
relationships between the selected asset and its current parent.

1. Right-click the asset to which the parent will be added and select Add Parent.

= STIG Viewer 3.5 : Applicability Guide

B save * % Expand All
v UG Asset Collection +O/s,08
Microsoft Windows 11 UG 0S Bl - Pa B
Create Asset
Add Parent
Guide Mode »
Edit Asset

Delete Asset
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2. Select the asset to add and click Create.

= STIG Viewer 3.5 : Applicability Guide

o X

B save * ¥ Close
v UG Asset Collection +0,s/ P8 Create Asset
Microsoftwindows 11 UG0S + @@ I8 X
Asset Name
Asset Types

Azset Group

Virtual Machine

Cancel

Note: Listed on the right are assets available based on the asset selected and its current parent.

= STIG Viewer 3.5 : Applicability Guide

A save *

v UG Asset Collection

+O/s/ 0B

Create virtual Machine Asset

o X

¥ Close

Microsoft Windows 11 UG 0S

+@,/ B X

Name

Asset Types

Asset Group

Wirtual Machine

Labels

QA Search Labels

VIVINVAIE VOPIIEIE U VI LUG] VG e

WMWare vSphere 6.5 Virtual Machine

WMWare vSphere 6.7 Virtual Machine

WViMWare vSphere 7.0 Virtual Machine

VMWare vSphere 8.0 Virtual Machine |

Cancel
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3. The new parent will be added to the asset.

= STIG Viewer 3.5 : Applicability Guide

B Save *
v UG Asset Collection +6Gs,08
v VMWarevSphere 8.0 Virtual Macnine | Mo MName +OFS P X
Microsoft Windows 11 UG 0S +O0,/ P X

6.4.6 Adding Parent Assets (Guide Mode)
If an asset has been created but reverse order is desired, a parent can be added using the Guide

Mode by clicking the Add Parent option when selecting Guide Mode.

Note: The Add Parent feature will only be available if an asset type is available that allows
relationships between the selected asset and its current parent.

80



STIG Viewer 3.x User Guide, VIR5 Defense Information Systems Agency
11 February 2025 Developed by DISA for the DOD

1. Right-click the asset to which the parent will be added and select Guide Mode >> Add
Parent.

= STIG Viewer 3.5 : Applicability Guide

a Save *
v UG Asset Collection +0s 08
v VMWere vSphere 8.0 Vinual Machine MO Name +OF/ P X
Microsoft Windows 11 UG 05 Create Asset +0, P X
Add Parent

Guide Mode » Add Asset

Edit Asset Add Parent

Delete Asset

2. On the right, select Guide Mode to view available asset labels based on the asset selected
and its current parent.

= STIG Viewer 3.5 : Applicability Guide

a Save *
v UG Asset Collection +0s 08 Guide Mode - Asset Group
VMWare vSphere 8.0 Virtual Ma...
A Name +O/P X Are there any Asset Groups to add?
Microsoft Windows 11 Description:
UG 0s +Or/E X

An unstructured group that can contain any Asset Type.

Available Labels:

Empty Label

K E3 £
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3. Seclect Yes on the Asset Type, name it, select the label to add, and then click Create.

= STIG Viewer 3.5 ; Applicability Guide

Create Cloud Service Asset

A save *
wv UG Asset Collection +O0,.08
WMWare vSphere 8.0 Virtual Ma.
i Y Vi
Microsoft Windows 11
—_— +OF,/ P X

UG 0s

UG Cloud Serivce

Labels

Cloud Service

4. The new parent will be added to the asset.

= STIG Viewer 3.5 : Applicability Guide

f B B = — 0O X

2 Merge ¥ Export X Close

Guide Mode - Application

3 save *
v UG Asset Collection +0/,P8
v CloudSenice UG Cloud Serivee +0OLS/ P X
v VMWare vSphere 8.0 Vinual Machine | +0O,/ P X
Microsoft Windows 11 UG 0S +OF/ P X

Are there any Applications to add?

Description

An application is a software program hosted by an information system.
Available Labels:

AvePoint Compliance Guardian

SPEC Innovations Innoslate 4.x

Windows Defender Antivirus

McAfee VirusScan 8.8 Local Client

McAfee VirusScan 8.8 Managed Client

McAfee VSEL 1.9/2.0 Managed Client

McAfee VSEL 1.9/2.0 Local Client

Microsoft Windows Firewall with Advanced Security

McAfee Application Control 7.x

nm
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5. Click End Guide.

= STIG Viewer 3.5 : Applicability Guide f | =
a Save * J. Merge ¥ Export
v UG Asset Collection +0/,08
v CloudServiee UG Cloud Serivce +0O,/B X
~  VMWare vSphere 8.0 Virtual Machine  NO Name +0O7/ P X
Microsoft Windows 11 UG OS +OFS/ P X

6.4.7 Editing Assets

1. After creating an asset, click the pencil icon to begin editing an asset. A pane will appear on

the right side with the current asset information.

= STIG Viewer 3.5 : Applicability Guide

D save *
v UG Asset Collection +O,/ P8
v CloudSenice UG Cloud Serivce +O,/B X
“  WMWare vSphere 8.0 Virual Machine Mo Name +OFS P X

Edit Asset
Microsoft Windows 11 UG 08 + X

83



STIG Viewer 3.x User Guide, VIR5 Defense Information Systems Agency
11 February 2025 Developed by DISA for the DOD

2. Change the name of the asset and the label (if available) as needed and click Save.

= STIG Viewer 3.5 : Applicability Guide A a = — O X

A save * 7. Merge # Export % Close
v UG Asset Collection -l =] Edit UG Virtual Machine
v CloudSenvice UG Cloud Serivee +Os,/ P X e
UG Virtual Machine
~  VMWare vSphere 8.0 Virtual Machine  No Name | + @ " I X
Labels S Search Labels
Micresoft Windows 11 UG 0S -+ o’ B x

VMWare ESXi 5.0 Virtual Machine

VMWare vSphere 6.0 Virtual Machine

VMWare vSphere 6.5 Virtual Machine

VMWare vSphere 6.7 Virtual Machine

VMWare vSphere 7.0 Virtual Machine

VMWare vSphere 8.0 Virtual Machine

Cancel E

3. The changes will be reflected on the tree to the left.

= STIG Viewer 3.5 : Applicability Guide # a = — O X
a Save * 7. Merge ¥ Export ¥ Close
v UG Asset Collection +O/s/ 08
v Cloudsenice UG Cloud Serivce +O7, P X
' VMWare vSphers 8.0 Virtusl Machine UG Virtual Machine + O, E X

Microsoft Windows 11 UG OS +0O,E X

6.4.8 Removing Assets

To remove an asset, click X next to the tree item and click Delete.

v Asset Collection + 9/ ~ Asset Collection +9/E8
Operating System My Operating System +9s8 % Delete Operating System My Operating System? De\jﬁ Cancel

Delete Asset
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6.5 Save, Open, and Merge

6.5.1 Overview

When an asset posture is built, the application allows the user to save the collection as a JSON
document for import later. These options can be found under the File menu located under the

hamburger menu or by using the Save icon at the top of the page.

6.5.2 Save Collection

1. To save a collection, select the Save icon in the navigation bar or open the hamburger menu

and select File >> Save.

= Applicability Guide

aSave-*

wv UG Asset Collection
v CloudService UG Cloud Service

v VMWare vSphere 7.0 Virtual Machine UG Virtual Machine

Microsoft Windows 11 UG 0S

+0s,. 08

+OF,/ P X

+OF,/ P X

+OFS/ P X

= Applicability Guide

FILE

New

Open

Save

Save-As

APP

Preferences

Exit

Check for Updates

2. A window will pop up with the option to choose a save location and a file name if this is a
new collection. Click Save to save the collection.

File name: | UG Asset Collection.json

Save astype: Collection Files (*json)

+ Hide Folders

Save

Cancel
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6.5.3 Open Collection

1. To open an Asset Collection (either JSON or XML), click Load Collection to load an
existing collection or select from the Recent Collections section of the main page.

Note: Alternatively, click the hamburger menu and select File >> Open to open files.

= STIG Viewer 3.5 : Applicability Guide

Asset Collections

Load Collection

Create Collection

Recent Collections

UG Asset Collection

C\Users\eva tosten\DownloadsiUG Asset Collec

2. Navigate to the location of the saved Asset Collection document, select it, and click Load.

X

i » Downloads ~ @) Search Downloads P

folder = - o
nfc Name Date modified Type Size I
~ Today
2 UG Asset Collection.json 1/13/2025 1:02 PM JSOM File
File name: | UG Asset Collection.json ~ | Collection Files (*json;*xml)
Load Cancel

= STIG Viewer 3.5 : Applicability Guide 1. | =
A save 1. Merge + Export
v UG Asset Collection T d =]
v Cloudsenice UG Cloud Serivee +O,5, P X
“  VMWare vSphere B 0 Virtual Machine UG Virtual Machine +O,5 P X
Microsoft Windows 11 UG 0S +OF/ P X
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Note: If an imported asset has been sunset or deprecated, an indicator will be displayed next to the
asset. A red sun indicator signifies that it is sunset. To view the names of sunset assets, select File
>> Preferences and check Enable Sunset Labels to enable the Sunset Labels option.

= STIG Viewer 3.5 : Applicability Guide A B = — o X
[ save * 7. Merge ¥ Export X Close

v UG Asset Collection +0s,.r8
v Cloudservice UG Cloud Serivce +0, P X
“  VMWare v3phere 8.0 Virual Machine UG Virtual Machine +O5PF X
v Microsoft Windows 11 UG OS +O,/ P X
Adobe ColdFusion 11 Legacy Cold Fusion - Sunset o +0,5/P X

6.5.4 Merge Collection

Merging an asset collection allows the user to import assets from an asset collection file into the
currently open collection. When the merge operation is successful, the assets of the merged
collection will be appended to the end of the current collection.

6.5.4.1 Merge an Asset Collection
1. In the Navbar, click the Merge icon.

= STIG Viewer 3.5 : Applicability Guide

B save *

2. Navigate to the location of the saved Asset Collection document, select it, and click Load.

] Open *
“ o » This PC 3 Desktop > Examples v B Search Examples p=
Organize ~ New folder - [
o~ Narme Date modified Type Size
My First_Collection 1/10/2019 2:10 PM XML Document

6.5.4.2 Merge Collections (with tree not empty)

v Asset Collection +O/PB v Asset Collection +Os/PB
~  CoudSenice UG Cloud Service +QF/ P X

v CoudSenice UG Cloud Service +0F P X
~ VMWarevSphere 6.7 Virtual Machine UG Virtual Machine +OF P X

~  VMWare vSphere 6.7 Virusl Machine UG Virtual Machine EX-Td B
_— Merosoft Windows 10 UG 05 +OF P X

Microsoft Windows 10 UG 0S + P x
os sie T4 3
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6.6 Drag and Drop

6.6.1 Overview

The SRG/STIG Applicability Guide is drag-and-drop enabled, meaning the user can drag and drop
a compatible asset into another asset.

6.6.2 Drag and Drop Assets

To drag and drop an asset, left-click and hold with the left mouse button and then drag it to the
intended asset. When the dragged asset encounters a compatible asset, the compatible asset will turn
green, signaling a valid drop location. If the asset is not compatible, the asset will not be moved, and
a message will be displayed.

Compatible Item Dragged Incompatible Item Dragged

————
= STIG Viewer 3.5 : Applicability Guide A A= — o X

B 2 Meme & Epont X Close

v UG Asset Collection +os/P8

v CloudService UG Cloud Serivce +Q/ B X
Ve +O/ B X

v VMWere vSphere 8.0 Viruel Machine UG Virtual Machine +O/ B X

v MicrosoftWindows 11 UG 05 +O/ B X

Adobe ColdFusion 11 Legacy Cold Fusion - Sunset O +0/PB X

6.7 Exports

6.7.1 Overview

After building an asset collection, the user can export the requirements/policy documents using
options in the Navbar menu. Exports come in two file types, HTML and text, and in two varieties,
normal/flat and asset-based list. The flat list contains only the policy documents and their
information, whereas the asset-based list also contains the asset that it applies to and the path to get
to that asset.

= STIG Viewer 3.5 : Applicability Guide 1.3 | =
3 save * J. Merge ¥ Export
v UG Asset Collection Assets 174 J=]
Export Assets as Text
v CloudSeviee UG Cloud Serivce Export Assets as HTML WP X
STIGs
v VMWare vSphere 8.0 Virtual Machine UG Virtual Machine 2P X
Export STIGs as Text
~  Microsoft Windows 11 UG OS Export STIGs as HTML e x
Adobe ColdFusion 11 Legacy Cold Fusion - Sunset o +OS5/ P X

88



STIG Viewer 3.x User Guide, VIR5 Defense Information Systems Agency
11 February 2025 Developed by DISA for the DOD

6.7.2 Preview

To access a preview of the current collection, select Documents from the asset tree. The window
on the right will show a list of the Requirements/Policy Documents that apply to the current asset
posture.

= STIG Viewer 3.5 : Applicability Guide 13) " = — O X

B save * ¥ Expand All 7. Merge ¥ Export ¥ Close
v UG Asset Collection +0s !E+ Documents
v Cloudsenice UG Cloud Serivee +0O, P X

Cloud Computing Security Requirements Guide

WMWare vEphere B.0 Virtual Machine
- +O/ P X . i ‘
UG Virtual Machine VMware vSphere 8.0 Virtual Machine Security Technical

Implementation Guide

v oo UG 08 +O/P X Microsoft Windows 11 Security Technical Implementation
[ . I
Guide
e
foche o €t +0, P X Adobe ColdFusion 11 Security Technical Implementation

Legacy Cold Fusion - Sunset Guide

6.7.3 Exporting

1. To export assets, select Export Assets as Text (or as HTML) in the Navbar.
2. In the pop-up menu, choose the location and name of the export file and click Save.

File name: | asset_based -

Save as type: Text Files (*.b) ~

n i Fkds e
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Examples:

[Asset Collection] - Asset Collection > [Cloud Service] - UG Cloud Service .
3
[Cloud Service]: Cloud Service - UG Cloud Service

&
Document Title: Cloud Computing Security Requirements Guide
Document Benchmark ID: Cloud_SRG +
: : lic.cyber.mil/sti ?_dI_facet_stigs=stig-dccs
\ J

-
[Asset Collection] - Asset Collection > [Cloud Service] - UG Cloud Service > [Virtual Machine] - UG Virtual Machine
[Virtual Machine]: VMWare vSphere 7.0 Virtual Machine - UG Virtual Machine

Document Title: VMware vSphere 7.0 Virtual Machine Security Technical Implementation Guide

Document Benchmark ID: VMW_ivSphereJrO)/\rluaLMachmeiST\G

ic.cyber.mil

-
[Asset Collection] - Asset Collection > [Cloud Service] - UG Cloud Service > [Virtual Machine] - UG Virtual Machine > [Operating System] -
[Operating System]: Microsoft Windows 11 -

Document Title: Microsoft Windows 11 Security Technical Implementation Guide
G

Document Benchmark ID: Microsoft_Windows_11_STI
URL: https://public.cyber.millsti 2 7dI_facet_stigs=windows

[Asset Collection] - Asset Collection > [Cloud Service] - UG Cloud Service > [Virtual Machine] - UG Virtual Machine > [Operating System] -
[Operating System]: Microsoft Windows Server 2019 -
Document Title: Windows Server 2019 Security Technical Implementation Guide

Document Benchmark ID: Windows_Server_2019_STIG
ic.cyber.millsti 2_dI_facet_sti i tems%2Cwindows

_ | Asset Collection_Assets.txt - Notepad — O X

File Edit Format View Help
[Asset Collection] - Asset Collection > [Cloud Service] - UG Cloud Service A
[Cloud Service]: Cloud Service - UG Cloud Service
Document Title: Cloud Computing Security Requirements Guide
Document Benchmark ID: Cloud_SRG
URL: https://public.cyber.mil/stigs/downloads/?
_dl_facet_stigs=stig-dccs

[Asset Collection] - Asset Collection > [Cloud Service] - UG Cloud Service >
[Virtual Machine] - UG Virtual Machine
[Virtual Machine]: VMWare vSphere 7.0 Virtual Machine - UG Virtual Machine
Document Title: VMware vSphere 7.8 Virtual Machine Security
Technical Implementation Guide
Document Benchmark ID: VMW_vSphere_7-0_Virtual_Machine_STIG
URL: https://public.cyber.mil/stigs/downloads/

[Asset Collection] - Asset Collection > [Cloud Service] - UG Cloud Service >
[Virtual Machine] - UG Virtual Machine > [Operating System] -
[Operating System]: Microsoft Windows 11 -
Document Title: Microsoft Windows 11 Security Technical

Implementation Guide

Document Benchmark ID: Microsoft_Windows_11_STIG

URL: https://public.cyber.mil/stigs/downloads/?
_dl_facet_stigs=windows

[Asset Collection] - Asset Collection > [Cloud Service] - UG Cloud Service >
[Virtual Machine] - UG Virtual Machine > [Operating System] -
[Operating System]: Microsoft Windows Server 2019 -
Document Title: Windows Server 2019 Security Technical
Implementation Guide
Document Benchmark ID: Windows_Server_2019 STIG
URL: https://public.cyber.mil/stigs/downloads/?
_dl_facet_stigs=operating-systems%2Cwindows v
Ln1, Col 1 100% Unix (LF) UTF-8

6.7.4 Scenario

A task is required to secure a system on a VMware-based cloud environment. The VM is running
Windows 11 and has several applications installed, including JRE 8, Microsoft Office 2016, and .Net
Framework 4.0. Securing this system requires knowing what policy documents to follow. Therefore,
the SRG/STIG Applicability Guide is used to fill this need easily and quickly.
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1. Add a new collection and name it accordingly.

= STIG Viewer 3.5 : Applicability Guide

A save *

Cloud VM Collection +Os,/PB8

2. Add a cloud service asset. (For this scenario, use Guide Mode.)
a. Click No on Guide Mode — Asset Group.
b. Click Yes on Guide Mode — Cloud Service.
c. Name the Asset and select Cloud Service under the Label.
d. Click Create.

= STIG Viewer 3.5 : Applicability Guide

Bsave* ¥ Expand All

Cloud VM Collection +0/s 8 Create Cloud Service Asset

Cloud Service

Labels @ 8earch Labels

Cloud Service
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3. Adda VM.

Click No on Guide Mode — Application.

Click No on Guide Mode — Container.

Click No on Guide Mode — Generic Network Element.
Click No on Guide Mode — Specific Network Element.
Click No on Guide Mode — Virtual Appliance.

Click Yes on Guide Mode — Virtual Machine.

®

™o oo T

= STIG Viewer 3.5 : Applicability Guide

B save *

v Cloud VM Collection +os,P8 Guide Mode - Virtual Machine

Cloud s¢ Cloud Service + P X
Etbobed e Are there any Virtual Machines to add?

Description:

Avirtual machine is a virtual implementation of computer hardware.

Avallable Labels:

VMWare ESXi 5.0 Virtual Machine

VMWare vSphere 6.0 Virtual Machine
VMWare vSphere 6.5 Virtual Machine
VMWare vSphere 6.7 Virtual Machine
VMWoare vSphere 7.0 Virtual Machine

VMWoare vSphere 8.0 Virtual Machine

2 K3 B2

g. Select VMWare vSphere 7.0 Virtual Machine.

= STIG Viewer 3.5 : Applicability Guide

@ save *

v Cloud VM Collection +osra Create Virual Machine Asset

Cloud Senviee  Cloud Service +OFS P X

Labels A.search Labels

VMWare ESXi 5.0 Virtual Machine

VMWare vSphere 6.0 Virtual Machine

VMWare vSphere 6.5 Virtual Machine

VMWare vSphere 6.7 Virtual Machine

VMWare vSphere 7.0 Virtual Machine

VMWare vSphere 8.0 Virtual Machine

cancel m
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h. Click Create.

= STIG Viewer 3.5 : Applicability Guide

B save *

ﬂ B =4

2, Memge ¥ Export

Guide Mode - Operating System

v Cloud VM Collection +0/s,08
~v  CloudService Cloud Service +OF5/ B X
VMWare vSphere 7.0 Virtual Machine Mo Name | + @ " IF X

Are there any Operating Systems to add?

Description:

None
Available Labels:

Nutanix_AOS_5-20-x_0S_STIG

Tri-Lab Operating System Stack (TOSS) 4
Microsoft Windows 7

Microsoft Windows 8/8.1

Microsoft Windows 10

Microsoft Windows 11

Microsoft Windows Server 2016
Microsoft Windows Server 2019

Microsoft Windows Server 2022

&= B3 B3

4. Add the Windows 11 operating system.

a. Click Yes on Guide Mode — Operating System.

b. Enter win in the search section.

= STIG Viewer 3.5 : Applicability Guide

B save +

~ Cloud VM Collection e Pd 1=]
v CloudSenice Cloud Service +O,/ P X
VMWare vSphere 7.0 Vinual Machine No Name 4+ @ " I8 X ’

Labels iy

Microsoft Windows 10

| Microsoft Windows 11

Microsoft Windows 7

Microsoft Windows 8/8.1

Microsoft Windows Server 2008 Domain Controller
Microsoft Windows Server 2008 Member Server
Microsoft Windows Server 2008 R2 Domain Controller
Microsoft Windows Server 2008 R2 Member Server

Microsoft Windows Server 2012 and 2012R2 Domain Controller

c. Select Windows 11.
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d. Click Create.

= STIG Viewer 3.5 : Applicability Guide A a =
B save * 7. Merge ¥ Export
v Cloud VM Collection +as,/ P8 Guide Mode - Application
v CloudSenice  Cloud Service +OL, P X

Are there any Applications to add?

~  VMWarevSphere 7.0 Vinual Machine  No Name 4+ @0 I8 X Description:

An application is a software program hosted by an information system,

Microsoft Windows 11 0 Name +OS P X

Available Labels:

AvePoint Compliance Guardian

SPEC Innovations Innoslate 4.x

Windows Defender Antivirus

McAfee VirusScan 8.8 Local Client

McAfee VirusScan 8.8 Managed Client

McAfee VSEL 1.9/2.0 Managed Client

McAfee VSEL 1.9/2.0 Local Client

Microsoft Windows Firewall with Advanced Security

McAfee Application Control 7.x

K1 3 €I

e. Click Yes on Guide Mode — Application.
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f.  Add the necessary applications (JRE 8, Microsoft Office 2016, .Net Framework 4.0).

Select each one individually. After each one is selected, it will return to the Guide Mode
Application screen. After selecting all the desired applications, click End Guide.

= STIG Viewer 3.5 : Applicability Guide

Guide Mode - Application

i save *
~ Cloud VM Collection +O/,, 88
v Cloudsenice Cloud Service +O/5/ B X
N YMWare vSphere 7.0 Vinual Machine Mo Neme  + (@ 0 B X
v Microsoft Windows 11 No Name +0, B X
MS_Dot_Net_Framework N Name +O75,B x

Java Runtime Environment (JRE) 8 for ...

i +O,/B X

Are there any Applications to add?

Description:

An application is a software program hosted by an information system.
Available Labels:

AvePoint Compliance Guardian

SPEC Innovations Innoslate 4.x

Windows Defender Antivirus

McAfee VirusScan 8.8 Local Client

McAfee VirusScan 8.8 Managed Client

McAfee VSEL 1.9/2.0 Managed Client

McAfee VSEL 1.9/2.0 Local Client

Microsoft Windows Firewall with Advanced Security

McAfee Application Control 7.x

& E3 X3
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5. Now that the collection is built, policy documents can be previewed by selecting the
document icon at the top level (last one on right).

= STIG Viewer 3.5 : Applicability Guide A n =

D save * 7. Merge +* Export
v Cloud VM Collection +O0s P8 * Documents
wv  CloudSerice Cloud Service +0O., B X
Cloud Computing Security Requirements Guide
v VMWare vSphere 7.0 Virtual Machine Hame + @A X
VMware vSphere 7.0 Virtual Machine Security Technical
Impl tation Guid
v Microsoft Windows 11 N0 Name +0,., B X MEEWACHEAE S
- Microsoft Windows 11 Security Technical Implementation
T No L0/ B X a Guide
MS_Dot_Net_Frameworl ame i
_— Java Runtime Environment (JRE) version 8 STIG for
Windows

Java Runtime Envirenment (JRE) 8 for

— L +0,PX
e Y Microsoft Dot Net Framework 4.0 STIG

6. To save the collection, click Save on the Navbar.

I ENETAICloud VM Collection.json) v
Save as type: Collection Files (*json) N7

A Hide Folders Cancel

7. On the Navbar, select Export >> STIGs as HTML. Choose an appropriate name and
location and then click Save.

EEE L lCloud VM Collection_STIGs.html| v
Save as type: Requirement Documents Files (*.html) v

A Hide Folders Cancel

96



STIG Viewer 3.x User Guide, VIR5 Defense Information Systems Agency
11 February 2025 Developed by DISA for the DOD

The exported document should look like this:

( A
[Asset Cellection] - Cloud VM Collection = [Cloud Service] - UG Cloud Service

[Cloud Service]: Cloud Service - UG Cloud Service

Document Title: Cloud Computing Security Requirements Guide
Document Benchmark ID: Cloud_SRG
URL: https://public.cyber.mil/stigs/downloads/?_d|_facet stigs=stig-dccs
\. J

s )
[Asset Collection] - Cloud VM Collection = [Cloud Service] - UG Cloud Service = [Virtual Machine] -

[Virtual Machine]: VMWare vSphere 7.0 Virtual Machine -

Document Title: ViMware vSphere 7.0 Virtual Machine Security Technical Implementation Guide
Document Benchmark ID: VMW _vSphere_7-0_ Virtual_Machine_STIG
URL: https://public.cyber.mil/stigs/downloads/
\, J

4 '
[Asset Collection] - Cloud VM Collection = [Cloud Service] - UG Cloud Service = [Virtual Machine] - =
[Operating System] -

[Operating System]. Microsoft Windows 11 -

Document Title: Microsoft Windows 11 Security Technical Implementation Guide
Document Benchmark ID: Microsoft_Windows_11_STIG
URL: https://public.cyber.mil/stigs/downloads/?_dI_facet_stigs=windows
\. J

s ™)

[Asset Collection] - Cloud VM Collection = [Cloud Service] - UG Cloud Service = [Virtual Machine] - =
[Operating System] - = [Application] -

[Application]: Java Runtime Environment (JRE) 8 for Windows -

Document Title: Java Runtime Environment (JRE) version 8 STIG for Windows
Document Benchmark ID: JRE_8 and_Windows_STIG
URL: https://public.cyber.milistigs/downloads/? dl_facet stigs=sunset
\. J

s ™\

[Asset Collection] - Cloud VM Collection = [Cloud Service] - UG Cloud Service = [Virtual Machine] - =
[Operating System] - = [Application] -

[Application]: MS_Dot_Net_Framework -

Document Title: Microsoft Dot Net Framework 4.0 STIG h
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