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1. INTRODUCTION

STIG Viewer Version 3.x is a replacement for the previous DISA tools STIG Viewer 2.x and STIG-
SRG Applicability Guide. The intent of this User Guide is to assist in navigating version 3.x and
describe functionalities from a user perspective.

1.1  About DoW/DISA STIG Viewer

The DoW/DISA STIG Viewer tool provides the capability to view one or more XCCDF
(Extensible Configuration Checklist Description Format) formatted STIGs in an easy-to-navigate,
human-readable format. It is compatible with STIGs developed and published by DISA for the
DoW. The purpose of STIG Viewer is to provide an intuitive graphical user interface that allows
ease of access to the STIG content, along with additional search and sort functionality.

STIG Viewer supports additional functionality using the following features:

e Allows multiple STIGs to be imported and used when creating checklists.
e Individually loads one or more XCCDF STIG files.
e Extracts XCCDF STIG files from zipped STIG packages, including nested ZIP files.
e Maintains an internal library of loaded STIGs.
e Sorts the list of STIG requirements by Group ID, Rule ID, and STIG ID.
e Secarches or filters all loaded STIG files based on one or more keywords. Searches all fields
or individual fields and returns a filtered list of STIG requirements/vulnerabilities.
o Searches may also be restricted to Content (Discussion, Check, and Fix), Rule Title,
Severity, STIG ID, Group ID, Rule ID, CCI, or Legacy 1D.
e Displays CCI data if the CCI reference is contained in the STIG requirements.
e Prints or exports (HTML and CSV file formats) selected STIG data for use with other
programs.
o Bases the printed/exported data on the list of requirements displayed in the pane of the
viewer and formats the output as a table containing each requirement.

e Imports automated review SCAP (Security Content Automation Protocol) or XCCDF
Results into the checklist, populating the checklist with the automated results. The manual
portion of the review can be completed and added to the automated results.

e Exports the checklist as a CSV file.
e Displays PDF documents bundled with STIG packages.

1.2 About the SRG/STIG Applicability Guide

The SRG/STIG Applicability Guide allows the user to build a collection of assets pertaining to an
environment, such as an information system. Using the collection of assets built by the user, the tool
will determine the SRGs, STIGs, and other policy documents the user needs to harden or assess
their environment. The tool allows the user to preview and export the policy documents as well as
import and export the collection.
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Applicability Guide functions include the following;:

e Sclect from two modes of asset addition for different levels of familiarity.
e Drag and drop assets in the asset tree.
e Import and export asset collections.

e Export policy documents.
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2. INSTALLING AND RUNNING STIG VIEWER 3.X

2.1 Installing Standalone STIG Viewer

1. Download the STIG Viewer 3.x standalone ZIP file from the Cyber Exchange website. Go
to SRGs/STIGs >> More >> SRG/STIG Tools.

/ﬁ(’;&ﬁv&&& " Home Topics v WID ~ PKUPKE SRGs/STIGs_leIp v Login
4 PUBLK

Security Technical Implementation Guides (STIGs)

STIGsHome  Announcements  Automation v Document Library ~ SRG/STIG MailingList ~ DoD Annex for NIAP Protection Profiles DoD Cloud Computing Security  STIGs Fre]

2. Click the Download button beside STIG Viewer 3.x-Win64 or STIG Viewer 3.x-Linux.

Name Classification Upload Date Library Link

STIG Viewer 3.5.1 Hashes Unclassified 2025-03-27 STIGs

_ Unclassified 2025-03-27 STIGs ‘
STIG Viewer 3.5.1-Winé4 — Unclassified 2025-03-27 STIGs #

STIG Viewer 3.5.1-Winé4 msi Unclassified 2025-03-27 STIGs

STIG Viewer 3.5.1-Linux

STIG Viewer 3.x User Guide - Ver 1, Rel 5 Unclassified 2025-02-19 STIGs

3. Click Save to save as U_STIGViewer-win32_x64-3-x-x.zip or U_STIGViewer-linux_x64-3-
x-x.zip. Extract all contents of the ZIP file to the local hard disk; the standalone application
does not run from within the ZIP file.

2.2 Installing the STIG Viewer Windows MSI Package

1. Download the STIG Viewer 3.x Windows MSI ZIP file from the Cyber Exchange website.
Go to SRGs/STIGs >> More >> SRG/STIG Tools.

///();&F‘VABNEGRE Home Topics v WID v PKU/PKE v SRGs/STIGs_!eIo v Login
PUBLIC

Security Technical Implementation Guides (STIGs)

STIGsHome  Announcements  Automation v Document Library ~ SRG/STIG MailingList  DoD Annex for NIAP Protection Profiles DoD Cloud Computing Security ~ STIGs Fi




STIG Viewer 3.x User Guide, VIR8 Defense Information Systems Agency
13 August 2026 Developed by DISA for the DoW

2. Click STIG Viewer Version 3.x-Win64_msi.

Name Classification Upload Date Library Link

STIG Viewer 3.5.1 Hashes Unclassified 2025-03-27 STIGs L, Download
STIG Viewer 3.5.1-Linux Unclassified 2025-03-27 STIGs ., Download
STIG Viewer 3.5.1-Win64 Unclassified 2025-03-27 STIGs ., Download
STIG Viewer 3.5.1-Win64 msi — Unclassified 2025-03-27 STIGs » ., Download
STIG Viewer 3.x User Guide - Ver 1, Rel 5 Unclassified 2025-02-19 STIGs ., Download

3. Click Save to save as U_STIGViewer-win32_x64-3-x-x_msi.zip.

4. Open the downloaded ZIP file. Open the enclosed .msi file to begin the installation process.
Administrative rights are required for installation.

2.3 Verifying Integrity of STIG Viewer Packages

A file containing secure hash values for the STIG Viewer ZIP packages is published on cyber.mil.
These hash values can be used to verify the integrity of STIG Viewer packages. Values are provided
for the SHA256, SHA384, and SHA512 algorithms. To verify, compute the hash value on the STIG
Viewer package under inspection using tools such as the Get-FileHash cmdlet (available in Windows
PowerShell) or the sha256sum, sha384sum, and sha512sum programs (available on Linux). To verify
the integrity of the file, compare the hash value from the published file to the computed value for
the file under inspection for the same algorithm.

2.4 Unblocking on Windows

When STIG Viewer is downloaded on Windows, the file may be marked to indicate it was
downloaded from the internet, which may prevent running the application. This can also apply to
the contents of a ZIP file when extracted. Consult with the local system administrator for guidance.
If approved, a verified file can be unblocked. Using File Explorer, select Properties for the file. In
the Properties dialog, navigate to the General tab and the Security section. Unblock the file by
checking the Unblock checkbox and selecting OK. Alternatively, in Windows PowerShell, the
Unblock-File cmdlet can be used.

2.5 Linux File Access Policy

Linux systems using the File Access Policy Daemon (fapolicyd) may block the execution of STIG
Viewer and present an “Operation Not Permitted” or “cannot open shared object file” message
when attempting to launch STIG Viewer. The following procedure can be used to trust a common
installation of STIG Viewer:

1. Make the directory for the shared STIG Viewer installation.

$ sudo mkdir /opt/stigviewer
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2. Unzip the STIG Viewer package into the shared directory.

$ sudo unzip U _STIGViewer-linux_x64-3-x-x.zip -d /opt
$ sudo mv /opt/stig viewer_ 3-linux-x64 /opt/stigviewer

3. Add the STIG Viewer library and binaries to the fapolicyd trust database.
$ sudo fapolicyd-cli --file add /opt/stigviewer

4. Notify fapolicyd that the database has been updated.

$ sudo fapolicyd-cli --update

5. Run STIG Viewer from the shared directory.

$ /opt/stigviewer/STIG\ Viewer\ 3

2.6 Digital Signatures

Beginning with STIG Viewer version 2.15, the Windows EXE and MSI files are digitally signed with
a DoW code signing certificate. Information on installing DoW trust anchors is available at
https://public.cyber.mil/pki-pke/. To view the signatures, open the file’s properties in Windows
Explorer and select the Digital Signatures tab.

2.7 STIG Viewer Help

The STIG Viewer Help section can be found under the hamburger menu. This section provides
links to the Release Notes, Dependency List, User Guide, and Check for Updates, which is a link to
Cyber Exchange to verify the latest version available.

= | STIG Viewer 3.5

APP
Preferences

Exit

(HELP

Release Motes
Dependency List

User Guide

\ Check for Updates

~

J
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3. USING STIG VIEWER 3.X

STIG Viewer 3.x has combined the STIG Applicability Guide, STIG Explorer (Viewer), and STIG
Checklists into one application.

Note: If there is a long path in any of the sections, the user can either adjust the pane to see the
entire path or go to the bottom of the section and use the scroll bar to view.

3.1 Opening STIG Viewer

1. The procedure for opening STIG Viewer depends on the release package used.
a. Windows standalone package:
1. Start STIG Viewer by opening the STIG Viewer 3.exe file.
b. Windows MSI package:

1. Start STIG Viewer by opening the STIG Viewer 3 item from the Start Menu.
c. Linux standalone package:

i. Start the standalone STIG Viewer executable from the command line (STIG Viewer 3).
d. Other considerations:

1. Consult local system administrators for assistance in running standalone versions of
STIG Viewer with any application firewalls.

2. At startup, the application will open to the Home page and look like this:

= STIG Viewer 3.5

— open

= No Recent STIC
STIG Viewer

I S New Open

No Recent Collections

Applicability Guide

e —— o New Open

% » nt Checklist
Checklists
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3. To change the appearance from Default to Dark mode, select the hamburger menu in the
top-left corner of the screen and then select Preferences. Under Theme, change to Dark,
and then click Save.

= STIG Viewer 3.5

Preferences

[J Enable Sunset Labels
Auto-Save Checklists
[ Force Single Instance
[ Always Show Classification Options

Edit Classification Levels

Zoom

—_—
Log Path
C:\Users\eva.tosten\AppData\Roaming\STIG_VIEWER_3\logs

Reset App

Dashboard

Theme

Default

Dark
'

= STIG Viewer 3.5

STIG Viewer

Applicability Guide

Checklists
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4. STIG EXPLORER

41 Open STIGs

Open STIGs from the Home screen or by selecting the STIG Viewer icon on the left side of the
screen.

4.1.1 To Open STIGs from the Home Screen

1. Click Open in the upper portion of the STIG Viewer section of the screen.

= STIG Viewer 3.5
— I | Open I
; No Recent STIGS
STIG Viewer
—— — New Open
Mo Recent Collections
Applicability Guide
| m—— o New Open
% I No Recent Checklists
Checklists

2. Navigate to the location of the STIG and double-click or select the STIG and then click
Load.

Note: The user can import either .ZIP/.zip or XML/.xml formats.
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4.1.2 To Open STIGs from the STIG Viewer Icon

1. Click the STIG Viewer icon on the Home page.
2. Click the Open STIG icon in the upper portion of the screen.

= STIG Viewer 3.5

W AddSTIG to Library W Delete STIBs ~+ Compare STIGs =3 Open Multiple STIGs
STIG Library 2 search

Your STIG library is empty!

Visit public.cyber.mil to download.

[ Individual STIGs or [F A collection of all STIGs

Then use:
I OpenSTIG or [l Add STIG to Library

to view or add them to your collection

Note: Once a STIG is opened, there are three main sections to the screen as shown below.

SECTION 1: STIG Overview shows the STIG’s associated documents, such as Read Me,
Release Memo, Overview, and Revision History. The user can choose to show or hide these
documents via the checkbox found in the Gear icon.

Red Hat Enterprise Linux 8

STIG Rules

Read Me
U_Readme_SRG_and_STIG. pdf

'(RED HAT ENTERPRISE LINUX 8 \
PO |

Release Memo
U_RHEL_8_STIG_V1_Release_Memo. pdf

Overview
U_RHEL_&_WV2R2_Overview pdf

=
=
Revision History
U_RHEL_8&_WV2R2_Revision_History. pdf
™

-

Group ID
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Note: The Read Me, Release Memo, Overview, and Revision History files will only appear if the

Z1P file has been opened.

SECTION 2: Rules shows the Group ID.

IE U RHEL 5_V1R9_Revision_History.pdf

GrouplD

V-230221
RHEL & must be a vendor-supported release.

V-230222

RHEL 8 vendor packaged system security paiches ...

V-230223

RHEL 8 must implement NIST FIPS-validated crypt...

V-230224

All RHEL 8 lecal disk partitions must implement cry...

V-230225

RHEL & must display the Standard Mandatory DoD ...

V-230226

RHEL & must display the Standard Mandatory DoD ...

V-230227

RHEL & must display the Standard Mandatory DoD ...

V-230228

All RHEL & remote access methods must be monito....

V-230229

RHEL 8, for PKl-based authentication, must validat. ..

V-230230

RHEL 8, for cerificate-based authentication, must ...

V-230231

RHEL & must encrypt all stored passwords with a Fl...

V-230232

RHEL & must employ FIPS 140-2 approved cryptog...

V-230233

The RHEL & shadow password suite must be config...

V-230234

RHEL & operating systems booted with United Exie. ..

V-230235

RHEL 8 operating systems booted with a BIOS mus...

V-230236

RHEL & operating systems must require authenticat...

V-230237
The RHEL & pam_unix.so module must be configur...

10
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To change the data displayed in the left column, click the gear icon at the top of the left column.
The default Rule List Display: is set to show Group ID. To add Rule ID, STIG ID, and/or SRG
ID, and change the order of the headers, unselect them all and click them in the order the headers
should appear on the screen. Group By: can be changed from the default of Origin STIG to
None. The Rule Title can be removed by unchecking the checkbox for Show Rule Title. To hide
the documents at the top of the left pane, deselect the Show Documents List option. When a rule
is selected, and the Auto-scroll to selected rule after sorting option is enabled, the interface will
automatically scroll to keep the selected rule in view even after the list is re-sorted.

STIG Rules @ Y

Qverview Brs
Actions:

Vv RED HAT ENTERPRISE LINUX¢ = Create checklist from STIG

Overview
E@ U RHEL 8 V2R6_Overview pdf ¥ Export STIGs
Read Me
E@ U Readme SRG and_STIG pdf /Rule List Display: )
Release Memo
E@ U RHEL 8 STIG V1_Release Mem¢ Rule ID Group ID
Revision History to
E@ U RHEL 8 V2R6 Revision_History.pi STIG ID SRG ID
Group ID =~ k )
P /_ Auto-scroll to selected rule e
V-230221 .
RHEL 8 must be a vendor-supported release. after sorti ng
V-230222 Show Rule Title
RHEL 8 vendor packaged system security pa @ Show Documents List ) 1
V-230223

RHEL 8 must implement a FIPS 140-3-compl Grou P By:

V-230224 _ - _ NI Origin STIG
All RHEL 8 local disk partitions must impleme

V-230225 p— - - S —— Lo ]

11
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SECTION 3: Vulnerability detail shows more details about each vulnerability in the selected
STIG or more detailed information about a selected rule/requirement.

= STIG Viewer 3.5

Red Hat Enterprise Linux 8 X

STIG Rules

v RED HAT ENTERPRISE LINUX 8

Read Me
E  |_Readme_SRG_and_STIG pdf

Release Memo
B |_RHEL_3 STIG_VM_Release_Memo.pdf

Overview
& |_RHEL_3 V2R2_Overview.pdf

Revision History
G U_RHEL 8 V2R2 Revision_History.pdf

GroupID =

V-230221
RHEL & must be a vendor-supported release.

v-230222

RHEL & vendor packaged system security patches ..

V-230223
RHEL 8 must implement NIST FIPS-validated crypt.

V-230224
All RHEL 8 local disk partitions must implement cry

V-230225

RHEL 8 must display the Standard Mandatory DOD...

V-230226

RHEL 8 must display the Standard Mandatory DoD .

v-230227
RHEL 8 must display the Standard Mandatory DoD

V-230228
All RHEL 8 remote access methods must be monito

at Enterprise Linux 8

Red Hat Enterprise Linux 8 Security Technical Implementation Guide
Version: 2 Release: 2 Benchmark Date: 30 Jan 2025

SRG-0S-000376-GP0OS-00161 V-230275

RHEL 8 must accept Personal Identity Verification (PIV) credentials

-Gl

SRG-0S-00! POS-00192 V-230276

RHEL 8 must implement non-executable data to protect its memory from unauthorized code
execution.

SRG-0S-000437-GP0OS-00194 V-230281

YUM must remove all software components after updated versions have been installed on RHEL 8

SRE-05-000068-GROS-0003
RHEL 8 must ensure the password complexity module is enabled in the password-auth file

SRE-05-000383-GROS
RHEL 8 must prohibit the use uf cached authentications after one day.

SRE-0S-000480-GR0S-00
RHEL 8 must display the date and time of the last successful account logon upon logon

V-230229
RHEL 8, for PKl-based authenfication, must validat. ..

V-230230

SRG-0S-000480-GPOS-
RHEL 8 must display the date and time of the last successful account logon upon an SSH logon,

SRG-0S-000326-GP0OS-00126 V-230386

HEL 8 audit system must be configured to audit the execution of

rivileged functions a

= STIG Viewer 3.5

Red Hat Enterprise Linux 8 3

STIG Rules o

Overview

“ RED HAT ENTERPRISE LINUX 8

Read Me
& U _Readme_SRG_and_STIG pdf

Release Memo
B  U_RHEL_8_STIG_V1_Release_Memo pdf

Overview
E  U_RHEL_8_V2R2_Overview.pdf

Revision History
E  |_RHEL 8 \ER_ Revision_History. pdf

Group 1D «

V-230222

RHEL & vendor packaged system security patches ...

V-230223

RHEL & must implement NIST FIPS-validated crypt...

V-230224
Al RHEL § local disk parfiions must implement cry.

V-230225

RHEL & must display the Standard Mandatory DOD...

V-230226
RHEL 8 must display the Standard Mandatory DoD

v-230227
RHEL 8 must display the Standard Mandatory DoD

V-230228
All RHEL 8 remote access methods must be monito

Red Hat Enterprise Linux 8
Version: 2 Release: 2 Benchmark Date: 30 Jan 2025

GROUP 1D:
V-230221

RULE ID:
SV-230221r1017040

STIG ID:
RHEL-08-010000

SRG ID: SEVERITY:
SRG-05-000480-GPOS-00227 CATI

CLASSIFICATION
Unclassified

Rule Title:

RHEL & must be a vendor-supported release.

Discussion:

An operating system release is considered "supported” if the vendor continues to provide security
patches for the product. With an unsupported release, it will not be possible to resclve security issues

discovered in the system software.,

Red Hat offers the Extended Update Support (EUS) add-on to a Red Hat Enterprise Linux subscription, for
3 fee, for those customers who wish to standardize on a specific miner release for an extended period.
The RHEL & minor releases eligible for EUS are 8.1, 8.2, 8.4, 8.6, and 8.8. Each RHEL 8 EUS stream is
available for 24 months from the availability of the minor release. RHEL 8.10 will be the final minor release
overall. For more details on the Red Hat Enterprise Linux Life Cycle visit
https://access.redhat.com/support/policy/updates/errata/.

MNote: The life-cycle time spans and dates are subject to adjustment.

Check Text:

V-230229
RHEL 8, for PKl-basad authenfication, must validat

V-230230

367 Rules

Verify the version of the operating system is vender sup

Jiot=: The lifscycls time spans and dates are subjsct to adjustment.
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4.2 Adding STIGs to the Library

1. Click the STIG Viewer icon on the Home page or the magnifying glass icon in the upper-
right portion of screen.

= STIG Viewer 3.5

)

Open

No Recent STIGs

STIG Viewer

2. Click the Add STIG to Library icon in the upper portion of the screen.

Note: If no STIGs are loaded into the library, the screen will display the following message:
“Your STIG library is empty! Visit public.cyber.mil to download: Individual STIGs or A
Collection of all STIGs Then use: Open STIG or Add STIG to Library to view or add them

to your collection”.

= STIG Viewer 3.5

- Open STIG ﬂ Add STIG to Library i Delete STIGs " Compare STIGs =4 Open Multiple STIGs

STIG Library A, gearch

Your STIG library is empty!

Visit public.cyber.mil to download

[ Individual STIGs or [ A collection of all STIGs

Then use:
M OpensSTIG or [l Add STIG to Library

to view or add them to your collection

Note: The links on the screen will take the user to the public version of Cyber Exchange.
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3. Download the desired STIGs.
4. Click Add STIG to Library, and then navigate to the location of the STIGs to be imported.

Note: The user can select .ZIP/.zip or XML/ .xml file formats.

5. Select the file(s) and click Load.

Open s
&« v 4 & >UserName>  Downloads v B Search Downloads
Organize ~ New folder =~ @ @
v
J 3D Objects ~ Name Date modified Type ~
a
~ Today (1)
about =
<l U_SRG-STIG_Library_2023_01v1.zip 3/6/2023 9:24 AM WinZip File
AppData
~ Last week (3) v
character v < >
File name: | U_SRG-STIG_Library_2023_01v1.zip v \ Stig File (*zip;* xml) v

Note: The user can import the Compilation file to load all the STIGs. A counter will
display the import progress.

Searching Selection for STIGs

Processing Zip: 104 of 240
Found 155 STIGs

Adding STIGs to library

z0S WebsphereMQ for ACF2

Progress: 91/448

Adding STIGs to library

Added 448 STIGs to library

Done
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6. Once the desired STIGs are loaded into STIG Viewer 3, the screen will look like this:

= STIG Viewer 3.5

BB opensTic (] AddSTIGHo Library

STIG Library

AAA Services Security Requirements Guide
APACHE 2.2 Server for UNIX

APACHE 2.2 Server for Windows

APACHE 2.2 Site for UNIX

APACHE 2.2 Site for Windows

Active Directory Domain

Active Directory Forest (STIG)

Adobe Acrobat Professional DC Continuous Track
Adobe Acrobat Reader DC Continuous Track
Akamai KSD Service Impact Level 2 ALG
Akamai KSD Service Impact Level 2 NDM
Apache Server 2.4 UNIX Server

Apache Server 2.4 UNIX Site

Apache Server 2.4 Windows Server

Apache Server 2.4 Windows Site

Apache Tomcat Application Server 9

Applei0s-iPados 16

W Delete STIGs

=" Compare STIGs =4 Open Multiple STIGs

4.3 Viewing STIGs

1. To view a single STIG, click the name of the STIG.

2. To view multiple STIGs, click Open Multiple STIGs in the upper-right portion of the

screen.

= STIG Viewer 3.5

Open STIG u Add STIG to Library

STIG Library

AAA Services Security Requirements Guide
APACHE 2.2 Server for UNIX

APACHE 2.2 Server for Windows

APACHE 2.2 Site for UNIX

APACHE 2.2 Site for Windows

Active Directory Domain

Active Directory Forest (STIG)

Adobe Acrobat Professional DC Continuous Track
Adobe Acrobat Reader DC Continuous Track
Akamai KSD Service Impact Level 2 ALG
‘Akamai KSD Service Impact Level 2 NDM
Apache Server 2.4 UNIX Server

Apache Server 2.4 UNIX Site

Apache Server 2.4 Windows Server

Apache Server 2.4 Windows Site

Apache Tomcat Application Server 9

Apple i05-iPados 16
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3. Checkboxes will appear beside the STIGs in the Library, which are used to select STIGs to

view.

Note: To select all listed STIGs, click Select All. To unselect all checked STIGs, click Clear

Selected.

= STIG Viewer 3.5

B OpensTic [l Add STIG to Library

STIG Library

Red Hat Ansible Automation Controller Application Server

Red Hat Ansible Automation Controller Web Server
Red Hat Enterprise Linux 8

Red Hat Enterprise Linux 9

Red Hat OpenShift Container Platform 4.12

Redis Enterprise 6.x

Select All Clear Selected

Y Filter

=,,0pen 6 STIGs

red

=% Open Single STIG

Note: If there is more than one version of a STIG, an expansion arrow will appear beside
the STIG name. Once expanded, the user can select one or multiple versions of the STIG to
add to the view.

= STIG Viewer 3.5

B OpensTIG [ Add STIG to Library

STIG Library

Red Hat Ansible Automation Controller Application Server

Red Hat Ansible Automation Controller Web Server

v Red Hat Enterprise Linux 8

Version: 2 Release: 1 Benchmark Date: 24 Oct 2024

Version: 1 Release: 14 Benchmark Date: 24 Apr 2024
~ Red Hat Enterprise Linux 9

Version: 2 Release: 2 Benchmark Date: 24 Oct 2024

Version: 2 Release: 1 Benchmark Date: 24 Jul 2024

Version: 1 Release: 3 Benchmark Date: 24 Apr 202:

Red Hat OpensShift Container Platform 4.12

Redis Enterprise 6.

B DeleteSTIGs -+ Compare STIGs S Open Multiple STIGs
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4. Search for STIGs that contain a common word (e.g., STIGs that contain Windows in their
title) by entering the search word in the search field located in the list of STIGs.

= STIG Viewer 3.5

W opensTic [ Add STIG to Library =, Open Single STIG

STIG Library Lo )

[J APACHE 2.2 Server for Windows

[J APACHE 2.2 Site for Windows

[J Apache server 2.4 windows Server

O Apache Server 2.4 windows Site

O citrix virtual Apps and Desktop 7.x Windows Virtual Delivery Agent
O Citrix XenDesktop 7.x Windows Virtual Delivery Agent

O Google Chrome Current Windows

[ Microsoft windows 10

[ Microsoft windows 11

[ microsoft windows Defender Firewall with Advanced Security
[ Microsoft windows PAW

[ Microsoft windows Server 2016

[ Microsoft windows Server 2019

[ Microsoft windows Server 2022

O microsoft windows Server Domain Name System (DNS)

—

Select All Clear Selected Y Filter

5. Once all STIGs have been selected, at the bottom of the page click the Filter icon or Open
X STIG(s), where X represents the number of STIGs selected.

= STIG Viewer 3.5

BB OpensTIG [ Add STIG to Library =, Open Single STIG

STIG Library red
[ Red Hat Ansible Automation Controller Application Server

[ Red Hat Ansible Automation Controller Web Server

v Red Hat Enterprise Linux 8

[C] Version: 2 Release: 1 Benchmark Date: 24 Oct 2024

[ Version: 1 Release: 14 Benchmark Date: 24 Apr 2024

v Red Hat Enterprise Linux 9

Version: 2 Release: 2 Benchmark Date: 24 Oct 2024

[ Version: 2 Release: 1 Benchmark Date: 24 Jul 2024

[ Version: 1 Release: 3 Benchmark Date: 24 Apr 2024

Red Hat Enterprise Linux 9 STIG SCAP Benchmark
[ Red Hat Openshift Container Platform 4.12

[ Redis Enterprise 6.x

Select All Clear Selected | Y Filter I =,0pen 2 STIGs
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4.3.1

1.

View Multiple STIGs — Filtered

Click the Filter icon to filter requirements for review. Requirements can be filtered on
Content, Title, Severity, STIG 1D, Group ID, Rule ID, CCIs, CCI Text, CCI References,
and Legacy IDs. Options available depend on the subject being filtered and can be any
combination of the following:

is greater than

a. contains

b. does not contain
c. is

d. isnot

e.

f.

is less than

contains

does not contain
is

is not

is greater than

FILTERS

is less than
Group ID

Note: Not all options will be available for each category. For example, Severity provides
three choices in the drop-down menu.

FILTERS
Severity is B
CAT IIl (Low)
CAT Il (Medium)
CAT I (High
Y Filter =_,Open 2 STIGs )
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2. Click Open X STIGs, where X equals the number of STIGs selected. The screenshot below
shows a combination of two STIGs that have been filtered for Content contains
password. The funnel icon at the top left indicates the number of filters that have been
applied. To view the filter, click the funnel icon.

Y1)

Oracle Linux 9

I FILTERS

Content ~

[ Copy ] [ Paste ] |

contains ~ password )

-+ Add Filter v’ Apply

= STIG Viewer 3.7

Compare STIGs X Red Hat Enterprise Linux 9 X Combined STIG X +
. a
STIG Rules o Oracle Linux 9 "
FILTERS e (ATM) kernel module.
Group ID Rule ID «STIGID SRG E
V.257.. SV25.. RHEL.. SRG-... Content ~ contains ~ password| )| -
RHEL 9 /etc/gshadow file must have mode 0000 o
N) kernel module.
V-257... SV-25... RHEL... SRG-...
RHEL 9 /etcigshadow- file must have mode 0000 ¢ + Add Filter " Apply
V-267... $SV-26... RHEL... SRG-...
RHEL 9 /etc/shadow- file must have mode 0000 or
V267... SV-25.. RHEL... SRG-... ™
RHEL 9 /etc/gshadow file must be owned by root. SRG-0S-000095-GP0OS-00049 V-271446
V.257... SV25.. RHEL.. SRG-... OL 9 must disable the Stream Control Transmission Protocol (SCTP) kernel module.
RHEL 9 /etc/gshadow file must be group-owned by r
V-257... $V-25... RHEL... SRG-... SRG-05-000095-GPOS-00049 V-271447
RHEL 9 /etc/gshadow- file must be owned by root OL 9 must disable the Transparent Inter Process Communication (TIPC) kernel module.
V-257... SV-25.. RHEL.. SRG-..
RHEL 9 /etc/gshadow- file must be group-owned by
SRG-0S-000095-GPOS-00049 V-271448
V-267... SV-25.. RHEL... SRG-... OL 9 must disable mounting of cramfs.
RHEL 9 /etc/shadow file must be owned by root
V-2567... SV-25... RHEL... SRG-..
RHEL 9 /etc/shadow file must be group-owned by root SRG-05-000095-GPOS-00049 V-271449
OL 9 Bluetooth must be disabled.
V-257... SV-25.. RHEL.. SRG-..
RHEL 9 /etc/shadow- file must be owned by root =
. SRG-0S-000114-GPOS-00059 V-271450
124 RUIES (775 EXC|UdEd by ﬂ“ersj Nl QO muct b nfinurad 1o i ] LICR o otoran v

To create a Copy of a filter and store in a text file for future use, select Copy in the upper-right
portion of the Filters pop-up. To reapply the filter, copy from the text file and paste into the Filter

pop-up-
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FILTERS

Content contains

Remove All ] [ Copy l [ Paste ]

v password —

Severity is

~ CAT I (High) v

Match m any rules

<+ Add Filter

i Usage.md.txt . Copied_Filter.txt

File Edit View H1 ~

{
"match_type": “"all",
"filters": [
{
"subject": "Content",
"verb": "contains",

arg": "password"

E}

{
"subject": "Severity",
"verb": "is",
"arg": "high"

}

]
b

Ln 15, Col 2 217 characters Plain text

100% Windows (CRLF) UTF-8
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3. To view a specific rule/requirement, click it and the details will appeat in the main pane. The
rule/requirement selected will be highlighted on the left.

= STIG Viewer 3.5

Combined STIG X | 4

STIG Rules T Yo =
Red Hat Enterprise Linux 9
Overview Version: 2 Release: 2 Benchmark Date: 24 Oct 2024
> RED HAT ENTERPRISE LINUX 9 STI SROUP 10 RuLe o: smee:
V-257787 SV-257787r958472 RHEL-09-212010
v RED HAT ENTERPRISE LINUX 9 SRG ID: SEVERITY: CLASSIFICATION
Read Me SRG-05-000080-GPOS-00048 CATII Unclassified
EEl  U_Readme_SRG_and_STIG pdf
Release M N
= uil;:é“l;&fg!ﬁGivLReIeaseJﬂemo pdf Rule Title:
Overview RHEL 9 must require a boot loader superuser password.
& U_RHEL_9_V2R2_Overview.pdf
Discussion:

Revision Histol
EE  U_RHEL_9_V2R2_Revision_History pdf

To mitigate the risk of unauthorized access to sensitive information by entities that have been issued

Group 1D

certificates by DOD-approved PKls, all DOD systems (e.g., web servers and web portals) must be properly

configured to incorporate access control metheds that do not rely solely on the possession of a certificate

for access. Successful authentication must not automatically give an entity access to an asset or security

V-257826
RHEL 9 must not have a File Transfer Protocol (FT boundary. Authorization procedures and controls must be implemented to ensure each authenticated
V-257829 entity also has a validated and current authorization. Authorization is the process of determining whether

RHEL © must not have the ypserv package instalied. an entity, once authenticated, is permitted to access a specific asset. Information systems use access

V-257830

control policies and enforcement mechanisms to implement this requirement.
RHEL 8 must not have the rsh-server package insta.

V-257831
RHEL 9 must not have the telnet-server package in. Password protection on the boot loader configuration ensures users with physical access cannot trivially
V-257883 alter important bootloader settings. These include which kernel to use, and whether to enter single-user
RHEL 9 /etcigshadow file must have mode 0000 or
mode,
V-257894
RHEL 9 feicigshadow- file must have mode 0000 or... Check Text:
V-267887 vVerify the boot loader superuser PASSWOEd has besn set and run the following
RHEL 9 /etcishadow- file must have mode 0000 or | N
command:
V-257902 -
121 Rules -

Note: The filter applied at STIG selection is carried over to this view. To further filter these
requirements, click the funnel icon at the top of the left column and add filters.

= STIG Viewer 3.7

Compare STIGs X Red Hat Enterprise Linux 9 X Combined STIG X +

STIG Rules © Y@ OracleLinux9 "

. 0
_TERS [ Remove All ] [ Copy ] [ Paste ]

e (ATM) kernel module.

Group ID Rule D aSTIGID SRG

V.258... SV-25.. RHEL.. SRG-.. Content ~ contains ~ password )
The root account must be the only account having

N) kernel module.

V-257... SV-25... RHEL... SRG-...
RHEL 9 must require a unique superusers name uj Severity is ~ CAT | (High) v

V-257... SV-25... RHEL... SRG-...
RHEL 9 must not have a File Transfer Protocol (FT

V-257... SV-25.. RHEL... SRG-... Match m any rules <+ Add Filter " Apply

RHEL 9 SSHD must not allow blank passwords

V-268... SV-25.. RHEL... SRG-... ) kernel module.
RHEL 9 must not allow blank or null passwords.

V-271... SV-27... OL0Q9-.. SRG-.. SRG-05-000095-GP0S-00049 V-271447
OL 9 must require a unique SUperusers name upon .. OL 9 must disable the Transparent Inter Process Communication (TIPC) kernel module.

V-271... SV-27... OL09-.. SRG-...
OL 9 must not have a File Transfer Protocol (FTP) s.

SRG-08-000095-GP0S-00049 V-271448

V-271... SV-27... OL09-.. SRG-... OL 9 must disable mounting of cramfs.

OL 9 must not allow blank or null passwords

V-271... SV-27... OL09-... SRG-...
OL 9 SSHD must not allow blank passwords. SRG-08-000095-GP0S-00049 V-271449

OL 9 Bluetooth must be disabled.

V-271... S8V-27... OL09-.. SRG-..
OL 9 must be configured so that the root account is t.

SRG-05-000114-GPOS-00059 V-271450
L

. L z 1

10 Rules (889 excluded by filters) L1 ion v
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4.

= STIG Viewer 3.6

‘Canonical Ubuntu 24.04 LTS X

To change the data displayed in the left column, click the gear icon at the top of the left
column. The default Rule List Display: is set to show Group ID. To add Rule ID, STIG
ID and/or SRG ID and change the order of the headers, unselect them all and click them in
the order the headers should appear on the screen. Group By: can be changed from the
default of Origin STIG to None. The Rule Title can be removed by unchecking the
checkbox for Show Rule Title. To hide the documents at the top of the left pane, deselect
the Show Documents List option. When a rule is selected, and the Auto-scroll to selected
rule after sorting option is enabled, the interface will automatically scroll to keep the
selected rule in view even after the list is resorted.

Combined STIG X Combined STIG X | CombinedSTIG X | =+

STIG Rules a YO
Group ID
V-270660 Actions:

Ubuntu 24.04 LTS must be configured to u:

V270663

Ubuntu 24.04 LTS musi use the "SSSD" p:

vice" is gnabled and active with the following commands:

=, Create checklist from filtered rules

V-270666 ¥ Export STIG gnabled sssd
Ubuntu 24.04 LTS must use SSH to protec
V270676 Rule List Display:

Ubuntu 24.04 LTS must iniiate session auw

Rule ID Group ID
V-270678

Ubuntu 24.04 LTS must inifiate a graphical

active sssd

V-270682 STIG ID SRG ID

Ubuntu 24.04 LTS must automatically reme

not active or gmabled, this is a finding.

Auto-scroll to selected rule

V-270708
Ubuntu 24.04 LTS must be configured so ff

Ubuntu 24.04 LTS SSH daemon must prev

V-270735
Ubuntu 24.04 LTS, for PKl-based authentic Grou p BY'

V-270743
Ubuntu 24.04 LTS must immediately terminate all n.

V-270744
Ubuntu 24.04 LTS must implement NIST FIPS-valid...

u a7nTET
16 Rules (178 exduded by filters)

V270737 -
Ubunty 24.04 LTS, for PKI-based authentic m Origin STIG

after sorting
v-270709 Show Rule Title
Show Documents List

ble ssad.service

ensuresTnenTssSsaTeservice is running

$ sudeo systemctl start sssd.service

vice to start autcmatically on rebeot with the following
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= STIG Viewer 3.6

Canonical Ubuntu 2404 LTS % Combined STIG X Combined STIG X | =
information system account wi
STIG Rules e 2 dO) L - B
authorizations of a privileged user.
Overview
Group ID Rule 1D < STIGID SRGID Metwork access is defined as access to an
V-270653 SV-270653r1067141 UBTU-24-100200 SRG-05-000269-GPO5-00103 information system by a user (or a
V-270655 SV-270655r1067145 UBTU-24-100310 SRG-05-000297-GPOS-00115 process acting on behalf of a user)
communicating through a network (e.g.,
V-270657 SV-2T065Tr1066460 UBTU-24-100410 SRG-05-000365-GPOS-00152
local area network, wide area network, or
V-270660 SV-270660r1066469 UBTU-24-100510 SRG-05-000368-GPO5-00154 )
the internet).
V-270663 SV-270663r1066473 UBTU-24-100660 SRG-05-000705-GPOS-00150
V-270666 SV-2T06GEMDB648T UBTU-24-100810 SRG-05-000423-GPOS-00187 The DOD commeon access card (CAC) with
V-270676 SV-270676r1068360 UBTU-24-102010 SRG-05-000254-GPO 5-00095 DOD-approved PKI is an example of
V-270678 SV-2T0678r101791 UBTU-24-200020 SRG-05-000029-GPO5-00010 multifactor authentication.
V-270682 SV-270682r1066535 UBTU-24-200250 SRG-05-000002-GPO5-00002
V-270708 SV-270708r1066613 UBTU-24-300022 SRG-05-000480-GPO5-00227 Satisfies: SRG-05-000705-GPOS-00150,
V-270709 SV-270709r1066616 UBTU-24-300023 SRG-05-000480-GPOS5-00227 SRG-05-000105-GPOS-00052, SRG-0S-
V-270735 SV-270735r1066694 UBTU-24-400360 SRG-0 §-000066-GPOS-00034 000106-GPOS-00053, SRG-05-000107-
GPOS5-00054, SRG-05-000108-GPO5-
V-270737 SV-270T3Tr1067178 UBTU-24-400375 SRG-05-000066-GPO5-00034
00055, SRG-05-000375-GPOS-00160
V-270743 SV-270743r1066713 UBTU-24-600010 SRG-05-000163-GPO5-00072
V-270744 SV-270744r1066721 UBTU-24-600030 SRG-05-000478-GPOS-00223 Check Text:
V-270767 SV-270767r1066790 UBTU-24-700120 SRG-05-000206-GPO 5-00084 Verify the "ssad.service" is
enabled and active with the
16 Rules {178 excluded by filters) following commands: v

5. Sort in ascending or descending order for each of the selected IDs by clicking its header.

6. Create a checklist from these requirements by clicking the gear icon and then selecting
Create checklist from filtered rules. Refer to the Checklist section for more information.

= STIG Viewer 3.6

Canonical Ubuntu 24.04 LTS X Combined STIG X Combined STIG X +

STIG Rules n Y(]) Verify the "sssd.service" is -
. enabled and active with the
Owverview
Actions:
e e =2 — = hecklist from filtered rules
V-270653 SV-270653r1067141 UBTU-24-100200 SRG-05-000269-GF i Create chec Ianabled

Ubuntu 24.04 LTS must be configured to preserve log records from failure events.

¥ Export STIG
V-2T0655 SV-270655r1067145 UBTU-24-100310 SRG-05-000297-GF -

Ubuntu 24.04 LTS must enable and run the Uncomplicated Firewall (ufiv).

V-27T0657 SV-27065Tr1066460 UBTU-24-100410 SRG-05-000365-GF Rule List Dlsplay.

Ubuntu 24.04 LTS must produce audit records and reports containing information to establish when, where, what type, the sou m m active s=sd
V-2T0660 SV-270660r1066469 UBTU-24-100510 SRG-05-000368-GF

Ubuntu 24.04 LTS must be configured to use AppArmor.

STIG ID

270663 SV-270663r1066478 UBTU-24-100660 SRG-05-000705-G! not
buntu 24.04 LTS must use package for mullifactor authenfication sexvic Auto-scroll to selected rule
- his is a

V-2T0666 SV-270666r1066487 UBTU-24-100810 SRG-05-000423-GF after sortin
Ubuntu 24.04 LTS must use SSH to protect the confidentiality and integrity of transmitted information. g
V270676 SV-270676r1068360 UBTU 24102010 SRG-05-000264 GF Show Rule Title
Ubuntu 24.04 LTS must initiate session audits at system startup. D Show Documents List
V-2T0678 SV-2T0678r1101791 UBTU-24-200020 5RG-05-000029-GF vice to
Ubuntu 24 04 LTS must initiate a graphical session lock after 10 minutes of inactivity G roup B)’f

on reboot

V-270682 SV-270682r1066535 UBTU-24-200250 SRG-05-000002-GF m Origin STIG B
Ubuntu 24.04 LTS must aulomatically remove or disable emergency accounts after 72 hours. T :

V-270708 SV-2T0708r1066613 UBTU-24-300022 5RG-05-000430-GPus=pums e
Ubuntu 24.04 LTS must be configured so that remote X connections are disabled, unless fo fulfill documented and validated mission re... 5 sudo systemctl enable
V-270709 SV-270709r1066616 UBTU-24-300023 SRG-05-0004830-GPOS-00... ===d.ssrvice

Ubuntu 24.04 LTS SSH daemon must prevent remote hosts from connecting to the proxy display.

16 Rules (178 excluded by filters) ensure the "s==d4" service is 2
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7. Export STIGs to HTML and CSV formats by clicking Export STIGs and selecting the
format and the fields to export.

Export Format
HTML pes

Export Type
LULUICSE  Filtered Rules

Export Fields

Header All header fields are being exported v

Rule Info All rule info fields are being exported ~

Cance' m

8. All fields will be exported unless the fields are deselected by clicking the field name to
unhighlight it. The fields are divided into two sections: Header and Rule Info.

Export Format

HTML ey

Export Type

LURTI  Filtered Rules

Export Fields

Header All header fields are being exported A

All None

Rule Info All rule info fields are being exported v

9. To export fields in a specific order, click None in each section, and then click the fields to
be exported in the desired order.
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Export Format
HTML

Export Type
LURTIC3  Filtered Rules

Export Fields

Header

Rule Info

All header fields are being exported

Some rule info fields are being exported

Legacy IDs Check Content Check Content Ref |A Controls m
False Positives

False Negatives

Documentable Security Override Guidancs Potential Impacts
Third Party Tools Responsibility m Mitigation Control

All None

10. After all fields have been selected for export, click Export.

11. In the navigation window that opens, select where to export the STIG.

4.3.2 View Multiple STIGs — Unfiltered

Select Add STIG to Library and navigate to the STIG’s location. Select the STIGs to bring
into STIG Viewer. The user can also bring in the entire Compilation file and choose STIGs
from the list. Click Open Multiple STIGs in the top-right corner and select the checkbox
beside the STIGs to be brought in together. At the bottom of the screen, click Open X

1.

STIG, where X represents the number of STIGs selected.

= STIG Viewer 3.5

P

M opensTic [ AddSTIGto Library

STIG Library

crosoft SharePoint 2013

crosoft Skype for Business 2016

crosoft Visio 2016

crosoft Windows 10

crosoft Windows 11

crosoft Windows Defender Firewall with Advanced Security
crosoft Windows PAW

crosoft Windows Server 2016

crosoft Windows Server 2019

crosoft Windows Server 2022

crosoft Windows Server Domain Name System (DNS)
crosoft Word 2016

SE Linux Enterprise Micro (SLEM) 5

bnd Micro TippingPoint IDPS

:nd Micro TippingPoint NDM

[DDDDHHDDDDHDDDD]

select All Clear Selected Y Filter

=, Open Single STIG
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= STIG Viewer 3.5

Combined STIG X —+

STIG Rules E- 2 4

Microsoft Office 365 ProPlus Security Technical Implementation Guide

> MICROSOFT OFFICE 365 PROPLUS
Microsoft Windows 11 Security Technical Implementation Guide
> MICROSOFT WINDOWS 11 258 Rules Release: 2 Benchmark Date: 15 Nov 2024

> MICROSOFT WINDOWS SERVER D.
Microsoft Windows Server Domain Name System (DNS) Security Technical Implementatio

“ MICROSOFT WINDOWS SERVER 2022 83 Rules Release: 2 Benchmark Date: 15 Nov 2024

Group ID RulelD & STIG ID

V-254238 SV-254238r9... WN22-00-00... " ; N N
Windews Server 2022 users with Administrative priv Microsoft Windows Server 2022 Security Technical Implementation Guide

Release: 2 Benchmark Date: 24 Nov 2024
V254240 SV-254240r8... WN22-00-00... 273 Rules

Windows Server 2022 administrafive accounts must

V-254241 SV-254241r9... WNZ22-00-00..
Windows Server 2022 members of fhe Backup Ope.

V-254243 SV-254243r9... WN22-00-00..
Windows Server 2022 manually managed applicati...

V254244 5V-254244r9... WN22-00-00..
‘Windows Server 2022 shared user accounts must n

V-254245 §V-25424500... WN22-00-00...
Windows Server 2022 must employ a deny-all, per.

V254246 5V-254246r9... WN22-00-00...
‘Windows Server 2022 domain-joined systems must.

V254247 5V-254247r9... WN22-00-00...
Windows Server 2022 must be maintained al a sup

V-254248 SV-254248r9... WNZ22-00-00...
Windows Server 2022 must use an antivirus program
V-254249 SV-254249r9...  WN22-00-00...
‘Windows Server 2022 must have a host-based intru.
V-254250 SV-254250r9... WN22.00-00...
753 Rules »

2. Each STIG will be listed on the left pane, with its respective documents listed first. To view
all the requirements together, select the gear icon to change the view and then select None.

Note: In the screenshot below, None was selected, and Show Rule Title was unchecked.
All the requirements are now listed by Group ID in ascending or descending order.

= STIG Viewer 3.6

Canonical Ubuntu 24.04LTS X Combined STIG Combined STIG X | Combined 5TIG X |
STIG Rules o 3 4
) [Zl  Microsoft Windows Server Domain Name System (DNS) Security Technical Impleme:
Actions: |
Group 1D
V223280 =, Create checklist from STIG
dows 11 Security Technical Implementation Guide
V-223284 ¥ Export STIGs e 4 Benchmark Date: 02 Jul 2025
V-223286 - I
V-223287 Rule List Display: ) ) ) )
dows Server 2022 Security Technical Implementation Guide
V-223268 Rule ID m e 5Benchmark Date: 02 Jul 2025
V-223269 3
V-223291 STIGID SRG ID
:e 365 ProPlus Security Technical Implementation Guide
V-223292 O Auto-scroll to selected rule & 3 Benchmark Date: 02 Apr 2025
V-223293 after sorting —
V-223294 [[] Show Rule Title
V-223295 [ Show Documents List
V-223296 Group By:
v-223287 m Origin STIG
v-223208
V-223299 v
V-223300
v-223301 =
754 Rules »
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3. Add a filter to narrow down the requirements. The requirements that do not meet the filter
are listed below the filtered requirements.

= STIG Viewer 3.5

Combined STIG X

STIG Rules 2 YD
Microsoft Office 365 ProPlus
Overview ’ 2024
FILTERS
Group 1D 1G 1D:

Content = contains ~ password - 65-CO-000008
v-223292 ACY IDS:
V223288 + Add Filter 108759, V-29655
V-223346
V253276 Unknown
v-253277
V-253278 Rule Title:
V-253279 Office applications must be configured ta specify encryption type in Passwerd-protected Office 97-2003
V-253297 files.
V-253208

Discussion:

V-253299
This policy setting enables you to specify an encryption type for password-protected Office 97-2003 files.
V-253358

V283377 If you enable this policy setting, you can specify the type of encryption that Office applications will use to

V253391 encrypt PassWord-protected files in the older Office 97-2003 file formats. The chosen encryption type

V-263401 must have a corresponding cryptographic service provider (CSP) installed on the computer that encrypts
V-253408 the file. See the HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\ registry
V-253416 key for a list of CSPs installed on the local computer. Specify the encryption type to use by entering it in
V-263418 the provided text box in the following form:

V-253423

V253433 <Encryption Provider>, <Encryption Algorithm >, <Encryption Key Length>.

For example, Microsoft Enhanced Cryptographic Provider v1.0,RC4,128
V-253434

V-263436

< If you do not configure this policy setting, Excel, PowerPoint. and Word use Office 97/2000 Compatible

111 Rules (642 excluded bv filtersy e I a I e smer rem omemm e L3

4. Create a checklist of the filtered requirements by clicking the gear icon and selecting Create
checklist from filtered rules. Refer to the Checklist section for more information.

= STIG Viewer 3.6

Canonical Ubuntu 2404 LTS X Combined STIG X Combined STIG X Combined STIG % | +
STIG Rules a Ym )
_ Microsoft Office 365 ProPlus
Overview =ion: 3 Release: 3 Benchmark Date: 02 Apr 2025
Actions:

Group 1D 3\ RULE ID: STIG ID:
_ =, Create checklist from filtered ruIesJ SV-223291r9671128 0365-C0-000008

V223292 ¥ Export STIGs SEVERITY: LEGACY IDS:

V-223298 CATII 5V-108759, V-99655

V223346 Rule List Display:

V-253276 Rule ID m

V-253277

V253278 STIGID SRG ID

V-253279 Auto-scroll to selected rule configured to specify encryption type in passwerd-protected Office 97-
V-263297 after sorting

V-253208 [J] Show Rule Title

V-253299 [J] Show Documents List

fou to specify an encryption type for password-protected Office 97-2003

V-253358 Group By:

v-283377 BES originsTis

V-253391 ting, you can specify the type of encryption that Office applications will
V-253401 i encrypt password-protected files in the older Office 97-2003 file formats. The chosen
V-253408 encryption type must have a corresponding cryptographic service provider (CSP) installed on the
V-253416 = computer that encrypts the file. See the

111 Rules (643 excluded by filters) HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\, registry key for a -l
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5. Export STIGs to HTML and CSV formats by clicking Export STIGs and selecting a format
and the fields to export.

Export Format

HTML e

Export Type
All Rules  [SUEERTIES
Export Fields
Header All header fie € ng exporte %
Rule Info \ € € e be exporte -

Note: All fields will be exported unless the user deselects them. To deselect, click the field
name. The fields are divided into two sections: Header and Rule Info. Because this
example is a selection of filtered items, the Filtered Rules selection has been made in the
Export Type arca.

Export Format

HTML ey

Export Type
AllRules [REIGEERTES

Export Fields

Header All header fields are being exported ~

All None

Rule Info All rule info fields are being exported v

28



STIG Viewer 3.x User Guide, VIR8 Defense Information Systems Agency
13 August 2026 Developed by DISA for the DoW

Export Format

HTML ey

Export Type
AR Filtered Rules

Export Fields

Header All header fields are being exported v

Rule Info Some rule info fields are being exported ~

 son
False Positives False Negatives

All None

6. Once all desired fields have been selected, click Export.
7. In the navigation window that opens, select where to export the STIG.

4.3.3 Viewing More STIGs

View another STIG or combined STIGs by selecting the + (plus icon) tab in the upper portion of
the screen. This opens the STIG Viewer explorer main page, where the user can add more STIGs
for selection or open STIGs already in the list. The Recent STIGs section shows a list of recently
opened STIGs. To open a recently opened STIG, click the STIG, and the details screen will open.
To create another view of combined STIGs, follow the directions above.
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STIG Viewer 3.5

Wl Add STIG to Library

Combined STIG X

B OpensSTIC

STIG Library

AAA Services Security Requirements Guide
APACHE 2.2 Server for UNIX

APACHE 2.2 Server for Windows

APACHE 2.2 Site for UNIX

APACHE 2.2 Site for Windows

Active Directory Domain

Active Directory Forest (STIG)

Adobe Acrobat Professional DC Continuous Track
Adobe Acrobat Reader DC Continuous Track
Akamai KSD Service Impact Level 2 ALG
Akamai KSD Service Impact Level 2 NDM
Apache Server 2.4 UNIX Server

Apache Server 2.4 UNIX Site

Apache Server 2.4 Windows Server

Apache Server 2.4 Windows Site

Apache Tomcat Application Server 9

Apple i0S-iPad0s 16

W Delete STIGs o+

<

Compare STIGs = Open Multiple STIGs

o
1%

Note: If a STIG was opened and not saved to the library, it will be displayed as shown
below. To view a STIG, click the STIG name in the Open Results section.

= STIG Viewer 3.5

Combined STIG X | +

Bm opensTic Gl Add STIG to Library W Delete STIGs

U_MS_Windows_2012_Server_DNS_V2R5_STIG.zip

[Microsoft Windows 2012 Server Domain Name System ]

STIG Library

AAA Services Security Requirements Guide
APACHE 2.2 Server for UNIX

APACHE 2.2 Server for Windows

APACHE 2.2 Site for UNIX

APACHE 2.2 Site for Windows

Active Directory Domain

Active Directory Forest (STIG)

Adobe Acrobat Professional DC Continuous Track
Adobe Acrobat Reader DC Continuous Track

Akamai KSD Service Impact Level 2 ALG

~* Compare STIGs =4 Open Multiple STIGs

X
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4.4 Remove STIGs from Recent STIGs and STIG Library
To remove a STIG not loaded in the Library, click the X to the right of the STIG name to be

removed.

= STIG Viewer 3.5

Combined STIG X

Im OpensTiG

W AcdSTIG to Library

Open Results
U_MS_Windows_2012_Server_DNS_V2R5_STIG.zip

Microsoft Windows 2012 Server Domain Name System

STIG Library

AAA Services Security Requirements Guide
APACHE 2.2 Server for UNIX

APACHE 2.2 Server for Windows

APACHE 2.2 Site for UNIX

APACHE 2.2 Site for Windows

Active Directory Domain

Active Directory Forest (STIG)

Adobe Acrobat Professional DC Continuous Track
Adobe Acrobat Reader DC Continuous Track

Akamai KSD Service Impact Level 2 ALG

W Delete STIGs — Compare STIGs =% Open Multiple STIGS

2 search

To remove STIGs loaded in the Library, click Delete STIGs and then check the box beside the
STIGs to be removed and click Delete X STIGs, where X represents the number of STIGs
selected. Users can Select All STIGs to select all the STIGs in their library and Clear Selected

STIGs to clear all the selected STIGs.

= STIG Viewer 3.5

- Open STIG u Add STIG to Library

TIG Viewer 3.5

Combined STIG X |+

B openstic [ AddSTIGHo Library

Open Results
U_MS_Windows_2012_Server_DNS_V2R5_STIG.zip

Microsoft Windows 2012 Server Domain Name System

STIG Library

[ AAA services Security Requirements Guide

O APACHE 2.2 Server for UNIX

APACHE 2.2 Server for Windows

D APACHE 2.2 Site for UNIX

AAPACHE 2.2 Site for Windows

Active Directory Domain

Active Directory Forest (STIG)

O Adobe Acrobat Professional DC Continuous Track

O Adobe Acrobat Reader DC Continuous Track

[ IS

Select All

Cancel Delete X

2 search

¢ X X X X X X X X X

Clear selected =, Delete 4 STIGs
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4.5 Keyword Search

1. To search all STIGs listed in the user’s library that contain a certain word (e.g., IPv0), enter
the word in the search box at the top of the screen.

= STIG Viewer 3.5

373 Results Open All in Explorer

Virtual Private Network (VPN) Security Requirements Guide SV-2071941608988
As stated in DoD IPv6 IA Guidance for MO3 (S4-C7-1), the LZTP tunnels can also carry IP packeis.

Virtual Private Network (VPN) Security Requirements Guide SV-264328r984313
Such attacks can occur across a wide range of network protocols (e.g. IPv4, IPv6). A variety of technologies are.

VMware vSphere 8.0 vCenter SV.2589461934495
Click the "IPv4” seftings or "IPV6" settings tab. Enter the appropriate IP address and subnet information. Click "OK". From the

Viware vSphere 8.0 vCenter Appliance Photon OS 4.0 SV-2588251933536
install bridge /bin/false install scip /bin/false install dccp /binffalse install dccp_ipv4 /binffalse install decp_ipvé.

VMware vSphere 8.0 vCenter Appliance Photon O3 4.0 5V-258886933719
net.ipv4.conf.all.accept_source_route = 0 netipv4.conf default accept_source_route = 0 net ipvé cont.all

VMware vSphere 8.0 vCenter SV-2589461961863
Click the "IPv4” seftings or "IPV6" settings tab. Enter the appropriate IP address and subnet information. Click "OK". From the

VMware vSphere 8.0 vCenter Appliance Photon OS 4.0 SV-258625r1003641
...install scip /bin/false install decp /bin/false install decp_ipv4 /binfalse install decp_ipv6 /bin/false install ipx

VMware vSphere 8.0 vCenter Appliance Photon O3 4.0 5V-2588861991589
net.ipv4.conf.all.accept_source_route = 0 netipv4.conf default accept_source_route = 0 net ipvé cont.all

VMware vSphere 7.0 vCenter Appliance Photen 0S SV-256509r857201
install sctp /bin/false mstall decp /bin/false install decp_ipv4 /binfalse install deep_ipv6 /in/false install ipy

VMware vSphere 7.0 vCenter Appliance Photon OS SV-25656Tr887375
.netipv6.conf all.accept_source_route = 0 net.ipvé.conf.defaull accept_source_route = 0 nel.ipvé.conf.ethd

VMware vSphere 7.0 vCenter Appliance Photon O3 SV-25657 41887396
0 net jpv6.cont.all.mc_forwarding = 0 net jpv8 conf default mc_forwarding = 0 net ipvé.conf.eth0.me.

VMware vSphere 7.0 vCenter SV-256359r585688
Click the "IPv4" seffings or "IPv6" seffings tab. Enter the appropriate IP address and subnet information. Click "OK". From the.

VMware NSX 4.x Distributed Firewall SV-2631821977313
..Disabled DHCF Snooping - |Pvé: Disabled Viware Tools: Disabled VMware Tools - IPv6: Disabled Trust on First Use: Enabled Click "Save”. Note

VMware NSX 4.x Tier-0 Gateway Router SV-2632981979591
According to RFG 4007 IPv6 Scoped Address Architscturs (section 5), scope zones ars also fequired to be "convex from a

VMware NSX 4.x Tier-0 Gateway Router SV-2633011977670

2. Alist of all the Rules that contain the search word will appear. Click Open All in Explorer
in the upper-right corner. This opens the STIG Explorer details screen to show all the
STIGs that contain the search term in the main section of the screen and all the individual
Rules in the left pane.

= STIG Viewer 3.5

STIG Rules & YO ) ) ’ .-
VMware vSphere 7.0 vCenter Appliance Photon OS Security Technical Implementation Gui

v PALO ALTO NETWORKS IDPS 3Rules Release: 3 Benchmark Date: 24 Jan 2024

v PALOALTO NETWORKS IDPS Palo Alto Networks ALG Security Technical Implementation Guide
Group 1D JRules Release 2 Benchmark Date: 24 Oct 2024

V207689

The Palo Alto Networks security piatiorm must prod

V-207699 Cisce NX 0S Switch L2S Security Technical Implementation Guide
The Palo Alio Networks security platform must bloc 1Rule  Release 2 Benchmark Date: 24 Oct 2024

v VMWARE VSPHERE 8.0 VCENTER

Group 1D Cisco ISE NDM Security Technical Implementation Guide
Release 2 Benchmark Date: 24 Oct 2024

V-256946 2 Rules
The vGenter Server must protect the confidentiality

v TANIUM 7.X Application Layer Gateway Security Requirements Guide
Grow D 1 Rule Release: 1 Benchmark Date: 24 Jul 2024
V253821

Multifactor auths

n must be enat

onthe T.

Juniper SRX Services Gateway VPN Security Technical Implementation Guide
o st be enabies and enfe 2Rules Release: 1 Benchmark Date: 24 Jul 2024

V-263628
Multifactor authe

‘v HPE 3PAR STORESERV 3.3.X

Group ID Tri-Lab Operating System Stack (TOSS) 4 Security Technical Implementation Guide
11 Rules Release: 1 Benchmark Date: 24 Jul 2024

V-255284
The HPE 3PAR OS must be configured to officad a.
v APPLICATION SECURITY AND DEVE Firewall Security Requirements Guide
Release 1 Benchmark Date: 24 Jul 2024
Group D 3 Rules
V222834
The application services and interfaces must be co. e =1 At Rt e e e At et meal A
373 Rules »
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3. Scroll through the listed STIGs and click on a STIG to view all the Rules for that STIG that
contain the search term.

= STIG Viewer 3.5

v PALO ALTO NETWORKS IDPS

Group ID

V-207689
The Palo Alto Networks security platform must prod

V207699
The Palo Alto Networks security platform must bloc.

~ VMWARE VSPHERE 8.0 VCENTER

Group ID

V.253345

‘The vCenter Server must protect the confidentiality ..

v TANIUM 7.X

Group ID

V.253821

Mulfifactor authenfication must be enabled on the T...

V-253828
Mulfifactor authenfication must be enabled and enfo

v HPE 3PAR STORESERV 33X

Group ID

V-255284
The HPE 3PAR OS must be configured fo offload a

v APPLICATION SECURITY AND DEVE

Group ID

V-222634
The application services and interfaces must be co.

v VMWARE VSPHERE 7.0 VCENTER A

373 Rules

STIG Rules o T

Palo Alto Networks IDPS

Palo Alto Networks IDPS Security Technical Implementation Guide
Version: 3 Release: 1 Benchmark Date: 24 Jul 2024

66!
The Palo Alto Networks security platform must preduce audit records containing information to
establish the source of the event, including, at a minimum, originating source address

SRG-NET

The Palo Alto Networks security platform must block malicious ICMP packets

+IDPS

4. To view the Rule details, click the Rule in the main pane.

= STIG Viewer 3.5

STIG Rules - 2 4O

v PALO ALTO NETWORKS IDPS

Group ID

2
The Palo Alto Networks security piatform must p

V-207699
The Palo Alto Networks security platform must bloc

v VMWARE VSPHERE 8.0 VCENTER

Group 1D

V-258946
The vCenter Server must protect the confidentiality .

v TANIUM 7.X

Group ID

V-253821
Multifactor must be enabled on the T..

V253828

Mulifactor authenfication must be enabled and enfo...

v HPE 3PAR STORESERV 3.3.X

Group ID

V-265284
The HPE 3PAR OS must be configured 1o offioad a...

v APPLICATION SECURITY AND DEVE..

Group ID

V-222634
The applicalion services and interfaces must be co.

v VMWARE VSPHERE 7.0 VCENTERA. ..

373 Rules

Palo Alto Networks IDPS
Version: 3 Release: 1 Benchmark Date: 24 Jul 2024

GROUP ID: RULE ID: STIG ID:
V-207689 SV-207689r767016 PANW-IP-000007

SRG ID: SEVERITY:
SRG-NET-000077-1DPS-00062 CATII

LEGACY IDS:
SV-77139, V-62649

CLASSIFICATION
Unclassified

Rule Title:

The Palo Alto Networks security platform must produce audit records containing information to establish

the source of the event, including, at a8 minimum, originating source address,

Discussion:

Associating the source of the event with detected events in the logs provides a means of investigating an
attack or suspected attack.

While auditing and logging are closely related, they are not the same. Logging is recording data about
events that take place in a system, while auditing is the use of log records to identify security-relevant
information such as system or user accesses. In short, log records are audited to establish an accurate

history. Without logging, it would be impossible to establish an audit trail.

Palo Alto Networks security platform has four options for the source of log records - "FQDN", "hostname”,
“ipv4-address”, and "ipv6-address”. This requirement only allows the use of "ipvd-address” and "ipve-

address” as options.

Check Text:

Go to Device >»> Sstup »> Management
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4.6 Comparing STIGs

The user can compare differences between two versions of a STIG.

1. Ensure both versions are listed in the STIG Library, and then click Compare STIGs in the
upper-right portion of the screen.

= STIG Viewer 3.7

- Open STIG u Add STIG to Library i Delete STIGS —*+ Compare STIGs 3% Open Multiple STIGs

STIG Library Q search

“ Red Hat Enterprise Linux 9
Version: 2 Release: 7 Benchmark Date: 05 Jan 2026

Version: 2 Release: 6 Benchmark Date: 01 Oct 2025

The screen should look like the following:

= STIG Viewer 3.7

BB ©opensTiG u Add STIG to Library Cancel Compare X
STIG Library 2 Search
v Red Hat Enterprise Linux 9
Version: 2 Release: 7 Benchmark Date: 05 Jan 2026 Left - Right
Version: 2 Release: 6 Benchmark Date: 01 Oct 2025 Left 5 Right
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2. Select the older version of the STIG for the Left and the newer version of the STIG for the
Right, and then click Compare STIGs at the bottom of the page.

STIG Viewer 3.7

BB OpensTIG u Add STIG to Library Cancel Compare X

STIG Library Q Search

v Red Hat Enterprise Linux 9

Version: 1 Release: 3 Benchmark Date: 24 Apr 2024 Left S+ Right

Version: 2 Release: 1 Benchmark Date: 24 Jul 2024 Left =5 m

-+ Compare STIGs

Note: The Benchmark Dates should be used to determine the older and newer version of a
STIG because when a major release of a STIG occurs, the release number will be reset back
to “1” as shown in the case above.

= STIG Viewer 3.5

Compare STIGs X

STIG Rules £ Y  RedHat Enterprise Linux 9
_ Red Hat Enterprise Linux 9 Security Technical Implementation Guide
= vasirir Version: 1 Release: 3 Benchmark Date: 24 Apr 2024
RHEL 8 must be a vendor-supported release
= vsir7s .
RHEL § vendor packaged system security paiches SRG = 25777
RHEL 9 must be a vendor-supported release.
= V5779
RHEL 8 must display the Standard Mandatory DOD
X V257780 RGO ‘ )
RHEL 3 must implement the Endpoint Security for L RHEL 9 vendor packaged system security patches and updates must be installed and up to date.
= vasire
The graphical display manager must ot be the def. e 5
= vasi7s2 RHEL 9 must display the Standard Mandatory DOD Notice and Consent Banner before granting local or
RHEL 8 must enable the hardware random number remote access to the system via a command line user logon.
= vasiTes

RHEL 3 systemd-joumald service must be enabled -
= V257784 RHEL 9 must implement the Endpoint Security for Linux Threat Prevention tool.
The sysiemd Cir-Alt Delete burst key sequence in

80

= vasirss
The 86 Gtr-Alt-Delete key sequence must b disa. Sheo e
The graphical display manager must not be the default target on RHEL 9 unless approved.

= vasiTes
RHEL 8 debug-shell systemd service must be disab.

= V257787 52

RHEL 9 must require a boot loader SUpSuser pass. ardware random number generator entropy gatherer service.
= vas77ss

RHEL 9 must disable the abiity of systemd to spaw... SRG0 00103 83

= V257789 RHEL 9 systemd-journald service must be enabled.

RHEL 9 must require a unique SUpeuSers name up

= V257790 SRG-O 4

RHELY file must be group-ow. The systemd Ctrl-Alt-Delete burst key sequence in RHEL 9 must be disabled
= vasiret

RHEL 9 fooaligrub2igrub.cfg file must be ovned by

SRG-0

= e The x86 Ctrl-Alt-Delete key sequence must be disabled on RHEL 9.

465 Rules
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3. Users can scroll through the rules and look for Changed rules (denoted with an orange-
colored asterisk), Added rules (denoted with a green-colored plus sign), and Removed rules
(denoted by a red-colored X), or they can apply a Diff Status filter to view only Unchanged
rules, Changed rules, Added rules, or Removed rules by clicking on the funnel icon. Users
can choose whether it is or is not a specific Diff Status.

= STIG Viewer 3.5

Compare STIGs +

STIG Rules 2 Y RedHat Enterprise Linux 9
= V-257777
RHEL 9 must be a vendor-supported releass. Diff Status is + Removed - — =
= V257778

RHEL 9 vendor packaged system security patches .

R P + Add Filter F
RHEL 9 must display the Standard Mandatory DOD.

X vasTTeD
RHEL 9 must implement the Endpoint Security for L. o S U U S —— S —— be installed and up to date.

= STIG Viewer 3.5

Compare STIGs X

STIG Rules @ Y() RedHat Enterprise Linux 9
—
_ Red Hat Enterprise Linux 9 Security Technical Implementation Guide
X V257780 Version: 1 Release: 3 Benchmark Date: 24 Apr 2024
RHEL 9 must implement the Endpoint Security for L
K v-258092
RHEL 9 must be configured in the password-auth fil...
X v-258093

RHEL 9 must be configured in the system-auth file t...

SRG-05-000023-GPOS-00! v
RHEL 9 must display the Slandard Mandatory DOD Notice and Consent Banner before granting local or
remote access to the system via a command line user logon

SRG-05-000191-GPOS-00080 V-257780

RHEL 9 must implement the Endpoint Security for Linux Threat Prevention tool.

SRG-0S-000480-GP0S-00227 V-257781

The graphical display manager must not be the default target on RHEL 9 unless approved

SRG-05-000480-GPOS-00227 V-257782

RHEL 9 must enable the hardware random number generator entropy gatherer service.

SRG-0

465 Rules (46,

Users can also enhance the way STIG Viewer displays the differences by clicking on the cog icon
and selecting an option from the Diff Mode: drop-down list. The choices are left, right words, and
lines.

Note: A Diff Mode must be selected.
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Selecting Left from the drop-down list shows the older version of the STIG:

= STIG Viewer 3.7

Compare STIGs X +
STIG Rules o Y -
~ Red Hat Enterprise Linux 9
Overview Version: 1 Release: 3 Benchmark Date: 24 Apr 2024
Group ID GROUP ID: RULE ID: STIG ID:
X V257780 V-257838 SV-257838r925501 RHEL-09-215075
RHEL 9 must implement the Endpoint Security for Li
P — SRG ID: SEVERITY: CLASSIFI.Col\TION
RHEL 9 must have the openssl-pkcs11 package inst.. SRG-05-000105-GPOS-00052 CAT Il Unclassified
V-257983
RHEL 9 SSHD must accept public key authentication Rule Title:
X V258092 ) RHEL 9 must have the openss|-pkcs11 package installed.
RHEL 9 must be configured in the password-auth fil...
X v-258093 Discussion:
RHEL 9 must be configured in the system-auth file f. Without the use of multifactor authentication, the ease of access to privileged functions is greatly increased.
V-268112 Multifactor authentication requires using two or more factors to achieve authentication. A privileged
RHEL 9 must require the change of at least eight ch account is defined as an information system account with authorizations of a privileged user. The DOD CAC
V-268121 with DOD-approved PKl is an example of multifactor authentication.
RHEL 9 must use the common access card (CAC) s
V-258123 . Satisfies: SRG-0S-000105-GPOS-00052, SRG-0S-000375-GPOS-00160, SRG-0S-000376-GPOS-00161, SRG-
RHEL 9 must implement certificate status checkina f
11 Rules (454 excluded by filters) 05-000377-GPOS-00162 v

Selecting Right from the drop-down list shows the newer version of the STIG:

= STIG Viewer 3.7

Compare STIGs X +
STIG Rules
- Red Hat Enterprise Linux 9
Overview Version: 1 Release: 3 Benchmark Date: 24 Apr 2024
Group ID GROUP ID: RULE ID: STIG ID:
X v-257780 V-257838 SV-257838r925501 RHEL-09-215075
RHEL 9 must implement the Endpoint Security for Li...
o SRG ID: SEVERITY: CLASSIFI.CII\TION
RHEL 9 must have the openssl-pkcs11 package inst. . SRG-05-000105-GPOS-00052 CATII Unclassified
V-257983
RHEL 9 SSHD must accept public key authentication Rule Title:
X V258092 RHEL 9 must have the openssl-pkcs11 package installed.
RHEL 9 must be configured in the password-auth fil___
X v-258093 Discussion:
RHEL 9 must be configured in the system-auth file L. Without the use of multifactor authentication, the ease of access to privileged functions is greatly increased.
V-268112 Multifactor authentication requires using two or more factors to achieve authentication. A privileged
RHEL 9 must require the change of at least eight ch account is defined as an information system account with authorizations of a privileged user. The DOD
V-258121 common access card (CAC) with DOD-approved PKl is an example of multifactor authentication.
RHEL 9 must use the common access card (CAC) s
V-258123 Satisfies: SRG-0S-000105-GPOS-00052, SRG-0S-000375-GPOS-00160, SRG-0S-000376-GPOS-00161, SRG-
RHEL 9 must implement certificate status checkina f
11 Rules (454 excluded by filters) 05-000377-GP0Os-00162 v
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Selecting Words from the drop-down list shows words added/changed/removed from the STIG:

= STIG Viewer 3.7

Compare STIGs X —+

STIG Rules o YO 2
- Red Hat Enterprise Linux 9
Overview Version: 1 Release: 3 Benchmark Date: 24 Apr 2024
Group ID GROUP ID: RULE ID: STIG ID:
X v-257780 V-257838 SV-257838r925501 RHEL-09-215075
RHEL 9 must implement the Endpoint Security for Li
% V-257838 SRG ID: SEVERITY: CLASSIFI-CI-\TION
RHEL 9 must have the openssl-pkcs11 package inst.__ SRG-05-000105-GPOS-00052 CAT Il Unclassified
V-257983

RHEL 9 SSHD must accept public key authentication. .
il 4 Rule Title:

RHEL 9 must have the openssl-pkes11 package installed.

X v-258092
RHEL 9 must be configured in the password-auth fil...

X v-258093 Discussion:
RHEL 9 must be configured in the system-auth flle t. Without the use of multifactor authentication, the ease of access to privileged functions is greatly increased.
V-268112 Multifactor authentication requires using two or more factors to achieve authentication. A privileged
RHEL 9 must require the change of at least eight ch account is defined as an information system account with authorizations of a privileged user. The DOD
v-258121 common access card (CAC) with DOD-approved PKl is an example of multifactor authentication.
RHEL 9 must use the common access card (CAC) s
V-258123 . Satisfies: SRG-0S-000105-GPOS-00052, SRG-0S-000375-GP0OS-00160, SRG-OS-000376-GPOS-00161, SRG-
RHEL 9 must imolement certificate status checkina f
11 Rules (454 excluded by filters) 05-000377-GPOS-00162 v

Selecting Lines from the drop-down list shows lines added/changed/removed from the STIG:

= STIG Viewer 3.7

Compare STIGs X +

STIG Rules YO 2
N Red Hat Enterprise Linux 9
Overview Version: 1 Release: 3 Benchmark Date: 24 Apr 2024
Group ID GROUP ID: RULE ID: STIG ID:
X v-257780 V-257838 SV-257838r925501 RHEL-09-215075
RHEL 9 must implement the Endpoint Security for Li
= V-257838 SRG ID: SEVERITY: CLASSIFI-C».\TION
RHEL 9 must have the openssl-pkcs11 package inst.. SRG-0s-000105-GPOS-00052 CAT Il Unclassified
V-257983

RHEL 9 SSHD must accept public key authentication. .
e Y Rule Title:

X V258092 ) RHEL 9 must have the openss|-pkcs11 package installed.
RHEL 9 must be configured in the password-auth fil...

X v-258003 Discussion:

RHEL 9 must be configured in the system-auth file t.. I A e

V-258112
RHEL 9 must require the change of at least eight ch.

V-258121
RHEL 9 must use the common access card (CAC) s

ctorat - catio

Without the use of multifactor authentication, the ease of access to privileged functions is greatly increased.
V-268123 Multifactor authentication requires using two or more factors to achieve authentication. A privileged
RHEL 9 must implement certiicate status checking f account is defined as an information system account with authorizations of a privileged user. The DOD

V-268126

common access card (CAC) with DOD-approved PKI is an example of multifactor authentication.
RHEL 9 must have the opensc package installed.

RHEL‘;—?“;L et — Satisfies: SRG-0S-000105-GPOS-00052, SRG-05-000375-GPOS-00160, SRG-0S5-000376-GPOS-00161, SRG-
, for -based authentication, must validate o 05*000377*GPOS*00162

11 Rules (454 excluded by filters) v
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5. CHECKLIST

5.1 Create Checklist from Home Page or Top Navigation Bar

1. If STIGs are loaded into the library, checklists can be created by clicking the checklist icon
(represented by three lines and a checkmark at the top of the screen) or clicking the
Checklists section at the bottom of the Home page.

= STIG Viewer 3.5

Open

STIG Viewer
—— New Open
No Recent Collections
Applicability Guide
New Open

No Recent Checklists

= STIG Viewer 3.5 : STIG Checklists

STIG Checklists

Load Checklist

Create Checklist
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3. Click Create Checklist to create a new checklist or Load Checklist to open an existing V3

checklist.

Note: Checklists created in STIG Viewer 2.x can be imported to STIG Viewer 3.x by
clicking the hamburger menu and selecting Import V2 Checklist. Users can import multiple
STIG Viewer 2.x checklists into STIG Viewer 3.x by navigating to a central location and
selecting the desired checklists to import.

= |STIG Viewer 3.5 : STIG Checklists

FILE

New

Open

Import V2 Checklist

APP
Preferences

Exit

HELP SHORTCUTS
Release Notes CTRL A
CTRL N

Dependency List

CTRL W
User Guide

CTRL F
Check for Updates

CTRL TAB

GTRL SHIFT TAB
~

1/ n

2/ a

3/ x

4/ R

Select all Rules
New Checklist
Close Checklist
Open Filter Panel
Next Tab
Previous Tab
Previous Rule
Next Rule

Set to No Finding
Set to Open

Set to Not Applicable

Set to Not Reviewed

4. After clicking Create Checklist, a prompt to name the checklist appears. After entering a
name, click Create Checklist.

= STIG Viewer 3.5 : STIG Checklists

Create STIG Checklist

UG Sample Checklist

Cancel
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5. The user will be prompted to select from the STIGs listed in the left pane. If no STIGs are
loaded in the library, use the STIG Explorer button to add STIGs.

0.

= STIG Viewer 3.5 : STIG Checklists

O save @@ OpensTie [ AddSTIGto Library ¥ import

Your STIG library is empty

Use thel] STIG Explorer [o open a STIG or add STIGs to your Library

4+ EBxport

If STIGs are loaded into the library, select STIGs to be included in the checklist by clicking

the + beside the STIG name.

= STIG Viewer 3.5: STIG Checklists 1. =

a Save . Open STIG u Add STIG to Library i Import

Library STIGs

AAA Services Security Requireme. [BY =

APACH

2 Server for UNIX B

+
APACHE 22 Server for Windows (8
a +

APACHE 2.2 Site for UNIX

APACHE 2.2 Site for Windows B +
& Use the STIG list to add STIGs to your checklist

Active Directory Domain B +

1 Bxport

Note: Use the Search field to find STIGs to be added.

= STIG Viewer 3.5: STIG Checklists

UG Sample Checklist X +

Save Open STIG Add STIG to Library ¥ Import
red

Library STIGs
Red Hat Ansible Automation Controil..
Red Hat Ansible Automation Control..
Red Hat Enterprise Linux 8
Red Hat Enterprise Linux 9

Red Hat Openshift Container Piatfor.
€ Use the STIG list to add STIGs to your checklist

B B B 8 Q8
+ 0+ |+

Redis Enterprise 6.x

4+ Bport
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7. Clicking the + beside the STIG name adds all rules to the main pane for inclusion in the

checklist.

= STIG Viewer 3.5 : STIG Checklists

B sae

I OpensSTIG H Add STIG to Library
Checklist STIGs

Google Chrome Current Windows

Library STIGs

Red Hat Enterprise Linux 9

AAA Services Security Requireme...

APACHE 2.2 Server for UNIX

APACHE 2.2 Server for Windows

APACHE 2.2 Site for UNIX

APACHE 2.2 Site for Windows

Active Directory Domain

Active Directory Forest (STIG)

Adobe Acrabat Professional DC C..

Adobe Acrobat Reader DC Contin,

Akama’ KSD Service Impact Level .,

Akamal KSD Service Impact Level ..

Apacne Server 2.4 UNIX Server

(-l - RN - RN -RE-RE-RE-RE-RE-RE- Rl
B e e e e S A S S S RS S

¥ Import

4+ Export

= Fill Checklist
[ |
e aa

Note: To select individual rules to include in the checklist, click the magnifying glass beside
the STIG name and click the + beside the desired rules. The selected rules will be listed in

the far-right pane.

= STIG Viewer 3.5 : STIG Checklists

#UG Sample Checkiist X | =

O swe W OpensSTIG [ AddSTIGto Library
googl-

Library STIGs

Google Android 13 BYOAD

Google Android 13 COBO

Google Android 13 COPE

Google Android 13 MDFRP 3.3 BYOAD
Google Android 14 BYOAD

& Use the STIG list to add STIGs to your checklist
Google Android 14 COBO

Google Android 14 COPE

Google Android 14 MDFPP 3.3 BYOAD

Google Android 15 COBO

B B BB B B BB B A
R I I e I o I S o

Google Android 15 COPE

Google Chrome Current Windows

il
4]

¥ import

£ Export
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Viewer 3.5 : STIG Checklists

*UG Sample Cheekist X | 4

Y Filter
‘GROUP ID: RULE ID: STIG 1D:
V-nsss + V-221573 SV-221573r987620 DTBC-0023
Vo221561 + SRG ID: SEVERITY: LEGACY IDS:
SRG-APP-000047 cATII SV-57599, V-44765
CLASSIFICATION
Unclassified
+
Vaaises + Rule Title:
Cloud print sharing must be disabled.
V-221566 -+
Discussion:
Vazizer + Policy enables Google Chrome to act as a proxy between Google Cloud Print and legacy printers
connected to the machine. If this setting is enabled or not configured, users can enable the cloud
V22157 + print proxy by authentication with their Google account. If this setting is disabled, users cannot
enable the proxy. and the machine will not be allowed to share it's printers with Google Cloud
+ Print. If this policy is not set, this will be enabled but the user will be able to change it
+ Check Text:
+ ox (address bar) typ
V-221576 —+
V-221577 +
V-221578 +

8. Click the Back to Checklist Builder in the upper-right corner to return to the STIG
selection pane. The count of included rules for a STIG will be listed beside the STIG name.

= STIG Viewer 3.5 : STIG Checklists

#UG Sample Checklist 3 —+

a Save . Open STIG u Add STIG to Library t Import 1 Export = Fill Checklist
e Checklist STIGS
googl

Google Chrome Current Windows

Library STIGs

9. After all desired STIGs are listed in the main pane, click Fill Checklist in the upper-right
corner to begin processing the checklist.

= STIG Viewer 3.5 : STIG Checklists
*1JG Sample Checkiist X =+
B save @@ OpensTic [ AddSTIGto Library

Checklist STIGs

Google Chrome Current Windows 42 of 42 Rules m i
Library STIGs —
’ Red Hat Enterprise Linux 9 of 450 Rules m [ ]

AAA Services Security Requireme... B +

Note: Users can add classification to user-controlled pieces of the checklist (i.e., Comments, Finding
Details, and Target Data) by opting to within Preferences. Select the Always Show Classification
Options and then click Edit Classification Levels.
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= STIG Viewer 3.5 Q

Preferences

[ Enable Sunset Labels
Auto-Save Checklists
Force Single Instance
Always Show Classification Options

Edit Classification Levels

Zoom

_—®
Log Path
C:\Users\eva.tosten\AppData\Roaming\STIG_VIEWER_3\logs

Reset App
Default App
Dashboard -
Default -

Users can add different classification values.

Add Close
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Select a banner color. Classification options can be arranged by clicking and dragging the equals sign

to the left of the color picker.

= STIG Viewer 3.5

-m-

= .FOUO

= . Test Classification 2

Cancel

Higher classification levels in the list take priority. If a document has both CUI and FOUO items,
CUI will be displayed on the banner.

Note: Some of the screenshot images contained in this document are labeled as CUI for
instructional purposes but do not contain any CUI data.
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= STIG Viewer 3.5 : STIG Checklists

UG Sample Checklist X +
Checklist Rules T o a8 sae

& mport 4 Export  #° Edit Checklist

Cat| catll Cat Il = =
Google Chrome Current Windows
Group ID - Version: 2 Release: 10 Benchmark Date: 24 Oct 2024
V-2215i
Cloud print sharing must be disabied, GROUP ID: RULE ID: STIG ID: 4
m V-221570 V-221573 SV-221573r987620  DTBC-0023 Lasfl=s
Background processing must be disabled
m V.221564 SRG ID: SEVERITY: LEGACY IDS:
The default search providers name must b SRG-APP-000047  CAT Il SV-57550, V-44765
V-221559 . .
Site tracking users location must be disabled CLASSIFICATION ] 2"'“5"”'?“' ] B‘E‘ R
Unclassified
Open Not Applicable
|, |,
Rule Title:

Cloud print sharing must be disabled.

Discussion: g0
Policy enables Google Chrame to act as a proxy between P
Computing -
Google Cloud Print and legacy printers connected to the
machine. I this setting is enabled or not configured, users can
Host Na

enable the cloud print proxy by authentication with their

Google account. If this setting is disabled, users cannot enable

the proxy, and the machine will not ke allowed to share it's

printers with Google Claud Print. If this policy is not set, this

will be enabled but the user will be able to change it.

[ mments ’esl(asswﬂ:atmrl][

— ] Fully Qualified D

Target Comments

4 Rules Role N

10. The STIG details will be displayed. There is a tab for the combined severities and individual
tabs for each severity. The Target Data is on the right portion of the screen along with a
graph of Rule Statuses and their respective counts.

Note: As the user updates the status of rules, the Score will be updated accordingly. This
uses rule status and weight to determine the checklist score.

= STIG Viewer 3.5: STIG Checklists

«UG Sample Checkiist X | 4

Checklist Rules o B sae ¥ Import 4 Export A Edit Checklist
Catl Catll catlll =
Google Chrome Current Windows
Group 1D Version: 2 Release: 10 Benchmark Date: 24 Oct 2024
V-221563
Exlensions fhal are approved for use must GROUP ID: RULE ID: STIG ID: 42
V-245539 V-221563 SV-221563r1015468 DTBC-0006 Rules
Session only based cookies must be enabl
V245538 SRG ID: SEVERITY: LEGACY IDS:
Use of the QUIC pratocol must be disabled SRG-APP-000210 CAT Il SV-57563, V-44729
V-241787 R Not A Find
Web Bluetooth API must be disabled CLASSIFICATION ] 4; S | 0:'- I
m V-226404 Unclassified @ Y
Import AutoFill form data must be disabled. Open ot Applicable
|, |,
V-226403
AutoFil for addresses must be disabled Rule Title: -
09
V-226402 : y
AutoFil for credit cards must be disabled. Extensions that are approved for use must be allowlisted. .
V-226401 i ion: Unknown
m Guest Mode must be disabled. Discussion: _
m V-221599 The allowlist should only contain crganizationally approved C o ;
5 omputing ~|
Chrome deveiopment lools must be disabled extensions. This is to prevent a uzer from accidently =
yaaios Hlowlisit licious ext This policy all t
Gallection of WebRTC event logs must be allowlisitng a malicious extension. This policy allows you to )
m V221597 specify which extensions are not subject to the blacklist. A C-REA D
Anonymized data collecion must be disabl blacklist value of * means zll extensions are blacklisted and
m h";f:,,?gfm allowisted for Autoplay use. users can only install extensions listed in the allowlist. By
m V.221595 default, no extensions are If all extensions have
Autoplzy must be disaied. been blacklisted by policy, then the allowlist policy can be L BEEIE
V-221594
m Google Cast must be disabled. used to allow specific extensions to be installed.
m V221593 Administrators should determine which extensions should be
Chome Cieanup reporting must be disabled allowed to be installed by their users. If no extensions are
V-221592
m Ghrome Cleanup must be disabled allowlisted, then no extensions can be installed when
V221591 combined with blacklisting all extensicns. o
WiebUSE must be disabled None i
m V.221500 Check Text: i
Safe Browsing Exiended Reporting must b... - -
m V-221588 Unknown Unknown 1
Dovinload restrictions must be configured. —
V-221587
Promp for download location must be ena Web or Database STIG
42 Rules
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11. To change the Rule List Display:, from the default of Group ID, add Rule ID, SRG ID,
Status, and/or STIG ID to the left pane, click the gear icon to sott on any of them in
ascending or descending order, and then click the desired header to add. Group By: can be
changed from the default of Origin STIG to None.

= STIG Viewer 3.7 : STIG Checklists

* New Checklist X +
Checklist Rules Y o B save ¥ Import 4 Export " Edit Checklist
All Cat| Catll = =
. ux 9
Status GroupID  STIGID  RulelDw sr/g“"w checklist from current \ Ik Date: 05
NR V-279936 RHEL-0... SV-2799... SR . . .
O RHEL 9 must audit any script or executable called by cron as root! Rule List Dis play 446
NR V272496  RHEL.-0... SV-2724... SR Status m Rules
RHEL 9 must elevate the SELinux context when an administrator 361
\
NR V-272488 RHEL-0... SV-2724... SE
m RHEL 9 must have the Postfix package installed GFOUP ID STIG ID
NR V-270180 RHEL-0... $§V-2701... SR
The RHEL 8 fapolicy module must be configured to employ a den SRG ID D Not Reviewed . Not A Finding
446 0
m NR V-270178 ~ RHEL.0... SV-2701... SR Auto-scroll to selected rule
The RHEL 9 SSH client must be configured to use only DOD-appt ¢ . . Open . Not Applicable
NR V270177 RMEL0.. sv2ror. sk aitersorting 0 0
The RHEL 9 SSH client must be configured to use only DOD-appi Show Rule Title .
Score
NR V-270176 RHEL-0... SV-2701... SE 0%
RHEL 9 "/etc/audit™ must be group-owned by root. GI’OUp By: Checklist Type
NR V-270175 RHEL-0... SV-2701... SR P Computing -
RHEL 9 "/etc/audit”” must be owned by root (4l Origin STIG
NR V-270174 RHEL-0... SV-2701... SR
RHEL 9 must display the Standard Mandatory DOD Notice and Consent _ RHEL 9 must audit any script or Host Name
NR V-258241 RHEL-0... §V-2582... SRG-0S...
RHEL 9 must implement a FIPS 140-3-compliant systemwide cryptograp... executable called by cron as root or by
NR V.258236 RHEL.D... SV.2582.. SRG.OS.. any privileged user. JREddicss
RHEL 9 cryptographic policy must not be overridden. -
Nicruccian:
NR V-258234 RHEL-0... §V-2582... SRG-0S... . ding 5
RHEL 9 must have the crypto-policies package installed i e MAC Address
NR V-258233 RHEL-0... SV-2582... SRG-0S...
RHEL 9 pam_unix.so module must be configured in the password-auth fil Fully Qualified D inN
ully Qualime omain Name
=Y NR V-258232 RHEL-0... SV-2582... SRG-0S.. ~
446 Rules >
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12. To add a STIG to or remove a STIG from the checklist, click Edit Checklist in the upper-
right corner.

= STIG Viewer 3.5: STIG Checklists

*UG Sample Checkiist X | 4

Checklist Rules A 4 o B sae & import 4 Export dit Checklist
catl catll catll 2
Google Chrome Current Windows
Group ID = Version: 2 Release: 10 Benchmark Date: 24 Oct 2024
V- 563
Extensions fhat are approved for use must GROUP ID: RULEID: sTiG 42
V-245539 V-221563 SV-221563r1015468 DTBC-0006 Billes
Session only based cookies must be enabl
V.245538 SRG ID: SEVERITY: LEGACY IDS:
Use of the QUIC protocol must be disatied. SRG.APPLD00210  CATII V57563, V44779
v-241787 ot Reviene ot A Fne
Web Biustooth API must be disabled CLASSIFICATION [ Dol Wi
V-226404 Unclassified Not Ar b
Import AutoFill form data must be disabled. Open ot Applicable
u, LI
V-226403
AutoFil for addresses must be disabled Rule Title: .
0%
V-226402
it carcs st e cisabied Extensions that are approved for use must be allowlisted.
V226401 " .
Guest Mode must be disabled Discussion:
v.221508 The allowlist should only contain organizationally approved
Chrome development tools must be disabled. This is to pravent a user from accidantly -
z;ﬁ“:,ﬁmbwc”m logs mustbe allowlisitng a malicious extension. This policy allows you to
V221587 specify which extensions are not subject to the blacklist, A Lo
Anenyrized dela collechon must be dlsatl blacklist value of ** means all extensions are blacklisted and
V-221596 - P Address
URLs must be sllovisted for Autopiay use users can only install extansions listed in the allowlist. By
V.221585 default, no extensions are If all have
Auloplay must be disabled been blacklisted by policy, then the allowlist policy can be
V221594
Google Cast must be isabled used to allow specific extensions to be installed.
V221503 Administrators should determine which extensions should be Fully Qualified Doma;
Chrome Cleanup reporing must be disabled allowed o be installed by their users. If no extensions are
V-221592 -
et Cieanun must be dsaiied allowlisted. then no extensions can be installed when
V221581 combined with blacklisting all extensions. e
'WebUSB must be disabled. None -
v-221530 Check Text: ~
Safe Browsing Extended Reporfing must b. - - s
V-221588 s Uninonn 2 Uninonn -
Download restrictions must be configured. — —
V-221587
Prompt for download location must be ena. - [0 Web or Database STI&
42 Rules

13. To remove a STIG, click the trash can icon beside the STIG name in the main pane. To add
a STIG, click the + symbol beside the name on the left pane. To go back to editing the
checklist, click Fill Checklist in the upper-right corner.

= STIG Viewer 3.5 : STIG Checklists

#UG Sample Checklist X | 4
a Save . Open STIG u Add STIG to Library
Checklist 5TIGs

Q search

Google Chrome Current Windows

LEYSLE Red Hat Enterprise Linux 9

AAA Services Security Reguireme...
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14. After all edits have been made to the checklist, click Save to finish creating the checklist.

= STIG Viewer 3.5 : STIG Checklists

V-257822
RHEL 9 must have G

V-257821
RHEL 9 must check the GPG signature of L.

@
&

ignature verificati_..

@ V-257820

RHEL 9 must check the GPG signature of .
=N vsTR10
492 Rules

before installation.

V-257789
RHEL @ must require a unigue SUPETUSErs name upon
booting into single-user and maintenance modes.

*UG Sample Checkiist X | ==
Chacklist Rules A 4 £ ¥ import 4 Export 4 Edit Checklist
“ Cat | Catll Ccatlll Update Status of All Selected ‘
- @ EE .
v-zIsUTE
RHEL 9 must display the Standard Mandat.. 492
V-257987 e Rules
RHEL 9 SSH daemon must be configured £... v-2580%4
m V.257985 RHEL 9 must not allow blank or null passwords
RHEL 9 must not permit direct logons o th...
HD must not allow biank pa: V-257984 ] Mot Reviewsd m Net A Finding
V-257983 ) RHEL 9 SSHD must not allow blank passwords 4r2 20
RHEL 9 SSHD must accept public key auth. .. .
. Open . Not Applicable
m V257951 0 0
RHEL 9 must be configured fo prevent unr.
V257949 V257879 = 100%
RHEL 9 must configure a DNS processing RHEL 9 local disk partitions must implement cryptographic
V-257945 mechanisms fo prevent unautherized disclosure or
RHEL 9 must securely compare intemal inf. madification of all information that requires at rest _Unknown
V-257944 protection Cheeklist Typs
RHEL 9 chronyd service must be enabled. .
Computing -
V-257943
RHEL 8 must have the chrony package inst
V-257932 \-asTEz Host Name
RHEL 9 must be configured so that all syst RHEL 9 must have GPG signature verification enabled for
@ V257879 all software repositories
RHEL 9 local disk pariiions must impleme. IP Address
m V257861
RHEL 9 must prevent files with the sefuid a...
V257821 MAC Address
V-257260 . .
RHEL 9 must mount /boot with the nodev o RHEL 9 must check the GPG signature of locally installed
V.257848 software packages before installation. Fully Qualified Domain Nam
) ain Name
RHEL 9 file system automount function mu.. i
V-257838
RHEL 9 must have the openssl-pkes11 pac... Target Comments
V-257820
V-257825 .
m RHEL 9 subscripfion-manager package mu RHEL 9 must check the GPG signature of software Role
packages originating from external software repositories None -

Technolo

[ Web or Database STIG

15. The saved checklist will now appear on the homepage under the Checklists section.

STIG Viewer 3.5

Open

Red Hat Enterprise Linux 9

STIG Library

Google Chrome Current Windows
STIG Library

Canenical Ubuntu 22.04 LTS

Checklists

STIG Viewer STIG Library
New Open
—
No Recent Collections
Applicability Guide
New Open

UG Sample Checklist
C:\Users\eva.tosten\Downloads\UG Sample Checklist.ckib

X
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5.2 Create Another Checklist

1. To add a checklist from the STIG ChecKklists page, click the Add (+) tab.

= STIG Viewer 3.5: STIG Checklists
UG Sample Checklist X

Checklist Rules

3 @ AUTO-SAVE ENABLED
catll catli Update Status of All Selected

V-258241
RHEL 9 mustimplement a syster
V.258233 V-258094
RHEL 9 pam_unix so module must be confi. RHEL 9 must not allow blank or null passwords.
V-258231
RHEL 9 must employ FIPS 140-3 approved.
V-258227 P
RHEL 3 must take appropriate action when V-257984
V258225 RHEL 9 8SHD must not allow blank passwords.
RHEL 9 must generate audit records for all
V-258224
RHEL 9 must generate audit records for all P

V-257879
V-258223 RHEL 9 local disk partitions must implement cryptographic
RHEL 9 must generate audil records for all

mechanisms to prevent unauthorized disclosure or
V-258222 »
RHEL @ must generale audil records for all modlﬂéat\on of all information that requires at rest
V-258221 protection.
RHEL 9 must generate audit records for all
V-258220
RHEL 9 must generale audit records for all —

V-258219
RHEL 9 must generate audi records for all

V-258218
RHEL 9 must generale audit records for all

V258217
RHEL 9 must generale audi records for all

V-258214
coessiuliunsuccessiul uses of the shutd

V258213
coessfullunsuccessiul uses of the reboat.

V-258212
Successfullunsuccessful uses of the power

V258211
Successfullunsuccessful uses of the init co.

V-258210
RHEL 9 must audt all uses of the mount co.

V-258209
RHEL 9 must audit all uses of the usermod

V-258208
RHEL 9 must audt all usss of the userhelp..

452 Rules

RHEL 9 must have GPG signature verification enabled for
all software repositories

¥ import & Export  #° Edit Checklist
. \
= 492
Rules

Not Reviewed Not A Finding
=] 472 L] 20

V-25782
RHEL 9 must check the GPG signature of locally installed
software packages before installation.

v-257820
RHEL 9 must check the GPG signature of software
packages originating from external software repositories

before installation

V-257789
RHEL 9 must require a unique SUPErUsers name upon
booting into single-user and maintenance modes

™ /[:)-pe' ™ Ea-f\pp cable
= 100%
Unknown

Campuing s
Host Name

MAC Adc

Fully Qualifie

Target Comments

Nore -

[ web or Database STIG

2. Select Create Checklist.

= STIG Viewer 3.5 : STIG Checklists

UG Sample Checkiist X | +

STIG Checklists

Load Checklist

Recent Checklists

¥ UG sample Checklist

C:\Users\eva.tosten\Downloads\UG Sampl.

X
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3. Enter a name for the checklist and then click Create Checklist.

= STIG Viewer 3.5 : STIG Checklists

UG Sample Checklist 3. +

Create STIG Checklist

I UG Sample Checklist 2 I

Cancel Create Checklist

Recent Checklists

¥ UG Sample Checklist

C:\Users\eva.tosten\Downloads\UG Sampl...

X

5.3 Opening an Existing Checklist

To open an existing checklist, navigate to the Home page and select one of the checklists listed or
click Open and navigate to the location of the checklist.

Note: STIG Viewer can open multiple checklists into one checklist. To open multiple checklists
into one new checklist, use the Open option, then navigate to the location of the checklists that will
be opened. Select the desired files and click Load. The tab created will be titled multi-checklist
until it is saved and the name changed.

= STIG Viewer 3.5

Open

Microsoft Windows 11

STIG Library

Red Hat Enterprise Linux 9

STIG Library

Google Chrome Current Windows

STIG Viewer S ey

New Open

No Recent Collections

Applicability Guide

New Open

UG sample Checklist 2
C:\Users\eva.tosten\Downloads\UG Sample Checklist 2.cklb
UG Sample Checklist
C:\Users\eva.tosten\Downloads\UG Sample Checklist.ckl

Checklists
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Another option is to click the Checklists icon on the left.

= STIG Viewer 3.5

Checklists

STIG Viewer

Applicability Guide

Open

Microsoft Windows 11
STIG Library

Red Hat Enterprise Linux 9
STIG Library

Google Chrome Current Windows

STIG Library
New Open

No Recent Collections
New Open

UG Sample Checklist 2

C:\Users\eva tosten\Downloads\UG Sample Checklist 2.ckib
UG Sample Checklist

C:\Users\eva tosten\Downloads\UG Sample Checklist.ckib

Select one of the Recent Checklists or click Load Checklist and navigate to the checklist to be

loaded.

Note: If a checklist is already open, the user will need to click the Add (+) tab to open a new

screen.

= STIG Viewer 3.5: STIG Checklists

STIG Checklists

Load Checklist

Create Checklist

Recent Checklists

UG Sample Checklist 2

C:\Users\eva.tosten\Downloads\UG Sampl...

¥ UG Sample Checklist

C:\Users\eva.tosten\Downloads\UG Sampl...

X

52



STIG Viewer 3.x User Guide, VIR8
13 August 2026

Defense Information Systems Agency
Developed by DISA for the DoW

5.4 Updating Checklists

5.4.1 Changing the Status of Rules
1. To mark requirements as Open, Not A Finding, Not Reviewed, or Not Applicable, click

the circle beside the Rule. Click once to set the status to Not a Finding (green checkmark),
twice to set the status to Open (red exclamation mark), three times to set the status to Not
Applicable (black circle with slash), and four times to set the status back to Not Reviewed

(gray blank circle).

Note: To view the shortcut keys, click the hamburger menu.

= | STIG Viewer 3.7 : STIG Checklists

FILE

New

Open

Import V2 Checklist
Save

Save As

APP
Preferences

Exit

HELP

Release Notes
Dependency List
User Guide

Check for Updates

ﬁomcurs
CTRL N

CTRL O
CTRL ALT |
CTRL §
CTRL SHIFT S
CTRL ALT S
CTRL A
CTRL W
CTRL F
CTRL TAB

CTRL SHIFT TAB

New
Open
Import V2 Checklist
Save

Save As

Save All

Select All Rules
Close Checklist
Open Filter Panel
Next Tab

Previous Tab
Previous Rule

Next Rule

Set to No Finding

Set to Open

Set to Not Applicable

Set to Not Reviewed

\
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Note: As the user updates the status of rules, the Score will be updated accordingly. This
uses rule status and weight to determine the checklist score.

= STIG Viewer 3.5 : STIG Checklists

UG Sample Checkiist X | 4

Checklist Rules A Ee 3 © AUTO.SAVE ENABLED & mport & Export 4 EditCheekist
“ cat| catil catlll =
Google Chrome Current Windows
Group ID = Version: 2 Release: 10 Benchmark Date: 24 Oct 2024
that are approved for use must ‘GROUP 1D: RULE ID: STIG 1D: 42
V-245539 V-221563 SV-221563r1015468 DTBC-0006 Rules
Session only based cookies must be enabl
@ V.245538 SRG ID: SEVERITY: LEGACY IDS:
Use of the QUIC protocol must be disabled. SRG-APP-000210 CAT Il SV-57563, V-44729
v-241787
Web Biuetooth API must be disabled CLASSIFICATION g‘f‘ Reviewsd gy gpg"
W= vieb Buctooth AP mustbe disabied. "
m V226404 Undlassified
Import AutoFill form data must be disabled. - Not A Finding . Not Applicable
2 1
m V-226403
AutoFill for addresses must be disabled. Rule Title: i3
40%
V-226402
m 2 i cards s be dissbied Extensions that are approved for use must be allowlisted. _
V-226401 iscussion: Unknown
m Guest Mode must be disabled. Discussion: _—
V221599 The allowlist should only contain organizationally approved TR
Chrome development tools must be disabled This is to prevent 3 user from accidently Computing -
vansee llow ! This policy all
Calecton of WebRTC event logs must be allowlisitng a malicious extension. This policy allows you to 7
m V221587 specify which extansions are not subject 1o the blacklist, A GRS
e blacklist value of * means all extensions are blacklisted and
V-221596 -
m e st b loviisted fo Autoplay use users can only install extensions listed in the allowlist. By
m V221585 default. no extensions are If all extensions have
Auoplay mustbe disabled. been blacklisted by policy. then the allowlist policy can be BT
V221504 :
m e st be crestles used to allow specific extensions to be installed.
m V221503 Administrators should determine which extensions should be
Chrome Cleanup reporting must be disabled allowed to be installed by their users. If no extensions are
V-221592
m e Cisanup must be cisaies allowlisted, then no extensions can be installed when
m V221581 combined with blacklisting all extensions. -
USE must be disabled. None -
m V221590 Check Text: .
Safe Browsing Extended Reporting must b... - - -
V-221588 ent: Uninown Deta Unknown Ad
Download restrictions must be configured. —_— —_—
V221587
Prompt for download locafion must be ena... [0 web or Database STIG
42 Rules

2. To update multiple rules, select the rules to be updated by clicking the ID and either using
SHIFT and clicking another ID to include all IDs in between, or using CTRL and clicking
the rules to be updated. At the top of the center pane, the possible statuses appear. Clicking
any of these will set all selected rules to the selected status.

= STIG Viewer 3.5 : STIG Checklists

UG Sample Checkist X | -+

Checklist Rules Y o @ AUTO-SAVE ENABLED ¥ import  # Export ° Edit Checklist

“ Cat | Catll Cat Il Update Status of All Selected ‘
. @mEn - &

V-221563

Extensions that are approved for use must 42

V245530 v Rules

Session only based cookies must be enabl URLs must be allowlisted for Autoplay use.
[ Vs

Use of the QUIC protocol must be disabled.

v-241787 e
@ Rt ——— v o gz‘ fevienes 1\‘? R

T vamn: Autoplay must be disabled
Import AutoFill form data must be disabled Open Not Appiicable:
L u,
V-226403

AutoFill for addresses mus be diszbled.

94

64%
n V-226402 Google Cast must be disabled
AutoFill for credit cards must be disabled. T -
V-226401 Unknown
Guest Mode must be disabled —
) v V221593 e
Chrome development tools must be disabled Chrome Cleanup reporting must be disabled Computing -
V-221598
Collection of WebRTC event logs must be I
ost Name
V-221597 .
Anonymized data collection must be disabl v
o, v-215% Chrome Cleanup must be disabled.
V-221595
@ v WebUSB must be disabled
Google Cast must be disabled.
S Ve Fully Qualifie
] Chrome Cleanup reporting must be disabled.
@) 2 v Target Comments
Chrome Cleanup must be disabled Safe Browsing Extended Reporting must be disabled :
@) 2 J
WiebUUSB must be disabled T .
@ Vs
Safe Browsing Extended Reporting must b v
o V- Download restrictions must be configured -
e —— configured.

V-221587

42 Rules

[J Web or Database STIG
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Note: When a new status is assigned, the chart on the right pane updates to reflect progress,
the circle beside the ID reflects the assigned status, and the Score is updated.

5.4.2 Override Severity Status

Users can override a severity status by clicking on the severity and changing it to a different value.

= STIG Viewer 3.5 : STIG Checklists

«New Cheekiist X | 4

Checklist Rules h 4 o B save & import 4 Export  # Edit Checklist
Al Catl Catll Cat Il - .
Google Chrome Current Windows ‘
Group ID Version: 2 Release: 10 Benchmark Date: 24 Oct 2024
V-221563
(Y] Extensions that are approved for use must GROUP ID: RULE ID: STIG ID: 42
V245539 V-221595 SV-221595r960963 DTBC-0064 R
Session only based cookies must be enabl.
V.245538 SRG ID: SEVERITY: LEGACY IDS:
Use of the QUIC protocol must be disabled SRG-APP-000141 CAT 5V-96205, V-81581
V-241787 R R
Web Bluetooth API must be disabled CLASSIFICATION ()] gg Reviewed g q‘g' BRI
('?) V-226404 Unclassified
Import AutoFill form data must be disabled. ] Qpen ] Mot Appliczols
1 1

@ V-226403
AutoFill for addresses must be disabled
@ V-226402
AutoFill for credit cards must be disabled.

@ V-226401

Guest Mode must be disabled.

@ V-221599
Chrome development tools must be disabled

Rule Title:

Autoplay must be disabled.

Discussion:

This allows a user to control if videos can play automatically
with audio content (without user censent) in Google Chrome.

90%

Computing -

Host Name

@ V-221598

Collsction of WebRTC event logs must be .

@ V-221597

Anonymized data collection must be disabl.

If the policy is set to "True”, Google Chrome is allowed to

autoplay media. If the policy is set to “False”, Google Chrome
2 MAC Address
V221506 is not allowed to autoplay media. The "AutoplayAllowlist" i

URLs must be allowisted for Autoplay use
V.221595 policy can be used to override this for certain URL patterns, By

o ¢ . " Fully Qualified Domain Name
Plnyl=y muia L aded default, Google Chrome is not allowed to autoplay media. The
V-221594
Google Cast must be disabled

V-221593
Chrome Cleanup reporfing must be disabled

V-221592 None v
Chrome Cleanup must be disabled.

“AutoplayAllowlist” policy can be used to override this for -

Target Comments

42 Rules |

The user must select the new severity, which will trigger the requirement of an Override Reason.

Note: The user must provide an override reason for the severity to change.

Severity Default: Medium
Override (CATII)

RGN (e=14) M| Medium (Cat II)

Override Reason (Required)

Severity Default: Medium
Override (CAT I)

GIVIR(eV Medium (Catll) | L

Change to CAT | per ISSO

Cancel Cancel Save

Click Save to save the severity change.
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An asterisk will appear beside the Severity showing that it has been overridden.

= STIG Viewer 3.5 : STIG Checklists

#New Checkist X | 4

Checklist Rules A 4 k3 B sae
“ catl catll catlil
Google Chrome Current Windows
Group ID - Version: 2 Release: 10 Benchmark Date: 24 Oct 2024
V-221563
Extensions that are approved for use must ‘GROUP ID: RULE 1Dz STIG 1D:
V-245539 V-221595 SV-221595r960963 DTBC-0064

Session only based cookies must be enabl...

V245538 SRG ID: SEVERITY: LEGACY DS:

Use of the QUIG protocal must be disabled SRG-APP-000141 CATI* SV-96295, V-81581

CLASSIFICATION

& import 4 Export " EditChecklist

\

42

Rules

o Not Reviewed ] Not A Finding
1

Chrome Cleanup must be disabled

42 Rules

30
Unclassified R R
m o me Applicable
T ————— 1 1
© B
stoFil for addresses must be disabled Rule Title:
90%
V-226402
AUt for credit cards must be disabled Autoplay must be disabled. ecklist Type
Computing -
V-226401 iscussion:
(@] Guest Mode must be disabled Discussion:
) v This allows a user to control if videos can play automatically .
ost Name
Chrome development tools must be disabied with audio content (without user consent) in Google Chrome.
@ V-221598
Collection of WebRTG event logs must be
221507 If the policy is set to "True, Google Chrome is allowed to
enymized 4213 callection must be disabl autoplay media. If the pelicy is set to "False”, Google Chrome
V-221596 - .
(] (2 meeioe stovisiea for Autoplay use. is not allowed to autoplay media. The pl
policy can be used to override this for certain URL pattems. By
ARy T e e default. Google Chrome is not allowed to autoplay media. The
V-221594 B " N .
m et — ‘AutoplayAllowlist” policy can be used to override this for >
V-221503 .
Chrome Cleanup reporting must be disabled. Rale
V-221592 None -

5.4.3 Filtering a Checklist

Filter the rules by clicking the funnel icon and applying filters. The number of filters applied will be

shown beside the funnel icon. Rules matching the filter will be listed. Change from Group ID to
Rule ID, STIG ID, Status, and/or SRG ID in the left column by selecting the gear icon.

= STIG Viewer 3.5 : STIG Checklists

#New Checklist X +

Checklist Rules

a Save

Catll Catlu
Google Chrome Current Windows

Group ID Version: 2 Release: 10 Benchmark Date: 24 Oct 2024

40 rules excluded by filter
V221517

Imporiing of saved passwaords must be dis.... V-221577
V-221567

The Password Manager must be disabled.

‘GROUP ID: RULE ID: STIG ID:
SV-221577r960963 DTBC-0029

SRGID: SEVERITY: LEGACY IDS:
SRG-APP-000141 CAT Il SV-57609, V-44775

CLASSIFICATION
Unclassified

Rule Title:

Importing of saved passwerds must be disabled.

Discussion:

Importing of saved passwerds should be disabled as it could

from another browser to be viewed. This policy forces the
saved passwords to be imported fram the previous default
browser if enabled. If enabled, this policy also affects the
import dialog. If disabled, the saved passwards are not
imported. If it is not set, the user may be asked whether to

import, or importing may happen automatically.

Flmale T

lead to unencrypted account passwords stored on the system

# import & Export 7 Edit Checklist

42

Rules

Not Reviewed Not A Finding
O 3 |

42 Rules (40 excluded by filterst

Open Nat Applicable
|, |,
90%
Computing -
Host Name
None -

\ ‘
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To create a Copy of a filter and store it in a text file for future use, select Copy in the upper-right
corner of the Filters pop-up. To reapply the filter, copy from the text file and paste into the Filter

pop-up.
FILTERS Remove All ] [ Copy ] [ Paste ]
Content contains ~ password —
Severity « is v CAT | (High) A
Match n any rules <+ Add Filter " Apply
— m] X
= Usage.md.txt Copied_Filter.txt X A
File  Edit  View H~ =~ B I @ @B-v % D & B
{
"match type”: "all”,
"filters": [
"subject": "Content",
"verb": "contains",
"arg": "password"
"subject": "Severity",
"verb": "is",
"arg": "high"
}
]
A
Ln 15, Col 2 217 characters Plain text 100% Windows (CRLF) UTF-8

57




STIG Viewer 3.x User Guide, VIR8 Defense Information Systems Agency
13 August 2026 Developed by DISA for the DoW

5.4.4 Populating Target Data

Target data can be populated on the far-right side of the screen. This area also displays a graphic
showing the number of rules in the STIGs included in the checklist, the progress of status changes,
and the Score.

= STIG Viewer 3.5 : STIG Checklists

*MNew Checkiist X | 4

Checklist Rules Y E o] B save ¥ Import 4 Export 4 Edit Checklist

Catl Catll Catlll

Google Chrome Current Windows

Group ID = Version: 2 Release: 10 Benchmark Date: 24 Oct 2024
[] )25
Extensions that are approved for use must GROUP ID: RULE ID: STIG ID:
D V245539 V-221577 SV-221577r960963 DTBC-0029
Session only based cookies must be enabl,
Q SRG ID: SEVERITY: LEGACY IDS:
Use of the QUIC protocol must be disabled. SRG-APP-000141 CATII SV_57609, V-44775
V241787 e
(%] Web Blustooth AP1 must be disabled CLASSIFICATION ;‘8‘ Reviewsd oy ;‘S Ry
[] V22040 Unclassified
Import AutoFill form data must be disabled. Open . Not Applicable
] .
AuloFil for addresses must be disabled Rule Title:
V-226402
& Py —— Importing of saved passwords must be disabled!
V-226401 i ion:
] Guest Mode must be disabled Discussion:
@ V221599 Importing of saved passwords should be disabled as it could
Chrome development tols must be disabled. lead to unencrypted account passwords stored on the system
@ Pt [ ther b b 4. This policy forces th
Collection of WebRTG event logs must be rem another browser to be viewsd. This policy forces the .
T vaarssr saved passwords to be imported from the previous default Fostiame
] Anonymized data collection must be disabl

browser if enabled. If enabled, this policy also affects the

(B R e mtoutsod for Autoplaywse. import dialog. If disabled, the saved passwords are not
V.221505 imported. If it is not set, the user may be asked whether to
Autoplay must be disabled import, or importing may happen automatically.
V-221594
Google Cast must be disabled Check Text:
V-221593 Tas N
Chrome Cleanup reporting must b disabled Universal metheod:
V221592 1. In the omnibox (address bar) type
Chrome Cleanup must be disabled Py
chreme://policy
V-221501 . - Rele
S must be disaied 2. If ImportSavedPasswords is net None -
V-221590 displayed under the Policy Name column or it

Safe Browsing Extended Reporting must b

is not set to false under the Policy Value
V-221588 . . AU - 1
Download restrictions must be configured.

V-221587

Prompt for download location must be ena. [ web or Database STIG
9 Vs .
Nelefian of hrowser history must be: disabled
42 Rules

If the target data has a classification already set, or if “Always Show Classification Options” is
enabled in the preferences menu, the classification level of the target data can be set using the
classification editor button at the top of the target data section. (In the preview above, the
classification is set to “Unknown.”)

Unknown Urknown
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Note: Hovering over the graphic displays a download symbol to obtain a copy of the graphic to be
used in presentations.

= STIG Viewer 3.5 : STIG Checkiists

*New Checkiist X

Checklist Rules ) £ B swe
Al Catl Catll Catlll
Google Chrome Current Windows

Group ID -2 Rele L .
@ V-221563

tare o i ¢ GROUP ID: RULE 1D: sTIG ID:
n V-245539 V-221577 SV-221577r960963 DTBC-0029
V-245838 SRG ID: SEVERITY: LEGACY IDS:

SRG-APP-000141 ATl

@ V-241787
e CLASSIFICATION

@ vaedos ) Unclassified
@ V-226403

T ——— e — Rule Title:

V-226402

V-226401 Jnknow
@ V-221599 Importing of saved passwo

should be disabled as it could

Computing -
t password
@ V-221598 o
Socton of WebRTC event be viewed. Thy
@ V-221897 rted from the previous default
brow his pol
2] 2= v BN
RLs must be allowlisted for Autoplay use import dialog. If disabled. the saved passwords are not
m V-221595 imported. If it is not set, the user may be asked whether to
Vv-221894 [ g : .
3o0gis Cast must be disabled cdia o
m V-221893
BTN v.221897 x
42 Rules -|

5.4.5 Adding Comments and Finding Details to a Single Rule

Add Comments and Finding Details to an individual rule by typing directly into the Comments
and Finding Details boxes or copying and pasting from another document into the boxes.

5.4.6 Adding Comments and Finding Details to Multiple Rules

1. Multiple rules can be updated at one time. After selecting all rules for updating, click the
square in the upper-right portion of the screen. From the pop-up menu, select Edit
Comments or Edit Finding Details.

B sw & import # Bport /) Edit Checklist
Update Status of All Selected
dolcloe] =]
Edit Comments ?97
.
Custom e L) de m b e .
loading in all Off; appl w .
-
v MICROSOFT WINDOWS 11
.
:
[ weboro
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2. After a selection has been made, either type or copy and paste in the box.

Update the comments for 12 rules:

User Guide comment for

multiple Rules.

3. Click Save to add the text to the selected rules.

STIG Viewer 3.5 : STIG Checklists

*MNew Checklist X | =
Checklist Rules Y o

Catl Catll Cat il

v MICROSOFT OFFICE 365 PROPLUS
Group
Offcs appiications must be configured fo

V.223289
Macros in all Office appiications hat are of

V-223287
‘Custom user interface (UI) code must be bl

V223286

The Office client musi be prevented from p...

V-223285
Document metadata for rights managed O

V-223284
The Macro Runiime Scan Scope must be e

B sae

Microsoft Office 365 ProPlus

Version: 3 Release: 1 Benchmark Date: 24 Jul 2024

GROUP ID: RULE ID: STIG ID:
V-223288 SV-223288r961779
SRGID: SEVERITY: LEGACY IDS:

SRG-APP-000488 CAT I
CLASSIFICATION

Unknown

Rule Title:

ActiveX Controls must be initi

D

V-223283
Allowing Trusted Locations on the network

V-223282
'VBA Macros not digitally signed must be bl

V-223280
Macros must be blocked from running in Ac.

v MICROSOFT WINDOWS 11

Group ID

V-268318
‘Windows 11 systems must use either Grou

V-268317

Copilot in Windows must be disabled for W...

V.253476
Passwords for enabled local Adminisirator

V-253474
User Account Control must run all administ.

V-2534T1
User Account Gontrol must automaticaly d.

V253468
User Account Control approval mode for ih...

V-253461
The system must be configured to prevent

V-253420
The Windows Remote Management (WinR

=N v-253411

397 Rules

0365-C0O-000005

SV-108753, V-99649

ialized in Safe Mode.

This policy setting specifies the Microsoft ActiveX initialization

security level for all Microsoft Office applications. ActiveX

controls can adversely affect a computer directly. In addition,

malicious code can be used to compromise an ActiveX control

and attack a computer.

To indicate the safety of an ActiveX control, developers can

denote them as Safe for Initialization (SFI). SFl indicates that a

control s safe to open and run, and that it is not capable of

causing a problem for any computer, regardless of whether it

has persisted data values or not. If 2 control is not marked SFI,

it is possible that the control could adversely affect a

computer—-or it could mean that the developers did not test

the control in all situations and are not sure whether it might

be compromised in the future. If you enable this palicy

setting, you can set the ActiveX security level to a number

¥ import 4 Export  #° Edit Checklist

397

Rules

[ \ctReviewed gy NotAFinding
397 o

Open Not Applicable
|, m,

Unknown

klist Type
Computing -

Host Name

IP Address

MAC Address

Fully Qualified Domain Name

Target Comments

Role
None -
+ Technology Area -~

Comments Unknown

Finding Details

Unknown

User Guide comment for
multiple Rules.

[ web or Database STIG

4. All Rules selected will have the same Comment or Finding Details text.
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5.5 Saving a Checklist

1. An unsaved checklist will have an asterisk beside the checklist name. The example below is a
new checklist that has not been named (created from the STIG Explorer tab).

= STIG Viewer 3.5 : STIG Checklists

% Mew Checklist 3

Checklist Rules Y o B sae

“ Cat | Catll Catll

v MICROSOFT OFFICE 365 PROPLUS

L Group ID _ GROUFP IQ
V2723291
Office applications must be configured to 5. W-22324
V-223289
Macros in all Office applications that are op... SRG ID:
V.223288 SRG-AP
ActiveX Conirols must be inifialized in Safe._ ..

2. In the Preferences section, the default is Auto-Save Checklists. Uncheck the selection to
save the checklist manually.

= STIG Viewer 3.5

Preferences

[ Enable Sunset L abels
T POTCE ST
[0 Always Show Classification Options

Edit Classification Levels

Zoom
—_—e
Log Path
C:\Users\eva tosten\AppData\Roaming\STIG_VIEWER_3\logs

Reset App

Dashboard -

Default -

m caneel

3. To save a checklist, click Save in the upper part of the screen or click the hamburger menu.

«HNew Checklist X | 4
Checklist Rules Y &
“ Catl Catll Cat Il
Microsoft Office 365 ProPlus
v MICROSOFT OFFICE 365 PROPLUS = Version: 3 Release: 1 Benchmark Date: 24 Jul 2024
Group ID GROUP ID: RULEID: STIG ID:
m V-223400 V-223288 SV-223288r961779  0365-C0O-000005
Word must lly disable unsigned ...
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= STIG Viewer 3.5 : STIG Checklists #

FILE HELP SHORTCUTS
New Release Notes CTRL A Select all Rules
CTRL N
Open Dependency List New Checklist
) CTRL W Close Checklist
Save User Guide
CTRL F Open Filter Panel
Save As Check for Updates .
CTRL TAB Next Tab
Save All CTRL SHIFT TAB Previous Tab
Import V2 Checklist T Previous Rule
* Next Rule
APP
1/ N Set to No Finding
Preferences
2/ 0 Set to Open
Exit 3/ x Set to Not Applicable
4/ R Set to Not Reviewed

4. The hamburger menu provides the options to Save, Save As, or Save All (only shows if
more than one checklist is open and unsaved), which will prompt the user to save each open
checklist separately. Navigate to the desired location and save each open checklist. The
application will open the navigation window to the last location accessed.

& Save as X
«~ v T « STIG.. » STIG Viwer 3 Beta » v O Search STIG Viwer 3 Beta
Organize ~ New folder EE (7]
DPMS 2 Name
20230307 _2_stig_viewer_3-win32-x64
Archive
\j FirstOpenChecklist.cklb
\j SecondOpenChecklist.cklb
v >
Flle name: | 1nirdOpenChecklist.cklb ~
Save as type: Beta Checklist (*.cklb) b
~ Hide Folders Cancel

5. If the user tries to exit a checklist that has not been updated (no asterisk beside name), the
application will close with no prompts. If updates have been made to the checklist (asterisk
beside name), the user will be prompted to Close without Saving, Save and Close, or

Cancel. Cancel is the default selection.

A

Close Without Saving

This checklist has unsaved changes.

Save and Close

Cancel

62



STIG Viewer 3.x User Guide, VIR8

Defense Information Systems Agency
13 August 2026

Developed by DISA for the DoW

6. After a checklist has been saved, it can be reopened by either clicking the name of the

checklist in the Recent Checklists section or by clicking Load Checklist, navigating to the
saved location, and clicking Load.

= STIG Viewer 3.5 : STIG Checklists

STIG Checklists

Load Checklist

Create Checklist

Recent Checklists

o UG Sample Checklist

C:\Users\eva.tosten\Downloads\UG Sampl

UG Sample Checklist From Explorer

C:\Users\eva.tosten\Downloads\UG Sampl... x
*
i » Downloads e @) Search Downloads 2
folder == 0
4 MName Date modified Type Size I
I ~ Today
: UG Sample Checklist From Explorer.cklb CKLE File 9¢
: UG Sample Checklist.cklb CKLE File
ile name: wo | Checklist (*.cklb) ~
Load Cancel
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5.6 Importing

5.6.1 Import XCCDF Results into a Checklist

1. To import XCCDF results into a checklist, click the Import icon and select Import
XCCDF or CMRS Results.

= STIG Viewer 3.7 : STIG Checklists

*New Checklist X |
Checklist Rules Y o B save ¥ Import 4 Export " Edit Checklist
Al Catl Catll catll E
Red Hat Enterprise Linux 9 [ EJ 'mport XCCDF or CMRS Results ]
Group ID Version: 2 Release: 7 Benchmark Date: 05 Jan 2026 _ )
V-270936 =, Import Checklist Data
RHEL 9 must audit any script or executable. . GROUP ID: RULE ID: STIG ID:
] 313 Import STIG Viewer CSV
m V-272496 V-279936 SV-279936r1156361 RHEL-09-654097 m
RHEL 9 must elevate the SELinux context ...
-
I m V-272488 SRG ID: SEVERITY:
RHEL 9 must have the Postfix pack t
- - SRG-05-000471-GPOS-00215 CAT Il
m yzroee Not Reviewed Not A Findi
IO Reviewe: O indin
1 The RHEL 9 fapolicy module must be confi.... CLASSIFICATION D e . 7 )
V-270178 i
m The RHEL 9 SSH client must be configured.. Unclassified . Open . Not Applicable
m V270177 0 0
The RHEL 9 SSH client must be configured Rule Title: e
V-270176 . . 0%
RHEL 9 "/etc/audit’" must be group-owned RHEL 9 must audit any script or executable called by cron as Checklist Type
V-270175 root or by any privileged user. Computing -
RHEL 9 "/etc/audit’™ must be owned by root
V-270174 Discussion:
RHEL 9 must display the Standard Mandat... Host Name
m V258241 Any script or executable called by cron as root or by any
RHEL 9 must implement a FIPS 140-3-com privileged user must be owned by that user. It must also have
v-258236 th issions 755 trictive and should h P Address
m RHEL 8 oryptographic policy must not be .. e permissions or more restrictive and should have no -
] V-258234 Comments Finding Details
m RHEL 9 must have the crypto-policies pack. MAC Address
V-258233
RHEL 9 pam_unix.so module must be confi.. . R
) b Fully Qualified Domain Name
446 Rules -

N

Navigate to the results file to import and click Load.

&

A pop-up window will display the following:

e The number of results with matching Rule IDs and revision numbers that are ready to
import.

e The number of results with matching Rule IDs but that do NOT match the rule revision
number.

e Any results that did NOT match a Rule ID.

e Incoming checklist has target data.
Note: This wording will only appear if the checklist being imported contains target data.
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4. Complete the import with only the Rule IDs having matching revision numbers by clicking
Complete Import. To bring in all results regardless of revision matches, click the checkbox
beside Include loosely matched results and then click Complete Import.

Selected file contains 250 Rules

° 160 rules had matching Rule IDs and are ready to import

o 2 rules had matching Rule 1Ds, but mismatched Revision IDs
O Include loosely matched results

o 88 rules could not be matched Show

[ incoming checklist has target data. Show
Include target Data

Cancel Complete Import

5. If any rules did not match, click Show, and the rule(s) that could not be matched will be

displayed.

Selected file contains 250 Rules

° 160 rules had matching Rule I1Ds and are ready to import

0 2 rules had matching Rule IDs, but mismatched Revision 1Ds

[ Include loosely matched results

0 88 rules could not be matched Hide

xocdf mil.di
xcedf mil.di

[ incoming checklist has target data. Show
Include target Data

Cancel Complete Import
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If the file being imported contains target data, the pop-up will give the user the option to
include the target data or exclude it from the import. It will also allow the user to view the
target data being imported.

Selected file contains 250 Rules

° 160 rules had matching Rule IDs and are ready to import

o 2 rules had matching Rule 1Ds, but mismatched Revision IDs

[ Include loosely matched results

e 88 rules could not be matched Show
[ incoming checklist has target data. Hide
Include target Data
IF Lddre=s:
Host Name: b
Cancel Complete Import

6. The imported results will be shown in the checklist. The example below was completed
using the Import XCCDF or CMRS Results without checking the box to Include loosely
matched results.

= STIG Viewer 3.5 : STIG Checklists

*MNew Checkiist X | =

Checklist Rules Y Ee ] B sae & import 4 Export A" Edit Checklist
“ catl Ccatll cat = =
Microsoft Windows 10
Group 1D 2 Version: 3 Release: 2 Benchmark Date: 15 Nov 2024
tems must use eith GROUP ID: RULE ID: STIG ID: 261
V-268315 V-268319 5V-268319r1028350 WN10-CC-000063 [t
Copilotin Windows must be disabled for W.
V.220052 SRG ID: SEVERITY:
Passwords for enabled local Administrator SRG-0S-000480-GPOS-00227 CAT Il
m V-220850 - R
User Account Control must run all administ... CLASSIEICATION [ ] 1;5" ] BS Arinaing
m V-220047 Undlassified
User Account Gontrol must automatically d. [ DEslErane M) REse=ie
58 3
V-220944
User Accourt Control approval mode for th. Rule Title:
40%
V-220037
(\?) The system must bs configured to prevent Windows 10 systems must use either Group Policy or an heckiist Type
\-220867 approved Mobile Device Management (MDM) product to Computing -
The Windows Remote Management (WinR.. enforce STIG compliance.
V-220857 . =
D The Windows Installer Always install with el Di Host Name
V-220856 . N
Users must be prevented from changing in. Without Windows 10 systems being managed, devices could s
V-220850 be rogue and become targets of an attacker.
Remote Desktop Services must always pro.
V220848 Check Text:
Passwords must not be saved in e Remo Verify the Windews 10 system is recsiving
V-220822 N N
The user must be prompled for a password... relicy from sither Croup Policy or an MDM n Name
m V220821 with the following steps:
Users must be prompted for a password on, hé
Target Comments
V-220811
Virtualization Based Security must be enab Role
V-220754 None -
The system must be configured fo audit De. |
261 Rules =]
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The example below was completed using the Import XCCDF or CMRS Results and
checking the box to Include loosely matched results.

= STIG Viewer 3.5 : STIG Checklists
*New Checkiist X

Checklist Rules T Ee ] B save & import & Export 4" Edit Checklist

“ Catl Catll Catlll

Microsoft Windows 10

Version: 3 Release: 2 Benchmark Date: 15 Nov 2024
Group ID v Release: 2 Benchmark Date: 15 Nov 2024
systems must use either Grou.... GROUP ID: RULE ID: STIG ID: 261
V-268315 V-268319 SY-268319r1028350 WN10-CC-000063 b=
Copilot in Windows must be disabled for W.
V-220052 SRGID: SEVERITY:
Passwords for enabled local Administrator ... SRG-05-000480-GPOS-00227 CAT Il
V-220050 -
@ User Account Control must run all administ. .. CLASSIFICATION B ?z;r | | g;t g
m 247 Unclassified N et .
User Account Control must aufomatically ... ot Reviewe: ot Applicable
r Account Gontrol must automatically d = e [ ] : Applics
0 V-220944
User Account Control approval mode for th Rule Title: Score
39%
@ v-220937 - . ‘Windows 10 systems must use either Group Policy or an ech
The system must be configured fo prevent
V.220867 approved Mobile Device Management (MDM) product to Computing -
0 The Windows Remote Management (WinR enforce STIG compliance.
V-220857 Host Name
The Windows Insialler Always install with el.. Discussion: - -
V-220856 - . . .
Users must be prevented from changing in... Without Windows 10 systems being managed, devices could -
V220850 be rogue and become targets of an attacker.
Remote Deskiop Services must always pro...
V-220848 Check Text: MAC Addre:
Fassuords must not be saved in fhe Remo Verify the Windows 10 system is receiving
V-220822 ) ) . L o
The user must be prompted for 2 password.. pelicy from either Group Pelicy or an MIM Fully
m V.220821 with the following steps:
Users must be prompted for a password on... h
m V-220811
Virtualization Based Security must be enab "
0 V-220754 None -
The system must be configured fo audit De .
261 Rules

5.6.2 Import Checklist Data

To import STIG Viewer 3.x checklist data into another checklist, click Import and then select
Import Checklist Data. This will bring in Status, Comments, Finding Details, and Target Data
from the checklist being imported.
1. Navigate to the checklist file to import and click Load.
2. A pop-up window will display the following:
e The number of results with matching Rule IDs and revision numbers that are ready to
import.
e The number of results with matching Rule IDs but that do NOT match the rule revision

numbet.

Note: To include these rules, the user must check the checkbox to include the loosely
matched results.

Note: This wording shows only if the checklist being imported contains Rule IDs that
did not match on revision number.

e Any results that did NOT match a Rule ID.

Note: This wording shows only if the checklist being imported contains Rule IDs that
did not match on Rule ID.

e If some of the incoming Rules contain Comments or Finding Details, the user will be
allowed to select actions for those fields.
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Note: This wording shows only if the checklist being imported contains Comments or
Finding Details.

o Options are:
* Replace existing.
* Append to existing.
= Jgnore incoming.
e Incoming checklist has target data.
Note: This wording shows only if the checklist being imported contains target data.

Selected file contains 373 Rules

e 365 rules had matching Rule IDs and are ready to import

o 8 rules had matching Rule IDs, but mismatched Revision 1Ds

[ Include loosely matched results

E Some incoming results have comments.
Comment Behavior

Replace Existing Comments v

E Some incoming results have finding details.
Finding Details Behavior

Replace Existing Finding Details -

[ incoming checklist has target data. Show

Include target Data

Cancel Complete Import

5.6.3 Import STIG Viewer CSV Data

To import an updated STIG Viewer 3.x CSV file into STIG Viewer 3.x, click Import and then
select Import STIG Viewer CSV.

= STIG Viewer 3.7 : STIG Checklists

*New Checklist X | -

Checklist Rules Y e B save ¥ Import 4 Export  #° Edit Checklist
All Catl Catll Cat Il
Red Hat Enterprise Linux 9 B 'mport XCCDF or CMRS Results
Group ID Version: 2 Release: 7 Benchmark Date: 05 Jan 2026 .
V-279936 =, Import Checklist Data
RHEL 9 must audit any script or executable GROUP ID: RULE ID: STIG ID:
-_— .
V272496 _ V-279936 SV-279936r1156361 RHEL-09-654097 [ agj 'mport STIG Viewer CSV ]
RHEL 9 must elevate the SELinux context ...
-
| W v-272488 SRG ID: SEVERITY:
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5.6.3.1 CSV Format Requirements

A valid CSV must contain all the following column headers with these exact names (order does not
matter):

e Benchmark ID.

e Rule ID.

e Status.

e Comments.

e Finding Details.

e Severity Override.

e Severity Override Reason.

e FQDN.

e [P Address.

e MAC Address.

e Host Name.

e Technology Area.
o All 12 headers must exist in the CSV, even if some cells are empty.

o Header names must not be renamed, removed, or misspelled. Doing so will cause the
import to fail.

o The exported CSV from STIG Viewer’s Export >> CSV >> All Rules option already
includes these columns.

5.6.3.2 Validation Rules
Table 5-1: STIG Viewer CSV Import Validation Rules

Invalid results shown

Field Validation Rule . .
in Import Dialog
Benchmark ID Must contain the valid Benchmark ID for the 1. An incorrect STIG
STIG being processed. will show that rules

could not be matched
and allow the user to
cancel or complete the
import, but nothing will
be updated.

2. If column is empty, it
will show “Import
Failed” and not allow
import.

Status Must be one of the following: Open, Not A Appears under Invalid
Finding, Not Applicable, or Not Reviewed (case- | Status Values.
insensitive). Blank (empty) Status cells are
automatically set to Not Reviewed during import.

Unrecognized values (e.g., Fail, Pass, etc.) are
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Invalid results shown

Validation Rule

in Import Dialog
treated as invalid and must be corrected before
import can complete.
Severity Override Must be Low, Medium, or High (case-insensitive) =~ Appears under Invalid
Severity-Override

Values.
Severity Override = Required whenever a valid Severity Override is Appears under Missing
Reason set. Severity-Override
Justifications.
Technology Area Must match one of the following (case- Appears under Invalid

insensitive): None, Application Review, Boundary = Technology Area

Security, CDS Admin Review, CDS Technical Values.

Review, Database Review, Domain Name System

(DNS), Exchange Server, Host Based System

Security (HBSS), Internal Network, Mobility,

Releasable Networks (REL), Traditional Security,

Unix OS, VVOIP Review, Web Review,

Windows OS, Other Review, Workstation,

Member Server, Domain Controllet.
Target Data (all  Each Target Data field (FQDN, IP Address, Appears under
fields) MAC Address, Host Name, Technology Area) Conflicting Target Data.

must contain a single consistent value across the

entire CSV. If multiple unique values are found

for the same field, it will appear under Conflicting

Target Data. Empty or blank cells are ignored

during validation.

5.6.3.3 Ignored Columns During Import

The following fields (found under Header and Rule Info in the Export screen) are included only for
reference and are not used by the CSV import feature:

e Header Fields: Benchmark Name, Release Info, Version, Group ID, Severity, STIG ID,
Classification, Asset Posture.

e Rule Info Fields: SRG ID, Rule Title, Fix Text, Discussion, CCls, Legacy IDs, Check
Content, Check Content Ref, IA Controls, Weight, False Positives, False Negatives,
Documentable, Security Override Guidance, Potential Impacts, Third-Party Tools,
Responsibility, Mitigations, Mitigation Control

These columns are ignored by the parser and do not affect validation results.
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5.7 Exporting Checklist Data
1. Click the Export icon to export the checklist data.

= STIG Viewer 3.5 : STIG Checklists

# Mew Checkiist X -+

Checklist Rules T o B save ¥ import /# Edit Checklist
All Catl Catll Cat Il = .
Microsoft Windows 10
Group ID = Version: 3 Release: 2 Benchmark Date: 15 Nov 2024
lems must use either Grou... GROUP ID: RULEID: STIG ID:
V-268315 V-268319 SV-268319r1028350 WN10-CC-000063
Copilot in Windows must be disabled for W..
m V_220052 SRG ID: SEVERITY:
Passwords for enabled local Administrator ... SRG-05-000480-GPOS-00227 CAT I
@ V-220950 Open Not A Findin
User Account Control must run all administ & l
ser Account Control must run all admin CLASSIFICATION B 128 [ ] a2
V-220047 Unclassified
User Account Control must automatically d. \:‘ Mot Reviewed . Not Applicable
47 3
V-220044
User Account Control approval moede for th... Rule Title:
39%
V-220937
@ The system must be configured to prevent .. Windows 10 systems must use either Group Policy or an hecklist Type
V-220867 approved Mobile Device Management (MDM) product to Computing -
m The Windows Remole Management (WinR. enforce STIG compliance.
V-220857 Host Name
The Windows Installer Always install with el Discussion: SetHame
V-220856 5
Users must be prevented from changing in Without Windows 10 systems being managed, devices could e
ess
V.220850 be rogue and become targets of an attacker.
Remote Deskiop Services must always pro.
V220842 Check Text:
Fasswords must not be saved n fhe Remo.. Verify the Windows 10 system is receiving
m V-220822 .. . - 5 -
The user must be prompled for a password... policy from either Group Policy or an MIM Fully Qualified Domain Name
V.220821 with the following steps:
Users must be prompled for a password on b
Target Comments
v-220811
Virtualizafion Based Security must be enab. Role
V-220754 None -
The system must be configured to audit De.
261 Rules _ L -

2. 'This displays a pop-up window, which shows a choice of export format and which fields to

include.
Export Format
CSV  CMRSXML CKL CKLB
Export Type
LURTIC  Filtered Rules
Export Fields
Header All head elds are being ex v
Rule Info All rule info fields are xported v
Checklist Data All checklist data fields are being ex "
Target Data All target data fields are being exported v

The defaults are HTML format and All fields. Users can change the export format by clicking the
desired format. Possible formats are HTML, CSV, CMRS XML, CKL (SV v2 format), and
CKLB.
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Note: CKLB format can now be imported into eMASS.

Users can exclude fields from each section by clicking the caret to display fields for each section and
clicking None to exclude all the fields or clicking a field to exclude it.

Export Format

Gl "IN C3V  CMRSXML CKL  CKLB

Export Type

LARONE  Filtered Rules

Export Fields

Header All header fields are being exported ~

Benchmark Name Benchmark ID Release Info Group ID

All None
Rule Info All rule info fields are being exported v
Checklist Data All checklist data fields are being exported v
Target Data All target data fields are being exported v

Export Format

HTML Csv CMRS XML CKL CKLB

Export Type
All Rules Filtered Rules

Export Fields
Header All header fields are being exported v
Rule Info Some rule info fields are being exported ~

T T ST T T
T ST B T S

All None
Checklist Data All checklist data fields are being exported v
Target Data All target data fields are being exported v

72



STIG Viewer 3.x User Guide, VIR8 Defense Information Systems Agency
13 August 2026 Developed by DISA for the DoW

Note: Any fields not highlighted will be excluded from the export.

5.8 Resizing the Checklist Pane
1. To resize the checklist pane vertically, click the bar between the rule list and the rule details
and drag left or right.

2. To resize the checklist pane horizontally, click the bar between the rule details and the
Comments and Finding Details and drag up or down.
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6. SRG/STIG APPLICABILITY GUIDE

6.1 Accessing Applicability Guide from STIG Viewer 3 Dashboard

1. To access existing Applicability Guides, select the Open icon and navigate to the existing
location.

2. To create a new collection, select the New icon or click the Applicability Guide icon.

STIG Viewer 3.5

— Ope"
= No Recent STIGS
STIG Viewer
New
No Recent Collections
Applicability Guide
| — o New Open
% I Mo Recent Checklists
Checklists
6.2 Menu

The hamburger menu is in the upper-left corner. This menu is divided into three sections: FILE,
APP, and HELP. It also contains the Exit option.

= STIG Viewer 3.5 : Applicability Guide
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6.2.1 File Menu

The FILE section allows the user to create a new asset collection or open an existing one.

= STIG Viewer 3.7 : Applicability Guide

FILE HELP SHORTCUTS
New Release Notes CTRL N New Collection
CTRL O ;

Open Dependency List Open Collection
User Guide

APP
Check for Updates

Preferences

Exit

6.2.2 App Menu

This section contains the Preferences menu, which allows the user to set preferences in the
application such as enable sunset labels, change the font size, access application logs, change the
theme, set the Default App for which application to open when accessing STIG Viewer, and reset
the application back to the default settings.

= STIG Viewer 3.7 : Applicability Guide

FILE HELP SHORTCUTS
New Release Notes CTRL N New Collection
CTRL O ;
Open Dependency List Open Collection
User Guide
APP

Check for Updates
Preferences

Exit
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= STIG Viewer 3.5

Preferences

[ Enable Sunset Labels
Aute-Save Checklists
[J Force Single Instance
[J Always Show Classification Options

Edit Classification Levels

Zoom

—eo
LogPath
C:\Users\eva.tosten\AppData\Roaming\STIG_VIEWER_3\logs

Reset App

Dashboard -

Default -

m Cance'

6.3 Navigation Bar Menu

6.3.1 Overview

The navigation bar (Navbar) will display a list of options to interact with the application and the
created collection. When viewing a collection, buttons will appear such as Save, Merge, etc.

= STIG Viewer 3.5 : Applicability Guide A B =

B save * J. Merge ¥ Export

New Collection +0/,08

6.3.2 Merge Button

Click this button to open a file dialog and select a collection file to merge into the open collection.
This is explained below in more detail.

6.3.3 Save Button

Click this button to open a file dialog, name the collection file, and save it to disk. This is explained
below in more detail.
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6.3.4 Export Button

Click this button to expand the export button into four options. These are explained below in more
detail.

Assets

Export Assets as Text

Export Assets as HTML
STIGs
Export STIGs as Text

Export STIGs as HTML

6.3.5 Right-Click Menu

6.3.5.1 Menu

Right clicking an asset will provide a menu. This menu has shortcuts to add an asset, edit the asset,
remove the asset, and enter Guide Mode. The right-click menu also includes two features that are
not available elsewhere: Add Parent and Add Parent using Guide Mode. Note that these two
features are only available if the selected asset and its current parent have matching assets.

= STIG Viewer 3.5 : Applicability Guide

B save *

v New Collection +0s 08

Mictosoft Windows 11 ame +OFS B X

Create Asset

Add Parent

Guide Mode » Add Asset
Edit Asset Add Parent

Delete Asset

6.4 Asset Tree

6.4.1 Overview

The main view under the File menu is the Asset Tree. This allows the user to view their current
collection and add, edit, or remove assets. Based on the selections, a pane to the right can appear to
display or collect additional information about the selection. The Asset the user is working with will
be highlighted in green.
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= STIG Viewer 3.5 : Applicability Guide

3 save * 5 X Close
v New Collection +@,/ P8 Create Asset
v  CloudSerice UG Cloud Service +O,/ B X
As Name
~  VMWare vSphere 7.0 Virtual Machine N0 Name +@F/ P X
Asset Types
v Microsoft Windows 11 No Name +0,/ P X
_— Application
ESS Agent Handler  NO Name +O,/ P X Container
Microsoft Office System 2016 No Name +O, P X Generic Network Element
Java Runtime Environment (JRE) & for Win SpEine hziners iz
: T+, P X

Virtual Appliance

Virtual Machine

Cancel

6.4.2 Creating a Collection

1. To create an asset collection and begin adding assets, click the Applicability Guide icon on
the home page or click the icon in the navigation bar at the top.

= STIG Viewer 3.5

Open
No

New Qpen

No Recent Collections

Applicability Guide

New Open

No Recent Checklists

Checklists
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2. Enter a name for the collection, and then click Create.

= STIG Viewer 3.5 : Applicability Guide

New Collection
Asset Collection

Note: To go straight to a collection without naming it, click New in the Applicability
Guide section of the home page.

Hew Open

Applicabilty Guide

6.4.3 Adding Assets (Standard Mode)
1. Click the “+” to add the first Asset.

= STIG Viewer 3.5 : Applicability Guide 113 B =

B save * 7. Merge ¥ Export

UG Asset Collection ‘ +Gs, 08
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2. A selection pane will appear to the right, and the selected asset will be highlighted in green.
Enter the Asset Name and select the Asset Type that applies to this asset.

= STIG Viewer 3.5 : Applicability Guide o X
B save * + % Close
UG Asset Collection +G,/ 0B | Create Asset
Asset Name
Aszset Types

@Group \

Cloud Service

Enclave or Network

Information System

Majer Program, Service, or Application
Operating System

Site

w Machine J

Cancel
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3. After the Asset Type is selected, applicable labels' for the asset can be selected. Select zero
or more labels that apply to the asset, and then click Create to create entries in the asset tree
representing that item. Use the search input to find desired labels quickly.

= STIG Viewer 3.5 : Applicability Guide

g Save *

UG Asset Collection +0,/08

A E @ =

% Expand All J. Merge + Export

Create Operating System Asset

Asset Name

Asset Types

Major Pragram, Service, or Application

Operating System

Site

Labels win

Microsoft Windows 11

Microsoft Windows 7

Microsoft Windows 8/8.1

Microsoft Windows Server 2008 Domain Controller

Microsoft Windows Server 2008 Member Server

Microsoft Windows Server 2008 R2 Domain Controller

Microsoft Windows Server 2008 R2 Member Server

Microsoft Windows Server 2012 and 2012R2 Domain Controller

Microsoft Windows Server 2012 and 2012R2 Member Server

Microsoft Windows Server 2016

Microsoft Windows Server 2019

Microsoft Windows Server 2022 | -

= STIG Viewer 3.5 : Applicability Guide

aSaue-*

f E B8 =

J. Merge ¥ Export

v UG Asset Collection
Microsoft Windows 11 Mo Name

Microsoft Windows Server 2022 No Name

+0, 08
+0O/,/ P X

+O,/P X

Note: The user can replace No Name by using Edit Asset described later in this document.

! Asset Label: A descriptive tag that applies to an asset type.

81



STIG Viewer 3.x User Guide, VIR8 Defense Information Systems Agency
13 August 2026 Developed by DISA for the DoW

6.4.4 Adding Assets (Guide Mode)

1. Click the compass icon (circle with a diamond) next to the “+” button to begin Guide
Mode.

= STIG Viewer 3.5 : Applicability Guide

aSave-*:

UG Asset Collection +0,.P8

2. After clicking Guide Mode, a pane will appear to the right prompting the user to add an
asset by asking a series of questions. Answer Yes or No to each appropriate question and
select End Guide when finished.

= STIG Viewer 3.5 : Applicability Guide

B save *

UG Asset Collection +0s 08 Guide Mode - Operating System

Are there any Operating Systems to add?

Description:

MNaone
Available Labels:

Nutanix_AOS_5-20-x_0S_STIG

Tri-Lab Operating System Stack (TOSS) 4
Microsoft Windows 7

Microsoft Windows 8/8.1

Microsoft Windows 10

Microsoft Windows 11

Microsoft Windows Server 2016
Microsoft Windows Server 2019

Microsoft Windows Server 2022

K 3 B3
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3. Select No to move to the next asset in the list. Select Yes to move to the label pane where
name and the asset type label can be selected (if available).

= STIG Viewer 3.5 : Applicability Guide fr =

B save * J. Merge ¥ Export

UG Asset Collection +0s, P8 Create Operating System Asset

Labels win

Microsoft Windows 10

Microsoft Windows 11

Microsoft Windows 7
Microsoft Windows 8/8.1

Microsoft Windows Server 2008 Domain
Controller

Microsoft Windows Server 2008 Member Server

Microsoft Windows Server 2008 R2 Domain
Controller

Microsoft Windows Server 2008 R2 Member
Server e

4. After adding and creating an asset, the wizard will descend into its children. The next
prompt will be the first child of the asset just added. After a decision is made to add each
child, the wizard will return to the top level, and other assets can be added. This process
continues until every asset type available has been addressed.

= STIG Viewer 3.5 : Applicability Guide A a =
B Save * 2 Merge ¥ Export
v UG Asset Collection +os,rB Guide Mode - Application
Microsoft Windows 11
o Name TO/EX Are there any Applications to add?
Description

An application is a software program hosted by an
information system.

Available Labels:

AvePoint Compliance Guardian

SPEC Innovations Innoslate 4.x
Windows Defender Antivirus

McAfee VirusScan 8.8 Local Client
McAfee VirusScan 8.8 Managed Client
McAfee VSEL 1.9/2.0 Managed Client
McAfee VSEL 1.9/2.0 Local Client

Microsoft Windows Firewall with Advanced

Security
B3 B3
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Notes:

e Select multiple labels to create multiple tree items with the different labels selected.
e To leave Guide Mode, click End Guide.

6.4.5 Adding Parent Assets

After an asset has been created, a new parent can be added by using the Add Parent feature.

Note: The Add Parent feature will only be available if an asset type is available that allows
relationships between the selected asset and its current parent.

1. Right-click the asset to which the parent will be added and select Add Parent.

= STIG Viewer 3.5 : Applicability Guide A | =
B save * 7, Merge ¥ Export
v UG Asset Collection +O/s,08
Microsoft Windows 11 UG OS +OF, P X

Create Asset

Add Parent

Guide Mode »

Edit Asset

Delete Asset

2. Select the asset to add and click Create.

= STIG Viewer 3.5 : Applicability Guide fr | =

a Save * 7, Merge #* Export

v UG Asset Collection +O,08 Create Asset

Microsoft Windows 11 UG0S + @) I X

Asset Name

Asset Types

Asset Group

Virtual Machine

Cancel
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Note: Listed on the right are assets available based on the asset selected and its current parent.

3. The new parent will be added to the asset.

6.4.6 Adding Parent Assets (Guide Mode)

= STIG Viewer 3.5 : Applicability Guide

Bsave*

~ UG Asset Collection

+a@/sra

Microsoft Windows 11 UG 0S| + @ 4" I X

Name

Asset Types

Asset Group

Virtual Machine

Labels h Labels

VIVIVVGIE VOPIIEIE LU VUG VgL e

VMWare vSphere 6.5 Virtual Machine

VMWare vSphere 6.7 Virtual Machine

VMWare vSphere 7.0 Virtual Machine

VMWare vSphere 8.0 Virtual Machine

= STIG Viewer 3.5 : Applicability Guide

A save *

v UG Asset Collection

v VMWare vSphere 8.0 Virwal Machine N0 Name

Microsoft Windows 11 UG OS

f B B8

J. Merge

+0, P8

+O,/ P X

+O,/ P X

If an asset has been created but reverse order is desired, a parent can be added using the Guide
Mode by clicking the Add Parent option when selecting Guide Mode.

Note: The Add Parent feature will only be available if an asset type is available that allows
relationships between the selected asset and its current parent.
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1. Right-click the asset to which the parent will be added and select Guide Mode >> Add
Parent.

= STIG Viewer 3.5 : Applicability Guide

B Save * J. Merge
v UG Asset Collection +O/s,/ 08
v VMWare vSphere 8.0 Virtual Machine I ame + 0, Px
Microsoft Windows 11 UG OS Create Assel +O5/ P X
Add Parent

Guide Mode » Add Asset

Edit Asset Add Parent

Delete Asset

2. On the right, select Guide Mode to view available asset labels based on the asset selected
and its current parent.

= STIG Viewer 3.5 : Applicability Guide A | =
D save * 7. Merge # Export
v UG Asset Collection +G/, BB Guide Mode - Asset Group
WMWare vSphere 5.0 Virtual Ma...
M e O/ P X Are there any Asset Groups to add?
Microsoft Windows 11 Description
UG 05 +O/ B X

An unstructured group that can contain any Asset Type.

Available Labels:

Empty Label

3 E3 B3
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3. Select Yes on the Asset Type, name it, select the label to add, and then click Create.

= STIG Viewer 3.5 : Applicability Guide A = O X
Save * Merge & Export Close
a % 3 X
v UG Asset Collection +tos/re Create Cloud Service Asset
WMWare vSphere 8.0 Virtual Ma .
_— +0,/ B X Asset Name
- UG Cloud Serivce
Microsoft Windows 11
+OS/ P X

UG 0s

Labels rch Labels

Cloud Service

4. The new parent will be added to the asset.

= STIG Viewer 3.5 : Applicability Guide A B = — O X
B save * 7 Merge + Expont X Close
v UG Asset Collection +0,. 08 Guide Mode - Application
v CloudService UG Cloud Serivee +0O,/ B X

Are there any Applications to add?

~v VMWarevSphere 80 Virual Machine Mo Name 4+ @ 0 I X Description

An application is a software program hosted by an information system.

Microscft Windows 11 UG 0S +0O, B X
Available Labels:
AvePoint Compliance Guardian
SPEC Innovations Innoslate 4.x
Windows Defender Antivirus
McAfee VirusScan 8.8 Local Client
McAfee VirusScan 8.8 Managed Client
McAfee VSEL 1.9/2.0 Managed Client
McAfee VSEL 1.9/2.0 Local Client
Microsoft Windows Firewall with Advanced Security

McAfee Application Control 7.x

El K3 E3
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5. Click End Guide.

= STIG Viewer 3.5 : Applicability Guide f a =
D save * J. Merge ¥ Export
~v UG Asset Collection +O,- P8
~v  Cludssvice UG Cloud Serivce +OF5 P X
v VMWare vSphere 8.0 Virual Machine ame +O75, B X
Microsoft Windows 11 UG OS +OFS P X

6.4.7 Editing Assets

1. After creating an asset, click the pencil icon to begin editing an asset. A pane will appear on
the right side with the current asset information.

= STIG Viewer 3.5 : Applicability Guide

a Save *
v UG Asset Collection -V 1=
v CludSevice UG Cloud Serivece + Gl! bl
“  VMWare vSphere 8.0 Virtual Machine Name +0,/ P X

Edit Asset
Microsoft Windows 11 UG 0S + x

2. Change the name of the asset and the label (if available) as needed and click Save.

= STIG Viewer 3.5 : Applicability Guide

B save *
v UG Asset Collection +o/e8 Edit UG Virtual Machine
v Cloud Senvice UG Cloud Serivce +O/5/ B X Asset Name
UG Virtual Machine
N VMWare vSphers 8.0 Virtual Machine Mo Name 4+ @) 0 I8 X
Labels Q. Search Labels
Microsoft Windows 11 UG 0S +0O0,/ B X

WMWare ESXi 5.0 Virtual Machine

WVMWare vSphere 6.0 Virtual Machine

WMWare vSphere 6.5 Virtual Machine

VMWare vSphere 6.7 Virtual Machine

WMWare vSphere 7.0 Virtual Machine

WMWare vSphere 8.0 Virtual Machine

cance‘ ﬂ
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3. The changes will be reflected on the tree to the left.

= STIG Viewer 3.5 : Applicability Guide A 8B =
) save * 7, Merge ¥ Export
w UG Asset Collection +O/, 08
v CloudSevice UG Cloud Serivce +07,P %
“v  VMWere vSphers 5.0 Virual Machine UG Virtual Machine +O,/B X
Microsoft Windows 11 UG 0S +O/,/ P X

6.4.8 Removing Assets

To remove an asset, click X next to the tree item and click Delete.

v Asset Collection +9/86 v Asset Collection +Q9/86
Operating System My Operating System +9,8 @j Delete  operating System My Operating System? De\i‘j Cancel

Delete Asset

6.5 Save, Open, and Merge

6.5.1 Overview

When an asset posture is built, the application allows the user to save the collection as a JSON
document for import later. These options can be found under the File menu located under the
hamburger menu or by using the Save icon at the top of the page.

6.5.2 Save Collection

1. To save a collection, select the Save icon in the navigation bar or open the hamburger menu
and select File >> Save.

= Applicability Guide
Qs
~ UG Asset Collection +0/s,. 08
v Cloudsenvice UG Cloud Service -V d B
“  VIMWare vSphere 7.0 Virtual Machine UG Virtual Machine -V d B
Microsoft Windows 11 UG 0S +O7/ B X
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= Applicability Guide

FILE HELP

New Release Notes
Open Dependency List
Save User Guide

Save-As Check for Updates

APP

Preferences

Exit

2. A window will pop up with the option to choose a save location and a file name if this is a
new collection. Click Save to save the collection.

File name: | UG Asset Collection.json

~ Hide Folders

Save astype: Collection Files (*json)

Save Cancel

6.5.3 Open Collection

1. To open an Asset Collection (either JSON or XML), click Load Collection to load an
existing collection or select from the Recent Collections section of the main page.

Note: Alternatively, click the hamburger menu and select File >> Open to open files.

= STIG Viewer 3.5 : Applicability Guide

Asset Collections
Load Collection

Create Collection

Recent Collections

UG Asset Collection
X

C:\Users\eva tosten\Downloads\UG Asset Collec
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2. Navigate to the location of the saved Asset Collection document, select it, and click Load.

bt

+ » Downloads o @) Search Downloads y-l

folder =~ []

~
nfc Name Date modified Type Size I
v Today
: UG Asset Collection,json 1/13/2025 1:02 PM JSOM File
File name: | UG Asset Collection.json ~ Collection Files (*json;"xml}
Load Cancel

= STIG Viewer 3.5 : Applicability Guide

B save
w UG Asset Collection +0s. P8
v Cloudsenice UG Cloud Serivce +07, P X
v VMWare vSphere 8.0 Virtual Machine UG Virtual Machine +0O,.P X
Microsoft Windows 11 UG OS +0, P X

Note: If an imported asset has been sunset or deprecated, an indicator will be displayed next to the
asset. A red sun indicator signifies that it is sunset. To view the names of sunset assets, select File
>> Preferences and check Enable Sunset Labels to enable the Sunset Labels option.

= STIG Viewer 3.5 : Applicability Guide A a =
) save * 1. Merge ¥ Export
v UG Asset Collection +0,. 08
v Cloudsenice UG Cloud Serivce +0O7, P X
~  VMWare vSphere 80 Virtual Machine UG Virtual Machine +0O7, P X
v Microsoft Windows 11 UG 0S +0O75, P X
Adsbe ColdFusion 11 Legacy Cold Fusion - Sunset O +0,5, P X

6.5.4 Merge Collection

Merging an asset collection allows the user to import assets from an asset collection file into the
currently open collection. When the merge operation is successful, the assets of the merged
collection will be appended to the end of the current collection.
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6.5.4.1 Merge an Asset Collection
1. In the Navbar, click the Merge icon.

= STIG Viewer 3.5 : Applicability Guide

asave-*

2. Navigate to the location of the saved Asset Collection document, select it, and click Load.

] Open *
- v 4 » This PC » Desktop » Examples w B Search Example o
Organize = New folder ~ [
= MName Date modified Type Size
My_First_Collection 1/10/2019 2:10 PM XML Document

6.5.4.2 Merge Collections (with tree not empty)

v hssel Collection +0/08 v Asset Callection +os/PB
v CloudSevice UG Cloud Service +OF/ P X

v CloudSenice UG Cloud Service +O/ B X
v WMWare vSohere 6.7 Virtual Machine UG Virtual Machine B Fd B

~  VMWare vSphere 6.7 Virusl Machine UG Virtual Machine EX-Td B
— Microsoft Windows 10 UG OS +OF P X

Microsoft Windows 10 UG 08

ierosoft Windaw: +0/ P X - N +OF/E %

6.6 Drag and Drop

6.6.1 Overview

The SRG/STIG Applicability Guide is drag-and-drop enabled, meaning the user can drag and drop
a compatible asset into another asset.

6.6.2 Drag and Drop Assets

To drag and drop an asset, left-click and hold with the left mouse button and then drag it to the
intended asset. When the dragged asset encounters a compatible asset, the compatible asset will turn
green, signaling a valid drop location. If the asset is not compatible, the asset will not be moved, and
a message will be displayed.

Compatible Item Dragged Incompatible Item Dragged
= STIG Viewer 3.5 : Applicability Guide # | = (]
B SEn) EEEE) B B d parent for object
+ UG Asset Collection +0s008
- ﬂ\\(‘llru‘:wru B Td B3
+OF/ P X
v achine ~O/Ex
v o sl UG0S +OF P X
s ColdFuskn 11 Legacy Cold Fusion - Sunset 0 +OSPX
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6.7 Exports

6.7.1 Overview

After building an asset collection, the user can export the requirements/policy documents using
options in the Navbar menu. Exports come in two file types, HTML and text, and in two varieties,
normal/flat and asset-based list. The flat list contains only the policy documents and their
information, whereas the asset-based list also contains the asset that it applies to and the path to get
to that asset.

= STIG Viewer 3.5 : Applicability Guide fr | =
B save * 7, Merge ¥ Export

w UG Asset Collection Assets wwes

Export Assets as Text
v CloudService UG Cloud Serivee Export Assels as HTML 227 x

) STIGs
' VMWare vSphere 8.0 Virtual Machine UG Virtual Machine 2B X<
Export STIGs as Text

v MirosftWindows 11 UG 05 Export STIGs as HTML V5B X
Adobe ColdFusion 11 Legacy Cold Fusion - Sunset O +OS/ P X

6.7.2 Preview

To access a preview of the current collection, select Documents from the asset tree. The window
on the right will show a list of the Requirements/Policy Documents that apply to the current asset
posture.

= STIG Viewer 3.5 : Applicability Guide

B save *

v UG Asset Collection +0/!E« Documents

v  CloudSenice UG Cloud Serivce +0O/B X

Cloud Computing Security Requirements Guide

VMWare vEphere 8.0 Virtual Machine
- + PX ) N )
UG Virtual Machine os VMware vSphere 8.0 Virtual Machine Security Technical

Implementation Guide

v ESccniweiwl UG 08 +O/P X Microsoft Windows 11 Security Technical Implementation
[ o [
Guide
Aoobe Boldfusien | t +0O, P X Adobe ColdFusion 11 Security Technical Implementation

Legacy Cold Fusion - Sunset Guide
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6.7.3 Exporting

1. To export assets, select Export Assets as Text (or as HTML) in the Navbar.
2. In the pop-up menu, choose the location and name of the export file and click Save.

File name: | asset_based

Save as type: Text Files (*.txt)

i~ Hide Folders Cancel
Examples:
N
[Asset Collection] - Asset Collaction » [Cloud Sarvice] - UG Cloud Service -
[Cloud Service]: Cloud Service - UG Cloud Service -
O oumant Benchmark D: Lloud Sie. T G4
URL: hitps:/ipublic.cyber.mil/sti ?7_dI_facet_stigs=stig-dccs
\ )
.
|Asset Collection] - Asset Collaction » [Cloud Saervica] - UG Cloud Service » [Virtual Machina) - UG Virtual Machine
[Virtual Machine]: VMWare vSphere 7.0 Virtual Machine - UG Virtual Machine
Document Title: Viware vSphera 70 Viriual Machine Sacurity Technical Implemantation Guida
Document Benchmark ID: VMW _vSphare_7-0_Virtual_Machine_STIC
URL: hitps://public.cyber.mil/stigs/downloads/
\ J
.
[Asset Collection] - Asset Collaction = [Cloud Service] - UG Cloud Service = [Virtual Machine] - UG Virtual Machine > [Operating System]
[Operating System]: Microsoft Windows 11 -
Document Tile: Microsoft Windows 11 Security Technical |n;m smentation Guide
Document Benchmark ID: Microsoft_Windows_11_STIC
URL: https:/ipublic.cyber.mil/stis 2 ﬂU’lHL 0!
\ )
.
[Asset Collection] - Asset Collaction » [Cloud Sarvice] - UG Cloud Service » [Virtual Machine] - UG Virtual Machine > [Operating System]
[Operating System): Microsoft Windows Server 2019 -
Document Title: Windows Sarver 2018 Security Technical Implementation Guide
Document Benchmark ID: Windows_Server_2018_STIC
L URL: https:/ipublic.cyber.mil/ats 2_d|_facet_stigs=operating-ay. “a2Cwindows )
| Asset Collection_Assets.txt - Notepad — O X
Eile Edit Format View Help
[Asset Collection] - Asset Collection > [Cloud Service] - UG Cloud Service A
[Cloud Service]: Cloud Service - UG Cloud Service
Document Title: Cloud Computing Security Requirements Guide
Document Benchmark ID: Cloud_SRG
URL: https://public.cyber.mil/stigs/downloads/?
_dl_facet_stigs=stig-dccs
[Asset Collection] - Asset Collection > [Cloud Service] - UG Cloud Service >
[Virtual Machine] - UG Virtual Machine
[Virtual Machine]: VMWare vSphere 7.0 Virtual Machine - UG Virtual Machine
Document Title: VMware vSphere 7.8 Virtual Machine Security
Technical Implementation Guide
Document Benchmark ID: VMW_vSphere_7-8_Virtual_Machine_STIG
URL: https://public.cyber.mil/stigs/downloads/
[Asset Collection] - Asset Collection » [Cloud Service] - UG Cloud Service »
[Virtual Machine] - UG Virtual Machine > [Operating System] -
[Operating System]: Microsoft Windows 11 -
Document Title: Microsoft Windows 11 Security Technical
Implementation Guide
Document Benchmark ID: Microsoft_Windows_11_STIG
URL: https://public.cyber.mil/stigs/downloads/?
_dl_facet_stigs=windows
[Asset Collection] - Asset Collection » [Cloud Service] - UG Cloud Service »
[Virtual Machine] - UG Virtual Machine > [Operating System] -
[Operating System]: Microsoft Windows Server 2019 -
Document Title: Windows Server 2019 Security Technical
Implementation Guide
Document Benchmark ID: Windows_Server_2019 STIG
URL: https://public.cyber.mil/stigs/downloads/?
_dl_facet_stigs=operating-systems%2Cwindows v
Ln 1, Col 1 100%  Unix (LF) UTF-8

94



STIG Viewer 3.x User Guide, VIR8 Defense Information Systems Agency
13 August 2026 Developed by DISA for the DoW

6.7.4 Scenario

A task is required to secure a system on a VMware-based cloud environment. The VM is running
Windows 11 and has several applications installed, including JRE 8, Microsoft Office 2016, and .Net
Framework 4.0. Securing this system requires knowing what policy documents to follow. Therefore,
the SRG/STIG Applicability Guide is used to fill this need easily and quickly.

1. Add a new collection and name it accordingly.

= STIG Viewer 3.5 : Applicability Guide A n =

a Save * 7. Merge ¥ Export

Cloud VM Collection +0/s.,'08

2. Add a cloud service asset. (For this scenario, use Guide Mode.)
a. Click No on Guide Mode — Asset Group.
b. Click Yes on Guide Mode — Cloud Setrvice.
c. Name the Asset and select Cloud Service under the Label.
d. Click Create.

= STIG Viewer 3.5 : Applicability Guide # A =

i Save * . Merge

Cloud VM Collection +oss,ea Create Cloud Service Asset

Cloud Service

Labels Qsearch Labels

Cloud Service
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3. Adda VM.

a. Click No on Guide Mode — Application.
Click No on Guide Mode — Container.
Click No on Guide Mode — Generic Network Element.
Click No on Guide Mode — Specific Network Element.
Click No on Guide Mode — Virtual Appliance.
Click Yes on Guide Mode — Virtual Machine.

mo oo T

= STIG Viewer 3.5 : Applicability Guide ) a = — o X
Save * . Merge ¥ Export
v Cloud YM Collection +0s,08 Guide Mode - Virtual Machine
Cloudservics  Cloud Service +O/E X

Are there any Virtual Machines to add?

Description:

Avirtual machine is a virtual implementation of computer hardware.

Avallable Labals:

VMWare ESXi 5.0 Virtual Machine

VMWare vSphere 6.0 Virtual Machine
VMWare vSphere 6.5 Virtual Machine
VMWare v5Sphere 6.7 Virtual Machine
VMWare vSphere 7.0 Virtual Machine

VMWare vSphere 8.0 Virtual Machine

2 E3 E20

g. Select VMWare vSphere 7.0 Virtual Machine.

= STIG Viewer 3.5 : Applicability Guide . a = — o X
Save * Merge & Export
a8 x 3
v Cloud VM Collection +@s/ P8 Create Virtual Machine Asset
Cloud senvice Cloud Service +@F/ P X
Asset Name
Labels QA Search Labels

VMWare ESXi 5.0 Virtual Machine

VMWare vSphere 6.0 Virtual Machine

VMWare vSphere 6.5 Virtual Machine

VMWare vSphere 6.7 Virtual Machine

VMWare vSphere 7.0 Virtual Machine

VMWare vSphere 8.0 Virtual Machine
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h. Click Create.

= STIG Viewer 3.5 : Applicability Guide

Q) save *

v Cloud VM Collection +0,.0B8
v Cloudseice Cloud Service + O,/ B X
VMWare vSphere 7.0 Vinual Machine No Name | + @ 4 I X

A E B =

7, Merge ¥ Export

Guide Mode - Operating System

Are there any Operating Systems to add?

Description:

None
Available Labels:

Nutanix_AOS_5-20-x_0S_STIG

Tri-Lab Operating System Stack (TOSS) 4
Microsoft Windows 7

Microsoft Windows 8/8.1

Microsoft Windows 10

Microsoft Windows 11

Microsoft Windows Server 2016
Microsoft Windows Server 2019

Microsoft Windows Server 2022

& E3 £

4. Add the Windows 11 operating system.
a. Click Yes on Guide Mode — Operating System.

b. Enter win in the search section.

= STIG Viewer 3.5 : Applicability Guide

B save *

v Cloud VM Collection +Q@s 08
v CloudSenice Cloud Service +OF/ P X
VMWare vSphere 7.0 Virtual Machine  No Name | + @) " Il X |

Create oOperating System Asset

Labels win

Microsoft Windows 10

| Microsoft Windows 11

Microsoft Windows 7

Microsoft Windows 8/8.1

Microsoft Windows Server 2008 Domain Controller
Microsoft Windows Server 2008 Member Server
Microsoft Windows Server 2008 R2 Domain Controller
Microsoft Windows Server 2008 R2 Member Server

Microsoft Windows Server 2012 and 2012R2 Domain Controller

c. Select Windows 11.
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d. Click Create.

= STIG Viewer 3.5 : Applicability Guide

B save *

f B @ =

7, Merge ¥ Export

Guide Mode - Application

~  Cloud VM Collection +0s,08
v CloudSenice Cloud Service +O07, P X
v VMWare vSphere 7.0 Virtual Machine e + 0SB X
Microsoft Windows 11~ No Name aF 0’ BX

Are there any Applications to add?

Description

An application is a software program hosted by an information system.

Available Labels:

AvePoint Compliance Guardian

SPEC Innovations Innoslate 4.x

Windows Defender Antivirus

McAfee VirusScan 8.8 Local Client

McAfee VirusScan 8.8 Managed Client

McAfee VSEL 1.9/2.0 Managed Client

McAfee WSEL 1.9/2.0 Local Client

Microsoft Windows Firewall with Advanced Security

McAfee Application Control 7.x

& 3 £

Click Yes on Guide Mode — Application.

f. Add the necessary applications (JRE 8, Microsoft Office 2016, .Net Framework 4.0).

Select each one individually. After each one is selected, it will return to the Guide Mode

Application screen. After selecting all the desired applications, click End Guide.

= STIG Viewer 3.5 : Applicability Guide

B Save %

fr B 3=

J. Memge ¥ Export

Guide Mode - Application

~  Cloud VM Collection +0O/-.808
v CludService Cloud Service + O/ B X
v VMWare vSphere 7.0 Virtual Machine e + @S X

v Microsoft Windows 11 o Name 7r Gl’ ' X
MS_Dot_Net_Framework ame +0O7, P X

Java Runtime Environment (JRE) & for .. €+ o, P

Are there any Applications to add?

Description

An application is a software program hosted by an information system.
Available Labels:

AvePoint Compliance Guardian

SPEC Innovations Innoslate 4.x

Windows Defender Antivirus

McAfee VirusScan 8.8 Local Client

McAfee VirusScan 2.8 Managed Client

McAfee VSEL 1.9/2.0 Managed Client

McAfee VSEL 1.9/2.0 Local Client

Microsoft Windows Firewall with Advanced Security

McAfee Application Cantrol 7.x

2 E3 B3
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5. Now that the collection is built, policy documents can be previewed by selecting the
document icon at the top level (last one on right).

= STIG Viewer 3.5 : Applicability Guide A | =
B save * 7, Merge + Export
v Cloud VM Collection +0O/ B8 * Documents

v CloudService  Cloud Service +0,/B X

Cloud Computing Security Requirements Guide
N VMWare vSphere 7.0 Virtual Mechine Mo Name  + @) 0 I X

a VMware vSphere 7.0 Virtual Machine Security Technical
, Implementation Guide
v~ Microsoft Windows 11 NoO Name +O, P X
- Microsoft Windows 11 Security Technical Implementation
Guide

MS_Dot_Net_Framework  No Name +O, P X

Java Runtime Environment (JRE) version 8 STIG for

X i B Windows
Java Runtime Environment (JRE) & for

— L +Or/PXx
S EX Microsoft Dot Net Framework 4.0 STIG

6. To save the collection, click Save on the Navbat.

FIEYENEICloud VM Collection json v

Save as type: Collection Files (*json) v

A Hide Folders Cancel

7. On the Navbar, select Export >> STIGs as HTML. Choose an appropriate name and
location and then click Save.

NN EAICloud VM Collection STIGs.html| v
Save as type: Requirement Documents Files (*.html) v

4 Hide Folders Cancel
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The exported document should look like this:

4 A
[Asset Collection] - Cloud VM Collection = [Cloud Service] - UG Cloud Service

[Cloud Service]: Cloud Service - UG Cloud Service

Document Title: Cloud Computing Security Requirements Guide
Document Benchmark ID: Cloud_SRG
URL: https://public.cyber.mil/stigs/downloads/?_dI_facet_stigs=stig-dccs
\ J

4 A
[Asset Collection] - Cloud VM Collection = [Cloud Service] - UG Cloud Service = [Virtual Machine] -

[Virtual Machine]: VMWare vSphere 7.0 Virtual Machine -

Document Title: VMware vSphere 7.0 Virtual Machine Security Technical Implementation Guide
Document Benchmark ID: VMW _vSphere_7-0_Virtual_Machine_STIG
URL: https://public.cyber.mil/stigs/downloads/
\ J

{ Ny

[Asset Collection] - Cloud VM Collection = [Cloud Service] - UG Cloud Service = [Virtual Maching] - =
[Operating System)] -

[Operating System]: Microsoft Windows 11 -

Document Title: Microsoft Windows 11 Security Technical Implementation Guide
Document Benchmark ID: Microsoft_Windows_11_STIG
URL: https://public.cyber.milistigs/downloads/?_dI_facet_stigs=windows
. J

4 )
[Asset Collection] - Cloud VM Collection = [Cloud Service] - UG Cloud Service = [Virtual Maching] - =
[Operating System] - > [Application] -

[Application]: Java Runtime Environment (JRE) 8 for Windows -

Document Title: Java Runtime Environment (JRE) version & STIG for Windows
Document Benchmark ID: JRE_8 and_Windows_STIG
URL: https://public.cyber.mil/stigs/downloads/?_dI_facet_stigs=sunset
\, V,

i N
[Asset Collection] - Cloud VM Caollection = [Cloud Service] - UG Cloud Service = [Virtual Maching] - =
[Operating System] - > [Application] -

[Application]: MS_Dot_Net_Framework -

Document Title: Microsoft Dot Net Framework 4.0 STIG hd
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