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- Apache Server 2.4
Windows Server STIG,
V3R1

- Apache Server 2.4
Windows Site STIG,
V2R1

Apache Server 2.4 Windows Server STIG,
V3R3:

- AS24-W1-000030 - Corrected typo in finding
statement.

- AS24-W1-000830 - Updated timeout
directive(s) to 60 seconds.

Apache Server 2.4 Windows Site STIG,
V2R2:

- AS24-W2-000830 - Updated timeout
directive(s) to 60 seconds.

- AS24-W2-000460 - Changed to
"SessionMaxAge".

- Rule numbers updated throughout due to
changes in content management system.

02 April 2025

- Apache Server 2.4
Windows Server STIG,
V3R1

Apache Server 2.4 Windows Server STIG,
V3R2:

- AS24-W1-000260 - Added NA for a proxy
server to the beginning of the Check Text;
changed emphasis of requirement to
"ProxyRequests" directive being set to "On".
- Rule numbers updated throughout due to
changes in content management system.

30 January 2025

- Apache Server 2.4
Windows Server STIG,
V2R3

- Apache
Server 2.4
Windows

Apache Server 2.4 Windows Server STIG,
V3R1:

- AS24-W1-000700 - Updated based on NIST
SP 800-53 Rev. 5 changes. Because this is a
major revision, version numbers were
incremented to the next whole number.

- Rule numbers updated throughout due to
changes in content management system.

- Revision History format for multipart STIGs
revised to ensure clarity in the versioning.

- AS24-W1-000065 - Updated file path listed
in check text. Replaced smart quotes in
vulnerability discussion.

24 July 2024

26 January 2023
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REVISION HISTORY
RNZV:;LZ? DI(;;::irsnee(;lt Description of Change Release Date
Server STIG, | - AS24-W1-000740 - Updated wording in rule
V2R2 title and vulnerability discussion due to
changes in App SRG.
Apache Server 2.4 Windows Site STIG,
V2R1:
- No updates this release.
V2R2 - Apache - DISA migrated the Apache Server 2.4 27 October 2021
Server 2.4 Windows Site STIG to a new content
Windows Site | management system. The new content
STIG, VIR3 | management system renumbered all Groups
(V-numbers) and Rules (SV-numbers). With
the new Group and Rule numbers, DISA
incremented the version number from V1R3
to V2R1.
- AS24-W/2-000460, AS24-W2-000640 -
Modified Check and Fix text to match intent
of requirement.
- AS24-W/2-000640 - Corrected
SessionMaxAge value.
- AS24-W2-000870 - Added clarity to the
intent of the requirement, added risk
acceptance criteria to Check and Fix text.

- Apache

Server 2.4 Server:

Windows - AS24-WI-000640 - Corrected

Server STIG, | SessionMaxAge value.

V2R1

V2R1 - Apache - DISA migrated the Apache Server 2.4 23 October 2020
Server 2.4 Windows Server STIG to a new content
Windows management system. The new content
Server STIG, | management system renumbered all Groups
V1R4 (V-numbers) and Rules (SV-numbers). With

the new Group and Rule numbers, DISA
incremented the version number from V1R4
to V2R1.

- AS24-WI-000640 - Corrected value for
SessionMaxAge directive.

No updates this release:
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REVISION HISTORY

Revision
Number

Document
Revised

Description of Change

Release Date

- Apache Server 2.4 Windows Site STIG,
V1R2

- Apache
Server 2.4
Windows
Server STIG,
V1R3

- Apache
Server 2.4
Windows Site
STIG, V1R2

Server:

- V-92331 - Modified fix content to include
adding the loading of ssl_module. Clarify the
finding statement.

- V-92367 - Removed requirement as Apache
2.4 from STIG. Apache 2.4 on Windows
cannot meet this control.

- V-92435 - Modified Vulnerability
Discussion to remove reference to
"acceptable values". Modified check verbiage
to state RequestReadTimeout must be
explicitly set to other than the default.

Site:

- V-92561 - Modified Vulnerability
Discussion to remove reference to
"acceptable values". Modified check verbiage
to state RequestReadTimeout must be
explicitly set to other than the default.

24 July 2020

- Apache
Server 2.4
Windows
Server STIG,
V1R2

- Apache
Server 2.4
Windows Site
STIG, V1R1

Server:

- V-92405 - Modified check criteria to restrict
the SessionMaxAge to "no more than 600"

- V-92433 - Modified check criteria to reflect
that the SessionMaxAge must be "at least 1"
or greater to reflect the spirit of being
explicitly configured and not relying on
default.

- V-92435 - Modified check criteria to be
consistent with similar check for
mod_reqtimeout in the Apache Windows Site
STIG ID V-92561.

Site:

- V-92561 - Modified check criteria to be
consistent with similar check for
mod_reqtimeout in the Apache Windows
Server STIG ID V-92435.

- V-92511 - Modified check criteria to correct
directives for Apache 2.4 version. Existing
verbiage was only valid in Apache 2.2.

24 January 2020
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- Apache
Server 2.4
Windows
Server STIG,
V1R1

- V-92337 - Corrected check verbiage to
Windows platform.

No updates this release:
- Apache Server 2.4 Windows Site STIG,
V1R1

25 October 2019

-N/A

- Initial release.

20 May 2019
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