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Number
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Description of Change

Release Date

VI1R7

Canonical
Ubuntu 24.04
LTS STIG,
V1R6

- UBTU-24-600090 - Updated requirement to
CAT 1.

- UBTU-24-900315 - Added requirement to
audit the useradd command.

- UBTU-24-200680 - Removed requirement
causing security posture issues by requiring
user input before login.

- UBTU-24-909890 - Modernized audit tools
crypto control.

- UBTU-24-909000 - Updated audit system
immutability control.

- UBTU-24-200270 - Updated rule to use
drop-in file

- UBTU-24-700020, UBTU-24-7000060,
UBTU-24-700080, UBTU-24-700090 -
Changed to default values IAW Canonical
recommendations.

- UBTU-24-100050 - Updated the Check and
Fix texts to target only the nfs-kernel-server
package.

- UBTU-24-101100 - Added requirement to
ensure the OS does not assign an interactive
login shell for system accounts.

- Requirements were updated throughout to
reflect the change from DOD to DoW.

30 September 2026

VIR6

Canonical
Ubuntu 24.04
LTS STIG,
V1R5

- UBTU-24-300022, UBTU-24-300023,
UBTU-24-300031, UBTU-24-600010 -
Updated Fix Text SSH restart command.
- UBTU-24-300028 - Added
/etc/pam.d/common-auth to Fix Text.

01 July 2026

VIR5

- Canonical
Ubuntu 24.04
LTS STIG,
V1R4

- UBTU-24-300025 - Updated Fix to
explicitly specify array of strings data type for
gsettings logout key; updated Check
command output.

- UBTU-24-700020, UBTU-24-7000060,
UBTU-24-700070, UBTU-24-700080,
UBTU-24-700090 - Updated permissions to
align with Canonical recommendations.

01 April 2026

V1R4

- Canonical
Ubuntu 24.04
LTS STIG,
V1R3

- UBTU-24-100050 - Added requirement to
prohibit the installation of NFS packages.

- UBTU-24-100110 - Corrected typo in Title.
- UBTU-24-100860 - Fixed typo in Check to
address MACs.

05 January 2026
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- UBTU-24-102010 - Updated control to
address ““/etc/default/grub” and
“/boot/grub/grub.cfg”.

- UBTU-24-200270 - Removed “auditctl”
from Fix.

- UBTU-24-300024 - Removed requirement;
functionality handled by rsyslog.

- UBTU-24-400340 - Updated NA note and
finding statement.

- UBTU-24-600070 - Updated Check to
display correct output and meet intent of
check.

- UBTU-24-700400 - Added release dates to
Discussion and subscription status check
command to Check.

- Canonical - UBTU-24-100110 - Updated “not 01 October 2025
Ubuntu 24.04 | applicable” note to account for the possibility
LTS STIG, of a different integrity tool being employed.
V1R2 - UBTU-24-100840 - Removed redundant
entry in Check Text.

- UBTU-24-200090 - Updated Check Text
output.

- UBTU-24-300028 - Included additional path
“/etc/pam.d/common-auth” in control.

- UBTU-24-300039 - Corrected usb-storage
modprobe setting to ““/bin/false” for more
verbose logging.

- UBTU-24-700010 - Updated Discussion
and Check and Fix Text to exclude btmp,
wtmp, lastlog, history, and eipp.log.xz files
TAW Canonical recommendations.

- UBTU-24-700400 - Updated SRGID, CCI,
and Severity and updated version Check
command and output per Canonical
recommendation.

- UBTU-24-901230, UBTU-24-901240,
UBTU-24-901250 - Removed
“/sbin/audispd” references from the Check
Text command output.

- UBTU-24-909890 - Updated Check and Fix
to not account for a nonexistent
“/sbin/audispd” and updated STIGID from
UBTU-24-90890.
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- Rule numbers updated throughout due to
changes in the content management system.
- Canonical - UBTU-24-200000 - Updated maxlogins in 02 July 2025
Ubuntu 24.04 | Check Text.

LTS STIG, - UBTU-24-200020 - Updated Fix Text to
VIRI1 not use gsettings.

- UBTU-24-200040 - Replaced redundant rule
with missing GUI automount security
control.

- UBTU-24-200041 - Added control to
prevent disabling of the GUI autorun
function.

- UBTU-24-200042 - Added control to

prevent disabling of GUI smart card removal
action.

- UBTU-24-200043 - Added control setting
the screensaver mode to blank-only.

- UBTU-24-200270 - Added control to audit
any script or executable called by cron as root

ot by any privileged user.

- UBTU-24-300006, UBTU-24-300007,
UBTU-24-300009 - Added “/ust/lib64” to
Check and Fix Text paths.

- UBTU-24-300008 - Updated Check and Fix
Text for library directory ownership update.

- UBTU-24-300019 - Added control to
restrict privilege elevation to authorized
personnel.

- UBTU-24-300020 - Added control to split
the search for NOPASSWD and
lauthenticate.

- UBTU-24-300021 - Updated Check and Fix
Text command to split the search for
“NOPASSWD” and “lauthenticate”.

- UBTU-24-300025 - Updated Check Text
Command output and updated Fix Text to
not use gsettings to set the configuration.

- UBTU-24-400220 - Removed instances of
“remember=>5" and edited finding statement.
- UBTU-24-600070 - Updated kdump Check
and Fix Text.

- Initial Release. 28 January 2025
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