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Release Date

VIR5

- Cloud Linux
Almalinux
OS 9 STIG,
V1R4

- ALMA-09-004420 - Updated Fix with
instructions to indicate version in the
command.

- ALMA-09-006845 - Added exception for
postfix installation.

- ALMA-09-010140 - Added missing grep to
second check text command.

- ALMA-09-011240 - Updated kdump
requirement to remove conflicting entries and
added NA note.

- ALMA-09-023780, ALMA-09-026200 -
Added NA note for vfat file systems.

- ALMA-09-024220 - Removed requirement;
functionality handled by rsyslog.

- ALMA-09-025210, ALMA-09-029060 -
Removed requirement.

- ALMA-09-025870 - Updated Check and Fix
to agree and ensure the SRG is satisfied.

- ALMA-09-031150 - Corrected typo in Fix.

- ALMA-09-036100 - Added "-t" to Check
text command.

- ALMA-09-036320 - Replaced "-E" with "-t"
in Check text command.

- ALMA-09-039070 - Updated Check and Fix
to allow for custom pam_cert_db_path.

- ALMA-09-040500 - Changed
StopldleSessionSec to 10 minutes of
inactivity.

- ALMA-09-045125 - Added release dates to
Vul Discussion and updated Check text
command and output.

- ALMA-09-050620 - Updated path to ssh-
keysign in Check and Fix.

- ALMA-09-006180, ALMA-09-006290,
ALMA-09-006400, ALMA-09-006510,
ALMA-09-042150, ALMA-09-042260 - Rule
number updated due to changes in content
management system.

05 January 2026

- Cloud Linux
Almal.inux

- Updated all documents to reflect vendor
name change.

- ALMA-09-030820 - Replaced “rsh-server
removal” control with a “no EPEL” rule.

01 October 2025
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RNZV:;LZ? DI(;;::irsnee(;lt Description of Change Release Date
OS 9 STIG, | - ALMA-09-045125 - Updated Check and Fix
V1R3 for supported release check.
- ALMA-09-048090 - Added
“open_by_handle_at” to Fix.
- ALMA-09-048970 - Added “rmdir” to Fix.
- Rule numbers updated throughout due to
changes in content management system.
V1R3 - Cloud Linux | - ALMA-09-001120 - Updated timeout to 10 | 02 July 2025
AlmaLinux minutes.
OS 9 STIG, | - ALMA-09-001340 - Updated Discussion to
VIR2 exclude the “Publicly viewable images”

paragraph.

- ALMA-09-002990 - Updated SSH client
ciphers control to support crypto-policies.

- ALMA-09-003100 - Updated DOD-
approved encryption ciphers implementation
Rule Title and Fix command.

- ALMA-09-003210 - Updated Client MACs
control in Discussion, Check, and Fix to
support crypto policies.

- ALMA-09-003320 - Updated Rule Title,
Check, and Fix to support crypto-policies.

- ALMA-09-003325 - Removed requirement.
- ALMA-09-003540 - Updated Rule Title,
Discussion, Check, and Fix to support
crypto-policies.

- ALMA-09-004310 - Updated Rule Title,
Check, and Fix to enforce use of the TuxCare
ESU repository.

- ALMA-09-004320 - Updated FIPS packages
location in Discussion and package
installation instructions in Fix.

- ALMA-09-004420 - Updated tuxcare-release
link and package versions in Fix.

- ALMA-09-006730 - Updated Check and Fix
from reboot.target to ctrl-alt-del.target.

- ALMA-09-010910 - Added “/ust/1ib64” to
Check and Fix paths.

- ALMA-09-011020 - Updated Check and Fix
commands for library files ownership update.
- ALMA-09-011130 - Added “/ust/1ib64” to
Check and Fix Text paths.
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- ALMA-09-017290 - Updated sudoers
“ALL” Check command.

- ALMA-09-019600 - Updated Check to
ensure tuxcare FIPS version is used

- ALMA-09-020260 - Updated Rule Title and
corrected long hyphen in Fix command.

- ALMA-09-023010 - Updated Fix for user
namespaces.

- ALMA-09-031920 - Updated Check
command to split the search for
“NOPASSWD” and “lauthenticate™.

- ALMA-09-032030 - Updated sudoers
“NOPASSWD” Check command.

- ALMA-09-039290 - Replaced redundant
krb5.config symlink check with check
ensuring symlinks are not overwritten.

- ALMA-09-039510 - Added NA statement
to libreswan control.

- ALMA-09-040060 - Updated control to
configure the systemwide crypto policy.

- ALMA-09-048865 - Added control to audit
any script or executable called by cron as root
or by any privileged user.

- ALMA-09-051830 - Updated grubby
“audit_backlog_limit” Check command.

- ALMA-09-053480 - Updated verbiage in
Discussion, Check, and Fix to allow for the
“space_left” keyword to be set to 25 percent
or greater.

- Cloud Linux
AlmalLinux
OS 9 STIG,
V1R1

- ALMA-09-004310 - Updated Repo URL.

- ALMA-09-023010 - Added note to Check
text.

- ALMA-09-039400 - Removed requirement.
- ALMA-09-044790 - Updated Rule Title,
Discussion, Check, and Fix text.

- ALMA-09-006845 - Added requirement to
require the installation of postfix.

02 April 2025

- Initial Release.

19 November 2024
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