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Cisco ACI Layer 2 Switch
STIG, V1R1

Cisco ACI NDM STIG,
V1R1

Cisco ACI Layer 2 Switch STIG, VIR2:

- CACI-L2-000001 - Updated navigation in
Check and Fix.

- CACI-1.2-000002, CACI-1.2-000004, CACI-
1.2-000009, CACI-1.2-000010, CACI-L.2-
000011 - Changed to Not Applicable. VIP is
out of scope for Cisco ACI since the protocol
is not used for VLLANS.

- CACI-L2-000005 - Updated Discussion.

- CACI-L2-000014 - Changed to Not
Applicable. No configuration or VLAN is
assigned in ACI to any interface without
configuration, so even in the case where an
interface is brought up by mistake, no traffic
will be passed through that interface.

- CACI-1.2-000015, CACI-L.2-000016, CACI-
1.2-000018 - Removed requirement as it
requires the configuration of EPG, Bridge
Domains, VRFs and Tenants, which is covered
in the Router STIG as part of the L3
configuration.

- CACI-L2-000017 - Updated navigation in
Check and Fix. Updated Vulnerability
Discussion.

- CACI-L2-000019 - Removed requirement as
it requires OOB configuration, configured in
the Router STIG at layer 3.

Cisco ACI NDM STIG, VIR2:

- CACI-ND-000001 - Updated check and fix.
As of version 6.0, the settings for date/time ate
under System >> System Settings.

- CACI-ND-000003 - Removed references to
HTML option for banner display in Check and
Fix.

- CACI-ND-000004 - Updated Check and Fix
navigation.

- CACI-ND-000005 - Updated navigation
instructions and added reference to OOB ports
in Check and Fix.

- CACI-ND-000007, CACI-ND-000009,
CACI-ND-000029, CACI-ND-000043, CACI-
ND-000045 - Updated navigation instructions
in Check and Fix.
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- CACI-ND-000011 - Updated Fix to remove

cli method.

- CACI-ND-000012 - Updated second
paragraph in Discussion. Updated navigation in
Check and Fix.

- CACI-ND-000016 - Updated Check and Fix
to remove cli method.

- CACI-ND-000054 - Updated Fix to remove
cli method. Updated navigation in Check text.

- CACI-ND-000056, CACI-ND-000060 -
Updated navigation instructions for Fix.

Cisco ACI Router STIG, | Cisco ACI Router STIG, VIR2:

Vi1R1 - CACI-RT-000001 - Updated navigation for
Check and Fix to remove CLI commands.
Combined with SRG-NET-000019-RTR-
000005.

- CACI-RT-000002, CACI-RT-000003, CACI-
RT-000004 - Updated navigation for Check and
Fix to remove CLI commands. Added note to
Fix and Vulnerability Discussion.

- CACI-RT-000005, CACI-RT-000006, CACI-
RT-000007, CACI-RT-000025, CACI-RT-
000037, CACI-RT-000039 - Changed to Not
Applicable. Cisco ACI is not a Multicast Source
Discovery Protocol (MSDP).

- CACI-RT-000008 - Updated to Inherently
Met. PIM is disabled by default on all interfaces
that are not required to support multicast
routing and this behavior cannot be changed.

- CACI-RT-000009 - Updated Check and Fix
to use GUI configuration.

- CACI-RT-000010, CACI-RT-000042 -
Combined with CACI-RT-000001. Removed
from STIG.

- CACI-RT-000011, CACI-RT-000012 -
Changed status to Not Applicable. The Cisco
ACI is not an out-of-band management
(OOBM) gateway.

- CACI-RT-000013, CACI-RT-000014, CACI-
RT-000016, CACI-RT-000017, CACI-RT-
000018, CACI-RT-000019, CACI-RT-000021,
CACI-RT-000022, CACI-RT-000027, CACI-
RT-000028, CACI-RT-000029, CACI-RT-
000031, CACI-RT-000032, CACI-RT-000035,
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CACI-RT-000038, CACI-RT-000041, CACI-
RT-000043, CACI-RT-000044 - Updated
navigation and configuration steps in the Check
and Fix.

- CACI-RT-000020 - Changed to Not
Applicable because it is configured as part of
the First Hop Security policy by default.

- CACI-RT-000023, CACI-RT-000024 -
Combined with CACI-RT-000018. Removed
from STIG.

- CACI-RT-000030 - Combined with CACI-
RT-000031. Removed from STIG.

- CACI-RT-000033 - Updated to Inherently
Met. Default is 180 and it cannot be changed or
reconfigured, which meets the requirement.

- CACI-RT-000034 - Changed the requirement
to match the vendor recommended alternative
configuration. Updated the Vulnerability
Discussion, Check, and Fix.

- CACI-RT-000036 - Combined with CACI-
RT-000035. Removed from STIG.

- CACI-RT-000040 - Changed to Does Not
Meet based on vendor feedback. The product
default is 64 and it cannot be changed. There is
no mitigation at this time.

- CACI-RT-000045 - Changed to Not
Applicable. ACI does not support RSVP or
MPLS in normal functions.

- NA

- Initial Release.
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