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REVISION HISTORY

Revision | Document
Number Revised
V4R2 - DNS SRG, | - SRG-APP-000015-DNS-000097 - Updated | 28 October 2025
V4R1 CCI from 366 to CCI-001453.

- SRG-APP-000033-DNS-000042, SRG-
APP-000033-DNS-000111 - Updated CCI
from 366 to CCI-000213.

- SRG-APP-000089-DNS-000004 - Moved to
Not Applicable status because this
requirement is a duplicate of SRG-APP-
000089-DNS-000005.

- SRG-APP-000142-DNS-000014, SRG-
APP-000219-DNS-000028, SRG-APP-
000219-DNS-000029, SRG-APP-000219-
DNS-000030 - Rule numbers updated due to
changes in content management system.

- SRG-APP-000158-DNS-000076 - Updated
CCI from 366 to CCI-000778.

- SRG-APP-000176-DNS-000076, SRG-
APP-000218-DNS-000027, SRG-APP-
000268-DNS-000039, SRG-APP-000347-
DNS-000041, SRG-APP-000348-DNS-
000042, SRG-APP-000350-DNS-000044
SRG-APP-000383-DNS-000047, SRG-APP-
000420-DNS-000053, SRG-APP-000451-
DNS-000069, SRG-APP-000516-DNS-
000084, SRG-APP-000516-DNS-000087,
SRG-APP-000516-DNS-000089, SRG-APP-
000516-DNS-000097, SRG-APP-000516-
DNS-000099, SRG-APP-000516-DNS-
000103, SRG-APP-000516-DNS-000105,
SRG-APP-000516-DNS-000109, SRG-APP-
000516-DNS-000111, SRG-APP-000516-
DNS-000112, SRG-APP-000516-DNS-
000114 - Moved to Not Applicable status due
to reparenting of SRG requirement.

- SRG-APP-000213-DNS-000053 - Updated
CCI from 366 to CCI-001178.

- SRG-APP-000215-DNS-000089 - Updated
CCI from 366 to CCI-001663.

- SRG-APP-000243-DNS-000034, SRG-
APP-000440-DNS-000065, SRG-APP-
000514-DNS-000075 - Updated for Zero
Trust.

- SRG-APP-000243-DNS-000114 - Updated
CCI from 366 to CCI-001090.
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- SRG-APP-000340-DNS-000105 - Updated
CCI from 366 to CCI-002235.

- SRG-APP-000383-DNS-000109 - Updated
CCI from 366 to CCI-001762.

- SRG-APP-000435-DNS-000027, SRG-
APP-000435-DNS-000047, SRG-APP-
000435-DNS-000084, SRG-APP-000435-
DNS-000087 - Updated CCI from 366 to
CCI-002385.

- SRG-APP-000456-DNS-000070 - Added
30-day requirement.

- SRG-APP-000456-DNS-000103 - Updated
CCI from 366 to CCI-002605.

- SRG-APP-000474-DNS-000039, SRG-
APP-000474-DNS-000044, SRG-APP-
000474-DNS-000069 - Updated CCI from
366 to CCI-002702.

- SRG-APP-000715-DNS-000099 - Updated
CCI from 366 to CCI-003638.

- SRG-APP-000900-DNS-000041 - Updated
CCI from 366 to CCI-004906.

- SRG-APP-000915-DNS-000112 - Updated
CCI from 366 to CCI-004910.

- SRG-APP-001035-DNS-000323 - Added
vendor support requirement.

“DNS SRG,
V3R1

- SRG-APP-000401-DNS-000051, SRG-
APP-000700-DNS-000100, SRG-APP-
000705-DNS-000110, SRG-APP-000745-
DNS-000120, SRG-APP-000795-DNS-
000130, SRG-APP-000805-DNS-000140,
SRG-APP-000810-DNS-000150, SRG-APP-
000815-DNS-000160, SRG-APP-000820-
DNS-000170, SRG-APP-000825-DNS-
000180, SRG-APP-000830-DNS-000190,
SRG-APP-000835-DNS-000200, SRG-APP-
000840-DNS-000210, SRG-APP-000845-
DNS-000220, SRG-APP-000850-DNS-
000230, SRG-APP-000855-DNS-000240,
SRG-APP-000860-DNS-000250, SRG-APP-
000865-DNS-000260, SRG-APP-000870-
DNS-000270, SRG-APP-000875-DNS-
000280, SRG-APP-000880-DNS-000290,
SRG-APP-000910-DNS-000300, SRG-APP-
000915-DNS-000310, SRG-APP-000920-

24 July 2024
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DNS-000320, SRG-APP-000925-DNS-
000330 - Updated based on NIST SP 800-53
Rev. 5 changes.

- SRG-APP-000390-DNS-00004 - Changed

status to NA based on NIST SP 800-53 Rev.

5 changes.

- Because this is a major revision, version
numbers were incremented to the next whole
numbet.

- Rule numbers updated throughout due to
changes in content management system.

- DNS SRG, | - DISA migrated the DNS SRG to a new 26 July 2023
V2R4 content management system. The new
content management system renumbered all
Groups (V-numbers) and Rules (SV-
numbers). With the new Group and Rule
numbers, DISA incremented the version
number from V2R4 to V3R1.

- SRG-APP-000176-DNS-000076 - Revised
CCI to align with parent SRG.

- SRG-APP-000333-DNS-000104, SRG-
APP-000333-DNS-000107, SRG-APP-
000353-DNS-000045 - Removed requirement
to align with parent SRG.

- SRG-APP-000439-DNS-000063 - Changed
Severity to CAT L.

- DNS SRG | - Modified Section 6 to make note that 23 October 2015
Overview DNSSEC requirements, as per FRAGO1 to
TASKORD 11-0410-2, are for Unclassified
networks.

- DNS SRG | - Modified Section 4.4.4 Firewalls and DNS 24 July 2015
Overview for clarity regarding separation of internal
DNS versus external DNS

- DNS SRG | - SRG-APP-000383-DNS-000047 23 January 2015
V-54855 Vulnerability Discussion modified
-DNS SRG | - Modified Overview to reflect new release 23 January 2015
Overview
- DNS SRG | - Initial Release. 20 October 2014
- DNS SRG
Overview
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