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REVISION HISTORY

Revision
Number

Document
Revised

Description of Change

Release Date

V2R2

- IBM DB2
V10.5 for
LUW STIG,
V2R1

- DB2X-00-008800 - Changed Severity to
CAT L

- Rule numbers updated throughout due to
changes in the content management system.

01 July 2026

~IBM DB2
V10.5 for
LUW STIG,
VR4

- DISA migrated the STIG to a new content
management system. The new content
management system renumbered all Groups
(V-numbers) and Rules (SV-numbers). With
the new Group and Rule numbers, DISA
incremented the version number from V1R4
to V2R1.

- DB2X-00-003800, DB2X-00-004100 -
Corrected command in fix content.

- DB2X-00-004600, DB2X-00-008600,
DB2X-00-009100, DB2X-00-009200 -
Corrected command in check content.

26 July 2023

_IBM DB2
V10.5 for
LUW STIG,
V1IR3

- V-74661 Removed user session auditing.

25 October 2019

_IBM DB2
V10.5 for
LUW STIG,
VIR2

- V-74433, V-74487 - Applied revised
wording supplied by vendor.

- V-74441, V-74443 - Added “sysuserauth”
and “sysdbauth” to list of catalogs to be
audited.

- V-74485, V-74597, V-74605, V-74607 -
Allowed DB2COMM to be set to both SSL
and TCPIP simultaneously.

26 October 2018

-IBM DB2
V10.5 for
LUW STIG,
V1R1

- V-74501 - Added not-a-finding statement to
Check.

26 January 2018

- NA

- Initial Release.

23 May 2017

UNCLASSIFIED



