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REVISION HISTORY

Revision
Number

Document
Revised

Description of Change

Release Date

V2R2

- Infoblox 7.x
Domain Name
System (DNS)
STIG, V2R1

- IDNS-7X-000860 - Updated requirement
to sunset STIG.

- Rule numbers updated throughout due to
changes in content management system.

05 January 2026

- Infoblox 7.x
Domain Name
System (DNS)
STIG, V1RS8

DISA migrated the Infoblox 7.x DNS STIG
to a new content management system. The
new content management system
renumbered all Groups (V-numbers) and
Rules (SV-numbers). With the new Group
and Rule numbers, DISA incremented the
version number from V181 to V2R1.

- IDNS-7X-000710 - Modified finding
statement to be in sync with requirement.
-IDNS-7X-000430 — Removed requirement.

22 January 2021

- Infoblox 7.x
Domain Name
System (DNS)
STIG, V1R7

- V-68519 - Corrected check verbiage from
"Zone Transfers" tab to "Updates" tab.

25 October 2019

- Infoblox 7.x
Domain Name
System (DNS)
STIG, V1R6

- V-68547 - Cotrected Check content and
Fix text to refer to the "Updates" tab
instead of the "Zone Transfers" tab.

- V-68599 - Cotrected the Check content to
validate for a value of no more than two
months.

26 April 2019

- Infoblox 7.x
Domain Name
System (DNS)
STIG, V1R5

- V-68533 - Modified Check content to
clarify applicability to same Infoblox grid as
child zone being reviewed.

- V-68539, V-68557, V-68559, V-68571, V-
68573, V-68575, V-68577, V-68579, V-
68581, V-68583, V-68701.

26 October 2018

- Infoblox 7.x

Domain Name
System (DNS)
STIG, VIR4

- V68633, Add exceptions to Check
regarding CNAME records. Also expound
in Vulnerability Discussion.

26 January 2018

- Infoblox 7.x

Domain Name
System (DNS)
STIG, V1IR3

- V-68523, V-68525, V-68527, V-68531, V-
68533, V-68535, V-68537, V-68539, V-
68547, V-68557, V-68559, V-68561, V-
68571, V-68573, V-68575, V-68577, V-
68579, V-68581, V-68583, V-68585, V-
68587, V-68597, V-68599, V-68601, V-
68607, V-68609, V-68619, V-68635, and V-
68701, modified check content for

28 July 2017
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DNSSEC requirement to be N/A on a
Classified network.

- V-68535, V-68599, modified requirement
and check content to reflect KSK rollovet.

V1R3 - Infoblox 7.x - V-68613, V-68615, added allowance to be | 28 April 2017
Domain Name Not Applicable for Infoblox servers not in a
System (DNS) split DNS configuration.
STIG, VIR2
V1R2 - Infoblox 7.x - V-68523, IDNS-7X-000130, corrected 27 January 2017
Domain Name check content to require DNS service to be
System (DNS) running,.
STIG, VIR1 - V-68535, IDNS-7X-000230, corrected
check content and fix text to reflect correct
KSK rollover interval.
VIR1 - Infoblox 7.x - Initial release. 09 May 2016
Domain Name
System (DNS)
STIG
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