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REVISION HISTORY

Revision | Document
Number Revised
VO6R7 - Mozilla - FFOX-00-000001 - Rule number updated 05 January 2026
Firefox due to changes in content management
STIG, V6R6 | system.

- FFOX-00-000018 - Updated CCI.

- Mozilla - FFOX-00-000003, FFOX-00-000004, 02 April 2025
Firefox FFOX-00-000010, FFOX-00-000011, FFOX-
STIG, V6R5 | 00-000025, FFOX-00-000026 - Updated
policy name, expanded finding statement.

- FFOX-00-000016 - Updated verbiage to
include “Issuer Name”. Removed “DOD
Root CA 2.

- Rule numbers updated throughout due to
changes in content management system.

- Mozilla - FFOX-00-000016 - Altered check/fix to 26 July 2023
Firefox encompass SIPR.

STIG, V6R4 | - Rule numbers updated due to changes in
content management system.

- Mozilla - FFOX-00-000009 - Corrected typo in fix. 27 October 2022
Firefox - FFOX-00-000016 - Added "AO-Approved
STIG, V6R3 | Certs" clause.

- Mozilla - FFOX-00-000006 - Expanded list of 27 July 2022
Firefox filetypes.

STIG, V6R2 | - FFOX-00-000021 - Corrected typo in
Check.

- FFOX-00-000038 - Added requirement for
"DisablePocket".

- FFOX-00-000039 - Added requirement for
"DisableFirefoxStudies".

- Mozilla - FFOX-00-000002, FFOX-00-000009 - 27 April 2022
Firefox Altered Check and Fix content.

STIG, V6R1 | - FFOX-00-000008, FFOX-00-000013,
FFOX-00-000026 - Corrected typo in fix.

- FFOX-00-000012, FFOX-00-000035 -
Removed requirement.

- FFOX-00-000016 - Added "DOD Root CA
5",

- FFOX-00-000017 - Reassigned SRG 1D.

- FFOX-00-000027 - Corrected policy name.
- FFOX-00-000029, FFOX-00-000030,
FFOX-00-000031, FFOX-00-000032 - Rolled
up FFOX-00-000030, FFOX-00-000031, and
FFOX-00-000032 into FFOX-00-000029.

Description of Change Release Date
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- New vendor-based STIG includes 14 November 2021

provisions for Group Policy, Linux, and
macOS. This STIG supersedes previous V5
idance.
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