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REVISION HISTORY 
Document Revised Description of Change Release Date 

- MS IIS 10.0 Server 
STIG, V3R2 
 
 
 
 
 
 
 
 
- MS IIS 10.0 Site STIG, 
V2R10 

MS IIS 10.0 Server STIG, V3R3: 
- IIST-SV-000115 - Altered permissions. 
- IIST-SV-000135 - Altered timeout. 
- IIST-SV-000137 - Added an "NA for 
Exchange" statement. 
- IIST-SV-000144, IIST-SV-000147 - Altered 
permissions. 
- IIST-SV-000153 - Altered Check and Fix. 
- IIST-SV-000159 - Updated NA statement. 
 
MS IIS 10.0 Site STIG, V2R11: 
- IIST-SI-000230 - Added NA statement. 
- IIST-SI-000241 - Synched check and fix. Added 
NA statement. 

02 April 2025 

- MS IIS 10.0 Server 
STIG, V3R1 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
- MS IIS 10.0 Site STIG, 
V2R9 

MS IIS 10.0 Server STIG, V3R2: 
- IIST-SV-000102 - Removed requirement.  
- IIST-SV-000103, IIST-SV-000140 - Added "NA 
for WSUS" clause. 
- IIST-SV-000115 - Added provisions for a "Web 
Administrators" type group. 
- IIST-SV-000129 - Removed requirement due to 
being handled at site level. 
- IIST-SV-000134, IIST-SV-000135, IIST-SV-
000137, IIST-SV-000215 - Added NA clause If 
ASP.NET is not installed. 
- IIST-SV-000144 - Altered permissions. 
- IIST-SV-000151 - Altered Check and Fix to 
specify these are DWORD values. 
- IIST-SV-000159 - Added NA clause if server is 
behind proxy/load balancer. 
- IIST-SV-000210 - Altered value for 
"DisableServerHeader" and added NA clause. 
- IIST-SV-000220 - Added requirement for 
"DisableRequestSmuggling". 
 
MS IIS 10.0 Site STIG, V2R10: 
- IIST-SI-000201, IIST-SI-000202, IIST-SI-
000223 - Added NA clause if ASP.NET is not 
installed. 
- IIST-SI-000203, IIST-SI-000263 - Altered 
Check. 
- IIST-SI-000204, IIST-SI-000220, IIST-SI-
000224 - Added "NA for NDES and SCEP" 
clauses. 

24 October 2024 
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- IIST-SI-000206, IIST-SI-000209, IIST-SI-
000210, IIST-SI-000233, IIST-SI-000252, IIST-
SI-000255 - Added "NA for WSUS" clause. 
- IIST-SI-000214 - Added exception to leave .exe 
for WSUS. 
- IIST-SI-000242 - Added "NA for WSUS, 
SharePoint, NDES, and SCEP" clauses. Raised 
severity to CAT 1. 
- IIST-SI-000261 - Added NA clause for CGI 
use. 
- Rule numbers updated throughout due to 
changes in content management system. 

- MS IIS 10.0 Server 
STIG, V2R10 

MS IIS 10.0 Server STIG, V3R1: 
- IIST-SV-000102 - Removed based on NIST SP 
800-53 Rev. 5 changes. 
- Rule numbers updated throughout due to 
changes in content management system. 

24 July 2024 

- MS IIS 10.0 Server 
STIG, V2R9 
 
 
 
 
 
 
- MS IIS 10.0 Site STIG, 
V2R8 

MS IIS 10.0 Server STIG, V2R10: 
- IIST-SV-000119 - Updated check and fix. 
- IIST-SV-000135 - Clarified check text, Time-
out (in minutes) should be set to "20"; corrected 
punctuation errors in fix. 
- IIST-SV-000159 - Added NA statement for 
public facing servers. 
 
MS IIS 10.0 Site STIG, V2R9: 
- IIST-SI-000221 - Updated instruction on how 
to validate anonymous account. 
- IIST-SI-000224 - Updated vulnerability 
discussion. 
 
- Revision History format for multipart STIGs 
revised to ensure clarity in the versioning. 

25 October 2023 
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V2R9 - MS IIS 10.0 
STIG, V2R8 

MS IIS 10.0 Server STIG, V2R9: 
- IIST-SV-000100, IIST-SV-000141 - 
Removed requirement. 
- IIST-SV-000153 - Cleaned up syntax. 
 

27 April 2023 
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MS IIS 10.0 Site STIG, V2R8: 
- IIST-SI-000203, IIST-SI-000204, IIST-SI-
000215, IIST-SI-000216, IIST-SI-000229, 
IIST-SI-000230, IIST-SI-000234, IIST-SI-
000246 - Added Not Applicable statement 
for SharePoint clause. 
- IIST-SI-000203, IIST-SI-000204, IIST-SI-
000220, IIST-SI-000246 - Added Not 
Applicable statement for WSUS clause. 
- IIST-SI-000204 - Added Not Applicable 
statement for public servers not requiring 
authentication. 
- Rule Key IDs updated due to changes in 
content management system. 

V2R8 - MS IIS 10.0 
STIG, V2R7 

MS IIS 10.0 Server STIG, V2R8: 
- Rule numbers updated throughout due to 
changes in content management system. 
- IIST-SV-000159 - Altered permissions and 
added NA statement for Exchange. 

26 January 2023 

V2R7 - MS IIS 10.0 
STIG, V2R6 

MS ISS 10.0 Site STIG, V2R7:  
- IIST-SI-000230 - Added a NA clause for 
WSUS. 
- IIST-SI-000233 - Altered check and fix for 
the use of Custom Error Pages. 
- IIST-SI-000242 - Altered note statements. 
- IIST-SI-000255 - Corrected path syntax. 
- IIST-SI-000257 - Removed requirement. 
 
MS IIS 10.0 Server STIG, V2R7: 
- IIST-SV-000140 - Altered check and fix for 
the use of Custom Error Pages. 

27 October 2022 

V2R6 - MS IIS 10.0 
STIG, V2R5 

MS ISS 10.0 Site STIG, V2R6:  
- IIST-SI-000255 - Altered Check and Fix.  
 
MS IIS 10.0 Server STIG, V2R6: 
- IIST-SV-000159 - Altered permissions. 

27 July 2022 

V2R5 - MS IIS 10.0 
STIG, V2R4 

MS ISS 10.0 Site STIG, V2R5:  
- IIST-SI-000221 - Altered finding statement. 
- IIST-SI-000236 - Altered Discussion. 
- IIST-SI-000255 - Altered Check and Fix. 
 
MS IIS 10.0 Server STIG, V2R5: 
- IIST-SV-000205 - Reinstated N/A clause. 

27 January 2022 
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V2R4 - MS IIS 10.0 
STIG, V2R3 

MS ISS 10.0 Site STIG, V2R4:  
- IIST-SI-000219, IIST-SI-000220, IIST-SI-
000242 - Added NA for SharePoint clause. 
- IIST-SI-000236 - Altered setting. 
- IIST-SI-000252 - Added note. 
- IIST-SI-000253, IIST-SI-000254 - Removed 
requirement. 
 
MS IIS 10.0 Server STIG, V2R4: 
- IIST-SV-000205 - Altered Check and Fix 
text. 

27 October 2021 

V2R3 - MS IIS 10.0 
STIG, V2R2 

MS ISS 10.0 Site STIG, V2R3:  
- IIST-SI-000235, IIST-SI-000257 - Added 
NA clause for Exchange. 
- IIST-SI-000242 - Altered Vulnerability 
Discussion. 
 
MS IIS 10.0 Server STIG, V2R3: 
- IIST-SV-000159 - Added NA statement. 
- IIST-SV-000210 - Corrected typo. 

23 July 2021 

V2R2 - MS IIS 10.0 
STIG, V2R1 

MS IIS 10.0 Server STIG, V2R2: 
- IIST-SV-000205 - Altered Check and Fix 
content. 
- IIST-SV-000159 - Altered Check and Fix 
content. 
- IIST-SV-000210 - Added requirement to 
remove HTTPAPI Server version from the 
HTTP Response Header information. 
- IIST-SV-000215 - Added requirement to 
remove PHP version from the HTTP 
Response Header information. 
 
MS ISS 10.0 Site STIG, V2R2:  
- IIST-SI-000230 - Added NA statement for 
Splunk. 

23 April 2021 

V2R1 - MS IIS 10.0 
STIG, V1R2 

- DISA migrated the MS ISS 10.0 STIGs to a 
new content management system. The new 
content management system renumbered all 
Groups (V-numbers) and Rules (SV-
numbers). With the new Group and Rule 
numbers, DISA incremented the version 
numbers from V1R2 to V2R1. 
 

23 October 2020 
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MS ISS 10.0 Site STIG, V2R1:  
- IIST-SI-000242 - Added N/A for WSUS 
clause. 
 
MS IIS 10.0 Server STIG, V2R1: 
- IIST-SV-000115 - Modified check and fix. 
- IIST-SV-000132 - Added N/A Clause for 
Exchange. 

V1R2 - MS IIS 10.0 
STIG, V1R1 

MS ISS 10.0 Site STIG, V1R2:  
- V-100195, V-100197 - Updated TLS 
requirements. 
- V-100215 - Removed requirement. 
- V-100281 - Altered permissions. 
 
MS IIS 10.0 Server STIG, V1R2: 
- V-110157, V-100177 - Updated TLS 
requirements. 
- V-100177 - Updated finding statement. 
- V-102895 - Added requirement prohibiting 
IIS functioning as a SMTP relay. 

24 July 2020 

V1R1 - N/A - Initial Release. 20 March 2020 

 


