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REVISION HISTORY 
Revision 
Number 

Document 
Revised Description of Change Release Date 

V2R4 - Microsoft 
Windows 
Server 2022 
STIG, V2R3 

- WN22-00-000020 - Updated requirement 
for LAPS nondomain joined guidance. 
- WN22-00-000130 - Updated Check and Fix 
to include Cluster Shared Volumes (CSV). 
- WN22-DC-000090 - Updated Fix text to 
remove last paragraph referencing the 
Domain Admins and Enterprise Admins 
"Delete all child objects" permissions. 
- WN22-DC-000310 - Removed CCI-000756. 
- WN22-PK-000030 - Updated US DOD 
CCEB Interoperability Root CA. 

02 April 2025 

V2R3 - Microsoft 
Windows 
Server 2022 
STIG, V2R2 

- WN22-DC-000405 - Added requirement for 
MSFT DC Certificate Authentication Review 
vulnerability. 
- WN22-DC-000406 - Added requirement for 
Named-Based strong mappings for 
certificates. 
- WN22-SO-000360 - Updated Check Text: 
This is NA if the host is running SharePoint. 
- Rule numbers updated throughout due to 
changes in content management system. 

15 January 2025 

V2R2 - Microsoft 
Windows 
Server 2022 
STIG, V2R1 

- WN22-00-000020 - Removed Check Text 
referring to management of the Administrator 
account. 
- Rule numbers updated throughout due to 
changes in content management system. 

15 November 2024 

V2R1 - Microsoft 
Windows 
Server 2022 
STIG, V1R4 

- WN22-00-000020, WN22-00-000050, 
WN22-00-000190, WN22-00-000210, WN22-
00-000290, WN22-00-000440, WN22-AC-
000040, WN22-AC-000050, WN22-AC-
000060, WN22-AC-000070, WN22-AC-
000080, WN22-AC-000090, WN22-CC-
000340, WN22-CC-000360, WN22-CC-
000420, WN22-CC-000430, WN22-CC-
000520, WN22-DC-000020, WN22-DC-
000030, WN22-DC-000040, WN22-DC-
000050, WN22-DC-000060, WN22-DC-
000310, WN22-SO-000300, WN22-SO-
000380, WN22-SO-000410, WN22-SO-
000440 - Updated based on NIST SP 800-53 
Rev. 5 changes. 

24 July 2024 
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- Because this is a major revision, version 
numbers were incremented to the next whole 
number. 
- Rule numbers updated throughout due to 
changes in content management system. 

V1R4 - Microsoft 
Windows 
Server 2022 
STIG, V1R3 

- WN22-00-000020 - Updated Fix Text to 
include settings. 
- WN22-00-000170 - Updated Check Text 
with new SID. 
- WN22-00-000440 - Updated Fix with new 
web link. 
- WN22-DC-000320, WN22-SO-000060, 
WN22-SO-000070, WN22-SO-000080, 
WN22-SO-000110, WN22-SO-000160, 
WN22-SO-000170, WN22-SO-000190, 
WN22-SO-000200 - Rule IDs updated due to 
changes in content management system. 
- WN22-PK-000010 - Updated certificate 
type DoD CA 6. 

09 November 2023 

V1R3 - Microsoft 
Windows 
Server 2022 
STIG, V1R2 

- WN22-00-000020 - Updated Vulnerability 
Discussion and Fix Text. 
- WN22-CC-000250 - Changed "Allow 
Telemetry" to "Allow Diagnostic Data" for 
group policy. Updated value options within 
the settings. Updated vulnerability discussion 
and rule title to match setting changes. 

07 June 2023 

V1R2 - Microsoft 
Windows 
Server 2022 
STIG, V1R1 

- WN22-00-000080 - In Check and Fix, 
revised link for AppLocker Deployment 
Guide; replaced “whitelist” with “allowlist” 
throughout requirement. 
- WN22-00-000220 - Revised Check text and 
removed ESS (MACC). 
- WN22-AC-000070 - Revised Rule title to 
“Windows Server 2022”. 
- WN22-AU-000150 - Removed requirement 
to audit Logon/Logoff - Account Lockout 
successes. 
- WN22-CC-000250 - Revised Discussion, 
Check, and Fix to replace “Telemetry” with 
“Diagnostic Data”. 
- WN22-CC-000260 - Revised Check and Fix 
to remove option Bypass (100) and configure 
the policy value for Download Mode. 

11 May 2023 



  UNCLASSIFIED 
Microsoft Windows Server 2022 STIG Revision History, V2R4 DISA 
02 April 2025 Developed by DISA for the DOD 
 

3 
UNCLASSIFIED 

REVISION HISTORY 
Revision 
Number 

Document 
Revised Description of Change Release Date 

- WN22-DC-000270 - Removed requirement 
to audit DS Access - Directory Service 
Changes failures. 
- WN22-MS-000100 - Revised Check to 
remove “standalone or nondomain-joined 
systems” wording. 
- WN22-PK-000010 - Revised Fix to add PKI 
link for DOD certificates. 
- WN22-PK-000020, WN22-PK-000030 - 
Revised Check and Fix to reflect current 
certificates and added PKI link for DOD 
certificates to Fix. 
- WN22-PK-000030 - Revised Check and Fix 
to reflect current certificates and added PKI 
link for DOD certificates to Fix. 
- Some Rule IDs updated due to changes in 
content management system. 

V1R1 - NA - Initial Release. 09 September 2022 

 


