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Trademark Information 

 
Names, products, and services referenced within this document may be the trade names, 
trademarks, or service marks of their respective owners.  References to commercial vendors and 
their products or services are provided strictly as a convenience to our users, and do not 
constitute or imply endorsement by DISA FSO of any non-Federal entity, event, product, 
service, or enterprise. 
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1. INTRODUCTION 

1.1 Executive Summary 

The CSfC WLAN Policy Security Technical Implementation Guide (STIG) is published as a tool 
to improve the security of Department of Defense (DoD) information systems.  This document is 
meant for use in conjunction with the Enclave, Network Infrastructure, Secure Remote 
Computing, and appropriate Operating System (OS) STIGs. 
 

1.2 Authority 

DoD Instruction (DoDI) 8500.01 requires that “all IT that receives, processes, stores, displays, or 
transmits DoD information will be […] configured […] consistent with applicable DoD 
cybersecurity policies, standards, and architectures” and tasks that Defense Information Systems 
Agency (DISA) “develops and maintains control correlation identifiers (CCIs), security 
requirements guides (SRGs), security technical implementation guides (STIGs), and mobile code 
risk categories and usage guides that implement and are consistent with DoD cybersecurity 
policies, standards, architectures, security controls, and validation procedures, with the support 
of the NSA/CSS, using input from stakeholders, and using automation whenever possible.”  This 
document is provided under the authority of DoDI 8500.01. 
 
Although the use of the principles and guidelines in these SRGs/STIGs provide an environment 
that contributes to the security requirements of DoD systems, applicable NIST SP 800-53 
cybersecurity controls need to be applied to all systems and architectures based on the 
Committee on National Security Systems (CNSS) Instruction (CNSSI) 1253. 
 

1.3 Vulnerability Severity Category Code Definitions 

Severity Category Codes (referred to as CAT) are a measure of vulnerabilities used to assess a 
facility or system security posture. Each security policy specified in this document is assigned a 
Severity Code of CAT I, II, or III. 
 

Table 1-1:  Vulnerability Severity Category Code Definitions 

 DISA Category Code Guidelines 

CAT I Any vulnerability, the exploitation of which will, directly and 
immediately result in loss of Confidentiality, Availability, or Integrity. 

CAT II Any vulnerability, the exploitation of which has a potential to result in 
loss of Confidentiality, Availability, or Integrity. 

CAT III Any vulnerability, the existence of which degrades measures to protect 
against loss of Confidentiality, Availability, or Integrity. 

 

1 
UNCLASSIFIED 



UNCLASSIFIED 
CSfC WLAN Policy STIG Overview, V1R1 DISA Field Security Operations 
23 January 2015 Developed by DISA for the DoD 

  
1.4 STIG Distribution 

Parties within the DoD and Federal Government's computing environments can obtain the 
applicable STIG from the Information Assurance Support Environment (IASE) website.  This 
site contains the latest copies of any STIGs, SRGs, and other related security information.  The 
address for the IASE site is http://iase.disa.mil/. 
 

1.5 Document Revisions 

Comments or proposed revisions to this document should be sent via email to the following 
address:  disa.letterkenny.FSO.mbx.stig-customer-support-mailbox@mail.mil.  DISA Field 
Security Operations (FSO) will coordinate all change requests with the relevant DoD 
organizations before inclusion in this document.  Approved changes will be made in accordance 
with the DISA FSO maintenance release schedule. 

2 
UNCLASSIFIED 

http://iase.disa.mil/

	1. Introduction
	1.1 Executive Summary
	1.2 Authority
	1.3 Vulnerability Severity Category Code Definitions
	1.4 STIG Distribution
	1.5 Document Revisions


