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REVISION HISTORY 
Revision 
Number 

Document 
Revised Description of Change Release Date 

V9R1  - Oracle 
Database 11g 
STIGs 

- Moved STIGs to Sunset.  27 October 2021 

V8R20 - Oracle 
Database 11g 
Instance STIG 

- Release number and date updated. 
- V-3819 - Wording modified to require 
obfuscation before data transfer, rather 
than after. 
 
 

28 July 2017 

V8R20 - Oracle 
Database 11g 
Installation STIG 

- Release number and date updated. 
- V-57611 - Modified rule title to make 
the requirement compatible with cloud 
computing. Reduced Severity to Category 
III. 

28 July 2017 

V8R19 - Oracle 
Database 11g 
Installation STIG 

- Release number and date updated. 
- V-16057 - Minimum logon version 
changed from 10 to 11. 
- V-15658 - Requirement for USG 
warning banner removed, for consistency 
with current Database SRG and other 
DBMS product STIGs. 

27 January 2017 

V8R18 - Oracle 
Database 11g 
Instance STIG 

- Release number and date updated. 
- V-3846 - Queries added to Check and 
Fix to look for and set default values. 
- V-3849 - Check modified for more 
accurate results. 
- V-15624 - Redundant requirement 
deleted. 
- V-15657 - Reworded to clarify that 
Oracle Label Security is an option, not 
mandatory. 

22 July 2016 

V8R17 - Oracle 
Database 11g 
Instance STIG 

- V-02533 - Query corrected. 22 April 2016 

V8R16 - Oracle 
Database 11g 
STIG Overview 

- Release number and date updated. 
- Added Section 1.7, Product Approval 
Disclaimer. 

22 January 2016 

V8R16 - Oracle 
Database 11g 
Instance STIG 

- V-15645 – Made applicable to all MACs 
and confidentiality levels. Changed 
“should” to “must” in rule title.  

22 January 2016 
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Revision 
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Document 
Revised Description of Change Release Date 

V8R15 - Oracle 
Database 11g 
STIG Overview 

- Release number and date updated. 
- References to VMS removed (including 
removal of Appendix C). 
- Appendix D renumbered to C. 

23 October 2015 

V8R15 - Oracle 
Database 11g 
Instance STIG 

- V-3808 - Reworded to allow for 
exceptions when the job is created by 
Oracle itself. 
- V-15747 - Reworded for clarity. 

23 October 2015 

V8R15 - Oracle 
Database 11g 
Installation STIG 

- V-3440 - Syntax error corrected. 23 October 2015 

V8R14 - Oracle 
Database 11g 
STIG Overview 

- Added Section 1.6. 24 July 2015 

V8R14 - Oracle 
Database 11g 
Instance STIG 

- V-15644 - Fix modified to mention 
auditable actions that are not explicitly 
addressed. 

24 July 2015 

V8R14 - Oracle 
Database 11g 
Installation STIG 

- V-5658 - Updated End of Premier 
Support information, in line with current 
Oracle policy. 

24 July 2015 

V8R13 - Oracle 
Database 11g 
STIG Overview 

- Modified references to "DISA FSO" to 
reflect DISA reorganization. 
- Updated document release number and 
date. 
- Updated STIG support desk email 
address. 
- Updated IAVM website URL. 
- Restored paragraph numbers. 

24 April 2015 

V8R13 - Oracle 
Database 11g 
Instance STIG 

- V-3846 - Code modified for 
completeness. 
- V-15635 - SQL code corrected. 

24 April 2015 

V8R12 - Oracle 
Database 11g 
Instance STIG 

- V-3815 - Modified Check for consistent 
use of comparison operators. 
- V-15141 - Moved from Oracle Database 
11g Installation STIG. 
- V-16035 - Restored missing 
requirement. 
- V-16053 - Restored missing 
requirement. 

23 January 2015 

V8R12 - Oracle 
Database 11g 
Installation STIG 

- V-2422 - Modified Fix. 
- V-3728 - Modified wording of 
Discussion and Fix to emphasize the need 

23 January 2015 
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for testing before implementation of the 
Fix on a production system. 
- V-15107 - Modified the Vulnerability 
Discussion. 
- V-15141 - Moved to Oracle Database 
11g Instance STIG. 
- V-15147 - Removed. 
- V-57609 - Added. 
- V-57611 - Added. 
- V-57613 - Added. 

V8R12 - Oracle 
Database 11g 
STIG Overview 

- Page format, section numbers, section 
titles modified throughout, and some 
content rearranged, in compliance with 
current guidelines. 
- Supported Versions statement updated. 
- List of STIG IDs updated. 

23 January 2015 

V8R1.11 - Oracle 
Database 11g 
Instance STIG 
Version 8, 
Release 1.11 

- Updated missing Check Content 
- Updated V3819 to make the check not a 

finding for production databases. 
- Updated v-3808 and v-16033 STIG IDs. 
- Updated the Oracle11g Overview 
document. 

25 April 2014 

V8R1.11 - Oracle 
Database 11g 
Installation STIG 
Version 8, 
Release 1.11 

- Updated missing Check Content. 25 April 2014 

V8R1.10 - Oracle 
Database 11g 
Instance STIG 
Version 8, 
Release 1.10 

- Added V-3808. 
- Added V-16033. 

24 January 2014 

V8R1.10 - Oracle 
Database 11g 
Installation STIG 
Version 8, 
Release 1.10 

- Removed V-3808. 
- Removed V-16033. 

24 January 2014 

 


