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Revision
Number

Document
Revised

Description of Change

Release Date

V1R4

- Oracle
Linux 9
STIG, V1IR3

- OL09-00-000010 - Added release dates to
Discussion and updated versioning in Check
text command output.

- OL09-00-000043 - Updated Check text
command and output. Updated Fix text
configuration entry.

- OL09-00-000044 - Updated tipc command
and output.

- OL09-00-000045 - Updated Check text
command and output for consistency.

- OL09-00-000710 - Removed duplicate entry
from Check and Fix.

- OL09-00-000840, OL09-00-000845 -
Updated requirement to use auditctl for
consistency.

- OL09-00-002010, OL09-00-002424 -
Removed requirement.

- OL09-00-002032, OL09-00-002080 - Added
NA note for vfat file systems.

- OL09-00-002104 - Updated GNOME
session lock to 10 minutes of inactivity with
“idle-delay”.

- OL09-00-002363 - Removed wildcard from
end of Check Text search string and updated
finding statement.

- OL09-00-002376 - Added
StopldleSessionSec requirement to terminate
idle user sessions.

- OL09-00-002381, OL09-00-002382, OL09-
00-002384 - Added NA statement to kernel
dumps requirement disabled by OL08-00-
010671 and OL09-00-002380.

- OL09-00-002383 - Updated kdump
requirement to remove conflicting entries and
added NA note.

- OL09-00-002427 - Removed contradictory
requirement.

- OL09-00-002504 - Updated Check text
command to include the /usr/libexec
directory.

- OL09-00-002516 - Updated requirement to
capture all root and system accounts in Check
and set appropriately in Fix.

05 January 2026
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- OL09-00-002522 - Corrected typo in
finding statement.

- OL09-00-005030 - Updated Check and Fix
texts to agree and ensure the SRG is satisfied.
- OL09-00-002412 - Updated requirement to
use dropfiles for the CtrlAltDelBurstAction
setting.

- Rule numbers updated throughout due to
changes in content management system.

- Oracle
Linux 9
STIG, V1R2

- OL09-00-000105 - Replaced “rsh-server
removal” control with a “no EPEL” rule.

- OL09-00-000865, OL09-00-000870 - Edited
verbiage to set 25 percent minimum
threshold.

- OL09-00-002332 - Removed conflicting
control.

- OL09-00-002429 - Removed control
requiring OL 9 to prevent system daemons
from using Kerberos for authentication.

- OL09-00-002523 - Updated Check and Fix
commands to set library file group
permissions to root.

- OL09-00-002524 - Updated Check and Fix
commands to ensure root ownership of
library files.

- OL09-00-002525 - Updated Check and Fix
commands to set library file permissions to
0755.

- OL09-00-002584 - Added control to audit
any script or executable called by cron as root
ot by any privileged user.

- Rule numbers updated throughout due to
changes in the content management system.

01 October 2025

- Oracle
Linux 9
STIG, V1R1

- OL09-00-000410 - Added NA statement to
libreswan control.

02 July 2025

- NA

- Initial Release.

25 March 2025
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