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REVISION HISTORY

Revision | Document
Number Revised
V1IR3 - Canonical - V-99009 - Added a requirement that the 24 January 2020
Ubuntu “pam_pwquality” module is installed and
16.04 STIG, | configured.

VIR2 - V-98989 - Added new requirement for the
configuration of “PermitUserEnvironment”.
- V-75471 - Updated the check for the
“PAS MIN DAYS” parameter.

- V-75691, V-75693, V-75697, V-75699,
V-75707, V-75755, V-75759, V-75761,
V-75765, V-75767, V-715769, V-757717,
V-75781, V-75783, V-75785, V-75787,
V-75789, V-80969 - Removed the “arch="
configuration from the audit rule.

- V-75709, V-75711, V-75713 - Removed
the requirement because it is a symlink to
V-75715.

- V-75479 - Updated the Rule Title to better
reflect the requirement. Updated the check
to look for all instances of “nullok™.
Updated the fix to reference all instances of
“nullok”.

- V-75495 - Updated the check command to
also look in the systemd directory and
uncommented configuration lines. Updated
the finding statement to support the check
command.

- V-75505 - Corrected a typo in the fix text
to read “‘set superusers”.

- V-75507 - Corrected a typo in the check
and fix text that listed an incorrect file path
for grub.cfg.

- V-75523 - Corrected a file path typo to
read “/etc/default/aide” in the check and fix.
- V-75541 - Removed references to
graphical user interfaces from the
requirement.

- V-75583 - Removed the requirement
because it is a duplicate of V-75513.

- V-75635 - Updated the CCI and list of
satisfied SRG requirements.

- V-75695 - Added the “mount” command
as an audit rule to the requirement.
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- V-75757 - Removed the requirement
because it is a symlink to V-75755.

- V-75797 - Updated the Rule Title.

- V-75825 - Removed the “=" sign from the
banner config to be consistent with other
STIGs.

- V-75833 - Removed the
“PermitUserEnvironment” from this
requirement and added it as a standalone
requirement.

- V-75895, V-75897 - Updated the
requirement to identify any tftpd package
that might be installed.

- V-80957 - Updated the requirement to use
“graphical user interface” in place of GUI.
Added a note to the fix text.

- V-80963 - Merged the requirement with
V-75635.

- Canonical - V-75503 - Added important compliance 26 April 2019
Ubuntu information to the note in the Fix text.
16.04 STIG,
VIRI1

- N/A - Initial release. 26 July 2017
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