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Number 
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Revised 
Description of Change Release Date 

V4R28 - Mozilla 

Firefox 

STIG, 

V4R27 

- V-79053 - Removed deprecated requirements. 

- V-15983 - Updated to include TLS 1.3. 

24 January 2020 

V4R27 - Mozilla 

Firefox 

STIG, 

V4R26 

- V-17988 - Updated to state any supported 

version, not strictly ESR. 

- V-64891 - Modified VulDiscussion. 

- V-97529 - Added to disable developer mode. 

25 October 2019 

V4R26 - Mozilla 

Firefox 

STIG, 

V4R25 

- V-15772 - Changed to use 

"plugin.disable_full_page_plugin_for_types". 

- V-15774 - Changed "False" to lower-case. 

- V-15775 - Changed "False" to lower-case. 

- V-15983 - Removed deprecated setting 

"security.enable_tls". 

- V-15987 - Removed due to deprecated setting. 

- V-15989 - Removed due to deprecated setting. 

26 July 2019 

V4R25 - Mozilla 

Firefox 

STIG, 

V4R24 

- V-17988 - Reworded to state FireFox must be 

the newest version available. 

- V-19741 - Removed requirement. 

26 April 2019 

V4R24 - Mozilla 

Firefox 

STIG, 

V4R23 

- V-15772 - Updated to use 

"plugin.default_plugin_disabled". 

- V-15775 - Updated to replace 

"signon.prefillforms" with 

"signon.autofillForms". 

- V-15777 - Removed depreciated requirement. 

- V-15988 - Removed duplicate requirement. 

- V-19743 - Updated syntax. 

- V-79053 - Updated to include blocking of 

health data submission. 

25 January 2019 

V4R23 - Mozilla 

Firefox 

STIG, 

V4R22 

- V-6318 – Updated note text. 

- V-19741 – Updated to allow internal or 

Mozilla update server. 

26 October 2018 

V4R22 - Mozilla 

Firefox 

STIG, 

V4R21 

- V-15983 - Removed SSL portions. 

- V-15777 – “places.history.enabled" 

replaced depreciated setting of 

"browser.history_expire_days_min". 

27 July 2018 

V4R21 - Mozilla 

Firefox 

STIG, 

V4R20 

- Updated CCIs on several Vuls. 27 April 2018 
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V4R20 - Mozilla 

Firefox 

STIG, 

V4R19 

- V-15986 - Removed window-sizing 

portion of check/fix as they are handled 

in other checks. 

- V-79053 - Added requirement to 

disable background submission of 

information to Mozilla. 

26 January 2018 

V4R19 - Mozilla 

Firefox 

STIG, 

V4R18 

- V-15777 - Updated to remove 

depreciated policy settings and set 

history timespan. 

- V-6318 - Updated to note that using 

the Windows CA is acceptable. 

- V-19743 – Updated to remove 

deprecated setting from sample code. 

28 July 2017 

V4R18 - Mozilla 

Firefox 

STIG, 

V4R17 

- V-15983 – Updated to remove TLS 

1.0 per NIST SP 800-52. 

- V-6318 - Updated to remove 

fingerprint information. 

28 April 2017 

V4R17 - Mozilla 

Firefox 

STIG, 

V4R16 

- V-6318 - Removed fingerprint 

information. 

- V-15983 - Updated TLS settings. 

- V-19743 - Updated sample code. 

- V-17988 - Updated minimum version. 

27 January 2017 

V4R16 - Mozilla 

Firefox 

STIG, 

V4R15 

- V-15777 - Updated to 40 days. 

- V-15776 - Updated to disable saved 

passwords. 

- V-19743 - Updated sample data. 

- V-15990 - RFI - blank home page 

requirement. 

- V-19741 - Updated source description. 

- V-64891 - Updated to state file may 

need to be created. 

- V-57681 - Added to disable auto-

complete. 

28 October 2016 

V4R15 - Mozilla 

Firefox 

STIG, 

V4R14 

- V-15983 – Updated. 

- V-15767 and V-15982 - Removed to 

accommodate latest TLS requirements. 

22 July 2016 

V4R14 - Mozilla 

Firefox 

STIG, 

V4R13 

- V-15767, V-15982, V-15983, and V-

19743 - Updated. 

- V-64891 - Added. 

22 January 2016 
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V4R13 - Mozilla 

Firefox 

STIG, 

V4R12 

- V-19743 and V-15767 - Updated. 23 October 2015 

V4R12 - Mozilla 

Firefox 

STIG, 

V4R11 

- V-15982 – Updated. 

- Removed duplicates from DPMS (no change 

to the STIG). 

24 July 2015 

V4R11 - Mozilla 

Firefox 

STIG, 

V4R10 

- V-19743 - Updated to change the location of 

the config file. 

24 April 2015 

V4R10 - Mozilla 

Firefox 

STIG, 

V4R9 

- V-15986 – Updated. 25 July 2014 

V4R9 - Mozilla 

Firefox 

STIG, 

V4R8 

- V-19742 - Added IA control. 20 April 2014 

V4R8 - Mozilla 

Firefox 

STIG, 

V4R7 

- Removed the Automated Gold Disk 

section from the overview document. 

- Add a version note to the overview document. 

24 January201 4 

V4R7 - Mozilla 

Firefox 

STIG, 

V4R6 

- V-19743 - Updated to add 

lockPref(“network.protocol- 

handler.external.shell”,false); 

lockPref(“security.enable_ssl3”,true); 

lockPref(“security.enable_ssl2”,false); 

lockPref(“security.enable_tls”,true); 

Added application/xlt, 

application/dos, application/wks to 

the 

“plugin.disable_full_page_plugin_for

_types” lockPref. 

- Changed last line from “pref” to “lockPref”. 

Made Fix Text consistent throughout the 

document (lock using the Mozilla.cfg file). 

- V-19742 - Updated to make Fix Text consistent 

throughout the document (lock using the 

Mozilla.cfg file). 

- V-15982 - Updated to make Fix Text consistent 

throughout the document (lock using the 

Mozilla.cfg file). 

26 July 2013 
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- V-15772 - Updated to add (DOC, MDB, 

MDE, WBK, WB1, WCH, WCM, AD, ADP) 

to Check Content and Fix Text. 

- V-15771 - Updated to make Fix Text 

consistent throughout the document (lock using 

the Mozilla.cfg file). 

- V-15767 - Updated to correct SSL setting. 

V4R6 - Mozilla 

Firefox 

STIG, 

V4R5 

- V-15767 - Updated to allow the use of SSL 3.0. 26 April 2013 

V4R5 - Mozilla 

Firefox 

STIG, 

V4R4 

- V-15771 - Added lock pref requirement. 

- DTBF017, DTBF070, DTBF080, 

DTBF085, DTBF090 - Added new 

vuls. 

- DTBF003 and DTBF130 - Corrected Group 

Title on. 

26 October 2012 

V4R4 - Mozilla 

Firefox 

STIG, 

V4R3 

- Updated nomenclature and reference 

information to Overview Document. 

-Added informational examples on lock pref 

administration. 

27 April 2012 

V4R3 - Mozilla 

Firefox 

STIG 

Revision 

History, 

V4R2 

- V-6318 - FireFox Browser Guidance: Updated 

DoD Certificate specifics. 
29 July 2011 

V4R2 - Desktop 

Applicatio

ns STIG, 

V4R1 

- Added to initial release document. 

- V-6318,V-15767,V-15768,V-15770,V-

15771,V-15772, V-15773,V-15774,V-15775,V-

15776,V- 15777,V-15778, V-15779,V-15982,V-

15983,V-15985,V-15986,V-15987, V-15988,V-

15989,V-17988 - FireFox Browser Guidance: 

Revised 21 checks in removing GUI instruction. 

- V-15769 - FireFox Browser Guidance: 

Deconditioned to remove check. 

- V-3427, V-3428, V-3429, V-3431, V-3432 - 

Internet Explorer Browser Guidance: Moved 5 

vulnerability settings from Windows Guidance to 

Browser instruction specific to Internet Explorer. 

23 April 2010 

V4R1 - Desktop 

Applicatio

ns STIG 

- Initial Release. 09 December 2009 

 


