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REVISION HISTORY 
Revision 
Number 

Document 
Revised Description of Change Release Date 

V8R27 - All STIGs - V-3013, NET0340 - Updated banner (insert 
spaces between statements). 
- V-5624, NET-NAC-012 - Removed NET-
NAC-012. 
- V-5626, NET-NAC-009 - Updated Check 
content and Fix text: make Note to ensure 
force-authorized is not configured. 

25 January 2019 

V8R26 - All STIGs - V-5626 - Removed downgrade in severity 
override. 
- V-5646 - Removed requirement. 
- V-3175, V-4582 - Included default aaa in 
config examples. 

26 October 2018 

V8R25 - All STIGs - NET1640: Updated check content 
configuration example that logs all successful 
and unsuccessful logon attempts. 
- NET-NAC-009: Updated check content to 
include allowance for MAC Authentication 
Bypass and remove the downgrade to a CAT 
III if using MAC port security in lieu of 
802.1x. 

27 July 2018 

V8R24 - All STIGs - NET0405: Added the following note to the 
check content: This feature can be enabled if 
the communication is only to a server residing 
in the local area network or enclave. 
- NET0465: Changed the check content to 
state the following: Authorized accounts 
should have the least privilege level unless 
deemed necessary for assigned duties. 

27 April 2018 

V8R23 - All STIGs - NET0813: Added exception to allow 
downgrading to a CAT III if using MD5 for 
NTP authentication. Removed reference to 
PKI. 

26 January 2018 

V8R22 - All STIGs - NET0740: Updated discussion section to 
clarified the difference between enabling 
HTTP and HTTPS services for administrative 
access. 

27 October 2017 

V8R21 - L2 Switch 
STIG 

- NET1638: Updated Check Content section 
example. 
- Updated release number. 

28 July 2017 
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Revision 
Number 
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Revised Description of Change Release Date 

V8R27 - All STIGs - V-3013, NET0340 - Updated banner (insert 
spaces between statements). 
- V-5624, NET-NAC-012 - Removed NET-
NAC-012. 
- V-5626, NET-NAC-009 - Updated Check 
content and Fix text: make Note to ensure 
force-authorized is not configured. 

25 January 2019 

V8R20 - All STIGs - NET1637: Add "log" to Check Content 
example. 
- NET-NAC-012: Updated example in Check 
Content. 
- NET0813: Removed MD5 exception from 
Check Content section. 
- NET0440: Updated Rule Title, Vulnerability 
Discussion and Check Content sections. 
- Updated version and release numbers. 
- Added sections 1.6 and 1.7. 
- Minor updates to other sections. 

28 October 2016 

V8R19 - STIG 
package 

- NET0440: Changed emergency account to 
account of last resort. 

23 October 2015 

V8R18 - STIG 
package 

- Created a new Overview V1R1. 
- Removed the Network Infrastructure 
Overview from package. 

23 January 2015 

 


