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REVISION HISTORY

ﬁz\:rlil)zrr] Dsg\ljir?:gt Description of Change Release Date
V6R16 - WLAN - V-97417 - Added new WIDS check to 25 October 2019
Access Point | STIG (requirement had previously been in
Enclave the Network Infrastructure Policy STIG).
NIPRNet
Connected
Role STIG,
V6R15
V6R15 - All STIGs - WIR0125-01 - removed requirement based | 26 April 2019
on new DoD WLAN policy.
- WIR0115-01 - minor modifications to text
based on new DoD WLAN policy.
- WIR0115-03 - added FIPS 140-2 (CMVP)
requirement.
- WIR0114-01 - added Wi-Fi Alliance
certification requirement.
- WIR0123-01 - added guest WLAN
requirements.
V6R14 - All STIGs - NETO0405 - Added the following note to the | 27 April 2018
check content: This feature can be enabled if
the communication is only to a server
residing in the local area network or enclave.
- NET0465 - Changed the check content to
state the following: Authorized accounts
should have the least privilege level unless
deemed necessary for assigned duties.
V6R13 - All STIGs - NET0813 - Added exception to allow 26 January 2018
downgrading to a CAT Il if using MD5 for
NTP authentication. Removed reference to PKI.
V6R12 - All STIGs - NET0440 - Updated Rule Title, 28 October 2016
- WLAN Vulnerability Discussion, and Check Content
STIG sections.
Overview - NET0813 - Removed MD5 exception from

Check Content section.
- Updated release number and date.
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REVISION HISTORY

Revision Document
Number Revised
V6R11 - All STIGs - WIR0135 - Removed references to 22 January 2016

- WLAN Wireless Checklist, Wireless Overview
Access Point | document, and Wireless STIG in the
(Enclave- Vulnerability Discussion and Check Content.
NIPRNet - WIR0116 - Update Check content section to
Connected) include a Note for the exception of Medical

- WLAN Devices.

Controller - Added Section 1.6 Other Considerations.

- Overview, - Added Section 1.7 Product Approval

V1IR3 Disclaimer.

Description of Change Release Date

- Overview, - Updated Overview document. 23 October 2015
V1R2 - Synchronized version and release numbers.
- All STIGs - NET0440 - Changed emergency account to
- WLAN account of last resort.

Access Point
(Internet
Gateway Only
Connection)
STIG, V6R9

- Network - Created a new Overview, V1R1. 23 January 2015
Overview
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