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UNCLASSIFIED 

REVISION HISTORY 

Revision 

Number 

Document 

Revised 
Description of Change Release Date 

V1R6 - Samsung 

Android 7 

with Knox 

2.x STIG, 

V1R5 

-V-76621 -Changed password complexity rule 

for the device. 

-V-76659 -Changed password complexity rule 

for the Knox container. 

-Updated Configuration Tables document to 

change password complexity rule for the device 

and Knox container. 

25 October 2019 

V1R5 - Samsung 

Android 7 

with Knox 

2.x STIG, 

V1R4 

-Changed CC Mode requirement (V-76571 / 

KNOX-07-012100) from CAT II to CAT I to be 

consistent with the Samsung Android OS 9 

STIG. 

 

26 July 2019 

V1R4 - Samsung 

Android 7 

with Knox 

2.x STIG, 

V1R3 

-Updated the STIG Supplemental document. 

Added guidance related to the DoD policy on 

the use of fitness tracking devices/apps in 

operational areas. Added guidance related to 

using Samsung Android devices in tactical 

environments. 

25 January 2019 

V1R3 - Samsung 

Android 7 

with Knox 

2.x STIG, 

V1R2 

- V-76611 - Removed requirement. Iris scan 

feature has passed Common criteria evaluation 

and can be used. 

- Updated the Supplemental document Section 

7.2, Biometric Authentication, to allow the use 

of Iris Scan authentication. 

- Updated Configuration Tables document. 

Changed Iris control from required to optional 

and changed recommended setting to "select". 

26 October 2018 

V1R2 - Samsung 

Android 7 

with Knox 

2.x STIG, 

V1R1 

- Updated Configuration Tables document: 

changed recommended setting for "Allow 

screen capture" to "disable" to be consistent 

with the iOS 11 STIG. 

27 April 2018 

V1R1 - Samsung 

Android 7 

with Knox 

2.x STIG 

Initial STIG release. 13 October 2017 

 


