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V1R5 - Apache Unix 
and Windows 
Server STIG 

- Updated the discussion, check and fix for 
V-2246. Changed the text to reflect that 
Apache 2.0 is EOL. 

23 October 2015

V1R4 - Apache Unix 
and Windows 
STIG Overview 

- Updated the document to the new 
template, replacing references to FSO with 
RE. 
- Updated the support email address to the 
new address. 

24 July 2015 

V1R4 - Apache Unix 
and Windows 
Server STIG 

- Created WG345 which does not allow 
export ciphers to be used. 
- Updated 13 vulnerabilities - changed IAO 
to ISSO and IAM to ISSM. 

24 July 2015 

V1R4 - Apache Unix 
and Windows 
Site STIG 

- Updated 2 vulnerabilities - changed IAO 
to ISSO and IAM to ISSM. 

24 July 2015 

V1R3 - Apache Unix 
and Windows 
Site STIG 

- Updated the discussion and check for V-
2249. The current vulnerability specifies 
that TLS 1.0 needs to be implemented for 
remote administration of the web server. 
The text was changed to make the approved 
versions to be FIPS 140-2 approved TLS 
versions and the check was updated to make 
sure that non-approved versions are 
disabled. Also included a reference to NIST 
800-52 for best practices. 
- Updated the check and fix for V-13694. 
The current vulnerability specifies that TLS 
1.0 or greater needs to be implemented for 
public web servers when authentication is 
used. The text was changed to make the 
approved versions to be FIPS 140-2 
approved TLS versions and the check was 
updated to make sure that non-approved 
versions are disabled. Also included a 
reference to NIST 800-52 for best practices. 
- Updated the title, discussion, check and fix 
for V-2262. The current vulnerability 
specifies that TLS 1.0 or greater needs to be 
implemented for private web servers. The 
text was changed to make the approved 
versions to be FIPS 140-2 approved TLS 
versions and the check was updated to make 

23 January 2015 
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sure that non-approved versions are 
disabled. Also included a reference to NIST 
800-52 for best practices. 

V1R2 - Apache Unix 
and Windows 
Server STIG 

- Updated the discussion, check and fix text 
for V-2242 to reflect the new DMZ model. 

24 October 2014

V1R2 - Apache Unix 
and Windows 
Site STIG 

- Updated the check text for V-6373 to 
remove the references to DTM-08-060 and 
to point to DoDI 8500.01. 

24 October 2014

 


