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Revision 
Number 

Document 
Revised Description of Change Release Date 

V5R21 - McAfee 
VirusScan 
8.8 Managed 
Client STIG 

V-42531 - Clarified approval authority for 
justified exclusions. 

25 October 2019 

V5R20 - McAfee 
VirusScan 
8.8 Managed 
Client STIG 

- V-6585, V-6599, V-6600, V-6601, V-6602, 
V-6604, V-6611, V-6612, V-6614, V-6615, 
V-6616, V-6617, V-6618, V-6620, V-6625, 
V-6627, V-14654, V-42532, V-42533, V-
42534 - Corrected Check content to validate 
against registry key rather than .ini files. 

26 April 2019 

V5R19 - McAfee 
VirusScan 
8.8 Managed 
Client STIG 

DTAM159 - Reverted registry key values for 
required dwLogEvent back to correct 
settings. Added alternative, also compliant, 
values for combination of settings. 

27 July 2018 

V5R18 - McAfee 
VirusScan 
8.8 Managed 
Client STIG 

- Updated CCIs from 800-53 Rev 3 to 800-
53 Rev 4. 

27 April 2018 

V5R17 - McAfee 
VirusScan 
8.8 Managed 
Client STIG 

- DTAM016, DTAM045, DTAM046, 
DTAM047, DTAM048, DTAM050, 
DTAM052, DTAM053, DTAM054, 
DTAM055, DTAM056, DTAM057, 
DTAM058, DTAM059, DTAM060, 
DTAM063, DTAM070, DTAM154, 
DTAM155, DTAM164 - Modified check 
criteria to allow for alternative method for 
validation. 
- DTAM159 Modified registry key for 
corrected allowed value. 

26 January 2018 

V5R16 - McAfee 
VirusScan 
8.8 Managed 
Client 
Overview 

- Modified Overview document to reflect 
reviewing the local VirusScan console is not 
an approved method for validating STIG 
requirements on an ePO-managed endpoint. 

28 July 2017 

V5R15 - McAfee 
VirusScan 
8.8 Managed 
Client 

-  DTAM148 - Changed finding criteria to 
reflect not a finding if setting is selected. 

28 April 2017 

V5R14 - McAfee 
VirusScan 
8.8 Managed 
Client 

- DTAG008 - Modified to reflect desired age 
of within 24-48 hours, no older than 7 days. 
- DTAM016, modified to reflect AutoUpdate 
frequency to be every 24 hours. 

27 January 2017 
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V5R13 - McAfee 
VirusScan 
8.8 Managed 
Client 

- DTAM106 - Modified requirement to allow 
for a “not applicable” finding if DTAM052 
is in compliance. 

21 November 2016 

V5R12 - McAfee 
VirusScan 
8.8 Managed 
Client 

- DTAM145, DTAM148, DTAM170 - 
Modified rule title and check content to 
reflect signature changes in OPORD 14-0018 
FRAGO2. 
- DTAM156 - Removed requirement. 

28 October 2016 

V5R11 - McAfee 
VirusScan 
8.8 Managed 
Client 

- DTAM153 - Modified the finding 
statement in the Check verbiage. 

22 July 2016 

V5R10 - McAfee 
VirusScan 
8.8 Managed 
Client 

- DTAM138, DTAM139, DTAM140, 
DTAM141, DTAM142, DTAM143, 
DTAM144, DTAM146, DTAM147, 
DTAM150, DTAM151, DTAM161 - 
Modified check content to allow possibility 
for “not applicable” if HIPS is enabled. 

22 April 2016 

V5R9 - McAfee 
VirusScan 
8.8 Managed 
Client 

- DTAM153 - Registry key/value correction. 22 January 2016 

V5R8 - McAfee 
VirusScan 
8.8 Managed 
Client 

- DTAM021, DTAM022, DTAM023, 
DTAM027, DTAM028, DTAM029, 
DTAM035, DTAM036, DTAM039, 
DTAM157, DTAM158, DTAM159, 
DTAM162, DTAM163 - Modified check 
verbiage to allow for a “not applicable” 
finding if an email client is not installed on 
system. 
- DTAM170 - Corrected rule title from 
Common Standard Protection to Anti-
Spyware Maximum Protection. 

23 October 2015 

V5R7 - McAfee 
VirusScan 
8.8 Managed 
Client 

- DTAM026 - Removed requirement for 
archive scanning by On-Delivery email 
scanner. 
- DTAM045 - Modified requirement to allow 
for an On-Demand scan configuration for 
either “All local drives” or “All fixed 
drives”. 

24 July 2015 
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- DTAM149 - Modified requirement check 
content to allow for a N/A if HIPS signature 
3886 is enabled to provide the same 
protection. 

V5R6 - McAfee 
VirusScan 
8.8 Managed 
Client 

- DTAM145, DTAM148 - Modified to 
reflect specific related HIPS signature as 
specified by US CYBERCOM CTO. 
- DTAM170 - Added to reflect specific HIPS 
signature as specified by US CYBERCOM 
CTO. 

24 April 2015 

V5R5 - McAfee 
VirusScan 
8.8 Managed 
Client 

- DTAM106, DTAM052, DTAM026 - 
Scanning inside archives relaxed to allow for 
exclusions. 

23 January 2015 

V5R5 - McAfee 
VirusScan 
8.8 Managed 
Client 

- DTAM151 - Modified Check content to 
allow for approved IRC communication on 
classified networks, as allowed per the 
PPSM. 

23 January 2015 

V5R5 - McAfee 
VirusScan 
8.8 Managed 
Client 

- DTAM161 - Modified to allow for a NA 
finding if HIPS is meeting all of the Access 
Protection requirements. 

23 January 2015 

V5R5 - McAfee 
VirusScan 
8.8 Managed 
Client 

- Separated into individual zip package. 23 January 2015 

V5R4 - McAfee 
VirusScan 
8.8 Managed 
Client STIG 

- DTAM145 - V-42523. 
- DTAM148 - V-42526 - Modified to allow 
for a Not Applicable finding if HIPS is 
enabled to afford the same protection. 

24 October 2014 

V5R4 - McAfee 
VirusScan 
8.8 Managed 
Client STIG 

- DTAM050 - V-6604 
- DTAM152 - V-42530 
- DTAM153 - V-42531 
- DTAM160 - V-42539 - Modified Check 
verbiage to allow for DAA approval of 
exclusions, with the ISSO/ISSM. 

24 October 2014 

V5R3 - McAfee 
VirusScan 
8.8 Managed 
Client STIG 

- DTAM160 V-42539 - Corrected rule title 
from “McAfee VirusScan On-Access Default 
Policies” to “McAfee VirusScan On-Access 
General Polices”. 

25 July 2014 
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V5R2 - McAfee 
VirusScan 
8.8 Managed 
Client STIG 

- DTAM145 V-42523 and DTAM148 V-
42526 - Corrected Check and Fix content to 
reflect “Block and Report”. 

25 April 2014 

V1R2 - McAfee 
VirusScan 
8.8 Managed 
Client STIG 

- DTAM167 V-42543 - Corrected Check and 
Fix Content to reflect “Delete Files 
Automatically”. 

25 April 2014 

 


