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Revision
Number

Document
Revised

Description of Change

Release Date

V2R7

Tri-Lab
Operating
System Stack
(TOSS) 4
STIG, V2R6

- TOSS-04-010050 - Updated to prohibit
“autofs”.

- TOSS-04-010230 - Enforced
“timestamp_timeout=0" with no other
setting being acceptable.

- TOSS-04-030550 - Updated audit config
permissions and specified files in
“/etc/audit/rules.d/” for all rules.

- TOSS-04-031215 - Added control to audit
the “useradd” command.

- TOSS-04-040120 - Updated max password
age value to 180 days.

- Requirements were updated throughout to
reflect the change from DOD to DoW.

30 September 2026

V2R6

_TOSS 4
STIG, V2R5

- TOSS-04-010410 - Removed unnecessary
requirement.

- TOSS-04-040330 - Updated requirement
severity to CAT I to align with parent SRG.

01 July 2026

V2R5

_TOSS 4
STIG, V2R4

- TOSS-04-010080, TOSS-04-010140,
TOSS-04-010150 - Upgraded Severity to
CAT 1.

- TOSS-04-020000 - Removed NA note.

- TOSS-04-020300 - Updated permission for
user home directories to have mode 0750 or
less permissive.

01 April 2026

V2R4

_TOSS 4
STIG, V2R3

- TOSS-04-010030, TOSS-04-010100 - Rule
number updated due to changes in content
management system.

- TOSS-04-010360 - Updated to use
dropfiles for the CtrlAltDelBurstAction
setting.

- TOSS-04-010410 - Updated compression
requirement to set compression to “no”.

- TOSS-04-020030 - Updated GNOME
session lock to 10 minutes of inactivity with
“idle-delay”.

05 January 2026

V2R3

“TOSS 4
STIG, V2R2

- TOSS-04-040600 - Updated TFTP Check
and Fix Text.

- TOSS-04-010030, TOSS-04-010100 - Rule
numbers updated due to changes in the
content management system.

01 October 2025

V2R2

- TOSS 4

STIG, V2R1

- TOSS-04-040600 - Updated tftp.server
commands.

02 July 2025
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- Rule numbers updated throughout due to
changes in the content management system.

_TOSS 4
STIG, VIR3

- TOSS-04-020070, TOSS-04-010010,
TOSS-04-010040, TOSS-04-010180, TOSS-
04-010220, TOSS-04-010230, TOSS-04-
010240, TOSS-04-020020, TOSS-04-020120,
TOSS-04-020180, TOSS-04-020190, TOSS-
04-030010, TOSS-04-040050, TOSS-04-
040060, TOSS-04-040070, TOSS-04-040080,
TOSS-04-040090, TOSS-04-040110, TOSS-
04-040120, TOSS-04-040140, TOSS-04-
040350, TOSS-04-040290, TOSS-04-031350,
TOSS-04-040280 - Updated based on NIST
SP 800-53 Rev. 5 changes.

- TOSS-04-040130 - Removed based on
NIST SP 800-53 Rev. 5 changes.

- Because this is a major revision, version
numbers were incremented to the next whole
number.

- Rule numbers updated throughout due to
changes in content management system.

24 July 2024

_TOSS 4
STIG, VIR2

- Rule IDs updated throughout due to
changes in content management system.

- TOSS-04-030750, TOSS-04-030840,
TOSS-04-030900, TOSS-04-031370, TOSS-
04-031380, TOSS-04-040390 - Edited for
style guide compliance.

- TOSS-04-040280 - Revised the usage of
“/bin/true”.

24 January 2024

_TOSS 4
STIG, VIR1

- STIG updated due to minor changes in
content management system.

29 August 2022

- NA

- Initial Release.

10 June 2022
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