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VMware vSphere 7.0 STIG Revision History DISA

- VMware
vSphere 7.0

VMware vSphere 7.0 ESXi STIG, VIR2:
- ESXI-70-000012, ESXI-70-000032, ESXI-

02 April 2025 Developed by VMware and DISA for the DOD
- VMware vSphere 7.0 VMware vSphere 7.0 vCenter ESXi STIG, 02 April 2025
vCenter ESXi STIG, V1R4:

V1R3 - ESX1I-70-000078 - Altered check.
- VMware vSphere 7.0 VMware vSphere 7.0 vCenter Appliance 30 January 2025
vCenter Appliance Photon OS STIG, VIR4:
Photon OS STIG, V1IR3 | - PHTN-30-000079 - Altered Check Text
syntax.
- VMware vSphere 7.0 VMware vSphere 7.0 vCenter ESXi STIG,
vCenter ESXi STIG, V1R3:
V1R2 - ESX1I-70-000097 - Updated finding statement.
- VMware vSphere 7.0 VMware vSphere 7.0 Virtual Machine STIG,
Virtual Machine STIG, V1R4:
V1R3 - VMCH-70-000015 - Altered Check Text and
Fix Text.
- Rule numbers updated throughout due to
changes in content management system.
- VMware vSphere 7.0 VMware vSphere 7.0 vCA Photon OS STIG, | 24 January 2024
vCA Photon OS STIG, V1R3:
V1R2 - PHTN-30-000064 - Reordered ciphers.
- PHTN-30-000089, PHTN-30-000109 -
Altered check.
- VMware vSphere 7.0 VMware vSphere 7.0 Virtual Machine STIG,
Virtual Machine STIG, V1R3:
VI1R2 - VMCH-70-000029 - Simplified syntax.
- VMware vSphere 7.0 VMware vSphere 7.0 vCenter STIG, VIR3:
vCenter STIG, VIR2 - VCSA-70-000268, VCSA-70-000270 - Added
exception note.
- Revision History format for multipart STIGs
revised to ensure clarity in the versioning.

26 July 2023

STIG, VIR1

70-000034, ESXI-70-000079, ESXI-70-
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REVISION HISTORY

RNZV:;LZ? DI(;;::irsnee(;lt Description of Change Release Date
000081, ESXI-70-000087, ESXI-70-000091,
ESXI-70-000093 - Altered fix.

- ESXI-70-000049, ESXI-70-000085, ESXI-
70-000094 - Altered check.

- ESXI-70-000047 - Removed extra space
before period in fix.

- ESX1-70-000064 - Rule number updated
due to changes in content management
system.

- ESXI-70-000065 - Removed extraneous
word in fix.

- ESXI-70-000084 - Altered check, fix, and

discussion.

VMware vSphere 7.0 VAMI STIG, VIR2:
- VCLD-70-000007, VCLD-70-000014 -
Altered check and fix.

VMware vSphere 7.0 vCA EAM STIG,
ViR2:

- VCEM-70-000008 - Altered check.

- VCEM-70-000026 - Altered discussion.
- VCEM-70-000028 - Clarified check.

VMware vSphere 7.0 vCA Lookup Service
STIG, V1R2:
- VCLU-70-000007 - Altered check and fix.

VMware vSphere 7.0 vCA Perfcharts
STIG, V1R1:
- No change in this quarter.

VMware vSphere 7.0 vCA Photon OS
STIG, V1R2:

- PHTN-30-000054, PHTN-30-000067,
PHTN-30-000108, PHTN-30-000109,
PHTN-30-000114 - Altered check.

VMware vSphere 7.0 vCA PostgreSQL
STIG, V1R2:

- VCPG-70-000006 - Corrected typo in check
and fix.
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VMware vSphere 7.0 vCA RhttpProxy
STIG, V1R1:
- No change in this quarter.

VMware vSphere 7.0 vCA STS STIG,
VIR2:

- VCST-70-000006 - Altered check and fix.
- VCST-70-000026 - Rule number updated
due to changes in content management
system.

- VCST-70-000028 - Updated port
information.

VMware vSphere 7.0 vCA UI STIG, VIR2:
- VCUI-70-000008 - Altered check.

VMware vSphere 7.0 vCenter STIG, VIR2
- VCSA-70-000009 - Corrected typo in fix.

- VCSA-70-000080 - Altered fix.

- VCSA-70-000284 - Altered entire
requirement.

- VCSA-70-000285 - Altered check and fix.

- VCSA-70-000294 - Corrected typo in fix.

VMware vSphere 7.0 Virtual Machine
STIG, VIR2

- VMCH-70-000023 - Altered check and fix.
- VMCH-70-000024 - Corrected typo in
check.

- Initial Release.

07 March 2023
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