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REVISION HISTORY 

Document 
Revised 

Description of Change Release Date 

All other 
VMW 
STIGs 

- Requirements were updated throughout to reflect the change 
from DOD to DoW. 
- Rule numbers updated due to changes in content 
management system. 
- Release numbers for all additional STIGs were incremented 
by one. 

30 September 
2026 

- VMware 
vSphere 8.0 
vCenter 
STIG, V2R4 

- VMware vSphere 8.0 vCenter STIG, V2R5: 
- VCSA-80-000079 - Updated max password age value to 180 
days. 
- VCSA-80-000196 - Updated requirement to a CAT I. 
- Requirements were updated throughout to reflect the change 
from DOD to DoW. 

30 September 
2026 

VMware 
vSphere 8.0 
vCenter 
Appliance 
Photon OS 
4.0 STIG, 
V2R2 

VMware vSphere 8.0 vCenter Appliance Photon OS 4.0 
STIG, V2R3: 
- PHTN-40-000042 - Updated max password age value to 180 
days. 
- PHTN-40-000267 - Replaced entire fix. 
- Requirements were updated throughout to reflect the change 
from DOD to DoW. 

30 September 
2026 

- VMware 
vSphere 8.0 
ESXi STIG, 
V2R4 

VMware vSphere 8.0 ESXi STIG, V2R5: 
- ESXI-80-000193 - Added note that SSH is not needed to run 
credentialed scans. 
- ESXI-80-000227 - Updated max password age value to 180 
days. Altered to state not to exceed 365 days. 
- Requirements were updated throughout to reflect the change 
from DOD to DoW. 

30 September 
2026 

- VMware 
vSphere 8.0 
ESXi STIG, 
V2R3 

VMware vSphere 8.0 ESXi STIG, V2R4: 
- ESXI-80-000085 - Altered finding statement. 
- ESXI-80-000187, ESXI-80-000229 - Rule numbers updated 
due to changes in content management system. 

01 July 2026 

- VMware 
vSphere 8.0 
vCenter 
Appliance 
Envoy 
STIG, V2R1 

VMware vSphere 8.0 vCenter Appliance Envoy STIG, 
V2R2: 
- VCRP-80-000073, VCRP-80-000097 - Altered Check and 
Fix. 

01 July 2026 

- VMware 
vSphere 8.0 
vCenter 
Appliance 
EAM STIG, 
V2R2 

VMware vSphere 8.0 vCenter Appliance EAM STIG, 
V2R3: 
- VCEM-80-000081 - Altered Check and Fix. 
- VCEM-80-000127 - Altered “If” statement in Check Text. 
- Rule numbers updated due to changes in content 
management system. 

01 July 2026 
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- VMware 
vSphere 8.0 
vCenter 
Appliance 
Lookup 
Service 
STIG, V2R1 

VMware vSphere 8.0 vCenter Appliance Lookup Service 
STIG, V2R2: 
- VCLU-80-000070 - Added CCI -002038 due to CCI 
remapping in SRG. 
- VCLU-80-000081 - Altered Check and Fix. 
- VCLU-80-000127 - Altered “If” statement in Check Text. 
- Rule numbers updated due to changes in content 
management system. 

01 July 2026 

- VMware 
vSphere 8.0 
VAMI 
STIG, V2R1 

VMware vSphere 8.0 VAMI STIG, V2R2: 
- VCLD-80-000022 - Altered Check and Fix. 

01 July 2026 

- VMware 
vSphere 8.0 
vCenter 
Appliance 
Perfcharts 
STIG, V2R1 

VMware vSphere 8.0 vCenter Appliance Perfcharts STIG, 
V2R2: 
- VCPF-80-000070 - Altered example; added CCI 002038 due 
to CCI remapping in SRG. 
- VCPF-80-000081 - Altered Check and Fix. 
- VCPF-80-000127 - Altered “If” statement in Check Text. 
- Rule numbers updated due to changes in content 
management system. 

01 July 2026 

- VMware 
vSphere 8.0 
vCenter 
Appliance 
Photon OS 
4.0 STIG, 
V2R1 

VMware vSphere 8.0 vCenter Appliance Photon OS 4.0 
STIG, V2R2: 
- PHTN-40-000192, PHTN-40-000206 - Altered Check. 
- PHTN-40-000246 - Altered Check and Fix. 
- PHTN-40-000267 - Added new requirement. 
- Revised CCIs throughout due to CCI remappings in SRG. 

01 July 2026 

 - VMware 
vSphere 8.0 
vCenter 
Appliance 
PostgreSQL 
STIG, V2R2 

VMware vSphere 8.0 vCenter Appliance PostgreSQL 
STIG, V2R3: 
- VCPG-80-000122 - Altered Check and Fix. 
- VCPG-80-000036 - Altered “If” statement in Check Text.  

01 July 2026 

- VMware 
vSphere 8.0 
vCenter 
Appliance 
STS STIG, 
V2R1 

VMware vSphere 8.0 vCenter Appliance STS STIG, V2R2: 
VCST-80-000070 - Added CCI -002038 due to CCI remapping 
in SRG. 
- VCST-80-000081 - Altered Check and Fix. 
- VCST-80-000127 - Altered “If” statement in Check Text. 
- Rule numbers updated due to changes in content 
management system. 

01 July 2026 

- VMware 
vSphere 8.0 
vCenter 

VMware vSphere 8.0 vCenter Appliance UI STIG, V2R2: 
- VCUI-80-000070 - Added CCI -002038 due to CCI 
remapping in SRG. 

01 July 2026 
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Appliance 
UI STIG, 
V2R1 

- VCUI-80-000081 - Altered Check and Fix. 
- VCUI-80-000127 - Altered finding statement in Check. 
- VCUI-80-000134 - Altered example. 
- Rule numbers updated due to changes in content 
management system. 

- VMware 
vSphere 8.0 
vCenter 
STIG, V2R3 

VMware vSphere 8.0 vCenter STIG, V2R4: 
- VCSA-80-000060 - Altered finding statement. 
- VCSA-80-000095 - Rule number updated due to changes in 
content management system. 

01 July 2026 

- VMware 
vSphere 8.0 
vCenter 
STIG, V2R2 

VMware vSphere 8.0 vCenter STIG, V2R3: 
- VCSA-80-000303 - Removed HA statement from 
Discussion. 

02 July 2025 

- VMware 
vSphere 8.0 
vCenter 
Appliance 
ESXi STIG, 
V2R2 

VMware vSphere 8.0 vCenter Appliance ESXi STIG, 
V2R3: 
- ESXI-80-000229 - Altered Check. 

02 April 2025 

- VMware 
vSphere 8.0 
vCenter 
Appliance 
PostgreSQL 
STIG, V2R1 

VMware vSphere 8.0 vCenter Appliance PostgreSQL 
STIG, V2R2: 
- VCPG-80-000007 - Altered Check and Fix. 
- VCPG-80-000035, VCPG-80-000036 - Rule numbers 
updated throughout due to changes in the content 
management system. 

02 April 2025 

- VMware 
vSphere 8.0 
vCenter 
Appliance 
EAM STIG, 
V2R1 

- Rule numbers updated throughout due to changes in the 
content management system. 
 
VMware vSphere 8.0 vCenter Appliance EAM STIG, 
V2R2: 
- VCEM-80-000070 - Altered Check Text. 

30 January 2025 

- VMware 
vSphere 8.0 
vCenter 
Appliance 
ESXi STIG, 
V2R1 

VMware vSphere 8.0 vCenter Appliance ESXi STIG, 
V2R2: 
- ESXI-80-000161 - Removed requirement. 

30 January 2025 

- VMware 
vSphere 8.0 
vCenter 
STIG, V2R1 

VMware vSphere 8.0 vCenter STIG, V2R2: 
- VCSA-80-000294 - Corrected typo in path. 
- VCSA-80-000295, VCSA-80-000296 - Added not applicable 
statement. 

30 January 2025 

- VMware 
vSphere 8.0 

- Rule numbers updated throughout due to changes in the 
content management system. 

01 August 2024 
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ESXi STIG, 
V1R1 
 

 
VMware vSphere 8.0 ESXi STIG, V2R1: 
- ESXI-80-000035, ESXI-80-000043, ESXI-80-000049, ESXI-
80-000052, ESXI-80-000068, ESXI-80-000094, ESXI-80-
000111, ESXI-80-000114, ESXI-80-000124, ESXI-80-000133, 
ESXI-80-000161, ESXI-80-000195, ESXI-80-000196, ESXI-
80-000214, ESXI-80-000224, ESXI-80-000232, ESXI-80-
000239, ESXI-80-000243 - Updated based on NIST SP 800-53 
Rev. 5 changes. 
- ESXI-80-000247, ESXI-80-000248, ESXI-80-000249, ESXI-
80-000250 - Added new requirement. 

- VMware 
vSphere 8.0 
vCenter 
Appliance 
Lookup 
Service 
STIG, V1R1 

VMware vSphere 8.0 vCenter Appliance Lookup Service 
STIG, V2R1: 
- VCLU-80-000070, VCLU-80-000155 - Updated based on 
NIST SP 800-53 Rev. 5 changes. 

01 August 2024 

- VMware 
vSphere 8.0 
vCenter 
Appliance 
Perfcharts 
STIG, V1R1 

VMware vSphere 8.0 vCenter Appliance Perfcharts STIG, 
V2R1: 
- VCPF-80-000070, VCPF-80-000155 - Updated based on 
NIST SP 800-53 Rev. 5 changes. 

01 August 2024 

- VMware 
vSphere 8.0 
vCenter 
Appliance 
Photon OS 
4.0 STIG, 
V1R1 
 

VMware vSphere 8.0 vCenter Appliance Photon OS 4.0 
STIG, V2R1: 
- PHTN-40-000016, PHTN-40-000035, PHTN-40-000036, 
PHTN-40-000037, PHTN-40-000038, PHTN-40-000039, 
PHTN-40-000041, PHTN-40-000042, PHTN-40-000043, 
PHTN-40-000044, PHTN-40-000047, PHTN-40-000086 
PHTN-40-000093, PHTN-40-000107, PHTN-40-000130, 
PHTN-40-000133, PHTN-40-000196, PHTN-40-000197, 
PHTN-40-000199, PHTN-40-000200, PHTN-40-000206, 
PHTN-40-000243 - Updated based on NIST SP 800-53 Rev. 5 
changes. 
- PHTN-40-000237, PHTN-40-000247 - Added new 
requirement. 

01 August 2024 

- VMware 
vSphere 8.0 
vCenter 
STIG, V1R1 
 

VMware vSphere 8.0 vCenter STIG, V2R1: 
- VCSA-80-000059, VCSA-80-000069, VCSA-80-000070, 
VCSA-80-000071, VCSA-80-000072, VCSA-80-000073, 
VCSA-80-000074, VCSA-80-000079, VCSA-80-000080, 
VCSA-80-000089, VCSA-80-000123, VCSA-80-000158, 

01 August 2024 
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VCSA-80-000284, VCSA-80-000285, VCSA-80-000287 - 
Updated based on NIST SP 800-53 Rev. 5 changes. 
- VCSA-80-000009, VCSA-80-000305 - Added new 
requirement. 

- VMware 
vSphere 8.0 
vCenter 
Appliance 
PostgreSQL 
STIG, V1R1 

VMware vSphere 8.0 vCenter Appliance PostgreSQL 
STIG, V2R1: 
- VCPG-80-000038, VCPG-80-000070 - Updated based on 
NIST SP 800-53 Rev. 5 changes. 
- VCPG-80-000041, VCPG-80-000049 - Removed 
Requirement. 

01 August 2024 

- VMware 
vSphere 8.0 
vCenter 
Appliance 
Secure 
Token 
Service 
(STS) STIG, 
V1R1 

VMware vSphere 8.0 vCenter Appliance Secure Token 
Service (STS) STIG, V2R1: 
- VCST-80-000002 - Removed Requirement. 
- VCST-80-000070, VCST-80-000155 - Updated based on 
NIST SP 800-53 Rev. 5 changes. 
- VCST-80-000138 - Added new requirement. 

01 August 2024 

- VMware 
vSphere 8.0 
vCenter 
Appliance 
User 
Interface 
(UI) STIG, 
V1R1 

VMware vSphere 8.0 vCenter Appliance User Interface 
(UI) STIG, V2R1: 
- VCUI-80-000070, VCUI-80-000155 - Updated based on 
NIST SP 800-53 Rev. 5 changes. 

01 August 2024 

- VMware 
vSphere 8.0 
vCenter 
Appliance 
Managemen
t Interface 
(VAMI) 
STIG, V1R1 
 

VMware vSphere 8.0 vCenter Appliance Management 
Interface (VAMI) STIG, V2R1: 
- VCLD-80-000001, VCLD-80-000004, VCLD-80-000005, 
VCLD-80-000010, VCLD-80-000031, VCLD-80-000033, 
VCLD-80-000034, VCLD-80-000035, VCLD-80-000060, 
VCLD-80-000061, VCLD-80-000062, VCLD-80-000063, 
VCLD-80-000064, VCLD-80-000097, VCLD-80-000098, 
VCLD-80-000099, VCLD-80-000100, VCLD-80-000101, 
VCLD-80-000102 - Updated based on NIST SP 800-53 Rev. 5 
changes. 
- VCLD-80-000042, VCLD-80-000096 - Removed 
Requirement. 

01 August 2024 

- VMware 
vSphere 8.0 
Virtual 

VMware vSphere 8.0 Virtual Machine STIG, V2R1: 
- No change to content. Version was incremented because 
V1R1 is being housed in the STIG as supplemental material.  

01 August 2024 
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Machine 
STIG, V1R1 

- VMware 
vSphere 8.0 
VCSA 
Envoy 
STIG, V1R1 

VMware vSphere 8.0 VCSA Envoy STIG, V2R1: 
- No change to content. Version was incremented because 
V1R1 is being housed in the STIG as supplemental material. 

01 August 2024 

- NA - Initial Release. 31 October 2023 

 


