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Revision
Number

Document
Revised

Description of Change

Release Date

V1R5

- Windows
Operating
Systems
STIGs
Overview

- Section 1.1 - Executive Summary -
Removed references to Windows Vista, 7,
and 8, and added Windows 2016.

- Section 2.1 - Windows Interfaces -
Removed references to specific versions of
Windows.

- Section 2.2 - MSS Settings - Added
summary.

- Section 2.2.1 - Security Options File -
Revised introduction, added reference to
Windows 2016.

- Section 2.2.2 - MSS Admin Templates -
Added reference to Windows 2016.

- Section 3.2.5 - RODC in the DMZ -
Updated link to Microsoft document.

- Section 4 - Pass-The-Hash - Updated links
to NSA documents.

- Section 5 - Applocker - Removed reference
to Windows 7 and updated link to NSA
document.

- Section 7 - References - Removed reference
to the "Enhanced Mitigation Experience
Toolkit User Guide".

- Removed section on DumpSec, previously
Section 2.6.

- Removed section on the Enhanced
Mitigation Experience Toolkit (EMET),
previously Section 5.

27 July 2018

- Windows
Operating
Systems
STIGs
Overview

- Section 1.1 - Added reference to Windows
10.

- Section 1.7 - Product Approval Disclaimer —
added.

- Section 2.1 - Windows Interfaces — revised.
- Section 2.2 - Updating Systems to Display
"MSS" Settings - revised section title.

- Section 2.2.2 - MSS-Legacy Custom
Administrative Templates added.

- Section 2.7 - Requirements with Potential
Compatibility Issues revised.

- Section 3.3 - Windows Auditing added.

- Section 4 - References to NSA papers
added.

22 April 2016
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- Section 6 - AppLocker - Application
Whitelisting added.

- Section 7 - Local Administrator Password
Solution (LAPS) added.

- Section 8 - Reference to NSA AppLocker
paper added.

- Windows
Operating
Systems
STIGs
Overview

- Section 1.6 - Other Considerations added.

24 July 2015

- Windows
Operating
Systems
STIGs
Overview

- STIG Support Helpdesk email has been
updated to disa.stig_spt@mail.mil.

- DISA Field Security Operations (FSO)
changed to DISA.

24 April 2015
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