Excessive User Rights
Analysis Exercise

Overview

Students will apply their existing analysis knowledge and tool skills (i.e., FireSIGHT and
Wireshark) along with additional concepts from this module to analyze a client-side attack. An
Ubuntu desktop is demonstrated for tool access and analysis. The lab mimics analysis scenarios
often performed in the real world. While other tools may be used in operational environments,
the same analysis concepts can be applied to them.

Situation

Unknown users in your organization have been known to install and use unauthorized peer-to-
peer (P2P) file sharing and Internet chat applications on their computers. You received an
anonymous tip mentioning several of these users were using these applications on April 15,
2020 between the times of 1900-1959 UTC

Use FireSIGHT alerts to begin your analysis.

Pivot within FireSIGHT s events to derive likely hypotheses. Correlate these possibilities with
lab4.pcap in Wireshark to strengthen your analysis and determine the most likely hypothesis.

Objectives
Follow along with the video demonstration to identify the following information:

e P2P Policy Violator
o [P Address:
o P2P Client/Version Used:
e P2P Infrastructure
o [P Address:
o Ports Used (e.g., 80/TCP):
o Protocol Used (e.g., HTTP):
e Chat Policy Violator
o [P Address:
e Chat Infrastructure
o [P Address:
o Port Used (e.g., 80/TCP):
o Protocol Used (e.g., HTTP):




ANALYSIS PROCESS
Follow along with the video as it goes through the following steps of analysis.

This section provides answers and a method of solving each of the lab questions. Note that there
may be more than one way to arrive at the correct answer. You may discover a different solution
to the same problem.

Note: Potential Indicators of Compromise (IoC), such as IP addresses and domain names, should
be "de-fanged" as a best practice. De-fanging simply involves the insertion of a character into the
IoC that is otherwise invalid in the IoC's context, so that copying/pasting/clicking the IoC won't
inadvertently put readers at risk. In this lab, brackets are used to de-fang. When you are asked to
enter a value into a field, such as when performing a search, remove any de-fanging characters to
ensure the search will properly execute. For example, if you are instructed to enter
"256.256.256[.]256", you would enter "256.256.256.256" (removing the brackets).

Step 1: Searching within FireSIGHT

1. Select the FireSIGHT bookmark in the open Mozilla Firefox web browser.

EI:l'aFirESEHT @ eP0 @ Kibana @ PCAPs @ Other Tools

2. Enter the username "Student" and password "12qwaszx! @QWASZX" and press "Log
In".
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3. Configure the timeframe to April 15™, 2020 between 1900 and 1959 UTC as
mentioned the instructions. Use the steps described in the first lab as a guide.
FireSIGHT populates with events from the specified timeframe.

osts ¥ Users * Vulnerabilities Correlation Custom ¥ Search

Bookmark This Page Report Designer Dashboard View Bookmarks v Search v

il 2020-05-16 00.00:00 - 2020-05-16 00:46:25 =
Expanding

4. The lab instructions mentioned users abusing their permissions to install and use peer-
to-peer (P2P) software. Search FireSIGHT for events associated with these
applications. Looking for the term “P2P” in Messages might work. Enter “P2P” and
press "Search".

@ Health Help v student v

relation Custom » S:-:-ﬁh

FireSIGHT returns a list of grouped events in a tabular format.

Events By Priority and Classification iswitch workow -
2020-04-15 19:00:00 - 2020-04-15 19:59:00 (&

Drilldown of Event, Priority, and Classification » Table View of Events » Packets Static

» Search Constraints (Edit Search Save Search)

Jump to... ¥

- Message + Priority Classification Count
L § C PUA-P2P BitTorrent announce request (1:2180:10) high Potential Corporate Policy Violation 4
3 PUA-PZP BitTorrent transfer {1:2151:8) high Potential Corporate Policy Violation 2
| C PUA-PZP BitTorrent scrape request (1:16281:3) high Potential Corporate Policy Violation 1
Page| 1 |ofl Displaying rows 1-3 of 3 rows
View Copy Download Packets
View All Copy All Download All Packets

Step 2: Viewing Event Details (P2P)

1. Review the search results and note several BitTorrent alerts. BitTorrent is a common
P2P application client and protocol. Press "View All" since all alerts appear to be
relevant. FireSIGHT displays several events for these alerts. Select the "Time"
column header to sort the events from oldest to newest to create an easy-to-read, top-
down timeline.




Events By Priority and Classification tswitch workfiow)

Drilldown of Event, Priority, and Classification * Table View of Events * Packets

* Search Constraints (Edit Search Save Search)

Jump to... ¥

B vnﬁ 4 Source IP * Destination Source Port [
1 ICMP Type

Note the Source IP originated from the 192.168.2.0/24 trusted network and the
Destination IP was part of the 10.0.0.0/8 untrusted network. Select the "Packets" link to
inspect the details of these events.

Events By Priority and Classification iswitch woriow)
Drilldown of Event, Priority, and Classification » Table View of Events » EEKEES

» Search Constraints (Edit Search Save Search)

Jumpto...

| « Time Source IP X Destination x Source Port
1P ICMP Type
| T 2020-04-1519:21-45 192.1658.2.140 10.3.109.117 48264 /tcp
3 [ 2020-04-1519:21:45 192.168.2.140 10.3.109.117 50920/ tcp
3 2020-04-1519:22:44 192.168.2.140 10.3.109.117 48266 /tcp
3 [ 2020-04-15 19:23:25 192.166.2.140 10.3.109.117 33287 /tcp

2. On the resulting page notice the first packet contained a BitTorrent announcement in
the "Event" field. The source of the announcement using the unauthorized software is
the host at 192.168.2/.]140 and the destination is the P2P infrastructure server at
10.3.109/.]1117 on TCP port 6969 using the BitTorrent protocol.

Event Information «

Event VLRt Torrent announce requestiBAELEDLT
Timestamp 2020-04-15 19:33:30
Classification Potential Corporate Policy Violation
Priority high

Ingress Security Zone Passive

Device 192.168.1.52

Ingress Interface ethl

Source IP 192.168.2.140

Source Port / ICMP Type 48308 [tcp

Destination IP 10.3.109.117

Destination Port / ICMP Code 6969 (acmsoda) [/ tcp

Expand "Packet Text" to investigate the payload. Notice the name of the BitTorrent P2P
client was Azureus and its version was 4.3.0.6.



v Packet Text

...... LGET fannounce?info hash=%:A2%F35%BE%D6%0I%EI%EF rI%F1%H
User-Agent: [ENENEEPERN:: Linux;Java 1.7.9 A3

Connection: close

Accept-Encoding: gzip

Host: 18.3.189.117:6969

Accept: text/himl, image/gif, image/jpeg. *; g=.2. */*; g=.2

Once you have finished analyzing the current event, scroll down and press the ">" button
to move on to the next event.

Displaying row 1 of 7 rows Page| 1 |of ?&]}I

3. Skim through the second and third events following the same process as above. Once
you get to the fourth event, notice the "BitTorrent Transfer" event. Here, the
destination is the P2P infrastructure server at 10.3.109[.]117 again but it uses TCP

port 44158 instead.
Event Information
Event PUA-P2ZP BitTorrent transfer (1:2181:8)
Timestamp 2020-04-1519:23:25
Classification Potential Corporate Policy Violation
Priority high
Ingress Security Zone Passive
Device 192.168.1.52
Ingress Interface ethl
Source IP 192.168.2.140
Source Port / ICMP Type 33287 [tcp
Destination IP 10.3.109.117
Destination Port / ICMP Code

Expand "Packet Text" to investigate the payload of the "BitTorrent Transfer" events.
Notice the "BitTorrent protocol" text in the payload, further confirming a P2P application
was used.

v Packet Text

S | I IO S R
eI = e
......... BitTorrent protocol............=..0..ur. i...).-AZ4306-NjLloj fDHYSSD

Step 3: Searching & Viewing Event Details (Internet Chat)



1. The lab instructions mentioned users abusing their permissions to install and use
Internet chat software. Search FireSIGHT for events associated with these
applications. Since chat events are often triggered by "Policy" rules, looking for this
term in Messages might work. Enter "Policy" in this field and press "Search".

@ Health Help v student v

relation = Custom v Se%h

pard View Bookmarks v  Search »

2. Review the search results and note the Jabber alert. Jabber is a common chat
application. Since there is only one event for this alert, skip the Table View of Events
view by selecting the "Packets" link directly to inspect its details.

ents By Priority and Classification switch workiow)

down of Event, Priority, and Classification » Table View of Events » Packets

2020-04-15 19:00:00 - 2020-04-15 19:5

rch Constraints (Edit Search Save Search)

npto.. v
| Message + Priority Classification Coun
POLICY-S0CIAL jabber traffic detected {1:6467:7) high Potential Corporate Policy Violation 1

3. On the resulting page in the Packet Information section, note the traffic originates
from the internal policy violator at Sre 192.168.2/.]30 to the external Internet chat
server at Dst 10.45.90/.]123 on TCP port 5222.

Packet Information
FRAME 1 (Expand All)
» Frame 1: 255 bytes on wire (255 bytes captured (2040 bits)
» Ethernet Il (Src: 00:0C:29:9C:E6:CF, Dst: 00:0C:29:6A:C6:D7)

* Internet Protocol Version 4 (Src: 192.168.2.30, Dst: 10.45.90.123)

» Transmission Control Protocol (Src Port: 1147 (1147), Dst Port: 5222 (5222), Seq: 1, Ack: 1, Len: 201)
» XMPP Protocol

r Packet Text
P i P E..... [: P

S PR P P P...yV. . <7l version="1.8"7>
<stream:stream xmlns:stream="http://etherx.jabber.org/streams" version="1.8" xmlns="jabber:client" to=

This section also includes a reference to the XMPP chat protocol supported by the Jabber
client. Expand "Packet Text" to investigate the payload. Notice it correlates the use the
Jabber client with this protocol.




ANSWERS

P2P Policy Violator

o IP Address:

o P2P Client/Version Used:
P2P Infrastructure

o IP Address:

o Ports Used (e.g., 80/TCP):

o Protocol Used (e.g., HTTP):

Chat Policy Violator
o IP Address:
Chat Infrastructure
o IP Address:
o Port Used (e.g., 80/TCP):

o Protocol Used (e.g., HTTP):

192.168.2].]1140
Azureus/4.3.0.6

10.3.109].]117
6969/TCP & 44158/TCP
BitTorrent

192.168.2[.130

10.45.90[.]123
5222/TCP

XMPP
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