Service-Side Attacks and Detection
Analysis Exercise

Overview

Students will apply their existing analysis knowledge and tool skills (i.e., FireSIGHT and
Wireshark) along with additional concepts from this module to analyze a client-side attack. An
Ubuntu desktop is demonstrated for tool access and analysis. The lab mimics analysis scenarios
often performed in the real world. While other tools may be used in operational environments,
the same analysis concepts can be applied to them.

Situation
On 15 April 2020, an adversary attacked a Windows server on the network between the times of
1700-1759 UTC.

Note that commonly used ports for Windows servers include the following TCP ports: 135, 137,
139, and 445.

Use FireSIGHT alerts to begin your analysis.
Pivot within FireSIGHT’s events to derive likely hypotheses. Correlate these possibilities with
host intrusion prevention events in ePO and lab2.pcap in Wireshark to strengthen your analysis

and determine the most likely hypothesis.

Objectives
Follow along with the video demonstration to identify the following information:

e Adversary
o IP Address:
e Victim

o IP Address:

o Port Exploited (e.g., 80/TCP):

o Protocol Exploited (e.g., HTTP):
e Stage 2 Infrastructure

o [P Address:

o Port Used (e.g., 80/TCP):

o Protocol Used (e.g., HTTP):

o File Provided (e.g., malware.7z):

e (2 Infrastructure
o [P Address:
o Port Used (e.g. 80/TCP)




ANALYSIS PROCESS
Follow along with the video as it goes through the following steps of analysis.

This section provides answers and a method of solving each of the lab questions. Note that there
may be more than one way to arrive at the correct answer. You may discover a different solution
to the same problem.

Note: Potential Indicators of Compromise (IoC), such as IP addresses and domain names, should
be "de-fanged" as a best practice. De-fanging simply involves the insertion of a character into the
IoC that is otherwise invalid in the IoC's context, so that copying/pasting/clicking the IoC won't
inadvertently put readers at risk. In this lab, brackets are used to de-fang. When you are asked to
enter a value into a field, such as when performing a search, remove any de-fanging characters to
ensure the search will properly execute. For example, if you are instructed to enter
"256.256.256[.]256", you would enter "256.256.256.256" (removing the brackets).

Step 1: Searching within FireSIGHT

1. Select the FireSIGHT bookmark in the open Mozilla Firefox web browser.

EI:l'aFirESEHT @ eP0 @ Kibana @ PCAPs @ Other Tools

FireSIGHT

https://10.1.0.51/

2. Enter username "student" and password "12qwaszx! @QWASZX" and select Log In.

File Edit View History Bookmarks Tools Help
| i Login x|\ +
(0] 35://10.1.0.51/log ¢ Search B ¥ &

i FireSIGHT @ ePO @ Kibana & PCAPs & Other Tools

ol I Il I I Sourcefire Support Cisco Support
CISCO support@sourcefire.com tac@cisco.com
1-800-917-4134 or 1-410-423-1901 1-800-553-2447 or 1-408-526-7209

Login
Usemame |student

Password  |ssssssssssssnsnsl




FireSIGHT displays the intrusion events screen by default. Notice no events are listed
since the timeframe is not set correctly as discussed in the first exercise.

Configure the correct timeframe mentioned in the instructions. Start by selecting the
date/time range near the top-right corner of the window.

@ Health Help v student v

osts ¥ Users Vulnerabilities = Correlation Custom * Search

Bookmark This Page Report Designer Dashboard View Bookmarks v  Search v

il 2020-05-16 00:00:00 - 2020-05-16 00:46:25 (]
Expanding

Ensure the Events Time Window tab is selected in the date picker pop-up. Using any of
the date range selection steps from the first lab as a guide, configure the start and stop
times to April 15", 2020 between 1700 and 1759 UTC. Press Apply when finished.

Events Time Window Preferences

| Expanding Time Window - |

Start Time End Time [

May 2020
Su Mo Tu We Th Fr 5a

May 2020
Su Mo Tu We Th Fr 5a

3 4|5 6 |7 8 9

10 11 12 13 14 15 [16]

o > J:[o0~|

2020-05-16 00:00 50 minutes 2020-05-16 00:50
Presets
Last 1hour 6hours lday 1week 2weeks 1month
Current Day Week Month

Synchronize with Health Monitoring Time Window

: Apply || Reset




Verify the start and stop times displayed directly above the Presets heading are correct.
Press Apply when finished. FireSIGHT populates with events from the specified
timeframe.

4. The solution to Exercise 1 narrowed in on the more important events of the attack at this
point by searching on the IP address in news link. This lab is missing such an indicator so
the previous filtering technique does not work. It does mention commonly used ports for
Windows servers, though. This information may be useful in another one of FireSIGHT’s
workflows.

Select the “(switch workflow)” link to get started.

Context Explorer Connections ¥ Intrusions » Events Files » H

Events By Priority and Classification

Drilldown of Event, Priority, and Classification * Table View of Events 7 Fackets

Mo Search Constraints (Edit Search)

FireSIGHT displays its different workflows. Knowing a Windows server was attacked,
NetBIOS TCP port 139 and SMB TCP port 445 are good places to start. Since server
ports are usually connected to as a destination by other clients, a workflow suited for this
information is Destination Port. Select this option to continue.

Events By Priority and Classification =

CDA Intrusion Events Timeline
Destination Part

Event-Specific

Events By Priority and Classification
Events to Destinations

Impact and Pricrity

Impact and Source

Impact to Destination

IP-Specific =

Source and Destination

Source Port

5. The Destination Port workflow displays a list of destination ports in descending order
based on port event count.



FireSIGHT displays both TCP port 139 and TCP port 445 near the top of the destination
port list. Since TCP port 445 received the highest count of the two ports, select "445
(Microsoft-ds) / tcp" to drilldown further to view its associated events in Table View of

Events.

Jump to... ¥

m Destination Port /| ICMP Code

B [ 443 (https)/tep
3} 0/ ipvE-icmp
3 _ 445 (microsoft-ds) tr&

Step 2: Viewing Event Details

FireSIGHT displays several events related to TCP port 445. Notice the "OS-WINDOWS

Microsoft Windows Print Spooler arbitrary file write attempt (1:17252:16)" alert. This
event is of interest for this scenario since it is associated with a service-side remote code

execution (RCE) vulnerability (i.e., MS10-061). Select it to drilldown further.

1.

Destination Port (switch workflow
> Table Wiew of Events » Packets

Drill Down of Destination Port * Drill Down of Events >

» Search Constraints (Edit Search Save Search)

Jumpto... ¥

| Message

3 [ HI_CLIENT _UNKENOWMN_METHOD (119:31:2)

B OS-WINDOWS DCERPC NCACN-IP-TCP spoolss AddPrinterEx overflow attemnpt (1:1000022:1

2. Two events are listed in the FireSIGHT console below. Note the source IP originates
from 10.0.0.0/8 (i.e., the lab’s untrusted fake Internet) and the destination IP is part of

192.168.2.0/24 (i.e., the lab’s trusted Intranet).



Destination Port switch workilow
Drill Down of Destination Port * Drill Down of Events > Table View of Events > Pacﬁets

* Search Constraints (Edit Search Save Search)

Jump to... ¥

[ « Time x Priority » Impact » Source IP x Destination x
13
3} [ 2020-04-1517:21:37 high 0 10.199.0.208 192.168.2.46
3 [ 2020-04-1517:20:47  high 1] 10.199.0.208 192.168.2.44
Page| 1 ofl Displaving rows 1-2 of 2 rows

Printer-related traffic over SMB is not inherently malicious since it facilitates resource
sharing and inter-node communication within networks. Such traffic occurring between
untrusted and trusted networks is unusual though. A single external IP having RCE alerts
to two internal IPs provides further evidence of potential malicious intentions.

Select the Packets link above to inspect the details of these two events. FireSIGHT
displays the contents of the first alert. Scroll down to Packet Text and expand its
contents to investigate the payload sent to 192.168.2[.]46. Note the "SMB/" header.

* Internet Protocol Version 4 (Src: 10.199.0.208, Dst: 192.168.2.46)

¥ Transmission Control Protocol (Src Port: 43444 (43444), Dst Port: 445 (445), Seq: 1
» NetBIOS5 Session Service

» SMB (5erver Message Block Protocol)

» Distributed Computing Environment / Remote Procedure Call (DCE/RPC) Request

bP acket Text

Scrolling the browser window to the right reveals a reference to a transferred Windows
executable file named “BxgYvB3Y4xgMI3/.]exe.”

B.x.q.¥.v.B.3.¥.4.x.g.M.L.3. . .e.x.e.....

row 1 of 2 rows Page| 1 |of 2 » ¥

Select Packet Text again to collapse its contents. Choose “>" to the right of “Page 1 of
2” at the bottom-right of the window to investigate the second alert.

Page| 1 |of 2&”




Scroll down to Packet Text again and expand its contents to investigate the payload sent
to 192.168.2[.]44. Note an executable file named “HFENQOGTq3PLJSU/.]exe” is found
when scrolling to the right.

H.F.N.Q.G.T.F.q.3.P.L.J.5.U...e.x.e.....

Coupled with the associated alerts, it appears an adversary at /0.199.0/.]208 attacked
victims at 192.168.2/.]44 and 192.168.2/.]46 using the SMB protocol over TCP port 4435.
The files BxqYvB3Y4xgMI3[.]Jexe and HFNQGTq3PLJSU/.]exe appear to be Stage 2
payloads transferred directly from the adversary.

4. At this stage, further correlation within FireSIGHT is warranted to confirm the above
hypothesis and determine if any other attacks were carried out. With a potential adversary
IP address, use FireSIGHT’s search capability to narrow in on the more important events.

As performed in Exercise 1, select Search on the right side of the Analysis menu to
begin.

@ Health Help v student v

relation = Custom = SEﬁh

Enter "10.199.0[.]208" in the Source/Destination IP field and press Search.

Bl Save Save As New E&?rch

Intrusion Policy

Access Control Policy
Access Control Rule
Network Analysis Policy
HTTP Hostname

HTTP URI

Reviewed By
Networking

Source [P

Destination IP

Source [ Destination IP 10.199.0.208

5. Notice the "INDICATOR-COMPROMISE directory listing (1:1292:12)" alert in the
results. This event may indicate a potential loC was detected. Select it to drilldown
further.

INDICATOR-COMPROMISE directory listing (1:1292:12]




FireSIGHT displays events associated with this alert. Note the 192.168.2[.]44 victim was
the source of traffic and the 10.199.0[.]208 adversary was the destination. This
communication may indicate C2 activity.

Events By Priority and Classification tswitch workfiow
Drilldown of Event, Priority, and Classification » Table View of Events » Pagkets

» Search Constraints (Edit Search Sawve Search)

Jumnpto... *

o « Time » Priority » Impact » Source IP x Destination
P
| 2020-04-1517:21:01 medium 0 192.165.2.44 10.199.0.208

6. Select the Packets link above to inspect the details of this event. Scroll down to Packet
Text and expand its contents to investigate what was sent to the adversary. Notice the
payload shows a Windows command line header and a directory listing for
"C:\Windows\System32."

Rule alert tcp $HOME_NET any -> $EXTERNAL_NET any (msg:"INDICATOR-COMPROMISE directory listing"; flow:established; content:"Volume Serial
MNumber"; metadata:ruleset community; classtype:bad-unknown; sid:1292; rev:12; )

Summary This may be post-compromise behavior indicating the use of Windows directory listing tools.

Actions »

Packet Information
FRAME 1 (Expand All)
» Frame 1: 278 bytes on wire (278 bytes captured (2224 bits)
» Ethernet Il (Src: 00:0C:29:53:E6:1A, Dst: 00:0C:29:6A:C6:D7)

» Internet Protocol Version 4 (Src: 192.168.2.44, Dst: 10.199.0.208)

» Transmission Control Protocol (Src Port: 4444 (4444), Dst Port: 56912 (56912), Seq: 1, Ack: 1, Len: 212)
» Data (212 bytes)
v Packet Text

soffloccohHecanBoace Shoe MEoeog

..al..|N Volume Serial Number is GBEC-F73B

Directory of C:\WINDOWS\system32

B84/15/2020 ©5:20 PM <DIR=
04/15/2020 05:20 PM <DIR=> -=
06/82/2089 ©8:19 AM 1,459 $winnt$.inf

Analysis of the Rule field above indicates this alert was triggered by the "Volume Serial
Number" content within the packet. It appears the dir command was executed and the
results were returned to the adversary using TCP port 4444 as a C2 channel.

7. Other alerts returned during the search for 10.199.0[.]208 need to be investigated as well.
Return to the list of results by selecting Drilldown of Event, Priority and
Classification.




Context Explorer Connections Intrusions *» Event

Events By Priority and Classification

Crilldown -:-fﬁvent Priority, and Classification * Table View of Even

¥ Search Constraints (Edit Search Save Search)

Notice only the alert previously investigated is visible. To bring all other alerts back,
expand Search Constraints and select Message to remove this constraint.

Events By Priority and Classification switcn

Drilldown of Event, Priority, and Classification » Table View of Events

v Search Constraints (Edit Search Sawve Search)

MES%EE INDICATOR-COMPROMISE directory listing (1:1292:12)

Select Search Constraints again to collapse the list for more viewing space.

8. In the resulting list, notice the “SHELLCODE x86 NOOP” and “SHELLCODE Shikata
Ga Nai x86 polymorphic shellcode decoder detected” alerts. These events may describe
how the exploit used in the attack was encoded. Alerts like these may not always fire due
to the use of random number generation within various types of malware.

The following figure shows the Packet Text for the "SHELLCODE Shikata Ga Nai"
alert associated with the adversary’s attack on 192.168.2[.]146 over SMB (TCP port 445).

Packet Information

FRAME 1 (Expand All)
» Frame 1: 627 bytes on wire (627 bytes captured (5016 bits)
» Ethernet Il (Src: 00:0C:29:6A:C6:D7, Dst: 00:0C:29:6C:B2:1F)

» Internet Protocol Version 4 (5rc: 10.199.0.208, Dst: 192.168.2.46)

» Transmission Control Protocol (Src Port: 43444 (43444), Dst Port: 445 (445), Seq: 1, Ack: 1, Len: 561)
» NetBlOS Session Service

» SMB (Server Message Block Protocol)

» Data (494 bytes)

v Packet Text

...... flocco=a®iiinococcllcocancococcacas
fleccece
...... Bg..C+........ Bl X MG ...
flRecocoe [occoce G .... 0."z.li
ifecelleadiboceccccas M
D.;v.2...5&.;.d
P ) == 2 oo 2 e oo aEmel itk o o™ Yoo ce e (Procceccececcsn C{.|..G}..40q.|
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9. Knowing at least one of the victims communicated with the adversary’s C2 system, it is
time to determine if other victim-initiated communications to this host exist.



The easiest way to discover events to the C2 IP address is to use a search field that only
matches destination IPs. Select Search in the Analysis menu again to begin.

@ Health Help v student v

relation Custom - SE%h

Enter "10.199.0[.]208" in the Destination IP field and press Search.

i Private | Save Save As New Search
Network Analysis Policy My Network Bnalysis Policy
HTTP Hostname

HTTP URI

Reviewed By

Networking

Source IP

Destination IP lD.lQQ.D.ZUSl 192.168.1.0/24, 1192.168.1.3, 2001:db8:8

10. FireSIGHT returns a small list of events. To quickly determine the source IPs, start by
selecting (switch workflow).

Events By Priority and Classification iswitch gorkaow
Drilldown of Event, Priority, and Classification * Table View of Events 7 Packets

* Search Constraints (Edit Search Save Search)

Choose Source and Destination from the Events By Priority and Classification dialog.

Events By Priority and Classification x

CDA Intrusion Events Timeline
Destination Port

Event-Specific

Events By Priority and Classification
Ewvents to Destinations

Impact and Priority

Impact and Source

Impact to Destination

IP-Specific

Source and Restination =

Source Port

11. A short list of source/destination pairs appears, showing no other victims reaching out to
the C2 infrastructure. This does not necessarily mean other hosts (e.g., 192.168.2[.]46)
were not compromised. The malware may have just included a delay-mechanism.



Feel free to select Packets to view the data 192.168.2[.]44 sent to the attacker.

Source and Destination twitch workaow
Drill Down of Source and Destination IPs > Drill Down of Events » Table View of Events > F‘ackﬁt:

» Search Constraints (Edit Search Save Search)

Jump to... ¥

Source IP Destination IP

3 192.168.2.44 10.199.0.208

The first event contains a small amount of data. The content appears to be a filename
within a folder listing. This may be a fragment of the previously executed dir command.

v Packet Text
m L Nt I et N i et
ool e el e e oo clBao coac
LaV. . |b 118,272 umpnpmgr.dll

Step 3: ePO Event Correlation

Obtaining additional correlation data increases the likelihood of a hypothesis being correct.
Analysis in FireSIGHT showed 192.168.2[.]44 called out to the adversary’s C2 infrastructure.
Even though it was attacked, 192.168.2[.]46 did not exhibit this behavior. The ePO console,
which centralizes events from its Host-based Intrusion System (HIPS) agents installed on many
of the network’s hosts, may provide the data needed to determine if 192.168.2[.]46 was affected.

1. To access the ePO console, select the ePO bookmark within Mozilla Firefox.

ol FireSIGHT | % ePO | & Kibana @ PCAPs @ Other Tools
[,
Lg

ePO

https://10.1.0.23:8005/core

2. Enter username "student" and password "12qwaszx! @QWASZX" and press Log On.



Log On to ePolicy Orchestrator

McAfee ‘ ePolicy Orchestrator 4.5
User name: |5|:L1dEI:1I: |
Password: O |
Language: | English ~
Copyright 2008-2000 McAfee, Inc. All Rights Reserved. Log On

Access the HIPS reporting feature by selecting the Host IPS icon in the menu bar.

ad 1 =

Dashboards Cueries Palicy Catalog Threat Event Log

Organize Host IPS based on the IP addresses of the victims. Start by selecting "This
Group and All Subgroups" within the Filter drop-down menu on the right-hand side of
the window. Next, press the Aggregate button.

| All Severities =

Unhidden = AggtEtn Clear

(70500 0 S ST This Group and All Subgroups =

Select "IP Address" from the options and press OK.



Select columns to aggregate

|__| EVent enerared 1ime |Uiv) |__| Event i

[[] Event Received Time (UTC) [[] Free Disk Space

[[] Free Memory [_] Free System Drive Space
[C] Hidden IP Address

|:| IP4 Address (deprecated) :_&IFR Address

[] 1= 64 Bit OS [] 1= Laptop

[[] ™mAC Address [[] Mumber Of CPUs

[[] ©S Build Number [[] o5 OEM Identifier

[[] os Platform [[] os service Pack Version

OK Cancel

5. Narrow down the IP addresses and their aggregate event counts further by limiting events
to the target timeframe. Select the Creation Time drop-down menu and choose the
"Between" option.

m IP5 Client Rules Firewall Client Rules
Event type: |All Events :l

ReadUnread: Unread =
Creation time: Between =

ePO displays start and stop date pickers to the right of the Creation Time menu. Select
the first one and set it to "April 15, 2020." Configure the second date picker to "April 15,
2020" as well. This timeframe represents April 15, 2020 0:00 UTC to April 15, 2020

Event type: |All Events ;I Sewverity: |All Severities ;I

Read/Unread: Hidden/Unhidden: Unhidden = Aggregate | Clear
Creation time: |I34 {15 [ 2020 | and |04 {15 [ 2020 =

My Organization L) a0 S0 S S This Group and All Subgroups =
Count s IP Address

3 192.168.2.30

G 192.168.2.36

10 192.168.2.44

11 192.168.2. 46

19 192.168.2.47

38 192.168.2.144




6. View the eleven (11) events associated with the 192.168.2[.]46 by selecting on this
victim [P address.

oo S

Count F Y IP Address

] 192.168.2.30

G 192.168.2.36

10 192.168.2.44

11 192.168.2 .46

19 192.168.2.47 EET

as 192.168.2.144

A table of events for this IP address is displayed. ePO allows column customization to

provide more useful data in this view. At the top-right of the table, click Options and
select Choose Columns.

Options W

Action Taken Ewvent 1D Choose Culum@i]
Permitted 18000 Export Table
Permitted 18000

The default view provides the necessary details for this scenario. At the bottom of the

window, press Use Default to set these columns and to return to the previous list of
events.

nepetaut [ seve | concet
dm

7. In the list of results, two alerts in particular stand out: "Access Protection — Prevent
creation of new executable files in the Windows folder" and "CMD tool access by a

network-aware application." These alerts describe the Stage 2 executable files installed
on the victims.




Event Generate... & Threat Severity System Name

4/15/20 4:40:35 PM Notice INSTRUCT-162C3E
41520 4:40:35 PM Notice INSTRUCT-169C3B
4/15/20 4:40:35 PM Warning INSTRUCT-163C3E
4/15/20 4:40:55 PM Information INSTRUCT-169C3B
41520 4:41:11 PM Notice INSTRUCT-162C3B
41520 4:55:07 PM Warning INSTRUCT-162C3B
4/15/20 5:21:39 PM Warning INSTRUCT-163C3E
4/15/20 5:21:39 PM Warning INSTRUCT-169C3B
41520 5:21:43 PM Motice INSTRUCT-162C3B
41520 5:21:51 PM Motice INSTRUCT-162C3B
4/15/20 5:21:55 PM Warning INSTRUCT-163C3E

Event Category

Host intrusion (hip.Files)
Host intrusion (hip.Files)
Host intrusion (hip. Regi. ..
Host intrusion (hip.Ser...
Host intrusion (hip.Files)
Host intrusion (hip. Regi._.
Host intrusion (hip.Files)
Host intrusion (hip.Files)
Host intrusion (hip.Files)
Host intrusion (hip.Files)

Host intrusion (hip.Files)

Signature Name (Hos...
CMD Tool Access by a ...
CMD Tool Access by a ...
Commaon User Startup ...
Service Started

CMD Tool Access by a ...
Common User Startup ...
System File Modification
Access Protection - Pre...
CMD Tool Access by a ...
CMD Tool Access by a ...

System File Modification

Threat Targe
192.168.2.46
192.168.2.46
192.168.2.46
192.168.2.46
192.168.2.46
192.168.2 46
192.168.2.46
192.168.2.46
192.168.2. 46
192.168.2 46

102.168.2.46

Select “Access Protection — Prevent creation of new executable files in the Windows

folder” above and scroll down to files. This field shows BxqYyB3Y4xgMI3|.]exe, the
"Stage 2" file seen earlier in FireSIGHT. It appears this victim was exploited since an
attempt to write the executable was made and permitted.

Event Description:

Host intrusion detected and handled

Host IPS Event Information

View Host IPS Event Description

files

CAWIN DOWS\system3I 2\ BxgYyB3Y 4xghlld.exe

Similar sets of HIPS event can be found on the 192.168.2[.]44 victim as well.

8. Optional: The ePO console also allows exports of event list results in several formats

(e.g., CSV and XML) by selecting Options >> Export Table. These exports are useful

when more advanced analysis is needed.

Options ¥

Signature Name (Host IPS)

CMD Tool Access by a Network Aware Application
CMD Tool Access by a Network Aware Application
Commeon User Startup Folder Regkey Modification
Service Started

CMD Tool Access by a Network Aware Application

Common User Startup Folder Regkey Modification

Threat Target ... Action Taken
192.168.2. 46 Permitted
192.168.2. 46 Permitted
192.168.2 .46 Permitted
192.168.2.46 Permitted
192.168.2. 46 Permitted
192.168.2.46 Permitted

Choose Columns

Export Table




ANSWERS

e Adversary
o IP Address: 10.199.0].]208

e Victim
o IP Address(es): 192.168.2[.144., 192.169.2].146
o Port Exploited (e.g., 80/TCP): 445/TCP

o Protocol Exploited (e.g., HTTP): SMB
e Stage 2 Infrastructure

o IP Address: 10.199.0].]208

o Port Used (e.g., 80/TCP): 445/TCP

o Protocol Used (e.g., HTTP): SMB

o Files Provided (e.g., malware.7z): BxqYyB3Y4xgMI3|.]exe,
HFENOQGTq3PLJSUJ.]exe

e (2 Infrastructure
o IP Address: 10.199.0].]1208
o Port (e.g., 80/TCP): 4444/TCP
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