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Part 1 — Analysis of 24.39.21.198

This section provides answers and a method of solving each of the lab questions. Note that there
may be more than one way to arrive at the correct answer. You may discover a different solution
to the same problem.

1.

For the first several questions, start by filtering on the victim IP address in Wireshark to
only show traffic going to and coming from it (i.e., ip.addr == 24.39.21.198). Near the
beginning of the packet list, there is traffic indicating the victim requested ssms.exe from
24.173.53.190 using TFTP.

46 151.998400 24.39.21.198  24.173.53.190 .TCP . 60 135 » 44068 [ACK

1 Seq=365 Ack=98 Win=17424 Len=0
47 151.998584 24.39.21.198 ;24.173.53.]90 ;TCF ﬁl];|35 > 44068 [FIN, ACK] Seq=365 Ack=98 Win=17424 Len=]
48:152.002638 24.173.53.190 :24.39.21.198 ‘TCP : 66:44082 > 135 [SYN] Seq=0 Win=60352 Len=0 MSS=1460
49:152.00281124.39.21.198 :24.173.53.190 :TCP 66:135 > 44082 [SYN, ACK] Seg=0 Ack=1 Win=1752Q

50:152.086894.24.173.53.190 :24.39.21.198 TCP 60:44068 > 135 [ACK] Seq=98 Ack=366 Win=2554

51.152.096882 24.173.53.190 .24.39.21.198 .TCP 60.44082 > 135 [ACK] Seq=1 Ack
52 152.096809 24.173.53.190 '24.39.21.198 'DCERPC ' 126'Bind: call_id: 127 Fragmen

53.152.097485 24.39.21.198 24.173.53.190 'DCERPC : 114'Bind_ack: call_id: 127 Fra max_xmit: 5840 max]
54 152.188730 24.173.53.190 24.39.21.198 . ISystem 1502 RemoteCreateInstance requq 1324 bytes)]

55/152.386853 24.30.21.198 24.172.53.190 TCP 60135 > 44082 [ACK] Seq-61 HT-17520 Len=0

56,152.501807 24.39.21.198 24.173.53.190 (TFTP 60:Read Request, File: ssms.exey er type: octet
57 152.692884 24.173.53.190 :24.39.21.198 . TFTP . 558 .Data Packet, Block: 1
58 152.693068 24,39.21.198 '24.173.53.190 'TFTP 60 Acknowledgement, Block: 1
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As noted in the course material and hints, attackers commonly use TFTP to download
files. This traffic likely indicates ssms.exe as the name of the malware executable, TF'TP
as the download protocol, and 24.772.53.190 as the source. The download source may
also be the IP address of the attacker as well. More analysis is necessary to confirm this
hypothesis.

Further analyze the packets leading up to the TFTP session by working backwards in the
packet list. Notice 24.173.53.190 also connected to the victim over TCP port 135 (i.e.,
RPC protocol) immediately before the TFTP session. Attackers commonly use this port
to compromise older Windows systems.

46 151.998400 24.39.21.198  24.173.53.190 TCP 60 135 = 44068 [ACK] Seq=365 Ack=98 Win=17424 Len=0

47 151.998584 24.39.21.198 ;24.173.53.]9!] ;TCI‘ ﬁl];|35 = 44068 [FIN, ACK] Seq=365 Ack=98 Win=17424 Len=0

48 152.002638 24.173.53.190 :24.39.21.198 :TCP 66:44082 > 135 [SYN] Seq=0 Win=60352 Len=0 MSS=1460 WS=4 SACK_PERM=1
49 152.00281124.39.21.198 24.173.53.190 TCP : 66:135 = 44082 [SYN, ACK] Seq=0 Ack=1 Win=17520 Len=0 M55=1460 WS=1
50:152.086894 24.173.53.190 .Zd.39.21.‘|98 .TCP ] ﬁﬂ.ddﬂﬁﬁ > 135 [ACK] 5Seq=98 Ack=246 Win=256596 Len=0

51 152.096882 24.173.53.190 '24.39.21.198 TCP 6044082 > 135 [ACK] Seg=1 A
52'152.096899 24.173.53.190 '24.39.21.198 'DCERPC | 126'Bind: call_id: 127 Frag
53 152.007485 24.39.21.198 .24.173.53.190 DCERPC .  114.Bind_ack: call_id: 12
54 152_188730 24.173.53.190 :24.39.21.198 ISystem 1502 RemoteCreatelnstance red
55 152.386853 24.39.21.198 '24.172.53.190 TCP 60.135 > 44082 [ACK] Seq=61 M
56 152.501807 24.39.21.198 . 24.172.53.190 TFTP 60 Read Request, File: ssms.e
57 152.692884 24.173.53.190 .24.39.21.198 TFTP . 558 Data Packet, Block: 1

58 152.693068 24.39.21.198 24.173.53.190 TFTP 60 Acknowledgement, Block: 1
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in=256960 Len=0
emActivator V0.0
9 nmit: 3840 max ]
. 0 C
ONnne
Cts
Port 135 R to
Transfer types PC‘)]

This session may have included an RPC exploit that compromised the victim system and
initiated the download of the ssms.exe file. This information likely indicates
24.172.53.190 as the attacker as well, making TCP port 135 and RPC the exploited port
and protocol.
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3. For the remaining questions, use Wireshark to identify potential “phone home” attempts
(a.k.a., C2). As noted in the course materials and hints, bots have been known to use IRC
for C2 communication. Use Wireshark’s “Find Packet” feature to look for indications of
IRC. Select Edit > Find Packet and enter “JOIN” in the text field. Be sure to select
“String” and “Packet bytes” in the respective Find and Search In portions of the window

and press Find when ready.

o lab4-1.pcap [Wireshark 1.6.7 ] - + X

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
BN I XC=E AP gL B8 «=uf WEEG @

Filter: v | Expression...

No.  Time Source Destination Protocol Length Info
0 ICHP 70
Error Code,

: 83 25 0 IC on
768:183.083589'203.146.251.62 '24.39.21.198 TCcp 603305 > 1056 [ACK] 40 Len=0
760°183.084003 203.146.251.62 '24.39.21.198 143:3305 > 1056 [PSH

92:Standard que .biz.rr.com

Error Code, Co

771:183.084432:24.39.21.198 :4.2.2.
772:183.085447:24.173.53.160 :24.39

3 8 on unre
774:183.1238654.2.2.3% :24.39.21.198 DNS :Standard query ré
P LNTErnet Frotocol VErS1Oon 4, SFC! Z4.39.21.198 (Z4.39.21.198), UST! 2U5.146.251.62 (ZUS. 186.251.6
P Transmission Control Protocel, Src Port: 1056 (1056). Dst Port: 3305 (3305), Sea: 86, Ack: 154, Len: 51
0000 00 25 36 17 af 2b 00 Oc 29 59 41 fe 08 00 45 00 LRV L+LL )YALLLE.
0010 00 5b 02 f7 40 Q0 80 06 02 e8 18 27 15 c6 cb 92 [ed@oia v
0020 fb 3e 04 20 Oc e9 04 a8 77 52 73 12 b4 f4 50 18 =6 cooo LiboooPs
0020 43 d7 5f 24 00 00 55 53 45 52 48 4f 53 54 20 62 C._%..US ERHOST b
0040 70 6e 72 73 64 6a 64 70 0d 0a 4d 4f 44 45 20 62 pnrsdjdp ..MODE b

0050 70 6e 72 73 64 6a 64 70 20 0d Qa 20 pnrsdjdp
0060 23 6d &d 20 52 53 41 0d 0Oa #mm RSA. .
() Data (data.data), 51 bytes Packets: 3097 Displayed: 3097 Marked: 0 Load time: 0:00.017 Profile: Default

One of the first results appears to indicate the victim “phoning home” to 203.146.251.62
over TCP port 3305 using the IRC protocol. Note, IRC usually runs over TCP port 6667,
making this traffic even more suspicious. More analysis is necessary to confirm this

hypothesis.
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4. Further analyze this packet using Wireshark’s analysis capabilities. Right-click on the
suspect packet and select Follow TCP Stream.

> Follow TCP Stream + X
Stream Content

PASS secretpass

NICK bpnrsdjdp

USER i0x27tf3c * 0 :USA|XP|345

rhub.44140.net 001 bpnrsdjdp :bpnrsdjdp!iox27tf3c@rrcs-24-39-21-198.nys.biz.rr.com
:hub.44140.net 1 bpnrsdjdp :Login:

thub.44140.net 376 bpnrsdjdp :

USERHOST bpnrsdjdp

thub.44140.net 302 bpnrsdjdp :bpnrsdjdp=+i0x27tf3c@rrcs-24-39-21-198.nys.biz.rr_.com
USERHOST bpnrsdjdp

MODE bpnrsdjdp

JOIN #mm RSA

thub.44740.net 302 bpnrsdjdp :bpnrsdjdp=+i0x27tf3cPrrcs-24-39-21-198.nys.biz.rr.com
thub.44140.net 221 bpnrsdjdp +
:bpnrsdjdp!i0x27tf3c@rrcs-24-39-21-198.nys.biz.rr.com JOIN :#mm

rhub.44140.net 332 bpnrsdjdp #mm :+iilE&/rdmnJS1Y32V1.icZdS/6I1dG/IzRhUS
kSotzOn075k/6hg3V. KThyT1f2pWg0VRdANBOXsN9a/mHHAWIWeqdt IMGTKZOtOKNa/ SHOLN . g2rvw/
Leo831kLOF.OM11cH/xzrSY/pfeEB/

PRIVMSG #mm :+Cpiwe/Bec9EQ7RQ/cOvtb4S//EDYX/
xXUDJ093Z0X0JV7 . cOWi1dLOynJQH1KykpP/4ZNIY . AZFOR04Tuas/

ge8Uh.mnKgn.1irtl,etQCM. riOMU.NeX8d1PSVbS1MbtgK1KqQ9XD1HHCKE/ TozlL..dYfov. rqFBg/ TuetCy

Entire conversation (929 bytes) =
Q, Find [Flsave as s Print ASCII EBCDIC Hex Dump CArrays () Raw
& Help [ Filter Out This stream | 3 Close |

This stream confirms IRC C2 communication as noted in the course materials. Red text
indicates what the victim sent to the channel and/or operator. Blue text shows what the
victim host received (e.g., activities taking place in the channel like messages/files from
the IRC server and advertisements from other compromised hosts).

Answers
e What was the IP address of the attacker? 24.172.53.190
e What port & protocol were exploited on the victim? 135/TCP & RPC
e What was the name of the malware executable? ssms.exe
e What protocol was used to download the malware? TFETP
e What IP was the malware downloaded from? 24.172.53.190
e What port & protocol were used to “phone home?” 3305/TCP & IRC

What IP address did the victim “phone home” to?  203.146.251.62
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