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Part 2 — Analysis of 192.168.1.111

This section provides answers and a method of solving each of the lab questions. Note that there

may be more than one way to arrive at the correct answer. You may discover a different solution
to the same problem.

1. For the first several questions, start by filtering on the victim IP address in Wireshark to
only show traffic going to and coming from it (i.e., ip.addr == 192.168.1.111 display
filter). One of the first TCP packets shows the victim asking for a PHP file called
tasksz.php from 89.248.162.164. This packet may indicate the name of the PHP file and

the IP address it was downloaded from. More analysis is necessary to confirm this
hypothesis.

2. Further analyze this packet using Wireshark’s conversation-following capabilities. Right-
click on the suspect packet and select Follow TCP Stream.

Follow TCP Stream + X
Stream Content

GET /fcp/tasksz.php?lg
Accept: image/gif,
Accept-Language: en-
Accept-Encoding: gzip, N
User-Agent: Mozilla/4.0 (™
Host: cammaru.cn
Connection: Keep-Alive

d=11 HTTP/1.1
g, */*

patible; MSIE 6.0; Windows NT 5.1)

HTTP/1.1 200 OK

Server: nginx

Date: Sun, 06 Dec 2009 16:07:22 GMT
Content-Type: application/x-msdownload
Connection: keep-alive
Content-Transfer-Encoding: bimary
Content-Length: 34828

Content-Disposition: attachment; filename=1.exe
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B o) o ol e e m o)) e e b S e et = e mhe bbb = e oo e bt oo e bbbl oo o bl o e o) el el $..

L G text

Entire conversation (35273 bytes)

QFind zSa\te As (s Print ASCII EBCDIC Hex Dump C Arrays (&) Raw

@Help [ Filter Qut This Stream 3¢ Close

This TCP stream confirms the victim requested tasksz.php from 89.248.162.164 (red

text). Beneath this request notice that the response includes a stage 2 executable called
1.exe (blue text).

3. To determine if the bot attempted to change the kernel, start by searching for the
Windows XP kernel filename (i.e., “KERNEL32.DLL”) in the packet list. Choose Edit >

Find Packet and search for this string. Be sure to use uppercase letters when searching
since this feature is case sensitive by default.

One of the first results may indicate a malicious call referencing “KERNEL32.DLL.”

This reference may be an attempt to tamper with the kernel. More analysis is necessary to
confirm this hypothesis.
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4. Further analyze this packet using Wireshark’s conversation-following capabilities. Right-
click on the suspect packet and select Follow TCP Stream. Skimming through the
stream to find “KERNEL32.DLL” may take some time. Instead, press Find and search
for the filename to immediately jump to it.

= Follow TCP Stream + X

Stream Content

. .#DS,
[ T . S {T4.<.(.2.0.7..47..1.. %&$.%. .. .%{..."": .6%$...... 1.3.76) . Meonn..

(. APTPSW..Xa.D

L 30 T 1 T |ooccoccoccooococzooocaoee

R ddc cTMccocccooeooes

LoadLibraryA. .GetProcAddress. . virtualPr

SeodsaddosTfernoreoe Focfioccoce SmtpSend

Pover vennens 2 et et e e e e e e e e e

Entire conversation (51227 bytes) -

QFind zsaue As ‘!'_Pmm ASCIT EBCDIC Hex Dump C Arrays (s) Raw

@ Help [5] Filter out This Stream [ ¥ Close [

As noted in the hints, this reference may be an attempt to change the kernel. It could also
be a program calling out to import advertised kernel library functions it needs to run,
which is very common in Windows and is not malicious. With the information
discovered so far, it is not possible to determine 1.exe’s intent (i.e., unsure). Reverse
engineering could help but is beyond the scope of this course.

5. For the remaining question, start by scrolling to the end of the packet list. Notice the
SMTP and DNS activity. This traffic may be a bot looking up email provider DNS MX
records and sending spam messages. More analysis is necessary to confirm this
hypothesis.

099 574336281 1O daa I 111 N T 4 TCP adobeserver-2 > smtp [ACK] Seq=13 Ack=20448 wWin=1/520 Len=0

2100 524.33966 \ SMTP S: pepss9mtl | RIUVUBLRKFjeF8+J]dmDuwl+ABye2DBEqIFTQZ0BgpdiHGAVWZhTTCM/Gk T
2101 524.3450; . . SMTP S: NuzdipSxfvlQ/5duLek TRbgumanknmg | pzZaglkqIPFKkIMT7ZYTIgFOYeyzZaxn0o]sw2
2102 524, 3451 Bot |S Send|ng TCP adobeserver-2 » smtp [ACK] Seq=13 Ack=23368 Win=17520 Len=0

2103 524. 3464

S: SIXBOaRbXT3I2+7VR113IEjUuG4np
S: OQxyPXNGNFYO16KCEADR1EDBLE
adobeserver-2 > smtp |ACK] 5f

sl email (SMTP) Spam preparation:

2106 524. 3477

adobeserve > smtp |ACK] S
SMTP 5: 1vcBpadougkMckeg/45P6 | 6

H ]
2107 524. 34886 T ONSMTP 5: OVWXWNLLODhu+PUECGHIOd+sd DNS MX (Mal' L
2108 524. 348882 91707573 197.168.1.111 SMTP S: JzU9QWGT1gZKe JhIwyIKQg+MZd X h I k u
2109 524.349011 192.168.1.111 91.207.5.234 TCP adobeserver-2 > smtp [ACK] S )
2110 524.402066 192.168.1.111 91.207.5.234 TCP adobeserver-2 > smtp [ACK] 5§ e C anger OO ups
2111 524.467875 91.207.5.234 192.168.1.111 TCP [TCP segment of a reassembled H H
2117 524.458236  91.207.5.234 192.168.1.111 TP [TCP segment of a reassembled of email prOVIderS
2113 524.468531 192.168.1.111 91.207.5.234 TCP adobeserver-2 > smtp [ACK] Seq
2114 524.471563 192.168.1.111 91.207.5.234 TCP adobeserver-2 > smtp [FIN, ACK] Seq=13 2963 win=17520 Len=0
2115 524.497801 192.168.1.111 192.168.1.99 DNS standard query A mx4.hotmail.com
2116 524.507162 192.168.1.111 192.168.1.99 DNS Standard query A c.mx.mail.vahoo.com
2117 524.511616 192.168.1.111 192.168.1.99 DNS Standard query A a.mx.mail.yahoo.com
2118 524.515513 192.168.1.111 192.168.1.99 DNS Standard query A mailin-03.mx.aol.com
2119 524.522667 192.168.1.111 192.168.1.99 DNS standard query A mailin-04.mx.aol.com
2120 524.538745 192.168.1.111 192.168.1.99 DNS Standard query A mx4.hotmail.com
2121 524.553170 192.168.1.111 192.168.1.99 DNS Standard query A mx2.hotmail.com
2122 524.563095 192.168.1.111 192.168.1.99 DN5 Standard query A mx2.hotmail.com
2123 524,568288 192.168.1.111 192.168.1.99 DNS standard query A mx2.hotmail.com
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6. Further analyze this packet using Wireshark’s conversation-following capabilities. Right-
click on one of the packets (e.g., 2066) and select Follow TCP Stream.

Follow TCP Stream + %

Stream Content

------------ Wyipzobgrzajyolt4170

Content-Type: text/html; charset=utf-8

Content-ID: <op.3315697508338. jywzdbvotlcgqsw@24.39.21.197>
Content-Transfer-Encoding: Quoted-Printable

<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN">
<html>

<p><font face=3D"Times New Roman" size=3D"5" =
color=3D"#FF0000" >Good Day</font></p>

<p=<font face=3D"Times New Roman" size=3D"3" =
color=3D"#000000">Very Hot. Teen websites. for you now!. check the link =
below. to check them out!.</font></p>

<pr<font face=3D"Tahoma" size=3D"5" color=3D"#FFOOFF"><a =
href=3D"http://piwejylezizyvoj.blogspot.com">Get Your =
Password Here</a></font>

</p>

<p><font face=3D"Arial" size=3D"3" color=3D"#000080">take =
care</font></p>

Entire conversation (32973 bytes)

QFind E_Sa\te.ﬁ.s (s, Print ASCII EBCDIC Hex Dump C Arrays (») Raw

@ Help EFi\(er Out This Stream | “Ciose

This stream confirms the start of an HTML spamming email message temping users to
click a link (i.e., “Good Day ... Check the link below. ...”) using the SMTP protocol.

Answers
e What is the name of the PHP file? tasksz.php
e What is the name of the Stage 2 executable? l.exe
e What is the PHP/EXE download IP address? 89.248.162.164
¢ Did the bot attempt to change the kernel? Unsure
e What protocol was used for the bot activity? SMTP
e What is this activity called? Spamming
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