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Network IDS Analysis — Instructions

Introduction
e Estimated time to complete this lab - 30 minutes

Objectives

After completing this lab, you will be able to use Squil and Wireshark to:
e Analyze malicious incidents using the Snort network IDS backend
e Pivot between tools for more detailed network traffic analysis

Prerequisites
Before working on this lab, you must have:
e Reviewed the CDA-F Network IDSs training module

Overview of the Lab

Students will apply their existing analysis knowledge and tool skills (e.g., Wireshark) along with
additional concepts and solutions (i.e., Squil) from this module to analyze an incident. An
Ubuntu desktop is provided for tool access and analysis. The lab mimics analysis scenarios often
performed in the real world. While other tools may be used in operational environments, the
same analysis concepts can be applied to them.

Computers in this Lab
This lab uses computers as described in the following table.

student-desktop-NN alysis Host untu OS with Sguil & Wireshark

NN in the table is an instructor assigned student number from 01 to 20. Login to the Ubuntu
desktop as “student” using the password “12qwaszx! @QWASZX".
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Instructions
Opening Squil

1. Enter “student” for the username if prompted and “12qwaszx! @QWASZX" as the
password. Press the Log In button to continue.

student 10 Jun, 16:09

student
I

2. Open Sguil by starting the application and logging in. Start by pressing the Sguil icon.
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In the login prompt, enter “student” for the username and “12qwaszx! @QWASZX” for
the password. Press OK when finished.

- SGUIL-0.9.0 -

Sguild Host: |lncalhost

E

Sguild Part: 7734
Usemame; student
Fassword: +aaa.-+++*-la.¢.++.|.|

Ok Exit

3. Select the sensors to attach and open the main Sguil interface. In the startup window that
appears after logging in, press the Select All button to automatically enable any attached
sensors. In this lab, the sensors are ubuntu-ethO and ubuntu-ossec.

o SGUIL-D.3.0 - + X

Sguil - A tel'ek mterface for network secunty monitonng
Copynight (C) 2002-2013 Robert (Bamm) Visscher <bamm&sguil net>

This program is distnbuted under the terms of version 2 of the
GNU Public License. See LICEMSE for further details.

This program i distributed in the hope that it will be useful,

W ubuntu-etho

unmonitored

UnSalbect All Start SGUIL Exit |
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Press the Start SGUIL button to bring up the Sguil front end.

- SGEUIL-0.9.0 - Cannactad Ta lacslhont
Vds Quary Reports Lound: OF Lerverbama: ocalbou UserMame: student UseriD: ) 2O00-G0-27 17500 AT
ealTime Lvents |Im MII]
2 uhuniu-a 123 NS0T 11 V&30 0000 0000 o |ESEC] Imtmgrity chasckeswm changed sgai
- 2  ubuniu-g,. 1.24 2050711 163148 0000 0.0.00 O |OSSEC) Imtegrity checksam changed.
. 1 uwbuntu-o. 1.3 150711 163719 Aol [ R B |OSEZEC) Integrity checksum changed agai
Li 3 whuniu-e 116 2015-07-11 16354 1SR 16803 49158 19216802 B0 6  ETPOLICY Vulnerable |ava Verson 1.7.x...
. 45  whuniu-e Libd 2950711 163855 15116802 8D 192.9680.3 49158 & ET CURRENT_EVENTS DRIVEEY Generic - |
- fd  whuniu-e 1188 2015-07-11 163855 19116803 BD 19216803 #0158 & ETCURRENT EVENTS Possdle Metaplon
BT T wbuniy-e o 30 207507-11 168035 192.168.03 40763 182, 168.0.7 &d44d B FADS Chamged Assel - x5l Generc TLS 1.0
RT 1 whuniu-g... 420 2015-07-11 16435 192 168.03 49163 192.968.0.2 4444 & PADS Mew Assel - 351 TLS 1.0 Chant Hello
HT 1 sbuntu-g.. a3z 20750711 1604209 192.168.003 49165 192.168.02 27 E FADS Changed Astet - unknown @Rp
AT 1  whuniu-g_. 437 20750711 164208 152 168.03 49785 192.18802 21 B PADS Mew Asset - fipwsFTPd 235
BT 1 ubuniu-e 1240 20150711 164200 15216802 21 19216803 49165 &  ET POLICY FTP Login Successhal
- n] .uu:m]m ]s’m" Show Packet Data | Show Ruls
Reverse DNS + Enable External DNG ;
[sretr Source [P Deest 1P Ver ML TOS fen 1D Flags Ofser TTL oSy
ST N
UAPRS F
o Source Dest RARCSS Y
Dt Hame: Port Polt TOGKHTMNMN Seqwr Atk ®  Offser Res Window Urpdksy
Whos Query: ~ Mone SciP Dst1P

NOTE: If you receive an “Unable to connect” message, wait a minute and try again.
Sguil’s backend may not have fully started yet.

Using Sguil’s Basic Features

1. Become familiar with the alerts displayed in Squil by looking through them.

Event Message

[Q55EC] Imtegrity checksum changed agai..
B1:48 0.0.0.0 U [DSSEC] Integrity checksum changed.
B719 0.0 0 [D55EC] Imtegrity checksum changed agal...
B:54 192.168.0.2 B0 6 ETPOLICY Vulnerable Java Version 1.7.x ...
B&:55 192.168.0.2 &80 192.168.0.3 49158 6 ET CURRENT_EVENTS DRIVEBY Generic - ]...
B8:55 192.168.0.2 &0 192.168.0.3 49158 6 ET CURRENT_EVENTS Possible Metasploit ...
fi- 35 487 458 A S A ES A0 4ED0 A S AAAA & BAME Flhanand Arent cel SnmareTIC 4 M
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2. Explore Sguil’s integration with Wireshark. Start by right-clicking on an Alert ID field
to open a context menu of tool integrations.

RealTime Euem;] Escalated E‘mts]

Bz wuntuo.. 123 2015071116:30:00 0.0.0.0 0.0.0.0
B : ubuntuo. 124 2015071116:31:48  0.0.00 0.0.0.0
B ' vbuntuo. 126 2035071163719 0.0.0.0 0.0.0.0

RT 3 ubuntu-e... 3161 3 192.168.0.3 49158 192.168.0.2 BOD
- 45 ubuntu-e...  3.184 192.168.0.2 80 192.168.0.3 49154
- 14 wbuntu-s.. 3.189 g0 192.168.0.3 49154
RT ubuntu-a... 4.30 - 192.168.0.2 4444
RT ubuntu-e... 4.29 2015-07-11 16:40:35 L0 ' 2.168.0.2 4444
RT ubuntu-e... 4.32 20150711 16:42:09 192.168.0.3 49165 192.168.0.2 21
RT ubuntu-a... 4.31 2015-07-1116:42:08 192.168.0.3 49165 192.168.0.2 21
RT ubuntw-e...  3.240 2015-07-1116:42:00 102.168.0.2 21 192.168.0.3 49147

ok sk sk sk

NOTE: You MUST right-click on an Alert ID field. Right-clicking other fields offers
different options. In some cases you have to hold the right-click down to keep the menu
open.

3. Select Wireshark from the list of tools integrated with Sguil.

v 5GUIL-0.9.0 - Connected To localhost

File Query Reports Sound: Off ServerName: localhost UserMame: student UserID: 2

RealTime Evenls] Escalated E'\R}I'IIS]

Alert 1D Jate/Tim DPort
- 2 ubuntu-o... 1.23 2015-07-11 16:30:09  0.0.0.0 0.0.0.0 0 [0S
- 2 ubuntu-o... 1.24 2015-07-11 16:31:48 0.0.0.0 0.0.0.0 0 [0S
- 1 ubuntu-o... 1.26 2015-07-11 1&:37:19  0.0.0.0 0.0.0.0 0 [OF
RT 3 ubuntu-e... 3.161 2015-07-11 16:38:54 192.168.0.3 49158 192.168.0.2 &0 4] ET
. 45 ubuntu-e.., Event History 38:5> 192.168.0.2 80 192.168.0.3 49138 6 ET
- 14 ubuntu-e... Transcript 38:55 192.168.0.2 80 192.168.0.3 49158 6 ET
RT 1 ubuntu-e... Transcript (forceg . 68.0.2 4444 6 PA[
RT | ubuntu-e... | ireshark Select Wireshark 68.0.2 4444 6  PAI
wireshark (force
RT 1 ubuntu-e... ) 42:09 192.168.0.3 192.168.0.2 21 5] PAI
NetworkMiner
RT 1 ubuntu-e.. . 42:09 192.168.0.3 49165  192.168.0.2 21 4] PA[
NetworkMiner (force new)
RT 1 ubuntu-e... - 42:09 192.168.0.2 21 192.168.0.3 49165 6 ET

Bro (force new)

|l_rh Dinclent Dioga [ Ch Dl

NOTE: If you had to hold the right-click down above, select an option by moving the
mouse over Wireshark and releasing the right-click.
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4. Analyze the network traffic as covered in the previous labs after Sguil locates the
associated network conversion stream and opens it in Wireshark. For example, apply
display filters to isolate traffic of interest or select “Follow TCP Stream” to analyze text
content transferred.

bt 19216000 45150 19216002 B0-Goraw [Wireshark 1129 [Git Rev Unknawn framm unknesn )] L}
Fie Eda View Go Capture Analyre Siststies Telephony Tool Intermals  Melp

0coim L xe Qer»¥3Fr ool §¥S-. @

Filrer: | | = Daprassion.., Chear Apply Save

NG . Tine Source Destination Protocol | Length Imfo
1 9.000008 152.168.8.3 192.168.8.2 TP 66 49158-88 [SYN] Seqe@ Win=8192 Lens=@ MS5
1 0000014 192.168.8.2 192.168.8.3 TP 66 BO-49158 [SYN, ACK] Seqed Ackel Win=292
3 8. 008016 152.168.8.3 192.168.8.2 TCP 68 49158-80 [ACK] Seqgel Ack=l Win=65536 Le
4 9087433 152.168.8.3 192.168.8.2 HTTR 382 GET /pwnme/Siteloader.jar HTTP/1.1
5 &.baT4a2 152, 168.8.2 192.168.8.3 TCP 68 BB-d3158 [ACK] Seg=1 Ack=32% Win=38335
B B.634484 152.168.8.2 192.168.8.13 TCP 1514 [TCP segment of & reassesmbled PDU)
7 86343585 152.168.8.2 152.168.8.3 TP 1514 [TCP segment of a reassesbled POU)
B 8. 634518 152.1648.8.2 192.168.8.3 TCP 1514 [TCP segment of a reassembled PDU]
5 8634513 152.168.8.2 152,168.8.3 TCP 1514 [TCP segment of a reassembled POU)
18 9.834318 152.1688.8.2 192.158.8.3 TR 1514 [TCP segment of a reassesbled PDU]

b Frame 1: 66 bytes on wire (328 bits), &6 bytes captured (528 bits)
¥ Ethernet 11, Src: B8:Bc:X9:ch:44:08 (88:8c:39:cb:44:808), Dst: B8:Bc:29:68:63:c9 (B8:8c:29:68:283:¢9)
¢ Internet Protocel Version 4, Src: 192.166.6.3 (192.166.68.3), Dst: 192.168.6.2 (192.166.8.2)

29 68 =3 3 00 Bc 29 cb 44 00 08 00 45 0O S | PP I B
Ba B B B TS I} cB AR B8 A3 rA aR oLl .. v

5. Close Wireshark when finished. You may notice a message box indicating the temporary
location of the raw PCAP file. If you chose to pivot to Wireshark from an alert, Sguil
creates files like these for a session’s PCAP before loading it into Wireshark. Press OK
to close this message.

% Raw file is stored in
W iMp/192.168.0,3_49158_192.168.0.2_80-6.raw.
Pleaze delete when finished
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Questions

Your enterprise maintains a set of older workstations for running legacy applications no longer
supported by modern day OSs. Due to the outdated OS, they must use an old version of Java.
One of these hosts was compromised with an exploit targeting a vulnerability in this version of
Java. The exploit provided shell access to the attacker, who then downloaded an additional tool
to the host.

Using Sguil, answer the following questions with the information provided above.

e What was the IP address of the attacker?

e What was the IP address of the victim?

e  What was the name of the file downloaded?
e What was this type of attack?

Try to determine the answers on your own at first. If you are having trouble, see the next page
for some hints. Close Wireshark when finished answering all the questions.
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Answers

What was the IP address of the attacker?
What was the IP address of the victim?
What was the name of the file downloaded?

What was this type of attack?

192.168.0.2
192.168.0.3
download.7z
Client-Side
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Having trouble with this lab? Here are a few hints that might help.
e There are two critical events, one for the initial attack and another for the subsequent file
download.

e Events occurred within the past 20 events logged by the sensor.

See the Solution Techniques document for the answers and a method of solving each of the lab
questions.

You have now completed this lab.

10
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